
V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls

B
ar

t
Ja

co
bs

b
a
r
t
@
c
s
.
k
u
n
.
n
l

h
t
t
p
:
/
/
w
w
w
.
c
s
.
k
u
n
.
n
l
/

� ba
r
t

.

D
ep

ar
tm

en
to

fC
om

pu
te

rS
ci

en
ce

U
ni

ve
rs

ity
of

N
ijm

eg
en

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
of

30
)

O
ut

lin
e

I.
In

tr
o

on
C

om
pu

te
rS

ec
ur

ity

II.
P

ro
gr

am
C

or
re

ct
ne

ss
an

d
S

ec
ur

ity

III
.

Fo
rm

al
iz

in
g

S
ec

ur
ity

C
on

ce
pt

s

IV
.

R
ea

so
ni

ng
ab

ou
tS

ec
ur

ity
P

ro
to

co
ls

V
.

S
ta

nd
ar

de
xa

m
pl

e:
N

ee
dh

am
-S

ch
ro

ed
erP

ro
to

co
l

V
I.

C
on

cl
us

io
ns

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
of

30
)

I.
C

om
pu

te
r

S
ec

ur
ity

� C
ha

lle
ng

in
ga

nd
ex

ci
tin

g
fie

ld
of

co
m

pu
te

rs
ci

en
ce

,
be

ca
us

en
ew

,c
om

pl
ex

pr
ob

le
m

sa
ris

ec
on

tin
uo

us
ly.

� Is
re

le
va

nt
to

al
lo

ft
he

m
aj

or
to

pi
cs

in
co

m
pu

tin
g:

op
er

at
in

gs
ys

te
m

s,n
et

wo
rk

s,
da

ta
ba

se
s.

C
ry

pt
og

ra
ph

icc
od

in
g

is
th

e
m

os
tp

ow
er

fu
lt

oo
li

n
pr

o-
vi

di
ng

co
m

pu
te

rs
ec

ur
ity

.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.3
of

30
)

S
ec

ur
ity

P
ro

to
co

ls
P

ro
to

co
ls

ar
e

or
de

rly
se

qu
en

ce
sof

st
ep

st
ha

tt
w

o
or

m
or

e
pa

rt
ie

st
ak

e
in

or
de

rt
o

ac
co

m
pl

is
ha

ta
sk

,fo
r

m
ut

ua
l

be
ne

fit
.

S
ec

ur
ity

pr
ot

oc
ol

ss
ho

ul
dg

ua
ra

nt
ee

se
cu

re
co

m
m

un
ic

at
io

n
in

a
ho

st
ile

en
vi

ro
nm

en
t:

th
ey

sh
ou

ld
w

or
k

on
“s

at
an

’s
co

m
pu

te
r”

.

S
ec

ur
ity

pr
ot

oc
ol

sa
re

di
ff

er
en

tf
ro

m
tr

an
sa

ct
io

np
ro

to
co

ls,
w

hi
ch

co
nc

er
nt

he
ac

tu
al

tr
an

sf
er

of
da

ta
,b

ut
no

tt
he

se
cu

ri
ty

th
er

eo
f.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.4
of

30
)



E
xa

m
pl

e
pr

ot
oc

ol
s

� S
S

L � S
ec

ur
ec

om
m

un
ic

at
io

nla
ye

ro
ve

rT
C

P

� U
se

df
or

w
eb

tr
an

sa
ct

io
ns

� K
er

be
ro

s

� A
ut

he
nt

ic
at

io
np

ro
to

co
lfo

r
cl

ie
nt

/s
er

ve
r

ap
pl

ic
at

io
ns

w
ith

se
cr

et
ke

y
cr

yp
to

gr
ap

hy

� K
ee

pp
la

in
te

xt
pa

ss
wo

rd
so

ff
ne

tw
or

k
(a

s
pr

ot
ec

tio
na

ga
in

st
“s

ni
ff

er
s”

)

� N
ee

dh
am

-S
ch

roe
de

r

� Fa
m

ou
sr

es
ea

rc
hp

ap
er

ex
am

pl
e V

er
ifi

ca
tio

n
of

C
ry

pt
og

ra
ph

ic
P

ro
to

co
ls

(p
.5

of
30

)

C
or

re
ct

ne
ss

of
se

cu
rit

y
pr

ot
oc

ol
s

S
ec

ur
ity

pr
ot

oc
ol

sa
re

no
to

rio
us

ly
ha

rd
to

ge
tr

ig
ht

,e
ve

n
w

he
n

th
ey

on
ly

in
vo

lv
e

a
fe

w
m

es
sa

ge
spe

ra
ge

nt
.

M
ai

n
pr

ob
le

m
sa

re
in

fo
rm

al
iz

in
g:

� w
ha

ta
re

th
e

re
qu

ire
ds

ec
ur

ity
pr

op
er

tie
s

� a
ll

th
at

th
e

ho
st

ile
en

vi
ro

nm
en

tc
ou

ld
po

ss
ib

ly
do

Fo
rm

al
m

et
ho

ds
ar

e
im

po
rt

an
tfo

r
ac

hi
ev

in
g

pr
ec

is
ef

or
-

m
ul

at
io

ns
,a

nd
fo

r
ex

pl
or

in
g

al
ls

ce
na

rio
s

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.6
of

30
)

S
ec

ur
ity

G
oa

ls

� C
on

fid
en

tia
lit

y:
on

ly
au

th
or

is
ed

pe
op

le
ca

n
se

e
pr

ot
ec

te
dd

at
a

� In
te

gr
ity

:
on

ly
au

th
or

is
ed

pe
op

le
ca

n
m

od
if

y
pr

ot
ec

te
d

da
ta

;e
sp

ec
ia

lly
:n

o
m

od
ifi

ca
tio

nd
ur

in
g

tr
an

sm
is

si
on

� A
va

ila
bi

lit
y:

pr
ot

ec
te

dd
at

ai
s

ac
tu

al
ly

ac
ce

ss
ib

le
by

au
th

or
is

ed
pe

op
le

.
O

pp
os

ite
:d

en
ia

lo
fs

er
vi

ce
(D

oS
)

In
al

lc
as

es
, au

th
en

tic
at

io
no

fa
ut

ho
ris

ed
pe

rs
on

sis
cr

uc
ia

l.

T
he

fir
st

tw
o

ar
e

sa
fe

ty
pr

op
er

tie
s,

an
d

th
e

la
st

on
e

is
a

liv
en

es
s

pr
op

er
ty.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.7
of

30
)

II.
P

ro
gr

am
C

or
re

ct
ne

ss
an

d
S

ec
ur

ity
T

he
ar

ea
of

pr
og

ra
m

co
rr

ec
tn

es
sis

co
nc

er
ne

dw
ith

as
su

rin
gt

ha
tp

ro
gr

am
sd

o
w

ha
tt

he
y

sh
ou

ld
do

.M
or

e
pr

ec
is

el
y:

th
at

pr
og

ra
m

sm
ee

tth
ei

rs
pe

ci
fic

at
io

ns
.

� In
th

e
ea

rly
da

ys
of

co
m

pu
tin

g,
pr

og
ra

m
er

ro
rs

w
er

e
th

ou
gh

tto
co

m
ef

ro
m

un
in

te
nt

io
na

lo
m

m
is

si
on

,o
r

in
ac

cu
ra

cy.

� N
ow

ad
ay

s,
in

th
e

er
a

of
m

ob
ile

co
de

,i
nt

en
tio

na
lly

m
al

ic
io

us
co

de
is

a
re

al
(s

ec
ur

ity
)p

ro
bl

em
:v

iru
se

s,
w

or
m

s,
tr

ap
do

or
s,T

ro
ja

n
ho

rs
es

et
c. V

er
ifi

ca
tio

n
of

C
ry

pt
og

ra
ph

ic
P

ro
to

co
ls

(p
.8

of
30

)



P
ro

gr
am

C
or

re
ct

ne
ss

ve
rs

us
S

ec
ur

ity

� C
or

re
ct

ne
ss

G
iv

en
ex

pe
ct

ed
in

pu
t(

pr
ec

on
di

tio
nh

ol
ds

),
sy

st
em

pr
od

uc
es

de
si

re
do

ut
pu

t

� S
ec

ur
ity

G
iv

en
an

y
in

pu
t,

sy
st

em
do

es
no

t:

� re
ve

al
se

cr
et

s

� be
co

m
ec

or
ru

pt
ed

� pr
ov

id
e

fa
ls

eg
ua

ra
nt

ee
s

Ty
pi

ca
lly

,t
he

se
ar

e
sa

fe
ty

pr
op

er
tie

s.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.9
of

30
)

P
ro

gr
am

pr
op

er
tie

s
fo

r
se

cu
rit

y
A

sp
ec

ts
of

se
cu

rit
yc

an
be

ex
pr

es
se

da
sp

ro
gr

am
sp

ec
ifi

ca
tio

ns
,su

ch
as

:

� (
C

la
ss

)in
va

ria
nt

sf
or

ex
pr

es
si

ng
pr

og
ra

m
sa

fe
ty

pr
op

er
tie

s,l
ik

e:
ce

rt
ai

ni
nt

eg
er

fie
ld

s
ar

e
po

si
tiv

e,
or

re
fe

re
nc

es
ar

e
no

n-
nu

ll,
to

pr
ev

en
te

xc
ep

tio
ns

.

� M
od

ifi
ab

ili
ty

cl
au

se
sa

nd
re

fe
re

nc
ec

on
tr

ol
fo

r
in

te
gr

ity
an

d
co

nfi
de

nt
ia

lit
y.

� A
cc

es
sc

on
tr

ol
an

d
in

fo
rm

at
io

n
flo

w
fo

r
in

te
gr

ity
co

nfi
de

nt
ia

lit
y.

S
ee

to
m

or
ro

w
s

ta
lk

of
E

rik
P

ol
l.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
0

of
30

)

M
od

ifi
ab

ili
ty

In
a

sp
ec

ifi
ca

tio
nl

an
gu

ag
eli

k
e

JM
L

,f
or

Ja
va

M
od

el
in

g
L

an
gu

ag
e

[L
ea

ve
ns

et
al

.]
on

e
m

ay
w

rit
e

m
et

ho
d

sp
ec

ifi
ca

tio
ns

w
ith

re
st

ric
tio

ns
on

th
e

si
de

-e
ffe

ct
s.

/
*
@

b
e
h
a
v
i
o
r

@
r
e
q
u
i
r
e
s

<
p
r
e
c
o
n
d
i
t
i
o
n
>

@
m
o
d
i
f
i
a
b
l
e
<
i
t
e
m
s
t
h
a
t

m
a
y

b
e

m
o
d
i
f
i
e
d
>

@
e
n
s
u
r
e
s

<
p
o
s
t
c
o
n
d
i
t
i
o
n
f
o
r

n
o
r
m
a
l

t
e
r
m
i
n
a
t
i
o
n
>

@
s
i
g
n
a
l
s

<
p
o
s
t
c
o
n
d
i
t
i
o
n
f
o
r

e
x
c
e
p
t
i
o
n
a
l

t
e
r
m
i
n
a
t
i
o
n
>

@
*
/

v
o
i
d

m
e
t
h
o
d
(
)
{

.
.
.

}

S
uc

hm
od

ifi
ca

tio
nr

es
tr

ic
tio

ns
,o

rf
ra

m
e

co
nd

iti
on

s,
ar

e
im

po
rt

an
tfo

r
en

su
rin

ga
fo

rm
of

in
te

gr
ity

.
(T

he
y

al
so

pl
ay

an
es

se
nt

ia
lro

le
in

ve
rifi

ca
tio

n.
)

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
1

of
30

)

R
ef

er
en

ce
co

nt
ro

l
K

ee
pi

ng
co

nt
ro

lo
fp

oi
nt

er
si

n
pr

og
ra

m
m

in
gl

an
gu

ag
es

is
al

so
im

po
rt

an
tfo

r
co

nfi
de

nt
ia

lit
ya

nd
in

te
gr

ity
,s

in
ce

:

� P
oi

nt
er

sm
ay

le
ak

in
fo

rm
at

io
n

in
un

in
te

nd
ed

w
ay

s.

� E
ve

n
if

al
lm

et
ho

ds
of

a
cl

as
sm

ai
nt

ai
nt

he
cl

as
s

in
va

ria
nt

,th
is

in
va

ria
nt

m
ay

st
ill

be
di

st
ur

be
db

y
un

co
nt

ro
lle

dp
oi

nt
er

s.

S
ta

tic
ap

pr
oa

ch
es

ca
n

be
ef

fe
ct

iv
e

fo
r

co
nt

ro
lli

ng
re

fe
re

nc
es

,us
in

g
su

ita
bl

et
yp

e
an

no
ta

tio
ns

[M
ül

le
r

&
P

oe
tz

sc
h-

H
efft

er
].

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
2

of
30

)



III
.

F
or

m
al

is
in

g
S

ec
ur

ity
C

on
ce

pt
s

T
hr

ee
to

pi
cs

:

� C
ry

pt
og

ra
ph

icp
rim

iti
ve

s

� P
er

fe
ct

/i
m

pe
rf

ec
tc

ry
pt

og
ra

ph
y

� C
ap

ab
ili

tie
so

fa
n

ad
ve

rs
ar

y.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
3

of
30

)

C
ry

pt
og

ra
ph

ic
P

rim
iti

ve
sI

In
m

os
tf

or
m

al
is

at
io

ns
,cr

yp
to

gr
ap

hi
ca

lg
or

ith
m

sa
re

tr
ea

te
da

sb
la

ck
bo

xe
s.

E
sp

ec
ia

lly
:

E
nc

ry
pt

�
���
��
	
�
���

an
d

D
ec

ry
pt

� �
�

��

w
he

re

�
� is

ca
lle

d
pl

ai
nt

ex
t

� E
nc

ry
pt

�
� �
�� an

d�
ar

e
ci

ph
er

te
xt

.

(O
th

er
of

te
n-

us
ed

pr
im

iti
ve

is
ha

sh

�
�� ,f

or
pr

ot
ec

tin
g

�

ag
ai

ns
tm

od
ifi

ca
tio

n.
)

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
4

of
30

)

C
ry

pt
og

ra
ph

ic
P

rim
iti

ve
sI

I
T

he
m

ai
n

di
st

in
ct

io
n

is
be

tw
ee

n:

� S
ym

m
et

ric
or

se
cr

et
ke

y
sy

st
em

s,s
uc

ha
sD

E
S

.A
co

m
m

on
ke

y

� is
us

ed
by

se
nd

er
an

d
re

ce
ive

r,
an

d:

D
ec

ry
pt

� E
nc

ry
pt

�
���
�� �
�� 	

�

� A
sy

m
m

et
ric

or
pu

bl
ic

ke
y

sy
st

em
s,s

uc
ha

sR
S

A
.E

ac
h

us
er

ha
st

w
o

ke
ys

� pu
b

an
d

� pr
iv

w
ith

:

D
ec

ry
pt

� E
nc

ry
pt

�
���
� pu

b

� �
� pr

iv

� 	

� fo
r

co
nfi

de
nt

ia
lit

y

D
ec

ry
pt

� E
nc

ry
pt

�
���
� pr

iv

� �
� pu

b
� 	

� fo
r

au
th

en
tic

at
io

n

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
5

of
30

)

S
ec

re
tv

er
su

sP
ub

lic
ke

y
� S

ec
re

tk
ey

cr
yp

to
gr

ap
hy

� is
fa

st
(c

er
ta

in
ly

w
he

n
im

pl
em

en
te

din
ha

rd
wa

re
),

bu
t

� re
qu

ire
sa

sp
ec

ia
lk

ey
fo

r
ea

ch
pa

ir
of

us
er

s.

� P
ub

lic
ke

y
cr

yp
to

gr
ap

hy

� is
fle

xi
bl

e
(a

ls
o

au
th

en
tic

at
io

n)
,bu

t

� re
qu

ire
sa

re
lia

bl
e

da
ta

ba
se

of
pu

bl
ic

ke
ys

.

C
om

bi
na

tio
n:

us
ep

ub
lic

ke
ys

fo
r

ex
ch

an
gi

ng
a

on
e-

tim
e

se
cr

et
ke

y
fo

r
sp

ec
ia

ls
es

si
on

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
6

of
30

)



P
er

fe
ct

ne
ss

of
C

ry
pt

og
ra

ph
y

C
ry

pt
og

ra
ph

ica
lg

or
ith

m
sa

re
no

tp
er

fe
ct

:b
ru

te
fo

rc
e

at
ta

ck
sa

re
po

ss
ib

le
(b

ut
sh

ou
ld

no
tb

e
fe

as
ib

le
),s

o
th

er
ei

s
al

w
ay

sa
ch

an
ce

th
at

ci
ph

er
tex

tm
ay

be
de

co
de

d.

S
ho

ul
dt

hi
s

ch
an

ce
be

ta
ke

n
in

to
ac

co
un

tin
fo

rm
al

ap
pr

oa
ch

es
?

� D
oi

ng
so

le
ad

st
o

no
n-

tr
iv

ia
lc

al
cu

li
w

ith
pr

ob
ab

ili
tie

s
[M

itc
he

ll]
.

� Ig
no

rin
g

th
es

ec
ha

nc
es

m
ea

ns
th

at
th

e
fo

rm
al

is
at

io
n

as
su

m
es

pe
rf

ec
tc

ry
pt

og
ra

ph
y.

T
hi

s
lin

e
w

ill
be

fo
llo

w
ed

.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
7

of
30

)

C
ap

ab
ili

tie
s

of
an

ad
ve

rs
ar

y
I

T
he

co
m

m
on

m
od

el
us

ed
in

cr
yp

to
gr

ap
hi

cp
ro

to
co

ls
in

vo
lv

es
se

ve
ra

la
ge

nt
st

ha
tc

an
se

nd
(e

nc
ry

pt
ed

)m
es

sa
ge

s
to

ea
ch

ot
he

r.

O
ne

of
th

e
ag

en
ts

is
ca

lle
d

a
S

py
or

A
dv

er
sa

ry,
an

d
ha

s
sp

ec
ia

lp
ow

er
s,

lik
e

ob
se

rva
tio

n,
in

te
rc

ep
tio

n,
an

al
ys

is
,

re
pl

ay
et

c.

V
er

ifi
ca

tio
n

go
al

:
sh

ow
th

at
th

e
A

dv
er

sa
ry

ca
n

no
tg

et
a

se
ss

io
nk

ey
,c

an
no

tp
re

te
nd

to
be

so
m

eo
ne

el
se

,o
ri

s
ou

ts
id

et
he

sc
op

eo
fa

pr
iv

at
e

ch
an

ne
l,li

k
e

in
:

�
�� �
� �
� .

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
8

of
30

)

C
ap

ab
ili

tie
s

of
an

ad
ve

rs
ar

y
II

O
ne

of
th

e
gr

ea
tin

tr
in

si
c

pr
ob

le
m

si
n

se
cu

rit
ya

na
ly

si
si

s:
w

ha
tc

ap
ab

ili
tie

s
do

es
th

e
ad

ve
rs

ar
y

ha
ve

?

� H
ow

ca
n

yo
u

lis
ta

ll
po

ss
ib

le
su

bv
er

siv
e

ac
tio

ns
?

� If
yo

u
re

st
ric

ty
ou

rs
el

ft
o

a
fe

w
of

th
em

,h
ow

re
al

is
tic

is
yo

ur
fo

rm
al

is
at

io
n?

C
om

m
on

ly
us

ed
ca

pa
bi

lit
ie

s:
in

te
rc

ep
tio

n,
de

co
m

po
si

-
tio

n,
re

m
em

be
ra

nc
e,re

-a
ss

em
bl

y,r
ep

la
y.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.1
9

of
30

)

IV
.R

ea
so

ni
ng

ab
ou

tS
ec

ur
ity

P
ro

to
co

ls
G

oa
l:

co
rr

ec
tn

es
su

nd
er

at
ta

ck
.

� S
ta

te
ex

pl
or

at
io

n
m

et
ho

ds
su

ch
as

F
D

R
fo

r
C

S
P,

us
ed

by
Lo

w
e.

K
ee

pi
ng

th
e

st
at

es
pa

ce
lim

ite
d

re
qu

ire
s

si
m

pl
ifi

ca
tio

ns
.S

pe
ci

al
ca

se
:e

nu
m

er
at

ive
ap

pr
oa

ch
of

B
as

in
,u

si
ng

la
zy

lis
ts

in
H

as
ke

ll.

� B
el

ie
fl

og
ic

s
fo

rm
al

is
in

g
w

ha
ta

ge
nt

sm
ay

in
fe

rf
ro

m
m

es
sa

ge
sre

ce
ive

d.
B

A
N

an
d

de
riv

at
iv

es
.

� T
he

or
em

pr
ov

in
g

(e
sp

ec
ia

lly
us

ed
by

Pa
ul

so
n)

,
or

ie
nt

ed
to

w
ar

ds
pr

ov
in

g
sa

fe
ty

gu
ar

an
te

es
(b

ut
ab

se
nc

ec
an

in
di

ca
te

po
ss

ib
le

at
ta

ck
s)

.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
0

of
30

)



A
ut

he
nt

ic
at

io
n

P
ro

to
co

ls
A

ut
he

nt
ic

at
io

ni
s

ve
ry

im
po

rt
an

tfo
r

se
cu

rit
y:

it
m

ay
be

us
ed

fo
r

as
si

gn
in

gr
es

po
ns

ib
ili

ty,
an

d
fo

r
gi

vi
ng

cr
ed

it.

C
om

m
on

di
st

in
ct

io
ns

:

w
ith

tr
us

te
dp

ar
ty

w
ith

ou
tt

ru
st

ed
pa

rt
y

pu
bl

ic
ke

y
“N

ee
dh

am
-S

ch
ro

ed
er

”

se
cr

et
ke

y
K

er
be

ro
s

T
he

N
ee

dh
am

-S
ch

ro
ed

erp
ro

to
co

lis
a

st
an

da
rd

re
se

ar
ch

pa
pe

re
xa

m
pl

e:
th

e
“a

lte
rn

at
in

gb
it

pr
ot

oc
ol

”o
fs

ec
ur

ity
.

(T
he

or
ig

in
al

pa
pe

rc
on

ta
in

ss
ev

er
al

ve
rs

io
ns

.)
V

er
ifi

ca
tio

n
of

C
ry

pt
og

ra
ph

ic
P

ro
to

co
ls

(p
.2

1
of

30
)

N
ee

dh
am

-S
ch

roe
de

rp
ro

to
co

lI

� S
im

pl
e

au
th

en
tic

at
io

np
ro

to
co

l,i
nt

ro
du

ce
di

n
19

78
:

tw
o

ag
en

ts

� �
� ex

ch
an

ge
m

es
sa

ge
sin

or
de

rt
o

m
ut

ua
lly

au
th

en
tic

at
ee

ac
ho

th
er

,v
ia

a
sh

ar
ed

se
cr

et
(w

hi
ch

m
ay

th
en

be
us

ed
fo

r
ot

he
rp

ur
po

se
s)

.

� P
ro

ve
d

“c
or

re
ct

”i
n

B
A

N
-lo

gi
c

(1
99

0)
:fi

na
lb

el
ie

fs
ar

e
pr

ov
ed

ex
pr

es
si

ng
th

at
on

ly

� an
d

� kn
ow

a
ce

rt
ai

ns
ec

re
t.

� B
ut

st
ill

in
co

rr
ec

t,a
ss

ho
w

n
by

G
av

in
Lo

w
e

(u
si

ng
th

e
F

D
R

re
fin

em
en

tc
he

ck
er

fo
r

C
S

P
)in

[T
A

C
A

S
’9

6]
.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
2

of
30

)

N
ee

dh
am

-S
ch

roe
de

rp
ro

to
co

lI
I

� T
he

pr
ot

oc
ol

co
ns

is
ts

of
th

re
es

te
ps

.E
ac

hs
te

p
de

sc
rib

es
an

ev
en

t

�
�
���
�

w
hi

ch
st

at
es

th
at

� ex
ch

an
ge

sm
es

sa
ge

� w
ith

� .

� T
he

m
es

sa
ge

sin
vo

lv
e

no
nc

es
,s

ho
rt

fo
r

nu
m

be
r

us
ed

on
ce

.
T

he
se

no
nc

es
ar

e
es

se
nt

ia
lag

ai
ns

tr
ep

la
y

at
ta

ck
s,

an
d

ca
n

be
se

en
as

se
cr

et
s. V

er
ifi

ca
tio

n
of

C
ry

pt
og

ra
ph

ic
P

ro
to

co
ls

(p
.2

3
of

30
)

N
ee

dh
am

-S
ch

roe
de

r,i
nf

or
m

al
ly

1.

� w
an

ts
a

sp
ec

ia
ls

es
si

on
w

ith

� :
sh

ei
de

nt
ifi

es
he

rs
el

f,a
nd

se
nd

sa
sp

ec
ia

ln
on

ce

�
� to

� .T
hi

s
m

es
sa

ge
is

en
cr

yp
te

dw
ith

� ’s
pu

bl
ic

ke
y.

2.

� se
nd

s�
� ba

ck
to

� ,a
lo

ng
w

ith
hi

s
ow

n
no

nc
e�

� ,
en

cr
yp

te
dw

ith

� ’s
pu

bl
ic

ke
y.

S
en

di
ng

�
� ba

ck
au

th
en

tic
at

es

� ,f
or

on
ly

� kn
ow

s
hi

s
pr

iv
at

e
ke

y.

3.

� se
nd

s�
� b

ac
kt

o

� ,e
nc

ry
pt

ed
w

ith

� ’s
pu

bl
ic

ke
y.

T
hi

s
al

so
au

th
en

tic
at

es

� .

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
4

of
30

)



N
ee

dh
am

-S
ch

roe
de

r,m
or

e
fo

rm
al

ly

1.

�
�
� �

E
nc

ry
pt

��
� ��
�� �
�� pu

b

�

2.

�
�
� �

E
nc

ry
pt

�� �
� ��

� �
�� pu

b

�

up
on

re
ce

pt
io

nb
y

� of
E

nc
ry

pt

��
� ��
� �
�� pu

b

�

3.

�
�
� �

E
nc

ry
pt

� �
�

�� pu
b

�

up
on

re
ce

pt
io

nb
y

� of
E

nc
ry

pt

�� �
��
�� �
�� pu

b

�

af
te

rh
av

in
g

se
nt

E
nc

ry
pt

��
� ��
�� �
�� pu

b

�

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
5

of
30

)

Lo
w

e’
s

m
an

-in
-t

he
-m

id
dl

e
at

ta
ck

1.

� se
nd

sE
nc

ry
pt

��
� ��
�� �
� Sp

y
pu

b

� to
th

e
S

py
.

2.
T

he
S

py
ca

n
no

w
im

pe
rs

on
at

e

� to
an

ar
bi

tr
ar

yv
ic

tim

� :
it

st
ar

ts
an

ot
he

rru
n

of
th

e
pr

ot
oc

ol
by

se
nd

in
g

E
nc

ry
pt

��
� ��
�� �
�� pu

b

� to
� .

3.

� re
sp

on
ds

by
se

nd
in

gE
nc

ry
pt

�� �
� ��
�� �
�� pu

b

� to

� .

4.

� re
ce

ive
si

ts
no

nc
e�

� th
at

it
se

nt
to

th
e

S
py

,s
o

it

re
pl

ie
sb

y
se

nd
in

gE
nc

ry
pt

� �
� �
� Sp

y
pu

b

� to
th

e
S

py
.

5.
T

he
S

py
no

w
tr

ic
ks

� by
se

nd
in

gE
nc

ry
pt

� �
� �
�� pu

b

�

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
6

of
30

)

R
es

ul
to

fa
tta

ck
If

so
m

e

� st
ar

ts
a

se
ss

io
nw

ith
th

e
S

py
,t

he
S

py
ca

n
tr

ic
k

an
y

� in
to

th
in

ki
ng

th
at

it
ha

sa
sp

ec
ia

ls
es

si
on

w
ith

� ,
w

he
re

as
it

ha
sa

sp
ec

ia
ls

es
si

on
w

ith
th

e
S

py
.

T
he

pr
ot

oc
ol

do
es

no
ta

ut
he

nt
ic

at
eth

e
in

iti
at

or
!

F
ix

:
In

th
e

se
co

nd
st

ep
th

e
re

sp
on

di
ng

ag
en

t’s
id

en
tit

y
m

us
tb

e
in

cl
ud

ed
:s

en
dE

nc
ry

pt

��
� ��
� ��

� �
�� pu

b

�

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
7

of
30

)

N
ee

dh
am

-S
ch

roe
de

rf
or

m
al

is
at

io
ns

� L
ow

e
ex

pr
es

se
dth

e
pr

ot
oc

ol
in

C
S

P
:a

pa
ra

lle
l

co
m

po
si

tio
no

fp
ro

ce
ss

es
fo

r
ag

en
ts

� �
� an

d
th

e
S

py
(n

on
-d

et
er

m
in

is
tic

),c
om

m
un

ic
at

in
go

ve
rc

ha
nn

el
s.

K
ey

pr
op

er
ty

:a
re

sp
on

de
rsh

ou
ld

co
m

m
it

to
a

se
ss

io
n

w
ith

in
iti

at
or

� on
ly

if

� to
ok

pa
rt

in
th

e
pr

ot
oc

ol
ru

n.

� P
au

ls
on

ex
pr

es
se

dN
ee

dh
am

-S
ch

ro
ed

erin
Is

ab
el

le
,

us
in

g
in

du
ct

iv
e

de
fin

iti
on

so
fa

ll
po

ss
ib

le

� tr
ac

es
of

ev
en

ts

� re
-a

ss
em

bl
ed

re
pl

ay
m

es
sa

ge
s(s

en
tb

y
th

e
S

py
).

S
af

et
yp

ro
pe

rt
ie

s(
“s

ec
re

cy
th

eo
re

m
s”

)c
an

th
en

be
pr

ov
en

by
in

du
ct

io
n.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
8

of
30

)



C
on

cl
us

io
ns

V
er

ifi
ca

tio
n

of
se

cu
rit

yp
ro

to
co

ls
is

a
re

al
ch

al
le

ng
e,

be
ca

us
e:

� T
he

go
al

sa
re

of
te

n
in

fo
rm

al
ly

st
at

ed
,a

nd
ar

e
po

or
ly

un
de

rs
to

od
(s

ec
re

cy,
au

th
en

tic
at

io
n,a

no
ny

m
ity

,
no

n-
re

pu
di

at
io

n)
,so

th
at

fo
rm

al
is

at
io

no
ft

he
ve

rifi
ca

tio
n

go
al

is
di

ffi
cu

lt

� F
or

m
al

is
at

io
ns

te
nd

to
ab

st
ra

ct
aw

ay
to

o
m

uc
h,

no
t

ca
pt

ur
in

gr
ea

l-w
or

ld
at

ta
ck

er
s(

do
in

g
e.

g.
tim

in
g

or
st

at
is

tic
al

an
al

ys
is

).

� S
ec

ur
ity

is
an

in
te

rd
is

ci
pl

in
ar

yi
ss

ue
,a

nd
in

vo
lv

es
m

uc
h

m
or

e
th

an
ju

st
a

pr
ot

oc
ol

!

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.2
9

of
30

)

S
ec

ur
ity

w
or

k
at

N
ijm

eg
en

� In
vo

lv
e

m
or

e
se

cu
rit

ya
sp

ec
tsi

nt
o

th
e

cu
rr

en
tJ

av
a

pr
og

ra
m

ve
rifi

ca
tio

n
w

or
k,

es
pe

ci
al

ly
re

ga
rd

in
g

in
te

gr
ity

an
d

co
nfi

de
nt

ia
lit

y.

� A
na

ly
si

so
ft

he
se

cu
rit

yi
m

pl
ic

at
io

ns
in

sm
ar

tc
ar

d
us

e
sc

en
ar

io
s,e

.g
.i

n
e-

co
m

m
er

ce
or

m
-c

om
m

er
ce

,an
d

ap
pl

ic
at

io
no

fs
pe

ci
fic

at
io

na
nd

ve
rifi

ca
tio

n
te

ch
ni

qu
es

in
th

is
se

tti
ng

.

V
er

ifi
ca

tio
n

of
C

ry
pt

og
ra

ph
ic

P
ro

to
co

ls
(p

.3
0

of
30

)


	Outline
	mbox {yellow I.} Computer Security
	Security Protocols
	Example protocols
	Correctness of security protocols
	Security Goals
	mbox {yellow II.} Program Correctness and Security
	Program Correctness versus Security
	Program properties for security
	Modifiability
	Reference control
	mbox {yellow III.} Formalising Security Concepts
	Cryptographic Primitives I
	Cryptographic Primitives II
	Secret versus Public key
	Perfectness of Cryptography
	Capabilities of an adversary I
	Capabilities of an adversary II
	mbox {yellow IV.} Reasoning about Security Protocols
	Authentication Protocols
	Needham-Schroeder protocol I
	Needham-Schroeder protocol II
	Needham-Schroeder, informally
	Needham-Schroeder, more formally
	Lowe's man-in-the-middle attack
	Result of attack
	Needham-Schroeder formalisations
	Conclusions
	Security work at Nijmegen

