
Fingerprinting Passports

Henning Richter 
Wojciech Mostowski*

Erik Poll

Digital Security Group
Radboud University Nijmegen

*supported by Sentinels (NWO, STW, and Ministry of Economic Affairs)



Erik Poll                 Radboud Universiteit Nijmegen 2



Erik Poll                 Radboud Universiteit Nijmegen 3

This talk

• e-passports
• passive and 
        active attacks
• Basic Access Control
• fingerprinting 
         passports
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e-passports

• e-passport contains RFID chip / 
contactless smartcard 

• chip stores digitally signed information:
– initially just photos
– later also fingerprints

• international standard by ICAO 
(International Civil Aviation 
Organization)

• chip much more advanced than  MIFARE
– no CRYPTO1, but RSA and 3DES

e-passport logo
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Protocols & standards

ISO 14443 
• defines physical communication for RFIDs

ISO 7816 
• originally developed for contact smartcards
• defines byte format for commands & responses,
     in so-called APDUs

ICAO  standard for e-passports
• defines specific IS0 7816 commands and
     responses for passports
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passive vs active attacks on RFID

passive attacks
• eavesdropping on 

communication between 
passport & reader

• possible from several 
meters

active attacks
• unauthorised access to 

passport without owner's 
knowledge

• possible up to ≈25 cm
– activating RFID tag 

requires powerful field!

• aka virtual pickpocketing
• variant: relay attack
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active attack on Mifare Classic RFID application
 (our university access cards)
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Basic Access Control (BAC)

protects against unauthorised access 
and eavesdropping

receive additional info

optically read MRZ 

send MRZ 

Machine
Readable
Zone

encrypted
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Basic Access Control (BAC)

• Protects against
– unauthorised access

• access only after reading MRZ
– eavesdropping

• all communication encrypted
using key printed in the passport (MRZ)

• Known problem
– not enough entropy in random key to prevent brute force 

attack [Marc Witteman & Harko Robroch, 2006]
• We look at another issue

– what can we find out before BAC?
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Errors can leak information

An Error Has Occurred. 

Error Message: 

System.Data.OleDb.OleDbException: Syntax error

(missing operator) in query expression 

'username ''' and password = 'g''.

System.Data.OleDb.OleDbCommand.ExecuteCommandTextE
rrorHandling (Int32 hr) at 

System.Data.OleDb.OleDbCommand.ExecuteCommandTextF
orSingleResult (tagDBPARAMS dbParams, Object& 
executeResult) at 
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Fingerprinting passports

• All e-passports react the same to correct protocol 
runs....

•  but what about incorrect ones? Eg 
– commands out of sequence 

• eg B0 (READ BINARY) before completing BAC
– commands not in the ICAO specs at all

• eg 44 (REHABILITATE CHV)
– commands with silly parameters
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Example commands & responses

Commands sent to card include 1 instruction byte, eg
• A4  SELECT FILE 
• B0  READ BINARY 
• 84  GET CHALLENGE
• 82  EXTERNAL AUTHENTICATE
• ...
Responses from card include 2 bytes status word, eg
• 9000  No error
• 6D00  Instruction not supported
• 6986  Command Not Allowed 
• 6700  Wrong Length
• ...
Defined in ISO7816, re-used in ICAO specs
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Example responses to B0 instruction

security status not satisfied6982Dutch
no precise diagnosis6F00French

not supported6D00Italian
wrong length6700German

not allowed6986Belgian

meaningresponse 
(status word)

255 other instructions to try, 
  and we can try different parameters ...

B0 means "read binary", and is only allowed after BAC
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Fingerprinting passports

• Response to strange inputs provides unique 
fingerprint for the ten nationalities we tested 
– Australian, Belgian, Dutch, French, German, 

Greek, Italian, Polish, Spanish, Swedish
• This fingerprint depends on implementation 

choices in the software
• If countries use the same implementation (ie. get 

passport from same supplier), the fingerprints 
would be identical
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Detecting & distinguishing passports

• 4 commands suffices to distinguish between the 
10 nationalities we tested
– instruction byte 82 identifies Australian, Belgian, French, 

and Greek 
– A4 identifies Dutch and Italian 
– 88 identifies Polish and Swedish 
– 82 with different parameter identifies German and 

Spanish 
• Code to do this is very simple & very fast
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The small print in the specs

  "A MRTD chip that supports Basic Access Control 
must respond to unauthenticated read attempts 
(including selection of (protected) field in the 
LDS) with ‘Security Status not satisfied’ (6982)"

    [PKI for machine readable travel documents offering ICC read-only 
access, version 1.1. Technical report, ICAO, Oct 2004.]

   but what constitutes a "read attempt"?



Erik Poll                 Radboud Universiteit Nijmegen 17

More fingerprinting possibilities

• Our approach fingerprints passport application
– so upgrading hardware or OS won't affect 

fingerprint
• Fingerprinting may be possible at other levels, eg

– OS
– hardware

smartcard hardware

passport application

operating system



Erik Poll                 Radboud Universiteit Nijmegen 18

More fingerprinting possibilities

• UIDs used in anti-collision phase, if these are not 
random
– fixed UID would provide unique fingerprint of a 

single passport, not nationality!
– some countries reportedly use fixed UIDs
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More fingerprinting possibilities

• ATS (Answer To Select)
– sent by RFID on activation to indicate eg 

supported data rate, but also operating system 
version (in "historical bytes")

– New Zealand passport sends "JCOP41V22", so it's an 
IBM/NXP JCOP card, version 4.1, running Java Card 2.2

• Other OS behaviour
– eg Dutch passport recognisable as Java Card,  

as it supports Global Platform 
• Physical characteristics

– power consumption, response times, ....

Remember this?

>telnet hera.cs.kun.nl
Trying 131.174.142.11
Connected to hera
Red Hat Linux 2.4.18
login:
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Countermeasures

• better specs
– clearly prescribing standard error responses
– or, all countries could simply use a common open 

source implementation
• eg our Java Card implemententation 

[http://jmrtd.sourceforge.net]

• metal shielding in passport cover (Faraday cage)
– included in US passport 

• (initially instead of BAC?)
– defence-in-depth
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Abuse cases?

• Passport bomb triggered by a specific nationality
• Selection of potential victims by passport thieves 

   Fortunately, limited range for active attacks 
(25cm, maybe a bit more) reduces any serious 
threat

   Also, there may be easier ways to detect 
nationality...
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Conclusions

• Error responses to 'strange' inputs provides 
unique fingerprint per manufacturer
– GIFO: garbage in, fingerprint out

• As usual, wireless has advantage for convenience, 
but disadvantage for security

• Lots of media attention about passport bomb, but 
central national database with fingerprints might 
be more of a security worry....

•  Code for passport terminal and passport available 
     at http://jmrtd.sourceforge.net
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Questions?


