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Depressing security news...

Why can IoT 

devices create 

these problems?
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is no. 1 root cause of trouble

Devices be hacked  because they contain

Making devices programmable is the start of all trouble:

• insecure software allows IoT devices to be 'hacked'

• malware then allows these devices to start DoS-ing

• software allows the attack to be automated & scaled

As is often the case, the damage is an externality,                     

ie. the polluter does not pay...

• here the polluters are devices manufacturers & owners
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The bad news: the usual mistakes again 

The defaults passwords exploited by Mirai
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The good news?    
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The good news: the usual mistakes again 

The defaults passwords exploited by Mirai
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The bad news

people keep making the same mistakes

The good news

people keep making the same mistakes 

…… so we can do something about it!

“Elk voordeel hep z'n nadeel”  [Johan Cruijff]

root xc3511 root vizxv root admin admin admin root 888888 root xmhdipc root default root juantech root 123456 root 54321 support support root (none) admin password root root root 12345 user user admin (none) root pass admin admin1234 root 1111 admin smca
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Standard flaws, and ways to prevent them
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Security in Software Development Lifecycle
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Requirements

and use cases
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OpenSAMM best security practices
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Microsoft’s SDL  (Security Development Lifecycle)
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5 capability areas

4 maturity levels
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(Building Security In Maturity Model)

Not prescriptive,  but descriptive, 

based on data on software security practices in 

various companies
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Remaining problems... for you

Lots of info about security is software development lifecycle 

available, so only remaining questions

1. How well are you doing,                                           

in any of these metrics?

2. How do you get commitment                             

and resources to improve this?

3. How do you check/show (cost)effectiveness, and decide 

how much resources are needed?

PS you know there is an OWASP Netherlands chapter?
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