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I. Introduction
An electronic vehicle immobilizer is an anti-theft device which
prevents the engine of the vehicle from starting unless the
corresponding transponder is present. Such a transponder is a
passive RFID tag which is embedded in the car key and wirelessly
authenticates to the vehicle. It prevents a perpetrator from hot-
wiring the vehicle or starting the car by forcing the mechanical
lock. Having such an immobilizer is required by law in several
countries. Hitag2, introduced in 1996, is currently the most widely
used transponder in the car immobilizer industry. It is usedby
at least 34 car makes and fitted in more than200 different
car models. Hitag2 uses a proprietary stream cipher with48-bit
keys for authentication and confidentiality. This article reveals
several weaknesses in the design of the cipher and presents three
practical attacks that recover the secret key using only wireless
communication. The most serious attack recovers the secretkey
from a car in less than six minutes using ordinary hardware.
This attack allows an adversary to bypass the cryptographic
authentication, leaving only the mechanical key as safeguard.
This is even more sensitive on vehicles where the physical key
has been replaced by a keyless entry system based on Hitag2.
During our experiments we managed to recover the secret key and
start the engine of many vehicles from various makes using our
transponder emulating device. These experiments also revealed
several implementation weaknesses in the immobilizer units.

Fig. 1: Car keys with a Hitag2 transponder/chip

In the past, most cars relied only on mechanical keys to prevent
a hijacker from stealing the vehicle. Since the ’90s most car
manufacturers incorporated an electronic car immobilizeras an
extra security mechanism in their vehicles. From 1995 it is
mandatory that all cars sold in the EU are fitted with such an
immobilizer device, according to European directive 95/56/EC.
Similar regulations apply to other countries like Australia, New
Zealand (AS/NZS 4601:1999) and Canada (CAN/ULC S338-98).
An electronic car immobilizer consists of two main components: a
small transponder chip which is embedded in (the plastic part of)
the car key, see Figure1; and a reader which is located somewhere
in the dashboard of the vehicle and has an antenna coil around
the ignition, see Figure2.

The transponder is a passive RFID tag that operates at a low
frequency (LF) wave of125 kHz. It is powered up when it comes

in proximity range of the electronic field of the reader. Whenthe
transponder is absent, the immobilizer unit prevents the vehicle
from starting the engine.

Fig. 2: Immobilizer unit around the
ignition barrel

A distinction needs to
be made with remotely op-
erated central locking sys-
tem, which opens the doors,
is battery powered, operates
at a ultra-high frequency
(UHF) of 433 MHz, and
only activates when the user
pushes a button on the re-
mote key. More recent car keys are often deployed with a hybrid
chip that supports the battery powered ultra-high frequency as
well as the passive low frequency communication interface.

With the Hitag2 family of transponders, its manufacturer NXP
Semiconductors (formerly Philips Semiconductors) leads the im-
mobilizer market [1]. Even though NXP boosts “Unbreakable
security levels using mutual authentication, challenge-response
and encrypted data communication”, it uses a shared key of only
48 bits.

Since 1988, the automotive industry has moved towards the
so-called keyless ignition or keyless entry in their high-end
vehicles [2]. In such a vehicle the mechanical key is no longer
present. The only anti-theft mechanism left in these vehicles is the
immobilizer. Startlingly, many keyless ignition or entry vehicles
sold nowadays are still based on the Hitag2 cipher.

Background The history of the NXP Hitag2 family of transpon-
ders overlaps with that of other security products designedand
deployed in the late nineties, such as Keeloq [3]–[6], MIFARE
Classic [7]–[12], CryptoMemory [13]–[15] or iClass [16], [17].
Originally, information on Hitag2 transponders was limited to data
sheets with high level descriptions of the chip’s functionality [ 18],
while details on the proprietary cryptographic algorithmswere
kept secret by the manufacturer. This phase, in which security
was strongly based on obscurity, lasted until in 2007 when the
Hitag2 inner workings were reverse engineered [19]. Similarly to
its predecessor Crypto1 (used in MIFARE Classic), the Hitag2
cipher consists of a48 bit Linear Feedback Shift Register (LFSR)
and a non-linear filter function used to output keystream. The
publication of the Hitag2 cipher attracted the interest of the
scientific community.

Our contribution In our paper [20], we show a number of
vulnerabilities in the Hitag2 transponders that enable an adversary
to retrieve the secret key. We propose three attacks that extract
the secret key under different scenarios. We have implemented
and successfully executed these attacks in practice on morethan
20 vehicles of various make and model. On all these vehicles we
were able to use an emulating device to bypass the immobilizer
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Fig. 3: Structure of the Hitag2 stream cipher, based on [19]

and start the vehicle. Fooling a car with a portable tag-emulating
device has been demonstrated many times in the literature [21]–
[25]. For eavesdropping and card emulation we used the Proxmark
III [ 26], [27]. This is an FPGA-based RFID research tool that
costs approximately200 USD.

Fig. 4: Successful authentication using a Proxmark III

We have executed all our attacks in practice within the claimed
attack times. We have experimented with more than20 vehicles of
various makes and models and found also several implementation
weaknesses. In line with the principle of responsible disclosure,
we have notified the manufacturer NXP six months before disclo-
sure. We have constructively collaborated with NXP, discussing
mitigating measures and giving them feedback to help improve
the security of their products.
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