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About  me

• Er ik Poll, Secur it y of  Syst ems gr oup (SoS), 
Radboud Univer sit y Nij megen

• SoS gr oup r esear ches
– Sof t ware & Syst ems Secur it y and Cor rect ness

• esp. J ava sof t ware, f or  smar t car ds, MI DP mobile 
phones, and OS sof t ware

– I dent it y-cent r ic Secur it y & Pr ivacy

• eg. elect r onic vot ing, biomet r ic passpor t s, RFI D, 
prot ocols f or  pr ivacy & anonymit y

• I ndust r y & government  cont (r )act s also via LaQuSo, 
Laborat or y f or  Qualit y Sof t ware (www.laquso.com) t oget her  
wit h TU/ e

3

About  you

• Who ar e you?

• What  is your  level of  exper ience wit h - and 
int er est s in - Oper at ing Syst ems?
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Obj ect ives

• Under st and t he secur it y aspect s of  and secur it y 
issues in Oper at ing Syst ems (in a gener ic sense)

• You should be able t o design /  r eview secur it y 
plans f or  any Oper at ing Syst em by assessing 
secur it y f unct ions f r om syst em or  add-on 
document at ion

• Also,  underst and more general inf ormat ion secur it y 
pr inciples
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How

• Under st and basics of  Oper at ing Syst ems
– NOT: a UNI X, Windows, or  ot her  OS course

• Under st and how t he OS int er act s wit h har dwar e
– CPUs, memory, comput er  media, ..

– f ocus on secur it y issues and measures

• Under st and basics of  OS secur it y mechanisms
– will use some UNI X & Windows  examples

– some OS-net work secur it y mechanisms e.g. aut hent icat ion

– point er s t o some of  t he cur rent  development s

• Technical issues, but  also cont ext  & pr inciples
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Recommended r eading on (OS) secur it y

• Br uce Schneier

– Secr et s & Lies and Beyond Fear  

– Cr ypt o-gram newslet t er  

    ht t p:/ / www.schneier .com/ crypt o-gram.ht ml

• Ross Ander son

– Secur it y Engineer ing
    Available online at  

ht t p:/ / www.cl.cam.ac.uk/ users/ r j a14/ book.ht ml



Pr act icalit ies
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Your  paper  (1)

Why should t he paper  be read at  all?

• Use t his t echnique: st ar t  paper  wit h max. 3-4 lines explaining 
purpose, cont ent  and conclusion 
  The management  summary of  t he management  summary

• Have compassion wit h people
– e.g. User s underst andably raised quest ions about  GSM-

illnesses. 
Af t er  car ef ul st udy, t his r epor t  concludes t hat  t her e is no r isk 
and t hat  management  does not  need t o t ake addit ional 
measur es.

• Think: what  would you like t o see as headlines on t he f ront  
page of  your  newspaper  about  your  paper?  

• Think: if  you were t he receiver  of  t he paper  what  would you 
need ?  Why would you put  it  on t op of  t he st ack rat her  t han 
in t he dust -bin?
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Your  paper  (2)

I nt ended audience? 

• Your  choice:

Ways t o st op us reading (and obt aining a low gr ade)
• an annoying number  of  spelling er ror s & obviously not  r eread 

af t er  t yping

• unst ruct ured paper

• many unexplained abbreviat ions & j argon unknown t o int ended 
audience

• unscreened, unj udged adver t isement  t ext

• not  t arget ed t o t he t arget  audience (e.g. discussion about  
word 17, bit  5 st at us in suppor t  of  an invest ment  decision t o 
be t aken...)
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Example t opics
• Single Sign- On Proposal & cr ypt ogr am Secur e Login vs Windows 2000 Smar t  Car d 

Aut hent icat ion
• Hebben we de Pocket  PC nog in de hand ?
• Rule Set  Based Access Cont r ol
• Har dening Windows XP f or  usage in a Medical Wor kst at ion Envir onment
• Onderzoek naar  de br uikbaarheid van de Toshiba PC Card Finger pr int  Reader  voor  

de beveiliging van lapt ops binnen de <Bedr ij f snaam>
• Analyse van een gecompr omit t eer de UNI X host
• Biomet r ie voor  Def ensie
• I ncident  Response uit  het  oogpunt  van de opspor ing
• WAP I dent it y Module
• Een ver gelij king t ussen Digit al’s VAX/ VMS en Microsof t ’s Windows NT/ 2000:  I s 

Windows NT/ 2000 een nieuw best ur ingssyst eem?
• SAP- SECURE Secur it y design HPUX25,  SAPP11,  SAP11
• Single Sign On in a global envir onment ,  business advant age or  business r isk?
• Cont ent  pr ot ect ion using J ava Car d
• A proposal f or  implement ing a self - ser vice kiosk t o f acilit at e all non- I T wor kers in 

accessing t heir  personnel r ecor ds and t he init iat ion of  changes in t hat  dat a
• Smar t card t echnologie in een Overheidsor ganisat ie
• Har dening HP- UX 11. 0:  Maat regelen en uit voer ing
• EMV,  Een Magisch Verhaal?
• SECURI TY FOR BANKI NG APPLI CATI ONS ON I NTERNET
• Evaluat ie van de beveiligingsaspect en van smar t  car ds met  een RF int er f ace
• Een veilige lezer  in een onveilige omgeving
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Main out line

• Hist or y of  Operat ing Syst ems
• What  is an Operat ing Syst em?

– Secur it y & OS : CI AN, Tr ust , AAAA
• OS basics

– Process managament
– Memor y management
– File management  

• Aut hent icat ion
– passwor ds as Achilles heel, TENEX

• Access cont rol
– hardening
– ref er ence monit or s
– compar t ement alisat ion

• Trust ed Comput ing, Ken Thomson
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Main out line

• What  is an Oper at ing Syst em?
– subpar t s, packaging, processes, boot ing

• Har dwar e
– Cent ral Processing Unit  (CPU)

– St orage 

– Memory

• Basic f unct ions
– scheduling of  r esources

– obj ect  access cont rol & f ile syst ems

– aut hent icat ion 

• The wider  cont ext  of  oper at ing secur it y



The evolut ion of  oper at ing syst ems
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Hist or y ..

15

Evolut ion of  OSs: 40s & 50s

• No OS

• Pr ogr ams r un on t he bar e har dwar e

• Problem: all programs have t o include t he same code f or  
adressing per ipherals

• Solut ion: librar y of  device dr iver s, f orming t he f ir st  
pr imit ive OS
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Evolut ion of  OSs: bat ch pr ocessing (60s)

Problem: expensive mainf r ame idle dur ing set -up

Solut ion: bat ch monit or

– bat ch processing, wit h monit or  get t ing j obs f r om disk and 
monit or ing t hem (st ar t ing & st opping j obs)

I nvent ions

• t imer

• int er rupt

• memory prot ect ion (f or  r esident  bat ch monit or )

• pr iviliged inst r uct ion (f or  r esident  bat ch monit or )

    (As prot ect ion against  er ror s & prankst er s, not  malicious 
hackers)
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Evolut ion of  OSs: mult i-t asking (60s)

Problem: expensive CPU idle dur ing slow I / O

Solut ion: mult i-pr ogramming aka mult i- t asking

– mult iple j obs, f r om dif f erent  users, concur rent ly

– prot ect ion bet ween j obs needed

I nvent ions

• memory management

• memory prot ect ion in hardware

(As prot ect ion against  er ror s, not  malicious hackers)
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Evolut ion of  OS: t ime-shar ing (70s)

Pr oblem: expensive per sonnel wait ing f or  cheaper  
comput er s

Solut ion: t ime-shar ing 

I nvent ions

• pr e-empt ive scheduling  (f or  good r esponse t ime)

• f ile syst ems

OS becomes ver y complicat ed

Example OSs: OS360, MULTI CS, THE, and       
UNI X (wr it t en in C!)
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1970: secur it y becomes an issue

      W. War e, Secur it y Cont r ols f or  Comput er  Syst ems: Repor t  of  Def ense Science 
Boar d Task For ce on Comput er  Secur it y, Rand Repor t  R609-1 (Feb. 1970) 
[ht t p:/ / seclab.cs.ucdavis.edu/ proj ect s/ hist ory/ papers/ ware70.pdf ]
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Evolut ion of  OSs (80s)

Comput ers become cheap:

• I nst ead of  mult i-user  mainf r ame, a PC f or  individual user

OS back t o subrout ine librar y: MS-DOS

• Minor  secur it y problems due t o 

    vir uses on f loppy disks 
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Evolut ion of  OS (90s)

Cheap comput er s become power f ul.

OS becomes complicat ed again. (Re)int r oduct ion of

• mult i-t asking 
– but  now t o r un mult iple t asks f or  single user

• memor y management

in PC wor ld

• Possibilit ies of  graphics allow int r oduct ion of  graphical user  
int er f ace (GUI ) t o OS (Apple, Windows) 
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Evolut ion of  OS (2000s)

• Net wor king!

• Lot s of  secur it y pr oblems!
– Secur it y t aken ser iously by Microsof t

• OSs in simpler  devices t han PCs, eg PDAs, mobile 
phones, and smar t car ds

• OS-like f unct ionalit y in webbr owser s and in 
comput ing plaf or ms, eg. J ava and .NET
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Slammer  Wor m (J an 2002)

Pictures taken from The Spread of the Sapphire/Slammer Worm, by David Moore, Vern Paxson, Stefan Savage, Colleen Shannon, Stuart Staniford, 
Nicholas Weaver 
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Slammer  Wor m (J an 2002)

Pictures taken from The Spread of the Sapphire/Slammer Worm, by David Moore, Vern Paxson, Stefan Savage, Colleen Shannon, Stuart Staniford, 
Nicholas Weaver 
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Hist or ic development s 

• Oper at ing syst ems evolve over  t ime wit h “CPU power ”
– t he “old” mainf r ame concept s are now in your  PC or  handheld

 and t he even older  ones are in embedded processes & 
smar t cards

• Oper at ing syst ems
– OS/ 360, NOS/ BE, COS, …

– Mult ics �  Unix �  BSD and Syst em V lines (HP.UX, AI X, ..)
                                                               �  Linux, ..

– DoS �  Windows’95 �  Windows 2000, XP, Windows 2003, ..

– Palm OS, Windows CE, EPOC, Symbian, ...

– operat ing syst ems in t elephone exchanges

– OS in net work component s (Cisco I OS, ...)
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Migr at ion of  OS concept s & f eat ur es

Twins

Over time, complexity & expensiveness of today's main 
systems moves to wearable embedded systems
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Fut ur e of  OS

• Realt ime f or  audio & video (per f or mance!)

• Mor e net wor king (int er net , mobile phones)
– more secur it y problems

–  net work comput er , wit hout  f ile syst em

• Mor e mult i-pr ocessor  machines, t o keep up 
Moor e' s Law

• Oper at ing syst ems in ever  mor e devices (incl. 
embedded syst ems), eg PDAs, phones, smar t car ds, 
car s, ...

What  is an oper at ing syst em?
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What  is an oper at ing syst em (OS)?

• A pr ogr am t hat  act s as an int er mediar y bet ween a 
user  of  a comput er  and t he comput er  har dwar e

• A pr ogr am t hat  manages all t he ot her  pr ogr ams 
and basic t asks in a (comput er ) syst em, and 
manages all t he r esour ces of  t he syst em
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What  is an OS ?

Two viewpoint s:

• vir t ual machine of f er ing a libr ar y (API ) of  syst ems 
calls as int er f ace t o under lying har dwar e
– abst ract ion of  under lying det ails

• f or  simplicit y, but  also f or  secur it y

– por t abilit y, esp. if  librar y is st andardised (eg Win32API , 
POSI X)

• r esour ce manager  f or  ef f icient  & secur e 
management  of  shar ed r esour ces



31

Oper at ing Syst em

• I nt er mediar y bet ween t he har dwar e and t he user s
– allocat es resources bet ween programs and users f air ly and 

ef f icient ly

– prot ect s t he syst em f r om incor rect  or  malicious programs 
(and users) 

– prot ect s separat e user  spaces

– allows t he user  t o convenient ly access dat a, programs and 
ot her  r esources

– execut es user  programs

– opt imises t he t ot al ef f iciency of  t he syst em

– manages input  and out put  devices

- ...

• f r om syst em st ar t -up unt il syst em shut down 32

Resour ces cont r olled and pr ot ect ed by OS

• CPU  (pr ocess management )

• Memor y  (memor y management )

• Timer s

• St or age on disks (f ile syst ems)

• Ter minals

• Pr int er s

• Net wor k 

• Bandwidt h
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OS as int er f ace

I / OCPU

Oper at ing Syst em (OS)

Memor y

applicat ion
pr ogr am

usersys-
admin
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OS as int er f ace

User s of  t he OS include

• sys-admins

• applicat ion developer s/ pr ogr ammer s

• user s

• hacker s

Border  bet ween OS and applicat ions unclear
eg UNI X t r eat s X-windows GUI  as ut ilit y, but  Win32API  
includes GUI

Backgr ound:
I nf or mat ion Secur it y
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Secur it y Obj ect ives: CI A

• Conf ident ialit y (or  secrecy)

– unaut hor ised users cannot  r ead inf ormat ion

• I nt egr it y
– unaut hor ised users cannot  alt er  inf ormat ion

• Avaliabilit y
– aut hor ised users can access inf ormat ion

 
• Non-r epudiat ion f or  account abilit y

– aut hor ised users cannot  deny act ions
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Secur it y obj ect ives

• I nt egr it y near ly always mor e impor t ant  t han 
conf ident ialit y

    Eg t hink of

– your  bank account  inf ormat ion

– your  medical r ecords

– t he ent ir e operat ing syst em, and all dat a on a f ile syst em, 
esp. af t er  a break in

• Pr ivacy special case of  conf ident ialy, namely f or  
per sonal dat a

38

Availabilit y – r elat ed concept s

• Reliabilit y
– How of t en does syst em f ail ?

– What  is t he percent age of  upt ime?

• Resilience
– How resist ant  is t he syst em t o f ailure of  component s

– How quickly can t he syst ems recover / be rest ar t ed in t he 
event  of  f ailure

• Per f or mance
– How does syst em cope wit h excessive load?

– Esp. r elevant  f or  Denial-of -Service at t acks
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Tr ust

• Bewar e of  t he use of  "t r ust " or  "t r ust ed".
– I f  a syst em is t r ust ed, is t hat  a good or  a bad t hing?

• NB t r ust ed ¹  t r ust wor t hy
• Tr ust ed Comput ing Base (TCB) is t hat  par t  of  t he 

syst em t hat  we have t o r ely on f or  secur it y
– ie t hat  par t  of  t he syt em where bugs can result  in 

insecur it y

• The TCB should be 
– as small as possible
– as t r ust wor t hy as possible

• Typically, t he OS (or  at  least  a lar ge par t  of  it ) is 
in t he TCB
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How t o r ealise secur it y obj ect ives? AAAA

• Aut hent icat ion
– who are you?

• Access cont r ol/ Aut hor isat ion
– cont rol who is allowed t o do what

– t his r equir es a specif icat ion of  who is allowed t o do what

• Audit ing 
– check if  anyt hing went  wrong

• Act ion
– if  so, t ake act ion
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How t o r ealise secuit y obj ect ives?

Ot her  names f or  t he last  t hr ee A' s
• Pr event ion

– measures t o st op breaches of  secur it y goals

• Det ect ion
– measures t o det ect  breaches of  secur it y goals

• React ion
– measures t o r ecover  asset s, r epair  damage, and persecut e 

(and det er ) of f enders

NB don' t  be t empt ed int o t hinking t hat  good 
pr event ion makes det ect ion & r eact ion super f lous.

Eg. br eaking int o any house wit h windows is t r ivial; despit e t his 
absence of  pr event ion, det ect ion & r eact ion st ill det er  burglar s.
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Not e parallels wit h secur it y in physical wor ld
• Who do you let  int o your  house?

• What  are t hey allowed t o do in your  house? Wit h/ wit hout  
supervision?

• Per iodically check f or  broken windows, f or ced doors, missing 
dvd records, ...

• I f  so: call t he policy, call t he insurance, buy bet t er  locks, ...

but  also t he dif f er ences
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Example inf ormat ion secur it y st r at egies

 Societ al

 Hardware

    Operat ing

Syst em

  Net wor k

  Or ganisat ional

React ionDet ect ionPrevent ion
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Example inf ormat ion secur it y st r at egies

Policing,
Legislat ion

Societ al

Memor y management ,
ker nel/ user  mode

Hardware

Backup & 
r est or e

Vir us det ect ion
Logging & Audit

Aut hent icat ion
Aut hor isat ion

(Access Cont r ol)

Operat ing

Syst em

I nt r usion det ect ionFir ewalls, Encr ypt ionNet wor k

Comput er  
Emer gency 
Response Team

Secur it y policies, eg 
passwor d policy, 
physical secur it y,

har dwar e r edundancy

Or ganisat ional

React ionDet ect ionPrevent ion
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Secur it y pr inciples:
ie general dos and don' t s

• secure the weakest link
• defence in depth
• principle of least 

privilige
• minimise attack surface
• compartementalise
• secure defaults
• keep it simple (KISS)

• fail securely
• promote privacy
• hiding secrets is hard
• use community resources 

(ie google is your friend!)
• be reluctant to trust
• identify your  

assumptions
• ...See  ht t ps:/ / buildsecur it yin.us-cer t .gov/ daisy/ bsi/ ar t icles/ knowledge/ pr inciples.ht ml
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Secur it y pr inciples

These pr inciples can be applied at  many levels, eg.

• wit hin a single applicat ion 

• bet ween applicat ions

• at  OS level

• at  net wor k level

• wit hin an or ganisat ion

• bet ween or ganisat ions

• ...
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Fundament al OS secur it y issues

• How do we cont r ol which people can use a 
comput er  syst em?

• How do cont r ol which pr ogr ams a user  can r un?

• How do we cont r ol which r esour ces a pr ocess can 
access?

• How do we pr ot ect  pr ocesses t hat  shar e comput er  
r esour ces f r om each ot her ?
  We' ll st ar t  wit h t his last  quest ion
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Secur it y measur es of f er ed by OS

• abst ract ion in int er f ace t o under lying hardware
– hiding lower  level det ails prevent s access t o & abuse of  t hese 

det ails
– but  abst r act ion layers may be cir cumvent ed...

• kernel vs user  mode
• not ion of  process

– scheduling cont r ols access t o CPU
– PCB cont rol access t o memory, f iles, ...

• vir t ual memory
– cont rols access t o memor y

• f ile syst ems
• aut hent icat ion 
• access cont rol/ aut or isat ion



Pr ocess management
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Pr ocesses

A pr ocess is 
• a pr ogr am in execut ion 
• a sequence of  inst r uct ions execut ed in a cer t ain 

cont ext , aka an execut ion t r ace

NB process ¹  pr ogr am
eg t her e can t wo pr ocesses execut ing t he same 
pr ogr am simult aneously

Pr ocess is execut ed by t he CPU.  
    Wit hout  CPU t her e can be no processes.
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Pr ocesses

• The not ion of  pr ocess is t he cent r al abst r act ion in 
t he OS
– Ever yt hing t hat  happens on a comput er  is par t  of  some pr ocess, 

and everyt hing t he user  int er act s wit h is a pr ocess
– A modern OS is a collect ion of  processes

• Cent r al idea: pr ocesses ar e independent , and 
cannot  dir ect ly inf luence each ot her
– The OS allocat es resources t o each individual process, eg 

CPU t ime and memory
– Hence each process has it s own memory, ie. par t  of  t he 

RAM f or  it s exclusive use
– Access cont rol is organised around processes – more on 

t hat  lat er
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Pr ocesses

Two views of  a pr ocess

• a pr ocess is a unit  of  dispat ch, ie. somet hing t hat  
can be execut ed

• a pr ocess is a collect ion of  r esour ces
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Pr ocesses

A pr ocess r equir es a piece of  memor y in RAM, f or

• pr ogr am code

• dat a

• an execut ion st ack, t hat  r ecor ds t he out st anding 
subr out ines and t heir  ar gument s

   When a process is execut ing on t he CPU, t he 
pr ogr am count er  (PC) will point  t o t he inst r uct ion 
in it s pr ogr am code
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Mult i-pr ogr amming

• Uni-pr ogr amming: only one pr ocess is act ive 
– eg MS-DOS

• Mult i-pr ogr amming (or  mult i-t asking): many 
pr ocesses act ive at  t he same t ime
– eg any modern OS: UNI X, Windows,  Linux

    One single processor  machine, mult i-programming 
gives t he illusion of  mult iple CPUs, by t ime-shar ing.
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Why mult i-pr ogr amming?

• ef f icient  use of  CPU dur ing slow I / O
– despit e overhead of  cont ext  swit ches

• user  want s it
– eg t o check email while making powerpoint  slides

• usef ul in or ganisat ion of  pr ogr ams (incl. OS)
– eg daemons

• lower ing r esponse t imes
– esp. r esponsiveness of  user  int er f ace

• t o use mult iple CPUs on mult iprocessor  machine
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Mult i-pr ogr amming f or  ef f icient  CPU use

cpu act ive i/ o operat ion i/ o operat ion

t ime 

uni-pr ocessing – cpu idle dur ing long I / O

mult i-pr ocessing – cpu act ive dur ing I / O

cpu act ive i/ o operat ion i/ o oper at ion

cpu act ive i/ o operat ion i/ o operat ionpr ocess 1

pr ocess 2

pr ocess/ cont ex swit ches
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Mult i-pr ogr amming f or  ef f icient  CPU use

• Not e t he ext r eme dif f er ences in speed bet ween 
CPU and per ipher al devices (incl. human user s)

• Typical CPU is now f ast er  1GHz.

     How long is 1 Giga-second ?
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Cont ext  swit ching

Pr ocess swit ching causes some overhead:
• I t  t akes some t ime

• I t  r equir es some administ r at ion by t he OS:
– t he OS has t o maint ain a snapshot  of  t he CPU st at e f or  

every process in memory
• ie t he value of  t he Process Count er  (PC) and all t he 

ot her  r egist er s

• I t  r equir es har dwar e suppor t
– t o st ore t he CPU st at e t o memory, or  load t he CPU st at e 

f r om memory
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Pr ocess administ r at ion

• Ever y pr ocess has a unique pr ocess I D (PI D)

• The OS maint ains inf o about  each pr ocess is a 
Pr ocess Cont ol Block (PCB), incl
– which program code it  is execut ing

– which memory has been allocat ed t o it

– value of   program count er  (pc) of  t hat  process

– value of  r egist er s f or  t hat  process

– execut ion st ack f or  t hat  process (which records 
out st anding subrout ine calls and local paramet ers)

– ot her  r esources allocat ed t o t hat  process, eg which f iles 
have been opened f or  r eading or  wr it ing
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Pr ocess st at es

A pr ocess has a st at e, which can be

• r unning – if  t he pr ocess is using t he CPU

• r eady – if  it  could use t he CPU when it  becomes 
available

• blocked – if  t he pr ocess is wait ing f or  some 
ext er nal event , t ypicallly complet ion of  I / O

    The OS maint ains a r eady list  of  all t he pr ocesses 
t hat  ar e r eady t o r un, and gives t hese pr ocesses 
t ur ns at  using t he CPU.
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Pr ocess st at e t r ansit ions

• When t he CPU becomes available, it  is given t o t he 
f ir st  r eady pr ocess in t he r eady list
– t he regist er s of  t he CPU are t hen loaded wit h t he 

inf ormat ion about  t hat  proces

– it s st at e changes f r om ready t o r unning

– t he process is allocat ed a cer t ain amount  t ime t o use t he 
CPU, called a quant um 
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Pr ocess st at e t r ansit ions

• When t he quant um expir es, t he CPU is t aken away 
f r om t he pr ocess: 
– it  st at e changes back f r om running t o r eady,

–  it  j oins t he back of  t he ready queue, and 

– t he next  process in t he ready list  is given t he CPU

• I f  a pr ocess ends or  blocks f or  I / O bef or e it s 
quant um expir es, t he CPU also becomes available 
and is given t o t he next  pr ocess in t he r eady list
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Pr ocess st at e t r ansit ions

–

died

(trap)
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Pr ocess scheduling

• Ther e ar e many scheduling algor it hms f or  deciding 
in which or der  pr ocesses get  t he CPU and f or  how 
long.

• Cer t ain pr ocesses will be given higher  pr ior it y, 
r eaching t he head of  t he r eady list  mor e quickly 
t han ot her s.
– Possible r easons f or  higher  pr ior it y

• impor t ant  syst em t ask t hat  need pr ior it y
• ef f icient  use of  r esour ces
• real-t ime const raint s

• I t  is impor t ant  t hat  no pr ocess dies because of  
CPU st ar vat ion.
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Mult i-pr ocessing & secur it y

Mult i-pr ocessing int r oduces secur it y t hr eat s.

A buggy or  malicious pr ogr am could
• wr it e t o memor y of  anot her  pr ocess 
• wr it e t o memor y used by t he OS, 

– eg t he ready list  used by t he scheduler , or  it s quant um

• use up t oo much r esour ces (CPU t ime, memory, disk 
space, PI Ds, ... ), const it ut ing a DoS at t ack

Pr ocesses have t o be pr ot ect ed f r om each ot her , and 
const r aint ed not  t o use t oo much r esour ces
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Execut ion modes/ pr ivilege levels

• Most  OSs dist inguish dif f er ent  execut ion modes 
or  pr ivilege levels:
– kernel mode (aka supervisor  or  syst em mode)
– user  mode

• Ker nel mode gives cer t ain pr iviliges:
– f ull access t o t he whole memory, and 
– all inst r uct ions suppor t ed by t he CPU

• some inst r uct ions cannot  be execut ed in user  mode

• The goal is t o pr ot ect  t he syst em f r om applicat ion 
bugs and malicious sof t war e. 

• The ker nel is t hat  par t  of  t he OS t hat  r uns in 
ker nel model 
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Modes in har dwar e 

 Execut ion modes must  be suppor t ed in har dwar e.

The Pent ium pr ocessor  suppor t s 4 execut ion modes.

Windows and Linux use only 2 of  t hese
• level 0 (higest  pr ior it y) f or  ker nel mode
• level 3 (lowest  pr ior it y) f or  user  mode
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Mode swit ches f or  syst em calls

• When a user  pr ocess per f or ms a syst em call,  
invoking some OS f unct ionalit y, a mode swit ch 
occur s:
– t he process is swit ched t o kernel mode f or  t he execut es 

t he syst em call

– when ret urning f r om t he syst em call, t he process is 
r et urned t o user  mode

– I n most  OSs processes have t wo st acks, a user  level st ack 
and a kernel level st ack.
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• Code t hat  is execut ed in ker nel mode is t r ust ed.
– NB t r ust  is a negat ive qualit y. I f  somet hing is t r ust ed, it  

can do you harm. I n t r ust ed sof t ware, bugs can cause 
ser ious problems.

• By t he pr inciple of  least  pr ivilige, ker nel mode 
should only be used when st r ict ly necessar y.
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• Two pr oblems limit  t he ef f ect iveness of  t he idea 
of  ker nel vs user  mode t o pr ot ect  t he syst em:

– buf f er  over f low vulner abit ilit ies in syst em calls 
allow malicious user  code t o execut e ar bit r ar y 
code in ker nel mode

• more on buf f er  over f lows lat er

– ker nel bloat : ideally,only a small par t  of  t he OS 
code should r un in ker nel mode, but  f or  most  
OSs t he size of  t he ker nel can be huge.

Thr eads
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Thr eads

• One mot ivat ion f or  having mult iple pr ocesses is 
or ganisat ion: t o or ganise a t ask, it  can be 
convenient  t o split  it  in sever al t asks

• For  t his r eason it  can also be usef ul t o split  a 
single applicat ion in mult iple concur r ent  t asks: 
t hese ar e called t hr eads
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Thr eads vs pr ocesses

• Wit hin a pr ocess, t hr eads execut e independent ly, 
but  shar ing r esour ces, eg memor y, pr ogr am code, 
f iles, ...

– Thread is a unit  of  dispat ching

– Process is an owner  of  r esources

– Modern OSs are beginning t o allow access cont rol on a per  
t hread basis
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Pr os & cons of  t hr eads

pros

• or ganisat ion

• ef f icient  use of  r esour ces

• r esponsiveness of  applicat ion

• t aking advant age of  mult iple-pr ocessor  capabilit ies

cons

• complexit y, possibly r esult ing in bugs, eg
– dat a races 

– deadlocks
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Aside on mult i-processor  machines

• Mult i-processor  machines of f er  t he advant age of  ext r a 
speed, but  unt il r ecent ly, mult i-processor  machines were not  
so common: speeds of  microprocessors were increasing so 
rapidly, by Moore' s Law, t hat  t he added complexit y of  mult i-
processors did not  out weigh t he ext ra comput ing power .

• An int erest ing ar t icle predict ing t he r ise of  mult i-processor  
machines and associat ed problems in mult i- t hreaded code 
t hat  uses it s capabilit ies is "The f r ee lunch is over " by Her b 
Sut t er .

Memor y management
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Memor y management

• The OS is r esponsible f or  allocat ing memor y t o 
pr ocesses in a f air  way.

• For  secur it y, t he OS should guar ant ee memor y 
pr ot ect ion: pr ocesses should not  be able t o access 
memor y of  ot her  pr ocesses, or  t he OS
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Old-f ashioned memor y management

• OS par t it ions memor y in par t s (segment s), one f or  
each pr ocess, and one f or  OS it self

• For  ever y memor y access by a pr ocess, it  is 
checked if  it  r espect s it s memor y bounds
– These checks should be in hardware! Why?

• Lot s of  possibilit ies f or  par t it ioning
– f ixed or  var iable sized par t s?

– changing par t ioning in lif e-t ime of  process?

– goal: minimizing f r agment at ion
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Memor y par t ioning

• Regist er s f or  separ at ion
user  j ob spaces

• Ker nel /  monit or  t akes all

• OS keeps t r ack of  
unallocat ed memor y
– may relocat e j obs

– block move + 
change relocat ion regist er

OS kernel Base =0
Limit= 1023777
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Memor y pr ot ect ion in har dwar e

physical

+
0 .. limit-1

• cur rent  base and limit  in CPU r egist ers, and recor ded f or  all processes in PCBs
• addr essing er r or  r esult s in applicat ion crash due t o segment at ion f ault
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Swapping

Moving process f r om memor y t o disk
– ie f r om pr imary t o secondary memory

Goals

• f r ee pr imar y memor y  

• r educe syst em load
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Paging

• Physical memor y divided int o f ixed-sized blocks: 
f r ames

• Logical memor y of  pr ocess divided int o blocks of  
t he same size: pages

• Pages assigned t o f r ames, in any or der , wit h 
mapping of  pages t o f r ames r ecor ded in page t able

• Logical addr esses used by t he CPU divided int o
– page number  (p)

• used as an index int o page t able, giving f r ame number

– page of f set  (d) 

• which gives t he of f set  in t hat  f r ame
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Vir t ual addr ess t r anslat ion ar chit ect ur e 

frame f

page p

offset d
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Paging

• Tr anslat ion of  vir t ual/ logical addr esses t o physical 
addr esses ensures t hat  process cannot  addr ess 
memor y of  ot her  pr ocess
– memory prot ect ion ` f or  f r ee'

• Each memor y access t akes t wo memor y accesses:

     one t o r ead page t able, one f or  act ual access
– To mit igat e t his slowness: 

• TLB (Transit ion Look-aside Buf f er ), caches
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Example                                                          

frame# *page size= physical address

Page 3 can be found at frame 2 
       or base address 2*4 = 8 with
           limit = 8+(pagesize-1) 

Page size = 4  
Page 2

Frame 1
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Paging har dwar e wit h 
t r anslat ion look-aside buf f er  (TLB)

- Fast if TLB hit

- Hardware keeps track 
 
  of least recently used

- Insert last used p-f
  combination in TLB
  replacing LRU-entry

“ associative 
  page memory”

CPU 
hardware

In main
memory
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Vir t ual memor y

• Swapping in combinat ion wit h paging :

     Not  all t he pages of  a pr ocess need t o be in RAM. 
Some can be on disk
– I n t he event  of  a page f ault , a memory access might  

r equir e a (slow!) disk access, t o r et r ieve page f r om disk

• Vir t ual addr ess space of  a pr ocess can now be 
much lar ger  t han physical memor y
– address space limit ed by hardware: 

• 32 bit s ar chit ect ure gives 232 vir t ual addresses per  pr ocess

• I nt r oduces t he danger  of  t hrashing if  syst em spends all it s 
t ime handling page f ault s under  heavy load
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I nsecur it ies in memor y management

• Memor y pr ot ect ion ensur es t hat  pr ocesses can not  
r ead - or  wor se, wr it e - t o each ot her ' s memor y.

• But  memor y pr ot ect ion does not  pr event  access t o 
t he memor y of  a pr ocess af t er  it  is r eleased.
– memory is not  zeroed out  by t he OS upon allocat ion or  

deallocat ion

• Malicious user s or  pr ocesses can look f or  sensit ive 
dat a in f r esh memor y allocat ed t o t hem.

Security Principle: It is hard to keep secrets.
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Sun t ar ball pr oblem (1993)

• Every t arball (zip-f ile) produced on Solar is 2.0 cont ained 
f r agment s of  t he password f ile / et c/ passwor d

• How did t his happen?
– t ar  looked up some user  inf o direct ly pr ior  t o producing t arball: 

• passwor d f ile was loaded in heap memory f or  t his

• t his heap memor y was t hen released

– t hen t ar  allocat ed memor y f or  const r uct ing t he t ar ball
• allocat ed memory was always t he memor y j ust  r eleased

• memor y not  zer oed out  on allocat ion by pr ogram or  OS...

• Solut ion: r eplacing char  * buf  ( char * ) mal l oc( BUFSI ZE)   
    

                              by char  * buf  ( char * ) cal l oc( BUFSI ZE)
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Mor e insecur it ies in memor y management

Swapping int r oduces anot her  insecur it y
    
• The disk will cont ain memor y pages of  pr ocesses, 

even af t er  you swit ch of  your  comput er

– RAM is t r ansient  memor y, but  disk is persist ent
– Disk space is not  zer oed out  upon swapping of  pages

• Count ermeasure: locking pages in memory t o prevent  t hem 
being swapped

Security Principle: It is hard to keep secrets.
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File syst em as abst r act ion layer

• File syst em pr ovides an abst r act ion (of  f iles and 
dir ect or ies) of  per sist ent  st or age
– RAM is t r ansient , hard disk is persist ent  st orage

• Main per sist ent  st or age media is har d disk, but  
t her e ar e ot her s: CD, DVD, USB st icks...

• Per sist ence is good f or  secur it y
– esp. ensur ing availabilit y

and bad f or  secur it y
– esp. ensur ing conf ident ialit y
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File syst em as basis f or  access cont r ol

• This abst r act ion layer  is used t o t he basis f or  
access cont r ol, 
– ie cont rol who has t he r ight  t o access (r ead, wr it e, creat e, 

delet e, ...) which f iles and dir ect or ies

– More on access cont rol lat er .
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File syst em as abst r act ion layer

• File syst em is also used as abst r act ion layer  f or   
ot her  I / O devices 
– keyboard, screen, ...

• This is possible, because
– input  device such as keyboard can be t reat ed as f ile t hat  can 

only be read f rom

– out put  device such as t er minal window can be t reat ed as f ile 
t hat  can only be wr it t en t o

• This makes sense f or  r easons of  unif ormit y & simplicit y
– same syst em calls can be used f or  lot s of  devices
– same access cont rol mechanism can be used
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File syst em as abst r act ion layer

• A moder n OS provides gui t o t he f ile syst em

– This int er f ace pr esent s a logical/ vir t ual view of  t he f ile syst em, 
wit h f iles in a hierarchical dir ect ory st ruct ur e

– This abst r act s f r om t he physical/ concret e organisat ion of  t he 
f ile, as byt es in dif f er ent  r egions of  t he har d disk

• This abst ract ion is not  j ust  usef ul f or  t he user , but  it  is also 
crucial f or  secur it y

– Only OS can access t he physical disk. A user  only sees t he 
logical view, and can only ask t he OS t o access t he physical disk 
f or  her . 

• Br eaking/ cir cumvent ing abst r act ion layers is a st andar d way of  
breaking secur it y. 

– How would you do t his f or  f ile syst em?
– I s t his also possible f or  memor y?
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Typical secur it y incident s wit h persist ent  st or age

• People put t ing old PC in gar bage

• People loosing  USB st icks or  f loppy disks



97 98

I nsecur it y of  f ile syst ems

• The abst ract ion and associat ed access cont rol t o disk 
provided by t he OS can be by-passed, by r emoving t he hard 
disk

• Count ermeasure: encrypt ed f ile syst em
– New r isk: loosing t he key!

• Crypt ography can solve some secur it y problems, but  it  always 
int r oduces a new one, namely key management

• The access cont rol t o memory of  t he OS is harder  t o by-pass 
– but  not  impossible...
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I nsecur it y of  f ile syst ems

• Wher e is your  (delet ed) dat a and ar e your  act ions?
– delet e is in most  OS f ile syst ems not  a delet e

– j ournaling, t r ansact ion logs, r ecycle bin

– caches

– swap or  page f ile

– old dat a lef t  in f ile syst em blocks on disk

– unassigned and f lagged ‘damaged’ sect or s

– why use your  OS and not  anot her  one f or  mount ing?

– special hardware allows read, even af t er  n wipes

• Secur it y r equir es old & def ect ive media policy
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I nsecur it y of  f ile syst ems

• New or  changing cir cumst ances cause new secur it y problems 
– new t echnologies
– new applicat ions of  exist ing t echnologies: f unct ion cr eep 

• Examples
– lapt ops 
– people wor king on a PC at  home inst ead of  t he of f ice, and vv.
– removable per sist ent  mass st orage: USB st icks, iPods,....
– wir eless connect ions

• t o connect  comput er  t o wireless net wor k
• t o connect  per ipher als t o comput er  (keyboard, mouse, 

headset ,....)

Security principle: identify your assumptions

Access cont r ol
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Fundament al OS secur it y issues

• How do we pr ot ect  pr ocesses t hat  shar e comput er  
r esour ces f r om each ot her ? 

• How do we cont r ol which r esour ces a pr ocess can 
access?
    OS secur it y measures: not ion of  pr ocess, kernel/ user  

mode,  memory prot ect ion, abst ract ions in f ile syst em, ...

• How do we cont r ol which people can use a 
comput er  syst em?

• How do cont r ol which pr ogr ams a user  can r un?
This r equir es access cont r ol.
A f ir st  st ep f or  access cont r ol is aut hent icat ion
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Aut hent icat ion

• Aut hent icat ion is t he pr ocess by which we ident if y 
aut hor ised user s of  a syst em

• Access cont r ol (or  aut hor isat ion) assumes t he 
exist ence of  some f or m of  aut hent icat ion 

• “Wit hout  ident if ying and aut hent icat ing t he user  logging on t o t he 
syst em, access t o obj ect s cannot  be cont rolled, user  r ight s and 
abilit ies cannot  be enf orced, and account abilit y cannot  be 
maint ained via audit ing.  For  t hese reasons Windows 95 and 
Windows 98 can never  be consider ed secure oper at ing syst ems.”
– Windows 2000 Secur it y Technical Ref er ence

• Mandat ory log on is a f undament al secur it y requirement
– Par t  of  t he C2 requirement s of  t he US Tr ust ed Comput er  

Secur it y Evaluat ion Cr it er ia (TCSEC)
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Aut hent icat ion met hods

Somet hing you have, ar e, or  know
     Eg

– key

– f ace, voice, f ingerpr int , ir is

– signat ure, password

or  a combinat ion of  t hese
– eg passpor t  + f ace, smar t card +PI N
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Aut hent icat ion met hods

• Most  common f or m of  aut hent icat ion f or  comput er  
syst ems is f or  user  t o ent er  a user name and login

• Alt ernat ives t hat  are eg. suppor t ed in Windows 2000
– biomet r ics

– smar t car ds
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Pr oblems wit h passwor ds (1)
They ar e easy t o guess       

• This enables brut e f or ce/ dict ionary at t acks

Count ermeasures:

• limit  number  of  login at t empt s
– but  t his cr eat es possibilit ies f or  a DoS at t ack!

• bet t er : slow down login at t empt s

• improve qualit y of  passwords
– educat e user s 
– enf or ce a passwor d policy

– pr ovide f eedback on qualit y of  passwor d

– per iodically r un passwor d cr acker  t o det ect  weak passwords
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Example (good&bad!) passwor d policy

• Het  wacht woord moet  best aan uit  minimaal 8 en 
maximaal 10 karakt er s. 

     Let t er s: a t / m z en A t / m Z 
Cij f er s: 0 t / m 9 
Tekens:  ! % *  ( ) _ + - = { } [  ]  |  \  < > /

• Het  moet  t enminst e één let t er , één cij f er  en één t eken 
bevat t en.

• I nlogcode en RU-wacht woord mogen niet  het zelf de zij n.
• Het  wacht woord moet  minst ens één maal per  j aar  worden 

veranderd. 
• Een nieuw wacht woord mag niet  het zelf de zij n als de dr ie 

wacht woorden die daarvoor  zij n gebruikt .  
[  Sour ce ht t p:/ / www.r u.nl/ idm/ wacht woor d_wij zigen/ wacht woor d_policy]
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Pr oblems wit h passwor ds (2):
They ar e not  kept  secr et

• Told t o ot hers, wr it t en down
– NB wr it ing down passwords not  always bad!

• I nser t ed in scr ipt s, conf igurat ion f iles, password managers, 
given as input  t o unt rust wor t hy applicat ions

• Send unencrypt ed over  t he web

• Obt ained by social engineer ing t r icks, eg
– phishing

– phoning sysadmin 

     Also t hink of  a good lost  password policy
    Security Principle: secure the weakest link

• st ored in password f ile...
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Passwor d st or age

Plaint ext  passwor d f ile:
• ie passwords st ored “in t he clear ” as (uid, pwd)

• st r ong access cont rol of  password f ile crucial! 

• r oot  user  can obt ain all passwords, and t r y t hese out  on ot her  
syst ems ...

• but  access cont rol of  hard disk can be by-passed ...

• and what  about  backup t apes ...
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Passwor d st or age

Hashed passwor d f ile:
• ie passwords hashed (wit h secure hash), so password f ile 

cont ains (uid,hash(pwd))

• At  login, t he ent ered password is hashed and compared wit h 
t he hashed password in password f ile

• Password never  unecrypt ed on hard disk and only br ief ly 
unencrypt ed in main memory 

• Even root , of  hacker  wit h access t o password f ile, cannot  
r ead passwords

• Bet t er  st ill: st ore (uid,hash1000(pwd)) in password f ile
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Secur e hash

• A secure hash is a f unct ion f  f or  which it  is dif f icult  – ie. 
t ime-consuming - t o comput e t he inverse  f -1 

– I e  given y, it  is dif f icult  t o f ind an x such t hat  f (x)=y

• The only way t o do t his is t o t r y all possible values of  x 
• I f  x is eg a 256 bit  word is, t his is not  (yet !) comput at ionally 

f easible
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Hashed passwor d f ile

• Suppose you have access t o a hashed password f ile.

         How do you f ind out  password ?

• Dict ionary at t ack: hash likely passwords and compare t o 
hasehed value in t he f ile  

– Eg all alphanumer ic st r ings wit h lengt h  < 6

– NB 366 is much smaller  t han 2256 !
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Salt ed hashed passwor d f ile

Pr ot ect ion against  dict ionar y at t ack: salt
• I nst ead of  

            (uid, hash(pwd))                                    

        st ore

            (uid, hash(pwd,salt )) 

        in password f ile, wit h salt  some known value t hat  is 
dif f erent  f or  every ent r y  (eg  t he uid it self )

• How does t his prot ect  against  dict ionary at t acks?

• Also, dif f erent  logins wit h t he same password are no 
longer  obvious f r om t he password f ile.
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I nf or mat ion leakage & cover t  channels

• Famous secur it y f law in password checking on TENEX OS in 
1970s.
– Passwor d compar ison charact er  by char act er , abor t ed on f ir st  

wr ong charact er

– At t ackers t imed how f ast  a password was r ej ect ed

• by having par t  of  t he passwor d swapped t o disk

– This r evealed if  f ir st  charact er  was cor r ect  

– Repeat ing t his procedure f or  ot her  char act er s

• Here t he response t ime is a hidden channel aka cover t  
channel aka side channel t hat  leaks inf ormat ion

–  in t his case about  t he password
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I nf or mat ion leakage & cover t  channels

Ot her  cover t  channels dur ing aut hent icat ion
• login mechanism t hat  ident if ies t he OS as Linux Redhat  8.0 

bef ore login
– similar y: webpage publishing er ror  message of  under lying 

VBScr ipt , SQL dat abase,...

• login mechanism revealing t he dif f erence bet ween non-
exist ent  username and incor rect  password af t er  f ailed login 
at t empt

• login mechanism logging bot h t he username & (incor rect ) 
password on f ailed login at t empt
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Alt er nat ives f or  passwor ds

• One-t ime passwor ds

• Smar t car ds

• Biomet r ics
– Hot  t opic, but  not  wit hout  limit s or  disadvant ages!

• I f  we do not  t r ust  t he communicat ion channel 
bet ween user  & syst em:

– Challenge response syst ems:

• eg e-I dent ier  f or  int ernet  banking

– Second secure channel, eg one-t ime password via SMS

• .....
118

Aut hent icat ion: challenge - r esponse 

ID (e.g userID)

Generate challenge
e.g. hashed time

Encrypt challenge with pin, 
knowledge or token as key

System sideTerminal side

OK or FAIL

Look-up ID 

Encrypt stored key
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Aut hent icat ion wit h Thir d Par t y
Kerber os, Tr ust ed Thir d Par t y, Single sign-on

If authentication ok
Background process (hidden to 
user)

Login xyz
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Mut ual aut hent icat ion

• So f ar , we discussed t he comput er  syst em aut hent icat ing t he 
user .

• But  shouldn' t  t he user  also aut hent icat e t he comput er  
syst em?

• Ct r l-Alt -Del keyst roke sequence providing a t r ust ed pat h t o 
t he OS in Windows

• For  login over  net work: use cer t if icat es or  public-key cr ypt o
– as used f or  aut hent icat ing websit es
– NB user s not or iously sloppy wit h accept ing cer t if icat es or  

changes in pr ivat e keys

 Security principle: be reluctant to trust
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    "Humans ar e incapable of  secur ely st or ing high-
qualit y cr ypt ogr aphic keys, and t hey have 
unaccept able speed and accur acy when per f or ming 
cr ypt ogr aphic oper at ions. They ar e also lar ge, 
expensive t o maint ain, dif f icult  t o manage, and 
t hey pollut e t he envir onment . I t  is ast onishing 
t hat  t hese devices cont inue t o be manuf act ur ed 
and deployed. But  t hey ar e suf f icent ly per vasive 
t hat  we must  design our  pr ot ocols ar ound t heir  
limit at ions"

   – Kauf man, Per lman, and Speciner
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Fur t her  r eading

• Lot s of  (f un) mat er ial on passwords and social engineer ing in 
Secret s and Lies (Bruce Schneier ) or  Secur it y Engineer ing 
(Ross Anderson)

• Chapt er  on Passwords in 19 Deadly Sins of  Sof t ware Secur it y 
by M. Howard, D. LeBlanc, J . Viega.

• A Guide t o Underst anding I dent if icat ion and Aut hent icat ion in 
Tr ust ed Syst ems

– ht t p:/ / www.r adium.ncsc.mil/ t pep/ libr ar y/ r ainbow/ NCSC-TG-017.pdf

• US Depar t ment  of  Def ense Password Management  Guideline 
– ht t p:/ / www.r adium.ncsc.mil/ t pep/ libr ar y/ r ainbow/ CSC-STD-002-85.pdf

Access cont r ol
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Access cont r ol: int r oduct ion

• Secur it y = r egulat ing access t o asset s, ie. 
inf or mat ion or  ser vices 

• Two impor t ant  cases:
– An at t acker  has access t o t he raw bit s r epresent ing t he 

inf ormat ion
=> need f or  cr ypt ographic t echniques

– There is a sof t ware layer  bet ween t he at t acker  and t he 
inf ormat ion/ services
=> access cont rol t echniques
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Access cont r ol vs cr ypt ogr aphy 

• cr ypt o involves dat a

• cr ypt o can prevent  people 
f r om reading a (encrypt ed) 
f ile, by making t his 
impossible unless t hey have 
t he r ight  key

• cr ypt o can (also) r egulat e 
access t o dat a t hat  are not  
under  our  cont rol,  eg dat a 
on net work

• access cont rol involves 
f unct ionalit y

• access cont rol can prevent s 
people f r om reading a f ile, 
by denying t hem t o open it  
unless t hey have permission

• access cont rol can only 
r egulat e f or  access t o 
r esources under  our  cont rol
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    "Using encr ypt ion on t he I nt er net  is t he 
equivalent  of  ar r anging an ar mor ed car  t o deliver  
cr edit  car d inf or mat ion f r om someone living in a 
car dboar d box t o someone living on a par k bench."

    -- Gene Spaf f or d
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Access cont r ol

Af t er  aut hent icat ion has t aken place,

access cont r ol (or  aut hor isat ion) involves

• specif icat ion of  access r ight s
– who is allowed t o do what  t o whom

• enf or cing of  access r ight s
– ie checks dir ect ly pr ior  t o every act ion

• audit ing
– ie logging & checking t he logs af t erwards

Access cont rol not  only in OS, but  also in applicat ions or  
dat abases.
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Access cont r ol mat r ix

• Concept ually, access cont rol involves a mat r ix, t elling which
subj ect  (or  pr incipal) is allowed t o do what  (r ead, wr it e, 
creat e, dest roy, execut e) t o which obj ect

       mat r ix Í  Subj ect s x Operat ions x Obj ect s

• Example:  OS access cont rol mat r ix in UNI X

f ile3 f ile2 f ile1 

xrwruser2

x--user1 

rwxrwrwroot
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Access cont r ol mat r ix

The cent r al, pr act ical challenge: 
how do we manage t he huge mat r ix we need?  

How can we accurat ely descr ibe what  we want , given it s huge size 
& complexit y ?

Solut ions:
• or ganisat ion by r ow or  column:

– Access Cont rol List  (ACL): say f or  each obj ect  who can do 
what  t o it . Most  common.

– Capabilit y List : say f or  each user / proces what  (s)he can 
access. 

• collect ing subj ect s int o gr oups or  r oles
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Access cont r ol policy & model

• Access cont r ol policy = r ules t hat  say what  is 
allowed and what  not

• Access cont r ol model = f or malism t o wr it e down 
t he policy
– Dif f erent  access cont rol models exist  t o accommodat e 

dif f erent  policies 

– Model should be simple, expressive, int uit ive, manageable, 
implement able,…
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Terminology

• Obj ect : passive ent it y (piece of  inf or mat ion) 
r equir ing cont r olled access (e.g. f ile)

• Access oper at ions: ways t o access obj ect s
• User s st ar t  sessions/ subj ect s on comput er  t hat  

will access obj ect s using oper at ions.
• Sessions wit h t he same per missions ar e gr ouped in 

pr ot ect ion domains
• The policy says what  per missions each pr ot ect ion 

domain has
• The r ef er ence monit or  enf or ces t he policy on each 

at t empt ed obj ect  access
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Syst em Model

O1

O4

O2

O3

Obj ect s

S1

S3

S2

S4

S6S5

Subj ect s/ sessions

operat ions

Ref erence
monit or

Pr ot ect ion domains

User s

Policy: 
permissions f or  
each pr ot ect ion 

domain
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• Policy descr ibes t he access cont r ol mat r ix 

    – in what  is hopef ully a convenient  way

• The r ef er ence monit or  is par t  of  t he ker nel, and 
may also do logging, in addit ion t o gr ant ing/ denying

• The r ef er ence monit or  is par t  of  t he Tr ust ed 
Comput ing Base (TCB)
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For mal access cont r ol models

• Bell-Lapuda
– f or  ensur ing conf ident ialit y

• Biba
– dual t o Bell-Lapuda, f or  ensur ing int egr it y

• Chinese Wall
– f or  prevent ing conf lict s of  int erest

• Clar k-Wilson
– f or  int egr it y; more f or  applicat ion-level secur it y t han OS

• Role-Based Access Cont r ol
– ext ension of  Clar k-Wilson
– can be mimicked in OS using groups
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Access cont r ol in OS

• Access cont rol in OSs is a lot  more messy t han t hese models.
– f or mal access cont rol models on pr evious slide can pr ovide some 

backgr ound, but  do not  give whole pict ur e of  OS access cont r ol!

• Dif f erent  f orms of  access cont rol in OS include
– Discret ionar y Access Cont rol (DAC)

– Mandat or y Access Cont rol (MAC)

– Mult i- level Secur it y (MLS)

• of t en in combinat ion wit h MAC

– Role-based Access Cont rol (RBAC)

• usually as var iant  of  DAC
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Discr et ionar y Access Cont r ol (DAC)

• Ever y obj ect  has an owner
• Owner  has f ull discr et ion t o gr ant ing access r ight s 

t o an obj ect  t o ot her s
– ie no rest r ict ions on which access r ight s t he owner  grant s 

t o ot hers

• This is what  t r adit ional moder n OSs of f er
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Discr et ionar y Access Cont r ol in UNI X

• User  has user -id and gr oup-id

• File has owner  and gr oup, and r wx-permissions f or  
owner , gr oup, ot her

• rw-r --r --  er ikpoll  sos   exam.t ex
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DAC

Disadvant ages:

• Cumber some administ r at ion
– E.g user  leaving t he company or  user  being promot ed t o 

anot her  f unct ion in t he company

• Not  so secur e:
– Social engineer ing

• because user  is in char ge of  grant ing r ight  t o f iles

– Troj an horse problem
• malicious pr ogram st ar t ed by user  can do anyt hing t hat  t he 

user  can do
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DAC Ext ensions

• St r uct ur ing user s t o make administ r at ion easier
– Groups

• eg owner / group/ ot her  dist inct ion in UNI X

– Roles

• Role-based access cont rol

– Negat ive permissions

    But : insuf f icient  t o make administ r at ion much 
easier
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Madat or y Access Cont r ol (MAC)

• MAC pr ovides a way t o pr event  t he pr oblem of  
Toj an Hor ses

• Cent r al idea: t he owner  of  an obj ect  does not  have 
f ull discr et ion t o gr ant ing access r ight s t o t hat  
obj ect  t o ot her s

    Ther e can be policies t hat  r est r ict  what  an owner  
is allowed t o do

• Example
– normal user  (as opposed t o r oot / administ at or ) cannot  give 

execut e permission t o obj ect s
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MAC and Mult i- level Secur it y

• The Bell-Lapuda model descr ibes a combinat ion of  
MAC wit h Mult i-Level Secur it y, which can ensur e 
conf ident ialit y.

• I nt er est ing as example of  power  of  MAC, not  of  
pr act ical r elevance t o any moder n OS.

• Mult i- level Secur it y (MLS) involves a lat t ice of  
dif f er ent  secur it y levels
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Mult i- level secur it y

Top secret

Secret

Confidential

Unclassified Unclassified

Confidential
Project A

Confidential
Project B

Confidential
Project A & B

Obj ect s classif ied by secur it y levels organised in a lat t ice
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MAC + MLS solving t he Tr oj an Hor se pr oblem

File F

File F’

S1

S2

Secret level

Unclassified level

read

no write down

write

no read up
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MAC + MLS

Pr oblems and disadvant ages

• Aimed at  DoD (Depar t ment  of  Def ence)-like 
applicat ions, not  well-suit ed f or  commer cial 
envir onment s
– it  addresses conf ident ialt y, but  not  int egr it y

• Unwor kable in pr act ice
– More common solut ion: complet ely separat e syst ems f or  

dif f erent  secur it y levels

• Cover t  channel pr oblems
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Mult i-Level Secur it y

• Mult i-Level secur it y is not or iously unwor kable
– even in t he int elligence communit y

• Mor e r ealist ic t o use: compar t ment ed secur it y 
– each depar t ment  keeping inf ormat ion t o it self , and 

shar ing inf ormat ion subj ect  t o clear ly st at ed rules
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Role-Based Access Cont r ol (RBAC)

• I nt r oduces not ion of  r ole:
– many-t o-many relat ion bet ween users and permissions

– Cor responds t o a well-def ined j ob or  r esponsibilit y

• When a user  st ar t s a session, he can act ivat e some 
or  all of  his r oles

• A session has all t he per missions associat ed wit h 
t he act ivat ed r oles
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RBAC - Ext ensions

• Hier ar chical r oles: senior  r ole inher it s all 
per missions f r om j unior  r ole

Engineering Dept.

Project A Eng Project B Eng

Director of Eng Dept
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RBAC - Ext ensions

• St at ic const r aint s
– Const raint s on t he assignment  of  users t o r oles

– Eg. St at ic separat ion of  dut y: nobody can bot h:

• Order  goods

• Approve payment

• Dynamic const r aint s
– Const raint s on t he simult aneous act ivat ion of  r oles

– Eg. t o enf or ce pr inciple of  least  pr ivilege
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RBAC in pr act ice

• Mor e managable t han DAC
– but  is it  managable enough ?

• I mplement ed in dat abases  

• I mplement ed in a gener ic way in middlewar e, eg 
.NET

• Can be simulat ed in OS using "gr oup" concept s
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(Discr et ionar y) Access Cont r ol in UNI X

• User  has user -id and gr oup-id

• File has owner  and gr oup, and r wx-permissions f or  
owner , gr oup, ot her

• rw-r --r --  er ikpoll  sos   exam.t ex
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Access cont r ol in UNI X: umask

• Specif ies t he def ault  access cont r ol on newly 
cr eat ed f iles & dir ect or ies

• umask is a pr ocess envir onment  (` shell' ) var iable
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Access cont r ol in UNI X: set uid

• A program (execut able f ile) can be regarded as obj ect  and 
subj ect  

– who can access/ execut e t he pr ogr am (as obj ect )?

– what  can t he pr ogr am (as subj ect ) access?

• Normally, process get  t he r ight s of  t he user  st ar t ing it .

• set uid set s t he user -id of  t he proces t o be t hat  of  t he 
owner  of  t he execut able

– set uid pr ocess has t he access r ight s of  owner  of  t he pr ogr am 
r at her  t han t he access r ight s of  user  st ar t ing t he pr ocess

– Not or ious sour ce of  secur it y breaches
• Newer  UNI X & Linux syst ems pr ovide f iner -gr ained cont r ol using 

capabilit y t icket s
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Need f or  pr ivileged f unct ionalit y

• Set uid process allow users t o t emporary elevat e t heir  
pr ivileges 

• This may seem like a bad idea, but  is unavoidable. Eg
– Any user  can change her  password; t his requires wr it e-access 

t o t he passwor d f ile.
– Logging in t o a syst em r equir es read-access t o t he password 

f ile, pr ior  t o any aut hent icat ion 

– Via www.cs.r u.nl/ r oost er  anyone can quer y t he dat abase wit h.

– Not e – t his is similar  t o user  code get t ing ker nel model 
pr iviliges f or  syst em calls.

• Such t emporary elevat ion of  pr ivilege has secur it y r isk, and 
bugs in t hese programs can be exploit ed
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Access cont r ol in Windows 2000

• Ever y pr ocess has an access t oken, wit h
– User -id (SI D)

– Groups-id' s

– Def ault  access cont rol list , f or  obj ect s creat ed by t his 
process 

• (cf . umask, but  per  process, not  per  user )

• Ever y obj ect  has a secur it y descr ipt or , specif ying
– which operat ions are allowed by which SI Ds
– which operat ions are audit ed.
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Access cont r ol in Windows 2000

• Finer -gr ained access cont r ol t han UNI X

• But  ver y complicat ed
– 30 dif f erent  pr iviliges f or  operat ions

– 15 dif f erent  kinds of  obj ect s

Meaning t hat  even t he pr of essionals get  it  wr ong...

• For  det ails, r ead eg. "I mpr oving t he Granular it y of  Access Cont r ol in 
Windows 2000" by Swif t  et .al.
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Get t ing access cont r ol wr ong

Example of  unint ended pr ivilige escalat ion in Windows XP
• I nst ead of  set uid, pr iviliged f unct ionalit y in Windows XP 

implement ed as service, r unning under  eg Local Ser vice or  Local 
Syst em account

• Secur it y descr ipt or s  "SERVI CE_CHANGE_CONFI G .. grant s 
per mission t o change t he execut able associat ed wit h a ser vice" 
[Windows XP document ion]

• But  it  also allows t o change t he account  under  which it  r uns, incl t o 
t he account  Local Syst em means t he service runs wit h maximum 
pr iliviges.

• Many services mist akingly gr ant  SERVI CE_CHANGE_CONFI G t o all 
Aut hent iced Users...

[For  mor e inf o, r ead "Windows Access Cont r ol Demyst if ied" by S. 
Govindavaj hala and A.W. Appel]
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Pr ivilige escalat ion in Windows XP

Pr ivilige escalat ions of  sof t ware f r om dif f er ent  vendors
Source: "Windows Access Cont rol Demyst if ied" by S. Govindavaj hala and A.W. Appel
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SELinux

• Secur it y Enhanced Linux is an ext ension of  Linux 
wit h MAC

• based on NSA research prot ot ype, now in st andard kernel

• improved conf inement  of  processes  (user  programs and 
syst em daemons) t o r educe t he damage t hat  can be done 
when t heir  secur it y is compromised (via buf f er  over f lows or  
misconf igurat ions, f or  example) 

• No so easy t o use...
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Wher e does access cont r ol f ail?

• Users unconsiously/ implict ly/ st upidly giving permissions eg by

– (double) clicking on some email at t achment

– downloading & execut ing sof t ware

OS may be par t ly is t o blame f or  t his.

• Users and sys-admins f ind access cont rol cumbersome, and are 
liberal wit h permissions, ef f ect ively swit ching access cont rol 
of f

– t ypical examples: execut ing processes as root  (super -user , 
administ r at or ), logging in as r oot  t o per f orm some t asks

Violating the security principle of least privilige
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Wher e does access cont r ol f ail?

I n t he specif icat ion, ie mist akes in t he access cont rol mat r ix.

Mist akes are common because, because

• access cont rol is so complicat ed

– Not e t he f undament al conf lict  bet ween

• principle of least privilige
– requires mor e f ine-grained cont r ol => mor e complexit y

• kiss principle – keep it simple 

• access cont rol t hat  is t oo liberal is hard t o not ice, 
– unlike access cont rol t hat  is t oo r est r ict ive

– ie applying the principle of least privilige is hard!
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Wher e does access cont r ol f ail?

Many OSs ship wit h an insecure def ault  conf igurat ions!

Count ermeasure: harding t he OS

• ie. r igorously applying t he pr inciple of  least  pr ivilige
– disabling all f unct ionalit y/ services not  needed

– r est r ict ion permissions on r emaining services as much as possible

This sit uat ion should improve in t he f ut ure.
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Wher e does access cont r ol f ail?

• Via sof t war e bugs, especially buf f er  over f lows, in
– kernel code

– set uid programs

• or  any ot her  code t hat  gives t he user  t empor ar ily more r ight s, eg. 
cgi-bin scr ipt s or  SQL quer ies invoked over  t he int ernet  via 
webpages



Oper at ing Syst em insecur it y:
Buf f er  Over f lows
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Buf f er  over f lows (aka st ack over f low)

• The number  1 cause of  secur it y pr oblems.
• The main r eason why syst ems need f r equent  

pat ching.
• The f ir st  I nt er net  wor m, and all subsequent  ones 

(CodeRed, Blast er , ...), exploit ed buf f er  over f lows
• Buf f er  over f lows cause in t he or der  of  50% of  all 

secur it y aler t s 
– Eg check out  www.us-cer t .gov/ cur rent , cve.mit r e.org, or  

bugt raq

• Buf f er  over f lows are one example of  t he more gernal problem 
of  lack of  input  validat ion, which also includes SQL inj ect ion, 
cross-sit e scr ipt ing,.....

165

What  is a buf f er  over f low?

• Supplying a ver y long or  ver y st r ange (incor r ect ly 
f or mat t ed) input  st r ing t o a pr ogr am or  syst em 
call may cr ash it
– t ypically wit h segment at ion f ault

• I f  we t hen car ef ully const r uct  t he st r ing, we may 
be able t o let  t he pr ogr am do anyt hing we want
– wit h t he access r ight  of  t hat  program
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Essence of  t he pr oblem

Suppose in a C pr ogr am we have an ar r ay of  lengt h 4

    char  buf f er [4];

What  happens if  we execut e t he st at ement  below ?

    buf f er [5]  = ‘a’;                 

Anyt hing can happen !

    I f  t he dat a wr it t en (ie. t he ‘a’) is user  input  t hat  
can be cont r olled by an at t acker , t his vulner abilit y 
can be exploit ed: anyt hing t hat  t he at t acker  want s 
can happen.

esp. if  t he pr ogr am is ker nel code.
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Pr ocess memor y layout

Ar gument s/  Envir onment

St ack

Unused Memor y

Heap (dynamic dat a)

St at ic Dat a 

Pr ogr am Code
Low 
addresses

High 
addresses

St ack grows
down, 
by procedure 
calls

Heap grows
up, 
eg. by mallocs
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St ack-based buf f er  over f low

   The st ack consist s of  Act ivat ion Records:

AR main()

AR f()

St ack grows
downwards

voi d f ( i nt  x)  {
  char [ 8]  buf ;
  get s( buf ) ;
}
voi d mai n( )  {  
  f ( …) ;  …
}
voi d l aunch_nukes( ) { …}

x
return address

buf[4..7]
buf[0..3]

Buf f er  grows
upwards
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St ack-based buf f er  over f low 

   What  if  get s() r eads mor e t han 8 byt es ?

AR main()

AR f()

St ack grows
downwards

voi d f ( i nt  x)  {
  char [ 8]  buf ;
  get s( buf ) ;
}
voi d mai n( )  {  
  f ( …) ;  …
}
voi d l aunch_nukes( ) { …}

x
return address

buf[4..7]
buf[0..3]

Buf f er  grows
upwards
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St ack-based buf f er  over f low

   What  if  get s() r eads mor e t han 8 byt es ?

AR main()

AR f()

St ack grows
downwards

voi d f ( i nt  x)  {
  char [ 8]  buf ;
  get s ( buf ) ;
}
voi d mai n( )  {  
  f ( …) ;  …
}
voi d l aunch_nukes( ) { …}

x
return address

buf[4..7]
buf[0..3]

Buf f er  grows
upwards

never  use 
get s( ) !
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Var iant s

• Ther e ar e many ot her  code-level def ect s, besides 
over f lowing a st ack-allocat ed buf f er , t hat  can be 
exploit ed:
– Heap over f lows

– Dangling point er  bugs

– Format  st r ing vulnerabilit ies

– I nt eger  over f lows

– Dat a races

– …
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Any C(++) or  machine code act ing 
on unt r ust ed input  is at  r isk

Eg
• code t aking input  over  unt rust ed net work

– eg. sendmail, webbr owser , wir eless net work dr iver ,...

• code t aking input  f r om unt r ust ed user  on mult i-
user  syst em, 
– esp. services running wit h high pr iviliges  (as ROOT on 

Unix/ Linux, as SYSTEM on Windows)

• code act ing on unt r ust ed f iles
–  t hat  have been downloaded or  emailed 

• also embedded sof t war e, eg. in devices wit h (wir eless) 
net work connect ion such as mobile phones wit h Bluet oot h, 
wir eless smar t cards in new passpor t  or  OV card, air plane 
navigat ion syst ems, ... 
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Solut ion t o buf f er  over f low pr oblem

• Check ar r ay bounds at  r unt ime
– Algol 60 pr oposed t his back in 1960!

• Unf or t unat ely, C and C++ have not  adopt ed t his 
solut ion, f or  ef f iciency r easons.

     (Ada, J ava, C# , and Visual Basic have adopt ed t his.)

• As a r esult , buf f er  over f lows have been t he no 1 
secur it y pr oblem in sof t war e ever  since.
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Mit igat ion of  buf f er  over f low pr oblem

• I mpr oving sof t war e qualit y

• Reducing t he at t ack sur f ace
– NB on a t ypical OS t he at t ack sur f ace is so large, t hat you 

should expect  any det ermined user  t o be able t o become 
root / administ r at or

– St ill, shut t ing down unneeded services helps

• Applying t he pr inciples of
–  least privilige 
–  defence in depth
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The at t ack sur f ace

• I n Windows and UNI X, most  of  t he OS code and 
all t he code of  device dr iver s is execut ed in ker nel 
mode.

• Consequent ly, TCB and t he at t ack sur f ace f or  
buf f er  over f low at t acks ar e huge
– Many Windows vulnerabilit ies are due t o bugs in t hir d 

par t y device dr iver s.

– Windows 2000 int r oduced t he concept  of  dr iver  signing t o 
prot ect  users f r om malicious or  buggy device dr iver s.

• Hopef ully, we will see a t r end t owards micro-kernel OS
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Ker nel bloat ing

• UNI X 1971

• UNI X 1979

• SunOS 4.1 1989

• 4.3 BSD 1991

• HP UX 95. 1994

• SunOS 5.6 1997

• Linux 2.0 1998

• Windows NT4.0 1999

    33 syst em calls

    47

   171

   136

   163

   190

  229

3433

Source: Secr et s and Lies, by Bruce Schneier

177

Tr ust ed Comput ing

• Trust ed Comput ing Group (TCG) alliance

–  Microsof t , I nt el, I BM, HP, AMD ...

     promot ing st andard f or  a ' more secure'  PC. 

• Transf er  of  cont rol f r om user  t o OS & sof t ware provider

• PC more t r ust wor t hy f r om t he point  of  view of  sof t ware 
vendors and cont ent  indust r y,  but  f r om t he point  of  view of  
t heir  owners?

• TC will not  get  r id of  buf f er  over f lows or  ot her  secur it y 
f laws in t he OS or  in applicat ions!

    [  Mor e inf o ht t p:/ / www.cl.cam.ac.uk/ ~r j a14/ t cpa-f aq.ht ml]

Ot her  – or  addit ional – 
f or ms of  access cont r ol

Unt r ust ed code secur it y,

Compar t ement alisat ion,
Vir t ualisat ion
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Unt r ust ed code secur it y

• Tr adit ional OSs of f er  some pr ot ect ion bet ween 
pr ocesses

    but  no prot ect ion wit hin processes, so
- buggy device dr iver  can make ent ir e OS insecure

- buggy plug-in can make your  web browser  insecure

- buggy game on your  mobile may make your  phone insecure

     (let  alone malicious ones...)

pr ocess
A

pr ocess
B
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Unt r ust ed code secur it y

• Moder n comput ing plat f or ms (J ava en .NET) of f er  
access cont r ol inside applicat ions

• Vir t ual Machine (VM) can checks access cont r ol, 
not  only of  applicat ion as a whole but  also per  
component  inside t he applicat ion

• This sand-boxing is cr ucial f or  applicat ion using 
mobile code, eg

• applet s execut ing in your  webbrowser
• J ava midlet s execut ing on your  mobile phone
• J avaCard applet s on your  smar t card

• Access cont rol inside applicat ions only makes sense f or  t ype-
saf e languages which are not  subj ect  t o buf f er  over f lows 
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Unt r ust ed code secur it y

• OS per f orms access cont rol of  process P

• J ava VM per f orms access cont rol f or  (possibly less t r ust ed) 
ext ensions inside P

Resour ces

OS 

I nt er net

             

Code ext ension J ava VM

P

Also: defence in depth
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Code-based access cont r ol by J ava sandbox

• Every class f ile is in prot ect ion domain based on

– where it  was loaded f r om (URL)

– who signed it

• Permissions are r ight s t o access resources or  per f orm 
operat ions

– eg FilePermission, Socket Permission, …

• Secur it y policy gives permissions t o prot ect ion domain

• Ref erence monit or  is par t  of  t he J ava plat f orm called t he 
secur it y manager
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Compar t ement alisat ion

• Pr inciple of  least  pr ivilige wor ks best  if  access 
cont r ol  is all or  not hing f or  lar ge chunks – 
compar t ment s - of  a syst em
– ie coarse & simple access cont rol wit h st r ong boundar ies

• Mot ivat ions: 
– simplicit y  (KI SS pr inciple)

– cont aining at t acker  in case of  f ailure

• Analagy: compar t ment s on a ship

• Count erexample: OS t hat  crash if  an applicat ion crashes
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Compar t ement alisat ion examples

• Use dif f er ent  machines f or  dif f er ent  t asks
–  eg run web applicat ion on a dif f erent  machine t han 

employee salar y dat abase
– eg keep senst ive dat a on a smar t card

• Use dif f er ent  user  account s on one machine f or  
dif f er ent  t asks 
– but , unf or t unat ely, secur it y breach under  one account  may 

compromise bot h...
– compar t ement alisat ion provided by t ypical OSs is poor !

• Compar t ment  pr ovided by J ava sandbox
• Par t it ion har d disk and inst all OS t wice, 

– eg once of  of f ice use and one f or  home use
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I mpr oved compar t ement alisat ion in UNI X

• chr oot  j ail

  r est r ict s access of  a pr ocess t o subset  of  f ile 
syst em, 
– ie. changes t he root  of  f ile syst em f or  t hat  process

– eg. r un an applicat ion you j ust  downloaded wit h  
     chr oot  / home/ sos/ er i kpol l / t r i al ; / t mp

Nice & simple idea
t hough hard t o get  working wit h applicat ions t hat  use conf igurat ion 
f iles in many places
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Vir t ualisat ion 

• OS secur it y f laws mean pr ot ect ion bet ween 
pr ocesses can f ail

    

pr ocess
A

pr ocess
B

OS 

Har dwar e
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Vir t ualisat ion 

• We could solve t his by buying t wo machines

  but  t her e ar e t wo alt er nat ives

pr ocess
A

OS 

Har dwar e

pr ocess
B

OS 

Har dwar e
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Vir t ualisat ion by vir t ual machine

• We simulat e t he 

    hardwar e in an 

    OS pr ocess

    

pr ocess
A

pr ocess
B

OS 

OS 

Har dware

Hardware
Simulat or

This is solut ion 
proposed 
by VMware.com

Similar  t o J ava VM,
exept  t hat  we simulat e
t he real hardware, 
and don' t  provide some
abst ract  VM
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Vir t ualisat ion by hyper visor

• We simulat e t he har dwar e  below t he oper at ion 
syst em, in a so-called hyper visor

    

pr ocess
A

pr ocess
B

OS OS 

Hardware

hypervisor
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Vit ualisat ion by hyper visor

• A hyper visor  is a small sof t war e layer  t hat  
r eplicat es t he har dwar e, allowing mult iple OS 
images t he r un on t he same har dwar e
– provides mult iple, vir t ual copies of  t he hardware 

– can be small, and hence very secure

• small TCB

• Examples: XEN, L4, Nova

• A hypervisor  can be regarded as an ext remely small micro-
kernel

• Not  only usef ul f or  secur it y, but  also f or  maint aince of  
mult iple applicat ion on dif f erent  OS versions
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Example: Anonym.OS

• Anonymous secur e CD-based oper at ing syst em, 
– boot s f r om CD

– provides hardened version of  FreeBSD

– never  t ouches t he hard dr ive

– Eg f or  secure webbrowsing at  int ernet  caf e

• ht t p:/ / sour cef orge.net / pr oj ect s/ anonym-os/

Famous OS secur it y f laws
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Malwar e – Malicious sof t war e

• backdoor

– hidden access point  in applicat ion or  OS

• vir us
– has t o be act ivat ed by user

• even only by clicking

• worm
– aut onomous: act ivat es & spreads wit hout  user -int er act ion
– t ypically exploit s buf f er  over f low vulnerabilit y

– Fir st  wor m, nov 1988, crashed 10% of  t he I nt er net

• t r oj an (horse)
– unwant ed side-ef f ect  in harmless looking applicat ion
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TOCTOU pr oblems 

• Small dif f erences in t ime bet ween Time-Of -Checking (TOC)
and Time-Of -Use (TOU) can be exploit ed t o cir cumvent  OS 
access cont rol

• Classical example: mkdir  on UNI X
– mkdi r  di r  execut es in t wo st eps

1. allocat e a new dir ect or y di r

2. set  access permissions f or  di r

– What  if  we cr eat e a symbolic link di r  t o 
/ et c/ passwor d bet ween st eps 1 and 2?
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Symbolic links

• Symbolic links in t he f ile syst em can under mine our  
assumpt ions about  t he f ile syst em

• Classic example

– creat e symbolic link named cor e t o / et c/ passwor d

– st ar t  some process, and crash it  t o produce a core dump

– t he OS may overwr it e t he password 
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Famous backdoor  & Tr oj an

UNI X designer  Ken Thompson at  Tur ing Award lect ure

2. Backdoor  in login.c                                                                  
 

           if  (name==”ken”) {don' t  check password; log in as r oot ;}

4. Code in C-compiler  (t r oj an horse) t o add backdoor  in any 
(r e)complicat ion of  login.c

5. Code in C-compiler  t o add (2&3) in any (r e)compilat ie of  t he  
C-compiler

NB t r ust  is t r ansit ive

To conclude
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Secur it y measur es of f er ed by OS

• abst r act ion layer s  pr event ing access t o & abuse 
of  lower -level det ails
– asumming abst ract ion layers cannot  be cir cumvent ed...

• ker nel vs user  mode

• not ion of  pr ocess, as basis f or  allocat ing r esour ces

• vir t ual memor y of f er ing memor y pr ot ect ion

• f ile syst ems

• aut hent icat ion 

• access cont r ol
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Wher e OS secur it y f ails

• Secur it y weaknesses in OS and applicat ions
– esp. buf f er  over f lows

• St or age devices and t heir  pecular it ies
• Aut hent icat ion mechanism and t heir  weaknesses

– esp passwords

• I ncor r ect  use of  complicat ed access cont r ol 
mechanism
– incl. out -of -t he-box conf igurat ions t hat  are t oo 

permissive

• Syst em administ r at ion
– incl. pat ch management , add/ remove users,  backups
– checking audit  logs
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Microphone &  video: Microphone &  video: 
stealthy onstealthy on

Network: Trojan Horses Network: Trojan Horses 
(NetBus, BO2000); sniffing;(NetBus, BO2000); sniffing;
Active code (Java, ActiveX..)Active code (Java, ActiveX..)

Soft TempestSoft Tempest

Trojan: capture keyed textTrojan: capture keyed text   

Floppy boot:Floppy boot:
Trojan accessTrojan access  

CDRom/DVD:CDRom/DVD:
AutorunAutorun  

Trojan: IR portTrojan: IR port   

EMEM

SocialSocial

© 1999-2006  TNO-FEL 

Pr int out &  mediaPr int out &  media
 left around left around

ModemModem

Speakers as microphoneSpeakers as microphone  

SECURITY: MORE THAN JUST THE OS! 
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St ar t ing point  f or  ensur ing secur it y

• Any discussion of  secur it y should st ar t  wit h an 
invent or y of
– t he st akeholders, 

– t heir  asset s, and 

– t he t hreat s t o t hese asset s

• Any discussion of  secur it y wit hout  under st anding 
t hese issues is meaningless
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Why is secur it y har d?

• Unequal bat t le bet ween def ender s and at t acker s
– one unplugged secur it y hole is enough

• Over ly r est r ict ive secur it y shows up, t oo loose 
doesn' t
– Principle of Least Privilige is hard t o apply in pract ice

• Secur it y is at  odds wit h user -f r iendliness

• Changing cir cumst ances & f unct ion cr eep,
– invaliding or iginal assumpt ions
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Why is secur it y har d?

Also, secur it y is always a secondar y concer n:

• Pr imar y aim of  syst ems is t o of f er  f unct ionalit y, 
ser vices, ....

• Secondar y concer n is r est r ict ion access and 
pr event ing abuse of  t his f unct ionalit y
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    "The only syst em which is t r uly secur e is one 
which is swit ched of f  and unplugged, locked in a 
t it anium-lined saf e, bur ied in a concr et e bunker , 
and sur r ounded by ner ve gas and ver y highly paid 
ar med guar ds. 

    Even t hen, I  wouldn' t  st ake my lif e on it ”

    -- Gene Spaf f or d



205

Why is secur it y har d?

• Tendency t o concent r at e on t echnical pr oblems 
and solut ions, but

• Of t en t he weakest  link ar e t he people:

    t he ignorance, st upidit y, and laziness 

    of  user s, developer s, sys-admins, you, and me


