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Client Web service
SOAP

secured* *

secured
SOAP

key exchange
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Security Web
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ComlabWebService

+receivedEnvelope : SOAPEnvelope

+currentEnvelope : SOAPEnvelope

+keyPair : KeyRepository

−session : Session

−url : String

−init()

−doGet()

−doPost()

+checkSignature()

+signEnvelope()

+checkMethods()

+encryptBody()

+decryptBody()

+createSOAPEnvelope()

+handleSOAPEnvelope()

+handleAccessListEnvelope()

+sendEnvelopeTo(in id:void)

+makeReportEnvelope()

+publish()

KeyRepository

−privateKey : PrivateKey

−publicKey : PublicKey

+accessList : Vector

+getPublicKey() : PublicKey

+setPublicKey(_publicKey:PublicKey)

+getPrivateKey() : PrivateKey

+setPrivateKey(_privateKey:PrivateKey)

SOAPDigitalSigner

−envelope : SOAPEnvelope

−keypair : KeyRepository

−ComputeDigest()

+setKeyPair(in kp:KeyRepository)

+setEnvelope(in envelope:SOAPEnvelope)

+signEnvelope() : int

+getEnvelope() : SOAPEnvelope

Session

+digestMethod : String

+canonMethod : String

+encryptionMethod : String

+sentNonce : int

+receivedNonce : int

+sessionID : int

EncryptedBody

−envelope : SOAPEnvelope

−keypair : KeyRepository

+getEnvelope() : SOAPEnvelope

+setEnvelope(_envelope:SOAPEnvelope)

+getKeypair() : KeyRepository

+setKeypair(_keypair:KeyRepository)

+encryptBody()

SOAPEnvelope

−body : SOAPBody

−header : SOAPHeader

+addBody()

+addHeader()

+addHeaderElement()

+getBody()

+getBodyElements()

+removeElement()

Validator

−envelope : SOAPEnvelope

−keypair : KeyRepository

−checkSignature()

+validate() : Boolean

+setSession(in session:Session)

+setEnvelope(in envelope:SOAPEnvelope)

+setKeyPair(in keypair:KeyRepository)
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aggregration, indicating subclasses

association, equivalent of a one−to−one relationship

0 . . *
1 . . *

zero to many relationship

one to many relationship

dependency relationship

generalization
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ComlabWebService

ClientWebService

−course : Course

−documentList : Vector

+acronym : String

+createSOAPEnvelope()

+handleSOAPEnvelope()

+requestPasswordFileTransfer()

+retrieveCourse(in acron:String)

+retrieveNrAttendants()

+retrieveDirectoryList()

+printDocument(in amount:int)

+processHTMLRequest()

+returnHTMLAnswer(in return:void)

+handleCourseEnvelope()

+handleReportEnvelope()

PasswordWebService

SecurityWebService

Course

−name : String

−id : int

−attendantList : Vector

−date : Date

−acronym : String

−documentList : Vector

+getName() : String

+getAttendantList() : Vector

+getAcronym() : String

+getDate() : Date

Attendant

+name : String

+status : int

DocumentFile

−filename : String

−location : String

+getLocation() : String

+setLocation(_location:String)

+getFilename() : String

+setFilename(_filename:String)

+makePrintable(in file:String)

PasswordFile

PrintWebService
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ClientWebService

ComlabWebService

PrintWebService

+acronym : String

+printer : String = sep2

−course : Course

−urldb : String

+printDocument(in doc:DocumentFile, in amount:int)

+retrieveCourse(in acronym:String)

+createSOAPEnvelope()

+handleSOAPEnvelope()

+retrieveDirList(in course:Course)

+makeCourseEnvelope()

+transformCourseEnvelope()

Course

DatabaseWebService
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PasswordWebService

−existingPwdfile : PasswordFile

−coursePwdfile : PasswordFile

−mergedPwdfile : PasswordFile

−urldb : String

+createSOAPEnvelope()

+handleSOAPEnvelope()

+makePwdfileEnvelope()

+readExistingPwdFile()

+handlePwdfileEnvelope()

+mergePasswordFiles()

+deployPwdfile()

+makeReportEnvelope()

ComlabWebService

ClientWebService

PasswordFile

−entries : Vector

−acronym : String

+addEntry(in entry:Entry)

+removeEntry(in entry:Entry)

Entry

−line : String

−username : String

−encryptedPwd : String

−shell : String

−homedir : String

+getLine() : String

+setLine(_line:String)

DatabaseWebService
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ComlabWebService

PasswordWebService PrintWebService
DatabaseWebService

−pwdfile : PasswordFile

−course : Course

+createSOAPEnvelope()

+handleSOAPEnvelope()

+fillPwdfileEnvelope()

+connectToDatabase()

+retrieveCourse(in acronym:String)

+retrievePasswordFile(in acronym:String)

+handleCourseEnvelope()

+execQuery(query:String)

+handlePwdfileEnvelope()

+fillCourseEnvelope()

PasswordFile Course
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ComlabWebService

PasswordWebService

PrintWebService

DatabaseWebService

SecurityWebService

−database : Vector

+updateWebService(in id:String)

+makeAccessListEnvelope()

+initialiseAccessList()

+reviewAccess() : String

+newWS(id:void, pk:PublicKey, url:int)

+removeWS(id:String)

+addToWS(s_Id:String, c_Id:String, c_pk:PublicKey, c_url:String)

+removeFromWS(s_Id:String, c_Id:String)

+saveAccessList()

AccessList

−publicKey : PublicKey

+keyRepos : KeyRepository

−id : String

+getPublicKey() : PublicKey

+setPublicKey(_publicKey:PublicKey)

+changeEntry(in id:String, in pk:PublicKey, in url:int)

+addEntry(in id:String, in pk:PublicKey, url:String)

+getId() : String

+setId(_id:String)

+removeEntry(in id:String)

KeyRepository
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c : ComlabWebService

c : SOAPDigitalSigner

cv : Validator

s : ComlabWebService

sv : Validator

s : SOAPDigitalSigner

  Ad infinidum  ...

1 : createSOAPEnvelope()

18 : SOAPEnvelope

2 : create

3 : setEnvelope(x)

4 : setKeyPair(x)

5 : signEnvelope()

6 : SOAPEnvelope

7 : create

8 : setEnvelope(x)

9 : setKeyPair(x)

12 : handleSOAPEnvelope()

14 : Create

13 : createSOAPEnvelope

15 : setEnvelope(x)

16 : setKeyPair(x)

17 : signEnvelope()

19 : Create

20 : setEnvelope(x)

23 : validate(x)

11 : validate()

y : Destroy

y+1 : Destroy

x : Destroy

x+1 : Destroy

10 : setSession(x)

21 : setKeyPair(x)

22 : setSession(x)

18 : SOAPEnvelope

1 : createSOAPEnvelope()

2 : create

3 : setEnvelope(x)

4 : setKeyPair(x)

5 : signEnvelope()

6 : SOAPEnvelope

7 : create

8 : setEnvelope(x)

9 : setKeyPair(x)

12 : handleSOAPEnvelope()

14 : Create

13 : createSOAPEnvelope

15 : setEnvelope(x)

16 : setKeyPair(x)

17 : signEnvelope()

19 : Create

20 : setEnvelope(x)

23 : validate(x)

11 : validate()

y : Destroy

y+1 : Destroy

x : Destroy

x+1 : Destroy

10 : setSession(x)

21 : setKeyPair(x)

22 : setSession(x)
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client : ClientWebService print : PrintWebService

    If the client chooses to     
    print a document, steps 1   

   to 3 are repeated and steps 18    
   and further are taken. 

     Steps 6 and 7 are repeated       

     Ad infinidum                       

3 : createSOAPEnvelope()

4 : retrieveCourse(x)

1 : doPost()

5 : SendEnvelopeTo(x)

7 : handleSOAPEnvelope()

8 : makeCourseEnvelope()

6 : doPost()

10 : transformCourseEnvelope()

9 : SendEnvelopeTo(x)

12 : handleSOAPEnvelope()

13 : handleCourseEnvelope()

11 : doPost()

14 : retrieveDirectoryList()

9 : retrieveDirList(x)

2 : processHTMLRequest()

15 : retrieveNrAttendants()

16 : returnHTMLAnswer(x)

18 : SendEnvelopeTo(x)

17 : printDocument(x)

19 : printDocument(x, x)

20 : makeReportEnvelope()

21 : SendEnvelopeTo(x)

3 : createSOAPEnvelope()

4 : retrieveCourse(x)

1 : doPost()

5 : SendEnvelopeTo(x)

7 : handleSOAPEnvelope()

8 : makeCourseEnvelope()

6 : doPost()

10 : transformCourseEnvelope()

9 : SendEnvelopeTo(x)

12 : handleSOAPEnvelope()

13 : handleCourseEnvelope()

11 : doPost()

14 : retrieveDirectoryList()

9 : retrieveDirList(x)

2 : processHTMLRequest()

15 : retrieveNrAttendants()

16 : returnHTMLAnswer(x)

18 : SendEnvelopeTo(x)

17 : printDocument(x)

19 : printDocument(x, x)

20 : makeReportEnvelope()

21 : SendEnvelopeTo(x)

From here the PrintWebService
contacts the DatabaseWebService
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client : ClientWebService password : PasswordWebService

Now, the PasswordWebService communicates        
with the DatabaseWebService in order       

to retrieve the correct PassWordFile

1 : doPost()

2 : processHTMLRequest()

3 : createSOAPEnvelope()

4 : SendEnvelopeTo(x)

5 : doPost()

6 : handleSOAPEnvelope()

9 : readExistingPwdFile()

7 : makePwdfileEnvelope()

10 : mergePasswordFiles()

11 : deployPwdfile()

12 : makeReportEnvelope()

8 : handlePwdfileEnvelope()

13 : SendEnvelopeTo(x)

14 : doPost()

15 : handleSOAPEnvelope()

16 : handleReportEnvelope()

17 : returnHTMLAnswer(x)

1 : doPost()

2 : processHTMLRequest()

3 : createSOAPEnvelope()

4 : SendEnvelopeTo(x)

5 : doPost()

6 : handleSOAPEnvelope()

9 : readExistingPwdFile()

7 : makePwdfileEnvelope()

10 : mergePasswordFiles()

11 : deployPwdfile()

12 : makeReportEnvelope()

8 : handlePwdfileEnvelope()

13 : SendEnvelopeTo(x)

14 : doPost()

15 : handleSOAPEnvelope()

16 : handleReportEnvelope()

17 : returnHTMLAnswer(x)

�u�!. j ��� ~ 6 ��] �Q'(�!��#*�qPN��R`)�����T$�J%C� v h{�*)�)�PQ2*���bPQ��Rl)�����T7�(%��&)���  j ��#�%C�^���J��.*���/1

�
� fL#�%C�K������4��*)�)�PN2/�0�`��'(��)&����T/�KRn����#�1-����./�G�,�!#$��2`�p#���P�2/#��*�����^%���#�R\�-��� v
4�'!2=r*��� 6 ����J)��(){�/'()�2&��2/#��e�/%�%C2*�����(#�.L��2L�����e� j '(��)u1-��#$���(2/#������!#c)���%E���!2*# � 6 .�6 .�6

�Z� O2b4���2=T7�J���X����� ���
����� PN��R5)�����T7�(%���Pe�����,M����G��R��*% z �\����4\2*�S�L��#7T/��'!2*4\���J)+%���� v
�=���G� 6

� a�������#7T/��'!2*4\�X�J)N������#,)S��#*�qR\�/% z ��2�������� �Q'(�(��#$� �



� .
� �'v � . ����G)S�������&�����^)���1-���/)e)S����4�) . ��#\� ��6

� � ���������4n2/���e��#7T/��'!2*4\�&�()q4���2�%���)�)S�G�c��2c.*�!T*�+M�������R\�/% z ��2-��������#�� vwj )S���
� � �������#�� vwj )S�����()e4���2=T7�J�����YPe�����`M�������R��/% z 6



� � ������������	 � � � ��������������� ��	 � � ��� �



� ��� ��������� �

���
	 � � � � � � � 
�� � 
��

����N���J��.*���/1��(#^�\. j ��� ]q6 � �J)u�L)���  j ��#�%C�V���(�/./�0��1��������u��[74�'(�/�!#�)O�����QP���r+����� ��� 
����PN��R^)�����T7�(%��{��#��L����� &#� �3���5� � � PN��R^)�����T7�(%���%�2/1-1 j #��(%��=��� 6 ���� ��� 
���� PN��R�)S����T7�J%C���2$�G)+#�2��&)S���/�S�L�����J)&%C2/1-1 j #��J%��=���!2*#5%0�����(#5R7rl���0)S��'�MU�"�!�&�J)L�Y��#5��'(�/R\2*�������(2/#`2�M{�����
���(�/./�0��1 �(#l�/4�4n��#����![ � 6 y2-�C[�4�'J���(#l�����^���J��.*���/1 �!#,�-)S����4lR7rp)S����4p1c��#�#���� ]

� geM������X����� ���
����� PQ��R�)�����T7�(%�������  j �G)U�����9�!#�M�2*��1c�����(2/#92*#��`%����������(#W%�2 j �0)��/�R7r�4���2=T$�J���(#�.W�����,h;���(#*�-PN��Ra)�����T7�(%��pPe�!���a�����`%�2/�����G)S4n2/#\���!#�.W�/%���2*#7r$1`�{�!�
%C���������G)V�Zd�f+g+hm��#7T/��'!2*4\�qPe�!���Y�����L�!#$������#���'n)U��� j %C� j ���L�*){����� ����/ � � � %�'(�*)�) 6����J)e�J)e��2/#��XR7rb������2/4n���0�=���!2*#9< _��*?�8;: )�B0�C? } £\D�?U`!:�~�?/�!� 6

� �������#$T*��'(2/4n�L�J)q)���#$� 6
�������K: | :��Ev��(�&2/4n���0�=���(2/#-�J);�(#��������!���G�-M���2*1i����� ���������� * ��� !�� �! 
 � � %C'J�/)�)��#\�`����#���'!�G)e�����^PN��r`d�f+g+h���#$T*��'(2/4n��)q�/����R��!#������l��2b����� 	 eeh�4���2���2�%C2/' 6����J)N2/4n���0�=���(2/#p�()�%���'('!�G�bR7r-������)�����T7'!���N%C2*#$�����(#����V�����=�������&PN��Rl)S����T7�J%C�G)Q�/���
����4�'!2=r*���p�!# 6
� ����&1-�C����27�`¢ _�£n��`(? Aux�z+|V} £�D=?�`(:�~�?��(�^�J)N�/'()�2Z�(#��������!���G�cM���2/1 ����� �	��������� �
* ��� !�� �! 
 � � 6X] T*����rpPN��RW)S����T7�J%C�Z1 j )S�L�(1K4�'!��1K��#$�&�!�����(#92*�������q��2Y4���2�%C��)�)�!� 6

. ���� & ���4��� � � � PN��R )�����T$�J%C�,)S��2*���G)-�����9��#7T/��'!2*4\� 6 ����5M j #�%E���!2*# ��_�£n��`!?�@
8;: )�B0��? } £�D=?�`(:�~�?��(�+���C�����(��T*��)O�����q�*%C��2/#7r71l�G�����e%C2 j ��)��N�/#������0){)U��� j %C� j ���QM���2*1
�����Zd�fqgLh���#7T/��'!2*4\����#\�p)S��2*���G)Q�!�q�(#l1-��1K2*��r 6

� g %C2*#�#��G%E���(2/#p��2-�����Zd�d��� v ���=���/R��/)��&�()��G)U�0��R�'(�()����G� 6
� ����`2/4n���0�=���!2*#�B�?Cv BEFI?CD=?/8{: )�B0��?��(�51c� z ��)������,���(./�$�-  j ����rm�������b�()-��[7�G% j �����2/#������9��������R\�/)�� 6 � ����#��!�Y���/)p%C�����������s�����9  j ����r/���!�p%��/'!'J)-�����,M j #�%C���(2/#? � ?0H�� )�?CB b��(��Pe���(%0�54n����M�2/��1c)e������%���'('O��2b�����K�������/R��/)�� 6 ����Z2 j ��4 j �&2�M{�����  j ����rb�J)e)U��2/�����p�!#l������1-��1-2/��rb2�My����� & ���4��� � � � PQ��Rl)�����T7�(%�� 6
� �������#$T*��'(2/4n�L�J)�������#l��'('!�G�lPe�����p���������C�����(��T/�G�Y%�2 j �0)S�X�(#�M�2/��1c�=���!2*# 6

 �������#$T*��'(2/4n�L�J)q)���#$�eR��/% z ��2K����� � � � � � � ���mPN��R`)S����T7�J%C� 6

�321v ��� ����G)S��)S����4��+�����L�����^)���1-���/)e)S����4�� K�/#�� � 6
� �



� � ������������	 � ������������������� ��	 � � ��� �

print : PrintWebService database : DatabaseWebService

Here the course information
is retrieved from the database

by calling the execQuery() operation

From here communication is
performed as depicted  in
the diagram in appendix A

1 : makeCourseEnvelope()

2 : SendEnvelopeTo(x)

3 : doPost()

4 : handleSOAPEnvelope()

5 : handleCourseEnvelope()

6 : connectToDatabase()

7 : retrieveCourse(x)

8 : fillCourseEnvelope()

9 : SendEnvelopeTo(x)

10 : doPost()

11 : handleSOAPEnvelope()

12 : transformCourseEnvelope()

1 : makeCourseEnvelope()

2 : SendEnvelopeTo(x)

3 : doPost()

4 : handleSOAPEnvelope()

5 : handleCourseEnvelope()

6 : connectToDatabase()

7 : retrieveCourse(x)

8 : fillCourseEnvelope()

9 : SendEnvelopeTo(x)

10 : doPost()

11 : handleSOAPEnvelope()

12 : transformCourseEnvelope()
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password : PasswordWebService database : DatabaseWebService

 Here the database is accessed,

by calling the execQuery() operation

Please see the sequence diagram

in appendix A for more details 

1 : makePwdfileEnvelope()

2 : SendEnvelopeTo(x)

3 : doPost()

4 : handleSOAPEnvelope()

5 : handlePwdfileEnvelope()

7 : retrievePasswordFile(x)

8 : fillPwdfileEnvelope()

9 : SendEnvelopeTo(x)

10 : doPost()

11 : handleSOAPEnvelope()

12 : handlePwdfileEnvelope()

6 : connectToDatabase()

1 : makePwdfileEnvelope()

2 : SendEnvelopeTo(x)

3 : doPost()

4 : handleSOAPEnvelope()

5 : handlePwdfileEnvelope()

7 : retrievePasswordFile(x)

8 : fillPwdfileEnvelope()

9 : SendEnvelopeTo(x)

10 : doPost()

11 : handleSOAPEnvelope()

12 : handlePwdfileEnvelope()

6 : connectToDatabase()
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sws : SecurityWebService comlabwebservice : ComlabWebService

Whenever a web service is updated,
or a new is added, reviewAccess()

is called and communication starts from here

1 : initialiseAccessList()

3 : createSOAPEnvelope()

2 : reviewAccess()

4 : makeAccessListEnvelope()

5 : SendEnvelopeTo(x)

6 : doPost()

7 : handleSOAPEnvelope()

8 : handleAccessListEnvelope()

9 : createSOAPEnvelope()

10 : makeReportEnvelope()

11 : SendEnvelopeTo(x)

12 : doPost()

13 : handleSOAPEnvelope()

14 : saveAccessList()

1 : initialiseAccessList()

3 : createSOAPEnvelope()

2 : reviewAccess()

4 : makeAccessListEnvelope()

5 : SendEnvelopeTo(x)

6 : doPost()

7 : handleSOAPEnvelope()

8 : handleAccessListEnvelope()

9 : createSOAPEnvelope()

10 : makeReportEnvelope()

11 : SendEnvelopeTo(x)

12 : doPost()

13 : handleSOAPEnvelope()

14 : saveAccessList()
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