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A B S T R A C T

Automatic Dependent Surveillance-Broadcast (ADS-B) will likely re-
place radar as the backbone of Air Traffic Management (ATM) sys-
tems. Research has shown that the current ADS-B implementation is
prone to critical security vulnerabilities on its data link. Various coun-
termeasures already exist, either aiming at adding authentication to
the data link or at verifying location claims [1]. This thesis focuses
on the latter category, namely Secure Location Verification, and ex-
amines for six existing solutions whether they are safe and complete.
The security assessment is carried out based on the OWASP Top 10

Web Application Security Risks of 2013 [2], in order to structurally
search for weaknesses that remained undiscovered in previous re-
search. For each technique, we give cautions and recommendations.
We also generally recommend to employ data fusion with radar or
multilateration data, and further applying Kalman filtering, traffic
modeling and/or an emasculated variant of group verification.
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1
I N T R O D U C T I O N

Traditional civil aviation systems are being replaced by more mod-
ern systems, utilizing today’s technological possibilities. Automatic
Dependent Surveillance-Broadcast (ADS-B) systems enable aircraft to
periodically broadcast information about themselves, such as their
satellite-based location, velocity, identification and intent [3]. More
specifically, the subsystem broadcasting information to ground sta-
tions and other aircraft is called ADS-B Out, while the subsystem
that processes and shows other aircraft’s ADS-B information in the
cockpit is called ADS-B In. Both subsystems combined can assist
pilots by creating a common situational awareness, which enables pi-
lots to make decisions with full awareness of impact on other users
[4]. Other advantages of ADS-B over traditional radar systems are
reduced maintenance costs and a larger covered area. Moreover, the
data is public and can be viewed by everyone.

ADS-B systems have already been deployed in a large amount of
countries and it is likely that ADS-B will ultimately replace radar
as backbone of Air Traffic Management (ATM) systems in various
regions. Moreover, the American Federal Aviation Administration
(FAA) mandates aircraft in the US to be ADS-B ready by 2020 [4].

Attacks on ADS-B can, in a very worse case, let pilots react in a way
that unnecessarily endangers the aircraft and many people’s lives.
Critical aerospace systems, such as the traffic collision avoidance sys-
tem (TCAS), rely on ADS-B data. Moreover, advanced attacks could
force airports or airspaces to (partially) shut down. Between 1981

and 1994, the FAA developed a new air traffic control (ATC) system.
The implementation failed and caused many delayed flights. For the
American airliners alone, the resulting loss was $50 billion (passen-
ger detriment excluded) [5]. Attacks on ADS-B can result in both loss
of life, economic loss, as well as other implications such as reduced
human mobility.

The integral security of ADS-B comprises of at least three main
aspects. Firstly, all ADS-B equipment must be implemented securely
and correctly. Secondly, the ADS-B data link between airplanes and
ground stations, and airplanes mutually, must be secure. Thirdly, as
airborne participants mainly rely on the Global Navigation Satellite
System (GNSS) to retrieve their (GPS-)location, the communication
between airplanes and satellites must be secure. In this thesis, we
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introduction 6

will solely focus on the second one: the security of the ADS-B data
link between airplanes and ground stations, and airplanes mutually.

The current version of ADS-B’s data link has serious security con-
cerns. Most importantly, it does neither incorporate authentication
between airplanes and ground stations, nor does it incorporate au-
thentication between airplanes. As a result, fraudulent ADS-B data
can be easily injected. Moreover, the data link can easily be jammed
and even particular messages can be deleted. Combining these at-
tack vectors, seemingly legitimate messages can be manipulated in a
sinister way.

In 2014, Strohmeier et al. [1] reviewed the available research on the
topic of securing the ADS-B data link, in particular, and air traffic con-
trol communication. According to their survey, all-encompassing se-
curity requires new message types and/or completely new protocols
to be defined, considering authentication right from the beginning.
At the same time, they consider the fact that the invention, certifica-
tion and large-scale deployment of air-traffic systems takes decades.
This implies that it would take decades to provide complete security
to this vital air-traffic infrastructure. Therefore, since the ADS-B data
link would remain critically insecure for decades, waiting for a new
protocol that incorporates authentication is not an option.

Suspicious ADS-B participants could be asked to switch to the
connection-oriented and more secure ADS-C (ADS-Contract). How-
ever, connection-oriented protocols like ADS-C lack most of the ad-
vantages of the paradigm change with ADS-B, specifically on cost,
scalability and ease of use [1]. In military communications, the cryp-
tographically secure Mode 4 and Mode 5 are used. The latter adopts
the ADS-B broadcast capability, so participants can announce their
presence without a prior query [1]. However, cost, scalability and
ease-of-use once again stand in the way of widespread usage in com-
mercial aviation [1]. Therefore, both ADS-C and Mode 4 / Mode 5

seem to be no viable alternative for ADS-B in commercial aviation,
and will not be discussed further in this research.

Most of the danger that results from the injection or modification of
ADS-B messages, lies in incorrect location data. Therefore, verifying
location claims made by ADS-B participants would not prevent an at-
tack, but at least reduce the danger of any attack. Strohmeier et al. [1]
divide the approaches in ADS-B security in two main classes: Secure
Broadcast Authentication and Secure Location Verification. The latter
class aims at verifying (or at least estimating) whether location claims
made by ADS-B participants are genuine, and will be the focus of this
thesis.

A major part of the ADS-B business case is attributed to the sav-
ings generated by decommissioning or reducing reliance on conven-
tional radar systems [6]. Hence, as a short-term solution, Secure Lo-
cation Verification could cope with various attacks and could be im-



introduction 7

plemented if it is cost-effective enough to preserve the initial financial
incentive ADS-B had to fulfill.

The 2014 survey by Strohmeier et al. [1] covered six countermea-
sures under the umbrella of Secure Location Verification. Known at-
tacks, namely (I) multilateration, (II) distance bounding, (III) Kalman
filtering, (IV) group verification, (V) data fusion and (VI) traffic mod-
eling were summarized, and their advantages and disadvantages de-
scribed. In this thesis, we will assess the security of the aforemen-
tioned six techniques in a more structured manner. To this end, a top
10 of the most prominent web application security risks provided by
OWASP is chosen. For each Secure Location Verification technique,
we will present a weakness (by example) for each item of the OWASP
Top 10 web application security risks of 2013 [2]. Clearly, Secure Loca-
tion Verification in general is not a web application, but the OWASP
list remains the best vulnerability list that can be applied to such a
broad security topic. It contributes to the structured fashion of iden-
tifying security weaknesses, which may expose vulnerabilities that
were not thought of by other authors.

The remainder of this thesis is structured as follows. We start with
a review of existing work, presented in chapter 2, on the topic of
ADS-B data link security, and, more specifically, Secure Location Ver-
ification. The survey by Strohmeier et al. [1] will be at the basis of
this chapter. In chapter 3, the security assessment by applying the
OWASP Top 10 is described. The resulting recommendations are
given both per technique and in general in chapter 4. We conclude
the thesis in chapter 5.



2
L I T E R AT U R E R E V I E W

In this chapter we will review existing work on the security of the
Automatic Dependent Surveillance-Broadcast (ADS-B) data link. In
the first section we will review an attacker model in the context of
the ADS-B data link, while section 2.2 will describe existing coun-
termeasures – and more specific the six Secure Location Verification
techniques.

2.1 attacker model

Various attacks on the Automatic Dependent Surveillance-Broadcast
(ADS-B) data link have been suggested, and many have already been
proved to exist in practice. In 2014, Strohmeier et al. [1] provided the
following attacker model in the context of ADS-B data link vulnera-
bilities:

Eavesdropping: As ADS-B is using unsecured messages over an in-
herently broadcast medium, it is possible to eavesdrop on the ADS-
B data link. The privacy implications of this passive attack aside,
eavesdropping can form the basis of more sophisticated active attacks.
These problems have been shown in [7]–[9].

Jamming: An adversary communicating with sufficiently high power
on the 1090MHz frequency can disable a single ground station or air-
craft or an entire area from sending/receiving ADS-B messages. Such
attacks have been described in further detail in [7]–[10]. Reactive jam-
ming, targeting only packets which are already in the air, has also
been proven feasible by [11]. Concrete attacks [9] are Ground Station

Flood Denial and Aircraft Flood Denial.
Message injection: Since no authentication measures are in place at

the data link layer, it is possible to inject non-legitimate messages
into the air-traffic communication system. This was shown in [7]–
[9]. Kunkel et al. [12] also demonstrated that it is feasible to con-
duct such an attack with limited knowledge, using cheap and simple
technological means. The lack of authentication also induces a lack
of non-repudiation, since every node can deny having broadcasted
any (false) data and/or claim having received conflicting data, mak-
ing any kind of liability impossible. Concrete attack instances that use
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2.2 existing countermeasures 9

message injection include [9] Ground Station Target Ghost Injection

/Flooding and Aircraft Target Ghost Injection/Flooding.
Message deletion: Interference can be used to physically “delete”

messages from the ADS-B data link. The interference can be either
destructive (sending the inverse of the legitimate sender’s signal and
thus cancelling it out) or constructive (causing sufficient bit errors in
the message for it to be dropped). Only in the latter case the receiver
might still notice that a message has been sent, depending on the im-
plementation and the circumstances. This has been shown by [7] and
[9]. Message deletion is key to the Aircraft Disappearance attack.

Message modification: An adversary can utilize two methods to mod-
ify messages during transmissions over the physical layer. The at-
tacker can send a high-powered signal to replace part or all of the
target message (overshadowing), or apply bit-flipping. Alternatively,
the attacker can use a combination of message deletion and message
injection. The feasibility of message manipulation has been shown
in [7], [8], [13] and [14]. Concrete attack examples are [8] Virtual

Aircraft Hijacking and Virtual Trajectory Modification.

2.2 existing countermeasures

In the last decade various countermeasures for the attacks we de-
scribed in section 2.1 have been proposed. Some of the proposed
techniques aim at securing the ADS-B data link, while others focus
on verifying location claims made by ADS-B participants. Strohmeier
et al. [1] call the first paradigm Secure Broadcast Authentication (sec-
tion 2.2.1), and the second one, Secure Location Verification (section
2.2.2). The concept of their taxonomy is shown at Figure 1, indicating
the distinction between the two classes and the proposed techniques
within each class.

In the remainder of this section, we will focus on the Secure Loca-
tion Verification techniques. However, for completeness we will also
briefly mention the key concepts of the proposed Secure Broadcast
Authentication techniques.

2.2.1 Secure Broadcast Authentication

Countermeasures within the Secure Broadcast Authentication paradigm
aim at introducing an authenticated data link for ADS-B. Some of
these techniques use cryptographic schemes, while others utilize non-
cryptographic techniques, such as fingerprinting. Whilst some re-
searchers designed schemes for ADS-B specifically, others seek to
apply methods that are in place for other unidirectional broadcast
schemes, typically for wireless sensor networks or VANETs [1].
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Figure 1: Taxonomy of ADS-B Security based on [1]. The security of
the techniques within the coloured box will be assessed in
section 3.2.

Secure Broadcasting Authentication techniques can be further di-
vided in three main classes: non-cryptographic schemes, public key
crypto, and retroactive key publication. We will now briefly explain
the key concepts of each class.

Non-cryptographic schemes

Strohmeier et al. [1] describe two main non-cryptographic schemes
for the physical layer:

Fingerprinting comprises of various methods for wireless user au-
thentication and device identification. These methods are based on
either hardware or software imperfections, or characteristics of the
wireless channel that are hard to replicate. The goal is to distinguish
suspicious traffic from legitimate traffic, and machine learning tech-
niques can be utilized to this end. This however does not provide
surefire security. Hence, fingerprinting can only be used as an esti-
mate of which traffic is legitimate and which is not.

Randomized / Uncoordinated Frequency Hopping / Spreading are tech-
niques to improve protection against malicious narrow band and
pulse jamming as well as eavesdropping. They require pre-shared
secret codes, which will presumably not stay secret for long when
utilized on a world-wide scale. Hence, these techniques are not a
viable option for world-wide deployment.

Public key crypto

ADS-B is not a ‘well-connected’ network, hence key distribution and
management is hard. Keys cannot be exchanged in real-time, restrict-
ing the use of symmetric cryptography [15]–[17]. Thus, we look to
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public key crypto as it distinguishes between private and public keys,
of which a public key could be published beforehand.

The smallest and thus best Public Key Infrastructure (PKI) solu-
tion is the elliptic curve variant of Digital Signature Algorithm (DSA),
ECDSA. However, ECDSA, and PKI schemes in general, require a
complex construction of a certificate authority (CA), producing a sig-
nificant amount of additional traffic over the ADS-B data link for the
verification of certificates. This decrease in operational capacity on
the 1090 MHz frequency is potentially crippling [4] [17], preventing
the widespread usage of ECDSA.

Ziliang et al. proposed a concrete PKI solution for data authen-
tication in ADS-B/UAT based on Elliptic Curve Cipher and X.509

certificates [18].
Samuelson and Valovage [19] propose an implementation of a PKI

scheme in which a hash is used to create a message authentication
code (MAC). They claim it can be extended to full encryption, but no
further details are publicly available.

Retroactive key publication

As a variation on traditional asymmetric cryptography, Strohmeier
et a. [1] look at Retroactive Key Publication, the technique of hav-
ing senders retroactively publish their keys which are then used by
receivers to authenticate the broadcast messages. Any broadcasting
entity produces an encrypted MAC which is then sent along with
every message. After a set amount of time or messages, the key to
decrypt this MAC is published. All listening receivers, who have
buffered the previous messages, can now decrypt the messages and
ensure the continuity of the sender over time.

An implementation of such an efficient broadcast authentication
protocol that is able to cope with packet loss and real-time applica-
tions, is the TESLA (Timed Efficient Stream Loss-Tolerant Authenti-
cation) protocol [20]. The µTESLA broadcast authentication protocol
is the adaptation of TESLA for wireless sensor networks, providing
authenticated broadcast for these severely resource-constrained envi-
ronments [21]. Since the available resources on the ADS-B data link
are limited, µTESLA would be of interest to ADS-B.

2.2.2 Secure Location Verification

Securing ADS-B communication would imply securing the location
data – provided that planes are able to retrieve their correct GPS lo-
cations. Another approach to ADS-B security is to double-check the
authenticity of location claims made by all ADS-B participants. In the
following subsections we will cover the different techniques within
Secure Location Verification, as described by Strohmeier et al. [1].
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Multilateration

Multilateration utilizes antennas on four or more known locations co-
operating with each other to determine the origin of an ADS-B signal,
using a purely geometric task by comparing the time the signal ar-
rived at the different antennas. Various US airports already use mul-
tilateration in the field, for instance the ASDE-X system [22], which is
also being rolled out to Europe with the CASCADE project. Multilat-
eration, also known as MLAT, cannot only be applied in airport-scale
situations, but also in entire airspaces. In the latter case it is being
referred to as Wide Area Multilateration (WAMLAT or just WAM).
As the area being monitored increases, a centralized multilateration
infrastructure can become useful [23].

Provided that the antennas have been placed on strategic locations
[24], multilateration can estimate both latitude and longitude well.
However, especially in the case of wide area multilateration, aircraft
altitude estimates can be unsatisfying. Additionally, angle-of-arrival
measurements can be used to improve height estimations [25].

A major advantage of multilateration is that it uses existing com-
munication, thus no additional messages are required. Unfortunately,
the accuracy of multilateration in practice deteriorates over long dis-
tance. Covering vast open spaces and oceans was one of the reasons
driving the development and deployment of ADS-B. Hence it can be
considered a problem that multilateration cannot easily be applied in
those regions.

Smith et al. [6] are one of the groups having conducted a practical
study on multilateration of ADS-B signals. They examined multilat-
eration as a method to backup and validate ADS-B communication.
Other proof of concepts and test beds were built by [26], by [27] in a
war-zone in Afghanistan, by [28] in the North Sea, and by [29] in the
Gulf of Mexico.

Distance Bounding

Distance bounding [30] is a cryptographic protocol that verifies whether
some prover is within a certain physical distance of some verifier.
This is done based on the universally valid fact that electromagnetic
waves travel roughly at the speed of light. Hence, distance can be
computed based on the elapsed time between the verifier’s challenge
and the corresponding response by the prover. The calculation’s re-
sult then serves as an upper-bound for the actual distance. When
performed by various trusted entities, the verifiers can collaborate
and apply trilateration to determine the prover’s location.

Various practical attacks on distance bounding exist, such as the
distance fraud, mafia fraud and terrorist fraud relay attacks [31], as
well as the distance hijacking attack [32]. Some countermeasures al-
ready exist as well, for instance the secure distance bounding mecha-
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nism for VANETs by Song et al. [33]. A secure multilateration scheme
based on distance bounding is developed by Chiang et al. [34], [35].
Theoretically it can detect false location claims with a high rate of
success, but the practical problems that stem from combining these
two protocols seem hard to overcome. Another problem of the dis-
tance bounding protocol is the time the localization takes, combined
with the environment of moving targets. Tippenhauer and Čapkun
[36] showed that it takes about 600ms to perform a full localization.
When a target is moving at a speed of only 500 km/h, this means
that he already moves 75 m during the localization process. Another
main disadvantage of distance bounding is that it requires a response
by the prover on the verifier’s challenge. Thus, existing ADS-B equip-
ment must be altered to support this new protocol paradigm.

Kalman Filtering

Kalman filtering [37] tries to statistically and optimally predict future
states of the measured variables of the underlying system. It can for
instance be used for smoothing location data. The technique plays a
crucial role in the multilateration approach, sorting out noisy signals
and smoothing over missing data. It is also used to filter and verify
the state vectors and trajectory changes reported by ADS-B aircraft
and conduct plausibility checks on these data [38]. Krozel et al. [39]
demonstrate that Kalman filtering can be applied to test whether an
aircraft’s motions are in line with its ADS-B intent.

Kalman filters can be misled by a frog boiling attack [40] in which
the attacker is jamming the legitimate signal while continuously trans-
mitting a (increasingly) slightly modified position. The fact that Kalman
filters can be tricked by such an attack (provided it is carried out
slowly enough) exposes a general weakness of the technique. Still, it
greatly increases the attack’s complexity. The required storage and
processing of historical data at every receiver also opens up more
DoS-possibilities, but most installations in ground stations and air-
planes will be sufficiently powerful.

Group Verification

Group verification [41] aims at securing the airborne ADS-B IN com-
munication by employing multilateration done by a group to verify
location claims of non-group members in flight. While classical multi-
lateration is done by ground-based antennas, group verification oper-
ates by groups of 4 or more mutually authenticated airplanes. Kovell
et al. [42] investigated whether the US airspace is suitable for group
verification techniques. They found that around 91% of aircraft at
a given time could be part of a sufficiently large group of at least 4

aircraft.
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A downside of group verification are the many additional messages
required to implement the verification and trust process. The group
concept would require a new protocol, replacing ADS-B’s unidirec-
tional broadcast protocol. Establishing trust to form a new group and
avoiding malicious aircraft is very complicated as well. Moreover,
the performance of the system in reaction to intelligent intentional
jamming of some or all communication would have to be considered.
Still, the group concept would significantly increase the difficulty and
engineering effort of certain airborne attacks.

Data Fusion

Data fusion is aggregating data from various independent systems.
Applied to ADS-B security, the literature proposes to check positional
data obtained from within the system against data from other, inde-
pendent sources. For example, Baud et al. [43] describe the fusion
of radar and ADS-B data and show that this improves the quality of
tracking in practice. External data that can be combined with the
internal ADS-B data can for instance stem from multilateration, tradi-
tional primary radar systems or flight plans. Liu et al. [44] describe an
algorithm to fuse sensor data (primary and secondary radar as well as
multilateration) and flight plan information together for general fault
detection. Such verification can provide a way of knowing if some
of the involved systems work outside normal parameters, be it from
a malicious form or not. Machine learning can be applied to detect
anomalies in received information and to assess the data’s trustwor-
thiness (as shown in eg. [45]), triggering technical or non-technical
procedures in response.

Data fusion relies on a two-out-of-three approach, which is a widely
accepted best practice for processes crucial to safety and security.
Data fusion is already employed in practice (eg. in the ASDE-X sys-
tem) and a data fusion apparatus looking to improve ADS-B security
has been patented [46]. The main advantage of data fusion is its com-
pliance with legacy systems, including the current ADS-B protocol.
The cost for the additional, generally redundant, systems remain a
downside.

Traffic Modeling

Traffic modeling uses historical data and machine learning to create
a model of a map of each ground station. The technique can deter-
mine whether certain air traffic is abnormal, based on eg. heatmaps or
by detecting consecutive packets containing certain unchanged vari-
ables, indicating a ground-based attacker. Xia et al. [47] propose an
algorithm that could be performed by any node that has received
enough measurements. Moreover, an intrusion detection system can
utilize numerous comparably simple rules as potential red flags. This
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way, traffic modeling can indicate unrealistic behaviour that should
be further investigated either by a human or by other technical means.
For example, when the data provided by an ADS-B participant tech-
nically of physically cannot be correct. Having to consider a large
number of the aforementioned red flags will increase the attacker’s
risk of causing an alarm, as well as increase the cost and complexity
of the attack.

Leinmuller et al. [48] describe various potential red flags. Exam-
ples are the Acceptance Range Threshold, which will set of an alarm
when a signal is received from a sender that claims to be so far away,
that the signal should not have successfully arrived in the first place,
and the Mobility Grade Threshold, which marks aircraft that claim
to be flying faster than they technically can.
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S E C U R I T Y O F S E C U R E L O C AT I O N V E R I F I C AT I O N

In this chapter, we assess the security of Secure Location Verification
based on the OWASP Top 10 most critical web application security
risks (2013) [2]. In the first section, we theoretically discuss the Top
10 list and in the second section, we apply the list to Secure Location
Verification.

3.1 owasp top 10

The OWASP Top 10 for 2013 [2] is based on datasets from firms that
specialize in application security. This data spans over 500,000 vul-
nerabilities across hundreds of organizations and thousands of appli-
cations. OWASP selected and prioritized the Top 10 items according
to this prevalence data, in combination with consensus estimates of
exploitability, detectability, and impact estimates. The 2013 list com-
prises the following threats, ordered in descending risk:

A1 Injection: When untrusted data is sent to an interpreter as part
of a command or query, injection flaws could occur. The in-
terpreter can be tricked by the attacker’s hostile data into exe-
cuting unintended commands or accessing data without proper
authorization.

Since the insertion of illegitimate aircraft data is the largest risk
we consider in this paper, and because this type of attack best
fits within the injection category, we will also consider the inser-
tion of data (not necessary triggering the execution of certain
commands) within this threat.

A2 Broken Authentication and Session Management: When authentica-
tion functions are not implemented properly, attackers could
compromise passwords, keys or session tokens, or could as-
sume other users’ identities.

A3 Cross-Site Scripting (XSS): When an application takes untrusted
data and sends it to a web browser without proper validation
or escaping, XSS flaws could occur. The victims’ browser could
execute scripts that were injected by the attacker, that could

16
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hijack user sessions, deface web sites or redirect the user to
malicious sites.

A4 Insecure Direct Object References: When a developer exposes a
reference to an internal implementation object, such as a file,
directory or database key, this is called a direct object reference.
It is insecure when the object does not have an access control
check or other protection, as attackers can manipulate these ref-
erences to access unauthorized data.

A5 Security Misconfiguration: If secure settings are not defined, im-
plemented and maintained, or if software is not kept up to date,
a security misconfiguration occurs.

A6 Sensitive Data Exposure: When sensitive data is not given extra
protection such as encryption at rest or in transit, as well as
special precautions when exchanged with the browser, sensitive
data exposure occurs.

A7 Missing Functional Level Access Control: When applications do
not perform the same access control checks on the server side
when a function is accessed as they do on the client side (eg. by
displaying/hiding UI elements), functional level access control
is missing. If requests to functionalities are not verified prop-
erly, attackers will be able to forge requests in order to access
functionality without proper authorization.

A8 Cross-Site Request Forgery (CSRF): When a logged-on victim’s
browser sends a forged HTTP request to a vulnerable web ap-
plication (including the victim’s session cookie and any other
automatically included authentication information), a CSRF at-
tack occurs. The victim’s browser is forced to generate request
which the vulnerable application assumes to be sincere requests
from the victim.

A9 Using Known Vulnerable Components: If a vulnerable component
(such as libraries, frameworks and other software modules; of-
ten running with full privileges) is exploited, such an attack can
facilitate serious data loss or server takeover.

A10 Unvalidated Redirects and Forwards: When untrusted data is used
to determine destination pages, unvalidated redirects and for-
wards occur. Victims could be redirected to phishing or mal-
ware sites and forwards could be abused to access unauthorized
pages.
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3.2 assessment secure location ver-
ification

In this section we will use the OWASP Top 10 as a checklist to re-
view whether a technology that aims at providing Secure Location
Verification for ADS-B is safe against all of the OWASP Top 10’s
threats. Moreover, we will give an example of a (concrete) vulner-
ability where relevant. We will do this for each technology within
the Secure Location Verification paradigm, namely for multilatera-
tion, distance bounding, Kalman filtering, group verification, data
fusion and traffic modeling.

3.2.1 Multilateration

A1 Injection: The multilateration system will detect fraudulent lo-
cation data, but cannot verify that the identity provided by a
certain ADS-B participant is genuine (see 3.2.1’s multilateration
example, and 3.2.1 threat A2). However, when signals from the
multilateration antennas are sent to the central processing unit
over a badly encrypted network, unvalidated data can still be
injected. A Denial of Service (DoS) attack on the multilateration
infrastructure (see 3.2.1 threat A9) is also a risk, disabling the
location validation system and thereby re-enabling the injection
of counterfeit location data.

A2 Broken Authentication and Session Management: ADS-B partici-
pants can assume bogus identities. For instance, a drone equipped
with an ADS-B transmitter can claim to be a jumbo jet as long
as its location claims are valid (see 3.2.1 threat A7).

A3 Cross-Site Scripting (XSS): Not applicable. Multilateration does
not take input data that needs to be escaped.

A4 Insecure Direct Object References: As communication utilizes var-
ious receiving stations (antennas) and a central processing sta-
tion (CPS). When the link between these communicating entities
is implemented in an insecure way, eg. a reference to the CPS’s
database key is exposed, the security of this database could be
breached. In that case, a plane could for instance be removed
from the multilateration system, thereby preventing the verifi-
cation process.

A5 Security Misconfiguration: Communication between the multilat-
eration antennas and the ground station should be properly en-
crypted and authenticated; attempts of tampering with the data
should also be detected.
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A6 Sensitive Data Exposure: While multilateration does not process
any sensitive data itself, it is a good idea to keep (some of) the
antennas’ locations confidential. Since security by obscurity is
applied, this will increase the complexity of attacks on the mul-
tilateration system.

A7 Missing Functional Level Access Control: No access control in the
current situation, but a distinction could be made for various
sizes of ADS-B participants (ie. drones, general aviation, air-
lines). For larger planes, a global database could be set up to
keep track of their latest known location. This would make it
easier to detect bogus identity claims and will increase the com-
plexity of Denial of Service attacks on the antennas.

A8 Cross-Site Request Forgery (CSRF): Not applicable. Multilatera-
tion does not have an authentication or session management
system, and no requests can be sent to the system as well.

A9 Using Known Vulnerable Components: When signals from the mul-
tilateration antennas are sent to the ground station over a wire-
less network, this network can be attacked via eg. DoS-attacks,
disabling multilateration. Even when a wired network is cho-
sen, data cables and antennas might be compromised. Further-
more, the accuracy of multilateration in practice deteriorates
over long distance. Thus, multilateration might not be avail-
able on vast open spaces and oceans. Moreover, multilateration
is susceptible [49] to multi-path: a situation in which a radio
signal reaches the receiving antenna via two paths.

A10 Unvalidated Redirects and Forwards: Not applicable. The multilat-
eration system does not have any redirects.

Example (Multilateration).
While one is able to verify whether a location claim made by an ADS-
B participant is genuine or not, this does not imply that we know who
this participant is.

Consider a drone equipped with ADS-B Out that is able to fly at
high speed approaching a big city. The location claims it broadcasts
are genuine, but the identity is not: it claims to be an American Air-
lines jumbo jet. With the terrible events of 9/11 in mind, authorities
may decide to send out fighter jets, to ground airplanes, or even to
evacuate buildings. In the meantime, the drone disappears and is
never to be seen again. This could result in significant economical
loss, decreased confidence in air transport among the general public,
and possibly even panic during any grounding or evacuation.

In practice, however, it seems that many cross-checks (manual data
fusion) generally happen in such a case.
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3.2.2 Distance bounding

A1 Injection: Distance bounding serves as an upper-bound for the
actual distance. Combining multiple verifiers would lead to the
same effect as multilateration. Injection of commands or queries
that are actually executed is not possible.

A2 Broken Authentication and Session Management: ADS-B partici-
pants can assume bogus identities. For instance, a drone equipped
with an ADS-B transmitter can claim to be a jumbo jet as long
as its location claims are valid. (also see 3.2.2 threat A7)

A3 Cross-Site Scripting (XSS): Not applicable. Distance bounding
does not take input data that needs to be escaped.

A4 Insecure Direct Object References: Not applicable. Distance bound-
ing does not refer to any implementation object, such as file,
directory or database key.

A5 Security Misconfiguration: Various attacks on the distance bound-
ing protocol are known, such as a guessing attack and distance
hijacking (see 3.2.2 threat A9).

A6 Sensitive Data Exposure: Not applicable. Distance bounding does
not process any sensitive data. Comparable to multilateration,
the prover’s location could be kept secret to increase the attack’s
complexity.

A7 Missing Functional Level Access Control: No access control in the
current situation, but a distinction could be made for various
sizes of ADS-B participants (ie. drones, general aviation, air-
lines). For larger planes, a global database could be set up to
keep track of their latest known position. This would make it
easier to detect bogus identity claims.

A8 Cross-Site Request Forgery (CSRF): Not applicable. Distance bound-
ing does not have an authentication or session management sys-
tem, and no requests can be sent to the system as well.

A9 Using Known Vulnerable Components: Various distance bounding
protocols are vulnerable to a guessing attack where the mali-
cious power pre-emptively transmits guessed values for a num-
ber of response bits, as well as relay attacks (distance fraud,
mafia fraud and terrorist fraud) due to latency [31]. Distance Hi-
jacking, where a dishonest prover exploits one or more honest
parties to provide a verifier with false information about the dis-
tance between prover and verifier, is also a threat [32]. However,
performing an attack such as distance hijacking in the ADS-B
context seems greatly harder (see 3.2.2’s distance bounding ex-
ample).
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A10 Unvalidated Redirects and Forwards: Not applicable. The distance
bounding system does not have any redirects.

Example (Distance bounding).
The classical distance bounding protocol by Brands and Chaum [30]

is susceptible to attacks such as mafia fraud, distance fraud and ter-
rorist fraud [31], as well as distance hijacking [32]. Cremers et al. [32]
provided the following summary of these attacks:

Mafia Fraud: In this type of attack, both the prover P and verifier
V are honest, and the attack is performed by an external attacker A.
The attacker attempts to shorten the distance measured between the
honest prover and the verifier.

Distance Fraud: A dishonest prover P will try to shorten the dis-
tance measured by the verifier V. This type of attack is executed by
the dishonest prover P alone, without collusion with other (external)
parties. The attack enables shortening the distance measured by the
verifier, as the prover is able to reply too early. This can occur when
the protocol allows the prover to send his reply before receiving the
challenge.

Terrorist Fraud: A dishonest prover P collaborates with an external
attacker A to convince the verifier V that he is closer than he actually
is.

Distance Hijacking: A dishonest prover P convinces a verifier V that
P has executed a distance measurement phase with V, whereas this
phase has in fact been executed by an honest prover P′. This is done
without the cooperation of the honest prover P′. Often this type of
attack can be carried out by allowing the honest prover to complete
the distance bounding protocol as he normally would, and then by re-
placing all messages that contain signatures or MACs, with messages
signed (or MAC’ed) by the attacker.

We will now assess whether these attacks can be a risk for Secure
Location Verification. In the case of mafia fraud, an external attacker
could only shorten the distance being measured between a legitimate
airplane and the verifier. This seems not very interesting in practice.
However, the external attacker could also shorten the distance being
measured between the verifier and a fraudulent ADS-B participant:
the terrorist fraud attack. Cremers et al. [32] observed that the physi-
cal distance between the attacker and the verifier is typically small in
order for the attacker to be able to shorten the distance. Since the Se-
cure Location Verification implementation of distance bounding uti-
lizes various collaborating verifiers, this attack requires various col-
laborating attackers, which greatly increases the attack’s complexity.
This will make it very hard to imitate a trustworthy flight path, es-
pecially when distance bounding is combined with other techniques,
such as Kalman filtering or traffic modeling.
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A successful distance hijacking attack in the context of ADS-B is
also not very likely, since this attack only enables a dishonest ADS-B
participant P to claim the location of a legitimate aircraft P′, or at least
a component of its location. With only this ability, it is either nearly
impossible to maintain a trustworthy flight path, or the attacker can
merely claim to be the legitimate aircraft. The latter would bring the
attack back to an identification breach, very similar to the problem
discussed in multilateration’s example 3.2.1.

Merely the distance fraud attack seems to be a risk for ADS-B. How-
ever, the required timing precision makes the attack very complex,
especially in the situation where multiple verifiers collaborate.

3.2.3 Kalman filtering

A1 Injection: Injection of counterfeit aircraft data remains possible,
but location claims can only differ (increasingly) slightly (see
frog boiling attack as demonstrated in 3.2.3’s Kalman filtering
example). Injection of commands or queries that are actually
executed is not possible.

A2 Broken Authentication and Session Management: Ghost planes and
bogus identities can still be created, as long as they start outside
the reach of the Kalman filtering system.

A3 Cross-Site Scripting (XSS): Not applicable. Kalman filtering does
not take input data that needs to be escaped.

A4 Insecure Direct Object References: Not applicable. Kalman filter-
ing does refer to any implementation object, such as file, direc-
tory or database key.

A5 Security Misconfiguration: Storing and using more historical data
could increase the accuracy of the predictions, but could also
open up more DoS-possibilities (see 3.2.3. threat A9).

A6 Sensitive Data Exposure: Not applicable. Kalman filtering does
not process any sensitive data.

A7 Missing Functional Level Access Control: An ‘access control’ sys-
tem could be introduced, only allowing certain aircraft motions
within a certain intent1. The system should set off alarms when
intent and movement do not match.

A8 Cross-Site Request Forgery (CSRF): Not applicable. Kalman fil-
tering does not have an authentication or session management
system, and no requests can be sent to the system as well.

1 Intent: Information on planned future aircraft behaviour, which can be obtained
from the aircraft systems (avionics).
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Figure 2: Intent verification by Kalman filtering [39].

A9 Using Known Vulnerable Components: The required storage and
processing of historical data at every receiver opens up more
DoS-possibilities, but most installations in ground stations and
airplanes will be sufficiently powerful [1].

A10 Unvalidated Redirects and Forwards: Not applicable. The kalman
filtering system does not have any redirects.

Example (Kalman filtering).
The frog boiling attack, as proposed by Chan-Tin et al. [40], describes
the situation where an adversary jams the original signal, and inserts
counterfeit data while consistently operating within the threshold of
rejection. In Figure 2, a typical example of intent verification by uti-
lizing Kalman filtering can be seen.

When an attacker performs the attack slowly enough, the Kalman
system will see the injected data as a valid trajectory change. This
could be considered as a message modification attack since air traffic
control and other aircraft expect this plane to be on a different loca-
tion than it is in reality. By doing so, aircraft can be given wrong
instructions by air traffic control, and systems like the traffic collision
avoidance system (TCAS) might take the wrong input or respond in
a way it should not respond.

3.2.4 Group verification

A1 Injection: The newly introduced communication in the new pro-
tocol, eg. arranging mutual authentication within the group,
could introduce new injection vulnerabilities. Nevertheless, the
complexity of injecting false location data is increased signifi-
cantly.

A2 Broken Authentication and Session Management: The in-group mu-
tually authentication must be done thoroughly, which will be a
challenge. Moreover, like is the case with multilateration and
distance bounding, a verified location does not imply a verified
identity.

A3 Cross-Site Scripting (XSS): The implementation should be very
careful of the possibility of man-in-the-middle attacks, as well
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as attacks with multiple adversaries (see 3.2.4 threat A9 and
3.2.4’s group verification example).

A4 Insecure Direct Object References: Not applicable. Group veri-
fication does refer to any implementation object, such as file,
directory or database key.

A5 Security Misconfiguration: As is the case with multilateration, the
communication and mutual authentication within group mem-
bers should be well encrypted and authenticated. Since group
verification is bound to use a wireless channel for this commu-
nication, the protocol should be resistant against man-in-the-
middle attacks.

A6 Sensitive Data Exposure: Not applicable. This technique does not
handle any additional sensitive data.

A7 Missing Functional Level Access Control: All communication within
the group should be properly encrypted and authenticated. With-
out proper authentication, attackers could access functionality
without valid authorization. For instance, a fraudulent aircraft
could get itself approved by all surrounding groups.

A8 Cross-Site Request Forgery (CSRF): The process of mutual authen-
tication and querying (assumed) group members opens up var-
ious man-in-the-middle possibilities. Forged requests could be
used to carry out such a MitM attack.

A9 Using Known Vulnerable Components: The communication be-
tween group members is prone to (reactive) jamming. This
would cause a (partial) DoS on the group verification system.
The system is also unusable in areas with almost no air travel,
since no groups can be formed in these areas.

Above all, while not a weakness of the technique itself, the
group concept would require a new protocol, replacing ADS-B’s
unidirectional broadcast protocol. This makes the implemen-
tation of group verification harder than the other techniques
(since all ADS-B equipment has to be replaced), and makes
group verification unsuitable as a short term solution.

A10 Unvalidated Redirects and Forwards: Not applicable. The group
verification concept does not have any redirects.

Example (Group verification).
A special case of an attack with multiple adversaries occurs when a

single adversary utilizes multiple sending antennas, spread around
different locations. It can combine timing and signal strength (and
therefore reach) to dynamically claim to be on a location of choice,
and those claims will still be approved. This attack can occur in both
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‘standard’ multilateration settings, as well as within group verifica-
tion.

3.2.5 Data fusion

A1 Injection: The fusion of sensor data (eg. from ADS-B and radar
or multilateration systems) with flight plan data will make a
quick detection of injected counterfeit data more likely. The
two-out-of-three approach will also increase the complexity of
the injection attack itself, but does not exclude the possibility of
a successful attack. Above all, the various sensor and flight plan
data must be properly validated in order to prevent injection
attacks.

A2 Broken Authentication and Session Management: When ADS-B data
is fused with either radar or multilateration data, location claims
can be verified. When fused with flight plan data, it becomes
viable to make an educated guess to determine whether the ac-
tual identity of the aircraft matches the identity it claims to be.
However, all data sources that deliver data to the data fusion
algorithm need to be properly authenticated (see 3.2.5 threat
A7).

A3 Cross-Site Scripting (XSS): All sensor and flight plan data must
be properly escaped in order to prevent XSS attacks.

A4 Insecure Direct Object References: The storage and retrieval of
flight plan records should be secure, among others to prevent
sensitive data exposure (see 3.2.5 threat A6).

A5 Security Misconfiguration: The presence of a security misconfig-
uration (risk) will depend on the implementation of the fusion
application.

A6 Sensitive Data Exposure: In some circumstances, detailed flight
information can be sensitive. For instance, when a presiden-
tial airplane is expected to fly over an airspace that can be con-
sidered dangerous. However, due to the transparent nature of
ADS-B, some sensitive information may already be public.

A7 Missing Functional Level Access Control: Within this technique,
it is key to properly verify the legitimacy of the various data
sources. When fraudulent data sources can be added to the sys-
tem, this will bring down the whole security framework. More-
over, the data sources themselves need to properly verify their
own input and access control. This applies to the flight plan
data source in particular, as it will likely rely on data provided
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by third parties, such as airliners. It is of fundamental impor-
tance to the data fusion concept that all inserted data is legiti-
mate.

A8 Cross-Site Request Forgery (CSRF): The presence of CSRF attacks
will depend on the implementation of the fusion application.

A9 Using Known Vulnerable Components: Vulnerabilities of the var-
ious subsystems could be abused (especially the insertion of
fraudulent data, as shown in A7). Since the additional, gener-
ally redundant, subsystems generate extra financial costs, they
may be switched off in the future, undermining the accuracy
and effectiveness of the data fusion application.

A10 Unvalidated Redirects and Forwards: Not applicable. The data
fusion application is unlikely to have any redirects.

3.2.6 Traffic modeling

A1 Injection: Utilizing various potential red flags will increase the
detection likeliness when illegitimate data is inserted.

A2 Broken Authentication and Session Management: Traffic modeling
can make some basic distinctions, for instance whether some ob-
ject actually is a plane or some ground station that claims to be
a plane. It can also (statistically) decide whether it is logical to
have a plane on a certain location. However, a (slightly altered)
replay attack can still be performed by any ADS-B participant,
claiming a false location. A false identity can still be claimed as
well.

A3 Cross-Site Scripting (XSS): Not applicable. Traffic modeling does
not take input data that needs to be escaped.

A4 Insecure Direct Object References: Not applicable. Traffic model-
ing does not refer to any implementation object, such as file,
directory or database key.

A5 Security Misconfiguration: As shown at 3.2.6. threat A9, the stor-
age and processing of historical data could open up DoS attack
avenues.

A6 Sensitive Data Exposure: Exposure of the generated heatmaps
could assist an attacker to circumvent this countermeasure. How-
ever, since ADS-B data is public, an attacker might also generate
a heatmap herself.

A7 Missing Functional Level Access Control: Not applicable. Traffic
modeling does not have any functionalities that can be accessed
from the outside world.
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A8 Cross-Site Request Forgery (CSRF): Not applicable. Traffic mod-
eling does not have an authentication or session management
system, and no requests can be sent to the system as well.

A9 Using Known Vulnerable Components: An attacker deliberately
causing lots of false alarms as a basis for another attack might
be a problem. Moreover, the storage and processing of histori-
cal data could open DoS possibilities, as the machine learning
algorithm might run out of its capacity when dozens of (fake)
planes suddenly pop up.

A10 Unvalidated Redirects and Forwards: Not applicable. The traffic
modeling system does not have any redirects.
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R E C O M M E N D AT I O N S

4.1 recommendations per technique

4.1.1 Multilateration

Multilateration is a ground-to-air approach for verifying location claims
by using multiple, interconnected, antennas. The air-to-air variant of
multilateration is Group verification, and has been discussed in sec-
tion 4.1.4.

Multilateration’s main advantage is its compliance with the exist-
ing ADS-B infrastructure, as it is an additional system that does not
interfere with existing equipment. Its main disadvantages are the
additional costs for the redundant systems and the fact that it only
verifies location claims, but does not check aircraft’s identities. How-
ever, the latter seems to be of lower impact in practice. Aside from
jamming attacks, which are very hard to overcome, man in the mid-
dle attacks seem to be the most relevant attacks on multilateration.
The fact that the technique is susceptible to multipath should be kept
in mind as well.

The main recommendations for the multilateration technique, are:

• The complexity of multilateration attacks could be increased by
keeping (some of) the antennas’ locations confidential.

• The complexity of man in the middle attacks could be increased
even further by not (only) considering the time difference of ar-
rival (TDOA), but also the difference in received signal strength
(RSS) or angle-of-arrival (AoA) when determining where a sig-
nal came from.

4.1.2 Distance bounding

Distance bounding servers as an upper-bound for the actual distance
between aircraft and ground station. When multiple distance circles
collaborate, the actual location of the prover can be found via trilater-
ation: by comparing the absolute difference in measurements.

28
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In a broad perspective, distance bounding can be compared to mul-
tilateration. A main disadvantage of distance bounding when com-
pared to multilateration, is that it requires new traffic over the data
link, while multilateration merely uses existing communication. This
also implies that existing equipment must be altered to be able to
reply to the verifier’s challenges.

Various attacks exist for the distance bounding concept, but many
are not very interesting when considering their use for ADS-B. Only
the distance fraud attack seems to be of interest to ADS-B, but the
attack’s complexity is high, and even further when distance bounding
is combined with techniques that monitor the ADS-B participant’s
flight path, such as Kalman filtering or traffic modeling. Therefore,
the main recommendation for distance bounding is:

• Combine the distance bounding technique with the Kalman fil-
tering and/or traffic modelling techniques, in order to greatly
increase the complexity of any known attacks.

4.1.3 Kalman filtering

Kalman filtering attempts to predict an aircraft’s future state by apply-
ing statistics, and may mark the behaviour as unexpected. The result-
ing distinction between legitimate and illegitimate-marked aircraft is
very much like the traffic modeling technique. Therefore, the main
aspects and recommendations for the Kalman filtering technique are
given along with those for the traffic modeling technique, in section
4.1.6.

4.1.4 Group verification

Group verification is multilateration done by a group.
Should it be implemented, then extra caution should be given to

man-in-the-middle attacks. Whilst not suitable in thinly populated
airspaces, it could provide both location verification and mutual au-
thentication.

While multilateration itself is compliant to the existing ADS-B in-
frastructure, group verification is not. It requires a new protocol for
mutual authentication between airplanes and for assessing the trust-
worthiness of others’ ADS-B signals. It is likely that ground stations
could be added as well, making this a good solution in the long run.
For a short-term solution however, it seems unsuitable due to the re-
placement of ADS-B’s unidirectional protocol with a new protocol.
While Kovell et al. [42] found that around 91% of aircraft at a given
time in the US airspace could be part of a sufficiently large group
of at least 4 aircraft, it is very unlikely that all existing equipment
will be immediately upgraded. Therefore, this figure is way too op-
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timistic for the current situation, as it takes time to replace existing
equipment.

Moreover, the additional bandwidth that is required for the com-
munication within the groups will not be available on the 1090MHz
frequency.

The concept could be emasculated to make it available in a shorter
period of time, and reduce the amount of messages sent. When the
entire group negotiating aspect is removed, aircraft do not need to
form trust groups anymore. Instead, they can extend their existing
ADS-B broadcast information with details about nearby planes: both
their identification and location. Others can then calculate whether
this is in line with what they and other aircraft are seeing. This way,
it can be detected when fraudulent data is around. Since there can
be multiple attackers around, this can only be taken as an indication
– similar to Kalman filtering and traffic modeling.

Therefore, the main recommendations for group verification are:

• Emasculate the concept to make it compatible with ADS-B’s uni-
directional broadcast protocol.

• Consider man-in-the-middle attacks and multiple adversaries.

4.1.5 Data fusion

Data fusion can be considered as the backbone of Secure Location
Verification techniques. It glues together the different parts of the
puzzle. The main potential vulnerability of the system is its input,
not only by means of preventing injections, but also by guaranteeing
that the received data from other sources is legitimate.

This comes down to two both important and intuitive recommen-
dations:

• The integrity of all data that is provided by the various data
sources, as well as the authenticity of the data sources itself,
need to be checked.

• The received data must be validated properly.

4.1.6 Traffic modeling

Traffic modeling tries to predict an aircraft’s future state by applying
machine learning, and may mark the behaviour as unusual.

While counterfeit ADS-B participants can be filtered out quite eas-
ily by applying this technique, this is not the case in reverse. Thus,
when a signal is not marked as being unusual, this does not imply
that it is legitimate. Also, some fraudulent aircraft might still fall
within the threshold of not being unusual. This is especially the case
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with replay attacks, wherein the flight path of an earlier, legitimate,
flight is being copied.

The general recommendation for both Kalman filtering and traffic
modeling, is:

• The Kalman filtering and traffic modeling techniques should
only be applied as first filters. Illegitimate ADS-B participants
should be marked on the controller’s screens, and not just be
removed silently.

4.2 general recommendations

Most of the Secure Location Verification techniques cover a specific
aspect, while data fusion can be considered the main glue between
them. Therefore, data fusion is implicit in any complete Secure Loca-
tion Verification solution, just as it is implicit in the current (manual)
handling of suspicious data by air traffic control.

Multilateration and distance bounding are somewhat comparable
in their concept. We recommend to choose multilateration as the
technique to be implemented, as there are no known attacks on the
location verification aspect of multilateration. When a primary radar
system is around, for instance because the military forces keep this
system operational, multilateration is not necessarily.

Kalman filtering, traffic modeling and the emasculated variant of
group verification can be used as warnings, indicating that someone
is injecting fraudulent ADS-B data (or, in the latter case, maybe even
jamming communication). These techniques greatly increase the com-
plexity of most attacks.

As an alternative, since the world-wide ADS-B coverage is ever ex-
panding, a global database tracking any plane’s last known position
could be set up. This would prevent the sudden pop-up of an aircraft.
The management of such a database could be done by a world-wide
trusted aviation authority, such as the ICAO.
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C O N C L U S I O N S

Out of the 6 Secure Location Verification techniques we assessed, mul-
tilateration is already being implemented in the real world. Other
techniques, such as fusing data from various sources are already be-
ing utilized by air traffic control (ATC), however mostly by hand.
When unusual ADS-B data is seen, it is manually checked against
other sources, such as radar and flight plan data. While the (aca-
demic) literature might give the impression that ADS-B will replace
radar systems, areas with high traffic and a good infrastructure – such
as continental Europe – will very likely remain covered by primary
radar in the future.

At first glance, the combination of ADS-B and primary radar instal-
lations by comparing the screens by hand might seem safe in practice.
In the case of fraudulent ADS-B messages being broadcasted, an air
traffic controller could cross-check any suspicious ADS-B participant
on the radar screen. Controllers are used to seeing some noise on the
traditional radar screens, and will recognise aircraft that are off-path.
However, the controllers’ workload will increase as more fraudulent
aircraft are appearing. Moreover, replaying the path a legitimate air-
plane flew before might not trigger the controller’s caution.

To overcome this, (already existing) radar data should be automati-
cally synchronized with ADS-B and even flight plan data (data fusion,
as this technique is called). In areas where radar systems are no vi-
able option, multilateration could be connected to the data fusion
system instead. Fraudulent ADS-B participants will be marked on,
or removed from, the screens of air traffic controllers. Kalman filter-
ing and traffic modeling can be added as a first stage of filtering out
illegitimate signals, for instance when a certain plane type makes a
corner it possibly cannot make, but these techniques can never be
trusted as to determine whether a location claim is genuine or not.

The goal of applying the OWASP Top 10 was to structurally search
for threats that previously remained undiscovered. While some of
the threats of the Top 10 list not always seemed applicable to the
Secure Location Verification techniques, in the end they often were.
Consider Missing Functional Level Access Control when applied to Mul-
tilateration. This seems inapplicable, as there is no access control in

32
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place, but after thinking about this we were able to come up with the
“localization does not imply identification” scenario.

An interesting question for further research is how the aforemen-
tioned warnings ATC gets could be best propagated to other air-
planes. Further research could also investigate how the various ADS-
B data link vulnerabilities directly influence the aircraft’s safety, eg.
by examining how fraudulent ADS-B data that is being sent through
to the traffic collision avoidance system (TCAS) could possibly cause
a crash.



R E F L E C T I O N

In this chapter, I will briefly reflect on the research process and its
outcome. I will identify both aspects that worked well for me, and
aspects that did not. Although all experiences are personal, some
lessons may be useful to others as well.

From the start of this research project, the goals have been twofold:

1. To meet the requirements for the Bachelor’s degree; and

2. To further improve aviation safety.

It seems like I was able to accomplish the first goal, but did I suc-
ceed in the second? In order to answer this question, we have to
make a distinction between security on one hand, and safety on the
other. Since my expertise is computer security, I tend to focus more
on (theoretical) security. From this point of view, ADS-B’s data link
is usually considered insecure. But does this necessarily imply that it
is also unsafe? The concept of safety kind of describes the applied ver-
sion of security. Thus, while the ADS-B data link can be considered
insecure from a computer security point of view, it can still be safe in
(aviation) practice.

In hindsight, I think the best way to further improve the safety
of the industry would be a thorough collaboration between theory-
oriented computer security academia, and practice-oriented aviation
and defence experts. Both disciplines should try to find a balance;
both between safety vs. security, as well as between keeping the user
in command vs. automating attack detection and reaction.

On a more personal note, I really liked the research topic and the
way I was supervised. To topic immediately felt of great importance
to me. From the beginning, I wanted to contribute to further improve
aviation safety. But when I started the research, I did have a topic, but
without a method. I quickly realised that it was unrealistic to perform
an actual (attack) experiment, considering the available time frame, as
well as the safety and legal issues. As I personally am more practice-
oriented, it seemed slightly against my nature to merely perform a
literature review.

A highlight in my research was the ability to talk to actual avia-
tion and defence experts. Personally, I think the conclusions arising
from this meeting can be considered my biggest contribution to the
field. As expressed before, I hope other researchers will follow this
example.
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