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Abstract

On social media we read comments of our family, friends, acquaintances and
even strangers. These comments are sometimes positive and fun to read, but
sometimes they might be offensive, threatening or even breaching the pri-
vacy of other people.
Within this research paper, we explore implicit social norms, behaviours and
privacy expectations on social networking services by trying to identify to
what extent people intervene online ‘friends’ that behave undesirable and
breach other people’s privacy. Also, we explore the bystander effect and to
what extent it influences whether people actually intervene or not. Finally,
we describe a possible and very general design concept for social media, with
the ultimate goal of increasing the degree to which users of social media in-
tervene and stimulating good manners on the social web. Our research is a
qualitative exploratory research in which we have conducted in-depth inter-
views among users that intensively make use of social media.
Within our research, we find that deciding to intervene on social media is
something very personal, as each individual has its own implicit norms and
social expectations. People often intervene their online ‘friends’ using a pri-
vate approach. Additionally, we find that the severity of a privacy violation
and the relationship one has with a privacy violator are two important fac-
tors influencing whether someone chooses to intervene.
Besides this, we also find that the bystander effect in the way it is presented
in related literature is quite limited when it comes to intervention on so-
cial networking sites. However, users do adapt their behaviour and use of
language if they are aware of the presence of ‘online bystanders’.
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Chapter 1

Introduction

1.1 Problem formulation

Many people make use of the internet in different ways. One of these ways
is by being active on social networking platforms where you can build so-
cial networks and relationships with other people online. There also exist
many different social media services and websites that people use, like for
example Facebook, WhatsApp, TikTok, Snapchat and Twitter. On these
different social networking sites, we all read comments of our family, friends,
acquaintences and even people that we only know vaguely or that we do not
know at all. These comments can be positive and fun to read, but sometimes
they might also be very negative, offensive or even threatening. In the latter
case, we could also speak of undesirable behaviour. We generally don’t like
it if someone breaches our privacy or comments a very rude text underneath
a picture that we have posted on our profile. However, just like there are
norms and values in our offline society, there are also norms and values that
we apply online. It might be difficult for people to determine the intention
of a certain post or comment placed by others, because to one a criticizing
comment might be rude, while to someone else it might simply be a way to
provide their feedback or their opinion on something. Therefore, it might
also be difficult for someone to determine whether they should intervene if
they see someone they know behaving undesirable on a social networking
platform, or whether they should leave it. This brings us to our research,
in which we try to investigate where this boundary is for people and what
influences it when it comes to intervening or not intervening if someone on
social media acts undesirable. In particular, this research focuses itself on a
specific type of undesirable behavior that occurs on social networking sites,
namely breaching other people’s privacy.
Different people might have different expectations about when, whether and
how you should react on someone else if they act undesirable and breach
others’ privacy. These different expectations can occur because of different
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factors. For example, the type and strength of the bond you have with the
person that performs the undesirable behaviour could be of influence and
also the norms and values about when something is considered a breach of
someone’s privacy might differ from person to person. Next to this, also
social psychological effects like the so-called bystander effect might play a
role. These different factors are all to be explored.

1.2 Research question

In order to further investigate this boundary between intervening and not
intervening on social media that we discussed earlier, we have composed the
following research question which drives our research and where we try to
find an answer for:

“To what extent do people intervene their online ‘friends’ on social media,
behaving undesirable by breaching other people’s privacy and sharing

content of others without permission.”

As explained before, we focus ourselves on one specific type of undesirable
behaviour in order to narrow down the scope of our research; breaching
other people’s privacy.
Next to this main research question, we will also focus ourselves on research-
ing whether the social psychological bystander effect, which basically states
that individuals are less likely to offer help to a victim when there are other
people present [25], could play a role in these situations as well. Therefore,
we have defined the following sub-question:

“To what extent does the bystander effect influence whether people
intervene their online ‘friends’ on social media, behaving undesirable by
breaching other people’s privacy and sharing content of others without

permission.”

1.3 Motivation

There are multiple reasons why our research is important and why answers
to the research question are relevant and add to the body of knowledge in
human-computer interaction and societal aspects of security and privacy.
First off, the amount of users that makes use of social media is still grow-
ing very rapidly and will continue to grow. According to the statistics of
Statista, there will be over 4.40 billion social network users worldwide in
2025 [22]. To show the difference: in 2021, only 3.78 billion users made use
of social networking services. This can also be seen in Figure 1.1:
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Figure 1.1: Number of social network users worldwide from 2017 to 2025.

Because of the fact that these numbers are still increasing, the amount of
comments and posts will also grow and therefore the amount of privacy
breaches and potential interventions will also grow. This shows that our
research is currently relevant and will still be relevant in the future as well.

Secondly, not much is known about why people sometimes choose to inter-
vene if they see something happening on the social web that is undesirable
and why they sometimes choose to let it go and do not intervene. There
is however, an extensive collection of literature already that relates to this
topic. Much research focuses itself on topics like why people unfriend each
other [23], different sanctions people apply on social media [18], different
types of behaviour that occur [11], contextual privacy [16], fake news and
peoples’ reasons to share or to not share certain personal information online
[28]. For example, there are lists of types of behaviour and possible sanc-
tions that occur on social media and they show what behaviour people find
undesirable and what not, but they leave questions about why and in which
cases they will react on this behaviour, and what influencing factors there
are, unanswered.
This in total makes that it is meaningful to research this boundary for
people when it comes to intervening or not intervening when someone acts
undesirable in the online context.

In this research paper, we will first introduce the related work in chapter
2. In chapter 3, we describe the research that has been carried out. It
will contain the methodology we applied, the results we found and also a
discussion. Finally, we will draw conclusions from our findings in chapter 4
and give some concluding remarks.
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Chapter 2

Related Work

Before we present the actual research and the methods used together with
the results generated from it, it is important that we describe how this re-
search relates to existing theory. We will review relevant literature and relate
our own research to specific knowledge that has already been established in
other research projects.

2.1 Online behavioural norms

Just like there exist different social norms and values between people when
they interact with each other physically outside, such norms also exist in the
online world. Each social media user has their own social norms, defining
what kind of behaviour is acceptable and what kind of behaviour is not.
Norms prescribe and proscribe behavior in specific circumstances and have
long been considered to be at least partly responsible for regulating social
behavior [10, 21]. Moreover, groups can have collective norms which are not
written down but generally understood by each member. This type of norms
is called implicit norms [4] and are of particular interest to our research, be-
cause on social networking platforms, generally all norms are implicit [15],
despite various etiquette guides available online [20].
It is useful for our research to find out which kind of norms play the most
important role on social networking services such as Facebook, because it
is then possible to see how these norms determine what social media users
think about others that violate privacy and share content without permis-
sion and whether they act upon it.
Research of Caitlin McLaughlin and Jessica Vitak learns us that norms on
social media evolve as more and more groups of individuals make use of
social networking services and as these users themselves move through life
[15]. Within their research, they asked Facebook users to talk about the
‘unspoken rules’ that guided their Facebook use in order to get a picture of
the implicit norms occurring. Norms identified this way were:
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• Norms regarding friend requests;
• Norms regarding communication;
• Norms related to posting and tagging pictures;
• Norms regarding expectancies for friends’ behaviour.

For our own research, we consider the last three types of norms as being
relevant. First of all, it appears that norms of communication differ by
whether the communication occurred through a public or a private channel.
Sharing information with members within their network, like jokes, birthday
wishes and other short messages should be done using features for public
interaction, while in order to share personal information like a home address
or organizing an event for a smaller group, private channels were more likely
to be chosen. Additionally, a norm was present indicating that for longer
messages to or entire conversations with an individual, private channels were
the way to go.
When it comes to norms related to posting and tagging pictures, we learn
that most pictures worthy of posting are pictures of people themselves and
their friends at vacations or events. By doing this they attempt to create a
positive impression towards other users, since users generally form a feel of
someone by looking at ones’ pictures.
Finally, the norms of expectancies for friends’ behaviour on social media are
that one is considerate towards his or her friends and friends are considerate
back as well. This norm of consideration prevents friends posting inappro-
priate content to each other’s pages.

Even though these implicit norms are generally being respected on a social
networking service like Facebook or Twitter, there will always be users that
do not adhere them and thus violate the implicit norms in place. In order to
minimize the inappropriate behaviours that these norm violations entail, the
concept of social control is often very helpful. We can define social control in
the same way as research of Peggy Chekroun and Markus Brauer, consistent
with past literature. They define social control as being “any verbal or
nonverbal communication by which individuals show to another person that
they disapprove of his or her deviant (counternormative) behavior” [5]. It
has been shown that social control is present in ‘offline’ situations by many
researchers already, like for example Emile Durkheim [9]. Moreover, its
effectiveness can be seen, because when someone throws waste in a pond
of a public park for example, in most Western societies this littering is
considered to be wrong behaviour [12] and people that see it happening
will often communicate disapproval in some way. This disapproval then
encourages that others conform to the social norms. If we transfer this
reasoning to the social web, (public) interventions for users that misbehave
on social media platforms could potentially be a really strong weapon to
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reduce the amount of misbehaviour as well and this way it could encourage
good manners on the social web. However, we currently do not know to
what extent people actually intervene others on social media when they
disapprove of such deviant behavior (1.2) and we need to explore to what
extent intervening is the norm.

2.2 Undesirable behaviour

Obviously, it is important to see how the norms identified on social media
predominantly determine what kind of online behaviour is regarded as be-
ing unacceptable. Researchers Hooper and Kalidas [11] have done so and
explored what behaviour is regarded acceptable and what is regarded un-
acceptable by youth and adolescents. This provides us with a list of these
behaviours and other types of content that occurs among college students
on social networking sites and in particular on Facebook. The list of unac-
ceptable behaviours contains the following types:

• Rude or offensive postings;
• Embarrassing postings;
• Coarse language;
• Too much, too intimate and too detailed personal information;
• Unprofessional content;
• Breaching others’ privacy; (content with sexual or illegal nature.)
• Randomly requesting friendship;
• Pestering a friends’ friends;
• Stalking.

This shows that social media users breaching others’ privacy, for example
by sharing sexual or illegal content, is something other people really dislike
to see. Therefore, it also displays once more why it is important to find out
to what extent social media users try to intervene people performing such
behaviour.

Hooper and Kalidas also found that users on social media often observe
others’ behaviour and then copy what they perceived as acceptable and
unacceptable. Moreover, personal beliefs and values guides them in their
ideas about whether something is acceptable or not.
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2.3 Contextual privacy

Besides understanding what norms users apply on social media and what
kind of behaviour is considered undesirable, it is also useful to understand
what people’s privacy expectations and privacy practices are and how these
are determined. This can be better understood by making use of the the-
ory and framework of contextual integrity. This theory designed by Helen
Nissenbaum states that our beliefs about what is public and what is private
are being affected by social expectations. Moreover does it state that such
expectations vary with specific contexts [16]. It is not a full definition of
privacy but it helps in understanding why certain patterns present in com-
munication and information between people provoke public outcry in the
name of privacy. Adapted to our own research this means that social expec-
tations resulting from the social norms governing information flow, affect
whether we think a certain type of information can be shared online with
others without any problem or whether sharing this information should stay
private and should not be exposed to others. This makes that understand-
ing these norms (2.1) is a crucial starting point for understanding whether
sharing a certain type of information is appropriate or not. As mentioned
earlier, also the context in which the expectations users have about pri-
vacy appear plays an essential role in determining privacy practices. To
give an example, usually we may be more comfortable sharing personal silly
pictures with friends in a small WhatsApp group, but sometimes we may
reveal surprisingly personal pictures to strangers we just met over Discord.
This shows that the ‘rules’ which people follow for managing their privacy
vary by situation.
Adding to this, from the body of privacy research we generally learn that
norms and behaviors regarding whether something should stay private or
can be told in public differs across cultures, but also between people of the
same culture. Privacy concerns can even dramatically vary for the same indi-
vidual over time [1]. However, if we consider privacy behaviour as context-
dependent then this dilemma of what to share and what to keep private
becomes something universal.

2.4 Types of reactions

Now that we know the different types of undesirable behaviour present on
social media and explored the concept of contextual privacy, it is also im-
portant to explore different types of interventions possible when such un-
acceptable privacy breaching behaviour occurs. The interventions social
media users apply when norms of inappropriate content and behaviors are
violated have been explored by Yasmeen Rashidi, Apu Kapadia, Christena
Nippert-Eng and Norman Makoto Su. Within their research they analysed
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sanctions that allow individuals to shape community norms on appropriate
privacy respecting behaviours [18]. From their research, we learn that these
sanctions can be classified into different categories, namely on- and off-site
sanctions (who performs a sanction), individual and collaborative sanctions
(where do they sanction) and visible and invisible sanctions (how apparent
is the sanction to the violator). The different sanctions that participants of
the research indicated to be using for managing content sharing and privacy
on social networking services are:

• Confronting;
• Gossiping and complaining;
• Passively reacting by ignoring/letting it go;
• Removing the violators/violated content;
• Implying disagreement by not actively approving;
• Uncoordinated and coordinated attacks using comments.

This list is useful, because it gives an idea about possible reactions and
intervention methods users of social media could use. Therefore, we will be
able to compare our results with those and see whether the participants of
our research also make use of certain sanctions listed here.
We also learn that young adults are aware that imposing sanctions can
be detrimental for those that want to avoid conflicts and maintain their
relationships [18]. Therefore, they often choose for interventions which are
indirect and invisible, even if they fail in expressing disapproval towards the
violator.

2.5 Bystander effect

We have seen all these different types of sanctioning strategies that users
on social media could possibly use. In certain situations these kinds of
sanctions and interventions are being used by users on social media, but in
other situations they are not. We have already seen how norm evaluation
and contextual privacy can play a large role in deciding whether people
ignore deviant behaviour or show disapproval. However, another possible
effect which could play a determining role is the so-called ‘bystander-effect’.
This effect states that bystanders of a certain event or behaviour are less
likely to intervene when there are more witnesses to an emergency [7, 14]. In
later work we find that the bystander effect is not restricted to emergency
situations only, but can occur in a variety of settings, like answering the
door [17]. For our research this would mean that users of social media
which come across unacceptable behaviour of other users are less likely to
intervene, because of the fact that basically any user could potentially read
it if they would intervene and because of a diffuse sense of responsibility.
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The bystander effect has already been explored many times in the context
of cyberbullying. For example, from the research of Leping You and Yu-Hao
Lee we learn that when it comes to intervening if someone is being cyberbul-
lied, users’ intentions to intervene increase with the bystander numbers, but
drop after a ciritcal point [27]. Generally, this research concludes that the re-
lationship between bystander numbers and intentions to intervene depends
on factors such as anonymity and the type of interventions. Anonymity
plays a strategic and a cognitive role determining intentions to intervene in
an online bullying context.
Research paper DiFranzo et al. explored whether the interface design of a
social media platform influenced bystander intervention when it comes to
cyberbullying [8]. This research indicates that bystanders are more likely
to intervene indirectly than directly, which we have also seen in chapter
2.4. Moreover, it shows us that information about the audience size and
viewership is able to increase the likelihood of reporting cyberbullying posts
through serial mediation of public surveillance, accountability and personal
responsibility. Therefore, as a design implication it suggests to display au-
dience size and public surveillance cues, such that cyberbystanders accept
responsibility for intervention.
In conclusion, we can clearly state that the bystander effect could poten-
tially also be an influencing factor when it comes to whether users of social
media intervene other users, violating people’s privacy by sharing content
of them without having permission for doing this.

2.6 Expectancy violation theory

When someone’s behaviour deviates from what was expected by others, you
could say that the expectations of this behaviour are violated. When some-
one’s expectations are violated, this violation is judged as being either a
positive or a negative violation. Moreover does this deviation influence the
so called ‘communication outcomes’, which basically means it influences the
way you respond. Typical examples of communication outcomes are com-
prehension, attitude change and attraction. All of this is basically stated by
the Expectancy Violations Theory of Judee K. Burgoon [3]. As explained
earlier already, social media users all have their own norms and values which
they apply online. It can occur that these norms are being violated by other
users of social networking services. According to the research of McLaugh-
lin and Vitak mentioned earlier, if this happens then the closeness of the
relationship you have with the norm violator plays an essential role in deter-
mining how you would react or sanction this violator [15]. Simply put, this
means that when friends of you violate your norms on social media, you are
more likely to confront them than when acquaintances violate your norms.
Moreover, it turned out that for acquaintances the severity of the violation
primarily determines how you would react.
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2.7 Second order cybernetics

A theory or science which is concerned with structures, constraints and
possibilities of purposive and regulatory systems is known as cybernetics
[26]. Wiener defined it as “the science of control and communication, in
the animal and the machine” [24]. Cybernetics basically sees a system or
algorithm, the users of this system and the designers of it, as one unit. As a
concrete example you could see a user of Facebook, Facebook itself offering
its services to this user, and Facebook as developer of new features based
upon the behaviour of this user, as one system. Within this system, both
the user and the algorithm have a responsibility to make the interaction be-
tween the different parties as useful and functional as possible. Cybernetics
treats ways in which people behave [19].
A meta-field is called second-order cybernetics or design cybernetics [13].
Generally explained, this field is about cyberneticians observing these sys-
tems and seeing whether these interactions actually happen and what would
eventually need to change to make events and interactions run smoother. It
provides us with feedback and can learn us things about the design of a sys-
tem and how this is able to steer human behaviour. Because of this, second
order cybernetics may produce design implications for systems, also on the
social web. Simply rendered, for our research this means that the design of
the interface of a social media platform has an effect on how users of that
platform interact and make use of it. On the other hand, their behaviour
also influences the social networking services, which from time to time add
and remove different kinds of functionality.
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Chapter 3

Research

Now, in this chapter we will discuss the research that we carried out in order
to obtain more insight in answers to the research and sub question, as stated
in section 1.2
First we will discuss the methodology we applied while carrying out our
research and explain our research strategy and the data generation methods
we used. We will also discuss the type of data analyses used and specify how
the quality of our research results will be ensured. Next, we will describe
our results and present them in a clear and cohesive way. Finally, we will
also provide a discussion which will give meaning to the results we found
and put them into the context of the theoretical framework we discussed
before. Moreover, we will highlight potential limitations that our research
entails.

3.1 Methods

In order to find answers to our research question and sub-question, we con-
ducted in-depth interviews with 15 different people. The interviews were
semi-structured and were held via the online videotelephony and chat ser-
vices Zoom and Discord. Additionally, the audio of the interviews was
recorded such that processing and analysis of the generated data was pos-
sible. All participants had been informed of this in advance and gave their
consent. The main reason that we chose to work via these online services
and did not interview people physically at a certain location is because of
the currently ongoing global COVID-19 pandemic. Moreover, this is a con-
venient way to contact and interview people that live across the country.
Each interview was conducted individually in a one on one conversation
and participents were recruited via our own student network and the net-
works of friends and acquaintances. There was one eligibility criteria for
participation, which was that participants must be frequent or active users
of currently popular social media platforms, such as Facebook, Twitter or
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WhatsApp, which can also be considered ‘online public places’, in contrast
to small groups of friends or private communities.

The interviews lasted between 19 and 28 minutes (M = 23 min, SD = 3.18
min) and out of the 15 participants, 6 identified as male, 8 identified as
female and 1 did not identify itself with any gender. Most of the partic-
ipants (9) were graduate students from different fields of study and were
aged between 18 and 25 years old. 3 participants were undergraduate stu-
dents and aged between 16-17. The other 3 participants were older than
50. The majority of participants is student as this group is generally more
active on social media and was more approachable to us while doing the
research. Out of the participants, 12 reported they had been using both
Twitter and WhatsApp. Most of them (8) were also using Instagram and
Facebook. Finally, some (8) also reported they had been using Snapchat
and (7) TikTok. Every participant reported making use of social media on
a daily basis, where most of them (11) even reported using it a few times
per hour.
The reason we made use of in-depth interviews, is because our research is
an exploratory research and conducting in-depth interviews is a qualitative
data generation method in which you are better able to learn about people’s
reasoning and intentions, especially when it comes to how they behave on
the social net.

Before we actually started conducting our interviews, we first composed a
framework of questions and themes that we wanted to explore during the
interviews. This way we made sure that everything we wanted to explore
was actually asked and the interviews did not deviate too much from the
main topic and research questions. This framework was then tried out in a
few ‘practice interviews’ in order to get some experience interviewing and
to find out about possible problems with the framework, like whether it was
missing data which we would actually like to know and whether the order
of the questions in the framework made sense. In the end, these ‘practice
interviews’ did lead to some updates of the semi-structured interview pro-
tocol.
Now, within this pre-prepared interview structure (see appendix A), next to
some other questions, we basically created two cases. The first case asked
whether the participant could remember one or multiple events from the
past in which online friends breached other people’s privacy by sharing con-
tent of others without permission (also see chapter 1.2). This question was
then elaborated more on by using concrete examples to make sure partic-
ipants understood the situation properly. Once they recalled such event,
they were asked explicitly to answer the next questions while having that
specific event in mind and explaining what they did in that situation. From
time to time, we asked for details and asked other follow-up questions, such

14



that participants helped us to understand what occurred from their perspec-
tives. This way, we made use of the critical incident technique [6] and made
sure people reported what they actually did in a specific situation, instead
of reporting what they would want to do in a certain situation or what they
believe would actually be the best act to perform. This of course gives more
accurate data about one’s behaviour.
If the first case did not apply and the participant either did not experience
such event before or could not remember it anymore, the second case ap-
plied. Here, participants were asked to just imagine a situation in which
online friends breached other people’s privacy by sharing content of others
without permission. In order to try and minimize the effect of the afore-
mentioned problem where participants would report acts they think would
be the best to perform in such situation here as well, we asked to take a
specific online friend and a platform in mind while answering our follow-up
questions. Depending on our questions, we also switched what kind of online
friend the participant should try to think about.

After we were done conducting the interviews, we rewatched the recordings
and transcribed every one of them in a very detailed manner, using word
processor Microsoft Word. Finally, in order to efficiently analyze the dif-
ferent answers that participants had given, we made use of qualitative data
analysis & research software ATLAS.ti 8, and we created 34 different codes
and 279 quotations in order to categorize and structure the various results.
During the coding process, we chose to make use of 6 general overarching
themes and each time we came across a participant that described some-
thing we did not encounter before, we created a new code and identified
under which theme this code would fit best. This way we made sure we did
not miss any data the respondents provided and were able to structure our
large data set and comparable information such that it became overseeable.

3.2 Results

Now we will present the results that we derived from the transcriptions of
the in-depth interviews we conducted. We will do so on the basis of our
codes. Sometimes, we will make use of quotations from the interviews that
support our results and which increase clarity. Please be aware of the fact
that these quotations were originally spoken in Dutch, but are now trans-
lated to English in order to improve the flow of this research paper.

The overarching themes that we used within our coding process were set
up as code groups and named ‘Demographics’, ‘Reaction types’, ‘Reaction
reasons’, ‘Relationship with violator’, ‘Influencing factors’ and ’Bystander
effect’. Moreover, we also came up with a few stand-alone codes, like ‘Opin-
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ion about behaviour’ and one about the reporting mechanism’. We also
identified whether participants’ answers were based on a past experience or
based on what they would do in a certain hypothetical situation that was
brought up. This structure can be seen in figure 3.1:

Figure 3.1: Code structure

In section 3.2.1, we will discuss what the participants of our research their
opinion was about users on social media violating the privacy of others by
sharing content of them without having the permission to do so. Then, in
section 3.2.2, we will present different ways of reacting and intervening that
participants indicated during the interviews. Subsequently, two important
factors that determine and largely influence whether and why participants
react and intervene in a certain way will be presented. In section 3.2.3 we
discuss how the relationship one has with the privacy violator is of influence
and in section 3.2.4 we discuss how the severity of a privacy violation is of
influence. Next, in section 3.2.5 we show whether the reporting mechanism
which is often present on social media was being used by participants of our
research. Finally, in section 3.2.6 we describe what respondents said about
the bystander effect and the influence they believed it has on them.
In figure B.1, a concise overview of the statistics of the results can be found.
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3.2.1 Opinion about privacy breaching behaviour

Before we asked participants how they reacted or would react, we investi-
gated what participants generally thought of online friends and social media
users violating the privacy of others by sharing content or information with-
out having their permission. The reason we did this is because people could
potentially have no problem with such behaviour on social media and there-
fore react in a certain way. However, this turned out to be not the case. Out
of the 15 participants, 14 said that this kind of behaviour is unacceptable
and inappropriate. Some said it made them angry while others said they
found it almost pathetic. In one of the interviews we simply forgot to ask
this question, which is why we also do not have an answer of one of the
participants.

“Well, that doesn’t make any sense. I really think it is worthless. I really
can’t stand it when people behave like that. Definitely unacceptable.”

Also an interesting comment of one of the participants was that for this
person, it really depends on the severity of the privacy violation, whether
this kind of behaviour is considered unacceptable or a type of humor that
is right on the edge. We will discuss this difference later in section 3.2.4.

In conclusion, basically all of our participants find privacy violating be-
haviour unacceptable and the decision to not intervene does not relate to
users approving the behaviour.

3.2.2 Reaction types

After we asked for participants’ opinion on this privacy breaching behaviour,
we asked them questions about how they would react and whether they
would intervene in certain situations. The answers participants gave were
based on past experiences or imaginary ‘what-if’-scenarios. We will now de-
scribe the different types of reactions and intervention methods participants
indicated.
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3.2.2.1 Privately

Most of the participants, 12 out of 15, indicated that they would most likely
react in private or reacted in private during a past experience. Different
types of reacting in a private way have been mentioned. Which one someone
goes for depends on whether the phone number of the person violating the
privacy of others is known or not. Please note that one participant may
have indicated using multiple types of reacting privately.

• Sending a direct message (DM) via social media. (12 participants)
• Sending a message via WhatsApp. (3 participants)
• Calling. (2 participants)

“That depends on whether I have his or her phone number. Otherwise I
would send a DM.”

Reasoning
Several reasons for intervening people that breach others’ privacy have been
indicated. Many participants explained that they did not want to generate
more attention for the post violating the privacy of others. If they would
reply publicly, the post would get more interaction and would get pushed
more by the social networking site to for example followers that follow the
intervenor. Moreover could it be possible that others will find this post via
your profile and this way you participate in sharing the content without
permission as well.
One participant said that they reacted in private if they knew the violator
very well. This way asking why he or she had posted such content without
permission would become easier, as the violator would feel more safe, com-
pared to publicly giving a honest reply.
Another participant said that he considered the direct messages section sim-
ply as a more convenient and more logical place to reply, due to the fact
that having conversations there runs smoother.

3.2.2.2 Reluctant

Many participants, 13 out of 15, also indicated that in certain situations
they would either not reply at all, or be reluctant with their reply. Often
they then choose to make use of the reporting functionality that many so-
cial networking sites have implemented. We will discuss this later in section
3.2.5 as well.

Reasoning
One reason to be reluctant with intervening that was mentioned often is self-
protection online. Respondents explained that they were afraid of becoming
a target of the person breaching other people’s privacy as well. Also, they
were scared that other social media users would think they regularly engage
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in negative posts and that this would affect their image in a negative way
on social media.

“If I had responded to it online, it would have caused more trouble for me
than for what it was actually about.”

Therefore, if you would be able to reply to someone anonymously - especially
to strangers - intervening publicly might become easier for social media
users. This was also mentioned by one of the participants:

“If you’re anonymous or something. Maybe this sounds silly, but if I were
to intervene myself then it feels very personal as well. So if I could just
send that person a message anonymously, I think I would do so faster.”

Another reason to be reluctant respondents mentioned was to minimize the
amount of interaction and attention the post would get, as explained already
in section 3.2.2.1 as well.

3.2.2.3 Publicly

There were also a few participants, 4 out of 15, who explained that they
would react publicly or did do so in the past already, for example by com-
menting under the post itself that breached someone’s privacy.

Reasoning
The main reason respondents gave to react publicly on social media, is that
they considered violation of privacy and sharing content without permission
as being such unacceptable behaviour, that it is important that as much
attention as possible is generated for it. Other people should see it too and
ultimately, should intervene as well. This way the privacy violator’s image
will be affected and the chance of one doing it again should decrease.
Another reason that was mentioned by a participant is that once a discussion
started somewhere and people think something about a certain post, it is
important that the entire conversation is held underneath that post such
that others also see the intervention happening and do not suddenly miss
parts of the interventions. This way other social media users will finish up
the story themselves.

“I am always like okay, at that place the discussion started, then we will
finish it there as well. (...) I don’t like it if people continue their reaction 1
on 1, because (...) everyone has been able to read the beginning. We should
finish it there before people finish the story themselves, because then it will

become a mess even more.”
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3.2.2.4 Blocking or removing

Next to reacting with a message or a conversation, whether this is done
privately or public, some participants also carried out certain actions in
order to intervene. The first one indicated by 5 out of the 15 respondents
is blocking or removing someone from social media. If you follow someone,
which suddenly starts posting for example nude photo’s of someone and
starts violating other people’s privacy, simply removing or blocking this
person could be an effective approach. This way you increase the chance
that this post will be seen by a minimal amount of people and it also prevents
a discussion from happening.

3.2.2.5 Discuss with friends

4 out of the 15 participants indicated that they also sometimes feel the need
to discuss it with friends. They then tell their friends about what happened
and ask them to report the privacy violating post as well or also intervene
the person violating the privacy of others.

“Furthermore, I sometimes also discuss it with friends of the person
violating others’ privacy or with friends of myself, if they also know that

person.”

3.2.2.6 Other reactions

When analyzing the transcriptions of the conducted in-depth interviews, we
also found a few actions that were only mentioned once overall. These other
types of reactions are listed here:

• Placing multiple posts at once with an opposite purpose, if the goal of
the initial post is to spread hate or make fun of someone.

• Calling the police, if a privacy breach can be incredibly impactful.
• Telling your parents, if the person violating the privacy of others is an

acquaintance. Chances are then that your parents know the parents
of the violator and once they tell them what happened it is possible
that they will intervene the violator.
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To summarize this section, participants indicated different types of reactions
and intervention methods they used on social media. Each reaction type has
a reasoning of why participants use it and the different types mentioned can
be classified into 6 different ‘overarching types’:

• Intervene privately;
• React reluctant or do nothing at all;
• Intervene publicly;
• Block or remove;
• Discuss with friends;
• Other types.

Out of these different types, private intervention as well as reacting reluc-
tant was often a preferred way of acting for our participants.

Overview
In the following diagram, all different reaction types and the amount of times
respondents indicated them are shown:

Figure 3.2: Reaction types
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3.2.3 Relationship with the privacy violator

One important factor that determined why participants decided to react in a
certain way and which emerged from the conducted interviews is the strength
of the relationship one has with the person exhibiting the privacy violation.
We will now describe how these different strengths of bonds influence the
way respondents react.

3.2.3.1 Direct friends

First off, 12 participants of the conducted interviews described that it would
be easier for them to intervene someone sharing content of someone else
without having his or her permission, when this person is a direct friend.
They would do this in private then.

“If it is a close friend then I would take action quicker.”

“Probably privately, um... So you don’t make fun of someone you know in
front of a whole group, so to speak.”

Reasons mentioned for this are that you know direct friends well enough to
make an estimate of how they will reply to you. You are better able to listen
to each other and you know each other’s limits. Also, you know how to talk
to each other.

“Because I think someone I talk to regularly, I would be more likely to
address and someone I almost never talk to less likely to address.”

However, on the other hand there where also 3 participants who said being
direct friends with someone complicates intervention. When you are good
friends with someone, you rather do not want to have major discussions or
risk losing the friendship you have. You want the bond to remain good.
Therefore, you choose to react reluctant.

“I did not really actively go against it, because I also did not feel like losing
that friendship or something.”

This shows that even though the relationship someone has with the privacy
violator influences how one decides to react, the actual way in which one
reacts in the end is quite personal and can differ from person to person.
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Overview
In the following diagram, the different indications participants gave are
shown, together with how many participants described them:

Figure 3.3: Indications participants gave if the privacy violator is a direct
friend

3.2.3.2 Acquaintances

When it comes to acquaintances, not much seems to change compared to
being good friends with the violator. Also here, participants indicated that
they would most likely send a direct message in a private chat in order to
intervene.

“Yes, if I had known the person or spoke to them occasionally I would have
said something about it, because then you kind of know what that person is

like.”

One participant explained that he or she would address someone less quick
if this person breaching someone’s privacy would be an acquaintance, com-
pared to how fast he or she would address a direct friend.

When talking about the reporting functionality which many social network-
ing sites contain, 2 participants indicated that they were less likely to report
acquaintances or would not report acquaintances at all, if they breach some-
one’s privacy. They would report strangers however.

“I do believe reporting is effective, but then I would not report
acquaintances and I would report strangers.”
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Overview
In the following diagram, the different indications participants gave are
shown, together with how many participants described them:

Figure 3.4: Indications participants gave if the privacy violator is an ac-
quaintance

3.2.3.3 Strangers

When it comes to strangers, participants mainly indicated two different
types of reactions they would give to people violating the privacy of others
on social media. First, 11 participants said they would react reluctant or
not react at all. The reason for this is that if you do not know the violator
personally and you also do not know the person who’s privacy is breached,
it is difficult to assess whether the violator crossed the boundary or not and
actually breached someone’s privacy. Because of that determining whether
intervention would be needed becomes more difficult and it is then easier to
be reluctant with your reply.

“Look, if I do not know the person, I am not the one to address him. I
would still try, but it is not really... Why would he listen to me, you

know?”
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A different type of reaction which 4 participants mentioned is commenting
and reacting publicly. An example reason to choose for this approach is that
they do not know the violator personally and reacting publicly is a smaller
step than reacting in a private message or call.

“Because I do not know the person, therefore the personal approach... Yes,
I simply never DM with that person, so it doesn’t really matter where I

respond.”

Overview
In the following diagram, the different indications participants gave are
shown, together with how many participants described them:

Figure 3.5: Indications participants gave if the privacy violator is a stranger

Summarized, we learn that most participants indicated that intervening di-
rect friends or acquaintances is easier to do than intervening strangers. Ad-
ditionally, they would react in private most of the time, unless the privacy
violation was performed by a stranger. In this case, reacting reluctantly is
the reaction type which is chosen most often. Some participants however
would actually reply publicly in such case. Also, the minority of respondents
indicated that intervention could actually become more complicated when
it considers direct friends.
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3.2.4 Severity of the privacy violation

Another factor that emerged from the conducted interviews is the severity of
a privacy violation. 11 respondents explained how their reaction on online
friends and social media users violating the privacy of others by sharing
content or information without having their permission, was also depended
on how bad a violation was. For example, there is a difference between
someone sharing your date of birth online, while you actually tried to keep
this secret and someone sharing a video of you doing stupid things while
being drunk. In the first case, it is not very likely that people would feel the
need to intervene, while in the second case there is a much higher chance
they would react, even if it would be only by making use of the report
functionality. Additionally, participants said that their reaction was also
“depended on the situation” in which the violation occurred.

“But I also think that it matters what actually the photo or post is. Like, if
I suddenly see a picture of someone’s face I would pounce on it a little bit
less than if it is some nude picture, because I feel like that can still bother

you later, more than a picture of your face (...). So, how severe or how big
the impact is of the privacy violating post, I think that matters a lot.”

Participants also mentioned that it is difficult to make your own judgments
about when something is okay for a certain person and when a certain post
is violating someones’ privacy. This boundary is different per person and
sometimes you might make a wrong judgement. One participant explained
they often made these judgements by imaginatively placing themselves in
such situation and determining whether they would accept a certain post.

“Yeah I think that, for me it is like a personal decision or something. So I
would simply place myself in the victim’s shoes all the time and then judge

whether I would accept it if someone else did that to me or not.”

In conclusion, the severity of a privacy violation was an important factor in-
fluencing whether respondents chose to intervene or not and to what extent.
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3.2.5 Reporting mechanism

Many, if not all, social networking sites and platforms today include a re-
porting functionality. This way this site or platform can be notified by its
users that something or someone is violating the rules of the social network-
ing site or platform. Action can then be taken by them as well. During
the interviews, we also asked the participants whether they had ever used
a reporting mechanism in the situation of someone breaching the privacy
of other people without their permission. Interestingly, it appeared that
only 2 participant had not used this functionality from time to time in such
situations.

“But I did report that account several times, because of the privacy
violation, etcetera.”

This clearly shows that the reporting functionality present on social media
already is being used very often and is a useful feature in the design of
different platforms.

3.2.6 Bystander effect

During the in-depth interviews, we also asked the participants about whether
they thought the bystander effect influenced how they would react and
whether they would react at all on social media, when they encounter pri-
vacy violation. Of course, we first explained to them what this bystander
effect actually is. Out of the 15 participants, 12 said the bystander effect
does not really influence them.

“That hasn’t played out for me, because I really don’t care one bit about
what other people think or do. I’m completely doing my own thing,

especially with things like this as well.”

However, out of these 12, 8 said that they do take into account the fact that
others can read along and can see what you are posting when formulating a
message meant for intervention. You are not alone on the social web.

“There may be thousands of people looking at that post, suppose we take
the Twitter example and an inappropriate photo is posted. I post my

opinion about it, but I know that this opinion can be seen by others. (...)
Then I’m going to explain in a normal way that this is just very

inappropriate, because if I behave aggressively then people from other
societies or friends of me who read that message might develop bad

thoughts about me. (...) So I actually make sure that I first think about it
logically before I post a message.”
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There were also 3 participants that indicated the bystander effect does ac-
tually influence whether they do or do not intervene on social media. They
indeed said that if no one said anything, they also kept themselves in the
background.
Next to this, one participant explained that he or she would have replied if
other social media users would have said something about it as well.

Overview
In the following diagram, the different indications participants gave are
shown, together with the amount of participants that described them:

Figure 3.6: Indications participants gave about the presence of the bystander
effect
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3.3 Discussion

Now it is time to discuss and analyze what the results we have just presented
actually imply. In subsection 3.3.1 we will first interpret the results that
we found and we will also relate them to the related work, as presented in
chapter 2. Next, we will come with a general concept of possible functionality
as design implication for social networking platforms in subsection 3.3.2.
Finally, we will end this section with a description of the limitations that
have to be considered with our research in subsection 3.3.3.

3.3.1 Findings

Since our research consists of 2 parts; our main research question and a
sub-question, we will discuss our findings here in 2 parts as well. In section
3.3.1.1 we will discuss our findings related to the main research question and
in section 3.3.1.2 we will discuss our findings related to the sub-question,
which both are defined in chapter 1.2.

3.3.1.1 Intervening on social media

3.3.1.1.1 Types of interventions

Within our investigation, we have found that there are different actions and
different ways in which people react towards their online ‘friends’ on so-
cial media. The most used types of reactions people give when they see a
different user on social media breaching the privacy of someone, are either
contacting the violator privately or reacting reluctant and basically ignoring
that it happens. When one choose to reply in private, in most cases they
choose to send a direct message over the social media platform where the
violation took place. Sometimes, they also choose to send a message via
WhatsApp or call the violator.
Another type of reaction which we have found is reacting publicly. However,
due to the minor amount of participants indicating they make use of this
type, we conclude that this is not a preferred way of reacting among social
media users.
Next to this, other types of reactions and actions that we have seen and
which users of social media use are blocking or removing the violator and
discussing what happened with other friends. Additionally, other actions
like calling the police or telling what happened to your parents have been
indicated.

Many of these different types of reactions and intervention methods match
the different sanctions we have discussed earlier already in section 2.4 of the
related work. First off, we can conclude that indeed many users of social
media choose to confront someone violating other people’s privacy, as the
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research of Rashidi, Kapadia, Nippert-Eng and Makoto Su also indicated.
This research did mention that such confrontation in most cases takes place
‘off-site’, but considers private messages as being off-site as well [18]. There-
fore, this finding is consistent with our results presented in section 3.2.2.1.
Next to this, we have also seen reaction type ‘gossiping and complaining’
a few times within our results. With this type of reaction, people want to
avoid an online argument with the violator and therefore choose to discuss
what happened with people that share their point of view about posts with
which they disagreed [18]. This corresponds with the reaction type men-
tioned by our participants of discussing what happened with other friends
as can be seen in section 3.2.2.5.
Finally, also passively reacting by ignoring/letting it go, removing the vi-
olators/violated content and uncoordinated and coordinated attacks using
comments, found within the same research paper and discussed before in
section 2.4, have been shown present within our results. Passively reacting
by ignoring/letting it go matches the reaction type of reluctance described
within our results in section 3.2.2.2. Removing the violators/violated con-
tent corresponds to our participants indicating in certain cases they remove
or block privacy violators on social media (see section 3.2.2.4). Lastly, the
uncoordinated and coordinated attacks using comments with which online
users give visibly direct feedback to inappropriate posts is consistent with
our result in section 3.2.2.3 which learns that people react publicly in certain
situations.
The fact that the identified types of interventions people use on the so-
cial web we identified correspond with the results mentioned earlier within
our related work, increases our confidence in the results that we found and
improves their representativeness.

3.3.1.1.2 Influence relationship privacy violator

Our present findings also suggest that participants decide in which way
they intervene a person breaching others’ privacy by evaluating how well
they know this violator and what their bond is. The majority of partici-
pants indicated that if the violator is a direct friend, they would actually
take action and intervene. However, they would do so in a private way
(3.2.3.1). In the case that the violator is an acquaintance, most participants
said they would actually intervene as well here using the same approach
(3.2.3.2). When it comes to strangers however, most participants said they
would react reluctant or not react at all (3.2.3.3). Only a few participants
said that intervening strangers is easier than intervening direct friends, be-
cause of the potential risk of affecting your friendship which does not exist
when intervening people you do not know. However, we consider the amount
of 4 respondents indicating this as being not major enough to draw strong
and reliable conclusions. Therefore, we conclude that generally, people take
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action and intervene violators of privacy quicker when they are direct friends
or acquaintances, than when they do not know the violator.
These findings are in line with the expectancy violation theory, which we
have discussed already in chapter 2. According to this theory, when one’s
norms - or expectations - are violated, this deviation influences the way one
responds. In particular does this theory mention that closeness of the rela-
tionship with a norm violator plays an essential role in the kind of reaction
one gives, as we discussed in section 2.6. Following the expectancy violation
theory we learn that if friends violate your norms on social media, you are
more likely to confront them than when acquaintances violate your norms.
As can be seen, this is also what we see reflected in and what we concluded
from our own findings. However, one difference is that according to the
expectancy violation theory acquaintances are less likely to be confronted,
while this is not apparent from our results.

In conclusion it turns out that users of social media do actually intervene
their online ‘friends’ most of the time. However, when they do so they
often do this in private. This is why interventions are not found on social
media as much as the amount of times it actually happens. People do
actually intervene their online ‘friends’. When it comes to strangers however,
intervention is less common. This is in line with the present literature known
as well.

3.3.1.1.3 Influence severity of privacy violation

From our findings, we learn that not only the closeness of the relationship
with a norm violator is an important factor for social media users when de-
ciding whether they should intervene or not. Also the severity of a privacy
violation is influential. When someone shares your date of birth online, this
is a different kind of privacy violation than when someone shares an em-
barrassing video of you (3.2.4). Additionally, our results within this section
show that it is often difficult to judge whether a certain privacy violation is
considered a privacy violation by the person who’s privacy is being violated
as well.
All of this is in line with the concept of contextual privacy, discussed in sec-
tion 2.3. This concept shows us that both our beliefs about what is public
and what is private and also the context in which expectations people have
about privacy appear, influence whether someone considers sharing a certain
type of information as being appropriate or not. Therefore, if something is
shared by someone else which does not match our own social expectations,
we would consider this as something that should have stayed private. How-
ever, since for these judgements we make use of our own beliefs, estimating
whether certain behaviour is a privacy violation for someone else you do not
know is rather difficult.
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Next to our own beliefs, also the context influences our social expectations
which we are also able to find back in our results.
The research of McLaughlin and Vitak [15] that we discussed in section 2.6
also mentioned that, in the case of acquaintances, the severity of the viola-
tion primarily determines how someone would react.

In conclusion we can state that the severity of a certain privacy violation
is indeed an important influential factor when an individual is to decide
whether and to what extent he or she should react on privacy violating
behaviour on social media. Additionally, this matches what we already
know from the literature and provides a reason to why intervening does not
always occur on the social web.

3.3.1.2 Bystander effect

When exploring our sub-question defined in chapter 1.2, we need to look
into our results about the bystander effect in section 3.2.6. These findings
indicate that the presence of the bystander effects seems to be quite limited.
When our participants where asked about it, the majority explained how
they did not really take into account the amount of ‘online bystanders’ and
that this effect did not influence them. They considered people breaching
other people’s privacy as being such a wrongful act that intervention should
not be affected by the fact that others can read along. On the other hand
however, participants did say that they take into account the fact that other
people are able to read what they post online. Therefore, they often reacted
more neatly than what they had in their minds, which shows that it is not
entirely true that the idea that there are many ‘online bystanders’ present
does not influence their behaviour and willingness to intervene at all. Con-
sequently, we argue that the bystander effect was actually present, but only
in a different and minimal way.
Looking at the related work in chapter 2, we see that in the context of cyber
bullying, the bystander effect does play quite a role. Within our research we
did not find any leads to intervention intentions increasing up to a certain
point as bystander numbers increase, after which they dropped, which was
concluded within the research of Leping You and Yu-Hao Lee [27]. Addition-
ally, we do not see a reason to display audience size and public surveillance
cues in order to make bystanders accept responsibility for intervention, as
DiFranzo et al. suggests as a design implication [8]. This makes our find-
ings about the bystander effect somewhat deviating from other literature.
As our research was exploratory, it would be good if future investigation on
the bystander effect in the context of social media and behavioural norms
will be executed using a more in-depth approach.
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3.3.2 Design implication

Now that we have discussed our results presented in chapter 3.2 and we
related our findings to the related work written in chapter 2, we will pro-
vide a very general concept of a design implication, which could potentially
increase to what extent people intervene their online ‘friends’ on social me-
dia, behaving undesirable by breaching other people’s privacy and sharing
content of others without permission (1.2). Increasing people’s motivation
and willingness to intervene others on social media is important, as it has
potential to to decrease the amount of unacceptable behaviour that occurs
on social media and encourages good manners on the social web.
Because of the fact that intervening among our participants happened the
least amount of times when the person violating others’ privacy was a
stranger, it would be useful to make intervention in these cases more ap-
proachable. We suggest doing this by using anonymity as key principle.
From our results presented in section 3.2.2.2, we learn that one of the core
reasons people reply in a reluctant way is that they are afraid of becom-
ing a target themselves as well of the person violating others’ privacy. One
participant even indicated that if they would have the possibility to reply
anonymously, intervening could become much more approachable and eas-
ier to do. Moreover, from the literature on second order cybernetics - also
known as design cybernetics - that we discussed in section 2.7, we know
that the design of the interface of a social media platform has an effect on
how users of that platform interact and use it. Therefore, implementing a
new functionality can possibly increase the amount of people intervening
violators of privacy.
A possible way of implementing such new functionality could be for exam-
ple by adding an extra like or dislike button to each post on social media.
The idea of this button would then be that it becomes possible for users
to privately and anonymously signal someone when they think the one that
posted the content should take an extra look to what they placed online.
This way the person that posted the susceptible information can easily and
anonymously be intervened in a private way by others. The threshold for
using this new mechanism would be lower and therefore intervening others
online would become easier. Obviously, this concept has to be researched
more in depth in the future and whether it actually works still has to be
shown. However, reasons why it has potential can already be given.
Firstly, this concept can be compared to functionality that is often present
already on different web fora and is used to report a certain message to a
moderator. In our case however, the report would not be received by an ex-
ternal party or the social networking service itself, but it would be received
by the person posting the privacy breaching content. Also, we can expect
that many users would actually make use of the new functionality, because
judging from our results presented in section 3.2.5 we know that almost all
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of our participants have used and still use the reporting feature that is often
present on social networking sites already. This type of reporting signals
inappropriate posts to the service itself which then participates, judges and
sometimes intervenes as being an external party. In conclusion, adding such
a new feature could encourage social media users to intervene in even more
cases, which eventually increases social control (2.1) and good manners on
the social web.

3.3.3 Limitations

We urge caution on prematurely generalizing from our findings, because
of the fact that our participants were mainly graduate and undergraduate
students under 26 years old. Nevertheless, we did find these young adult
participants remarkably careful and adept in dealing with privacy violations
by others on social media. Because of the fact that all our participants where
intensive, experienced and savvy users of social media, we do believe that
the results could potentially transfer to all social media users, regardless of
age or other demographic category.
Additionally, because our interviews did not directly assume a specific social
media platform, the results could also be appropriate for the range of differ-
ent social media platforms. However, the fact that Twitter was often named
as an example in order to concretize the different situations that people were
presented with could mean that the results show a bias towards this social
media platform.
Finally, it is important to keep in mind that participants - if they could
not recall a clear moment from the past - were asked to describe what they
would do in certain situations in relation to privacy. Because of the fact
that people have a tendency to describe what they think they would they
do or what they think would be best to do it is very well possible that if
such situation really occurs, they react differently than the way they said
they would react. This can be linked to the so-called privacy paradox [2],
which states that users tend towards privacy-compromising behavior online,
resulting in a separation between privacy attitudes and actual behaviour.

34



Chapter 4

Conclusions
Our research has been an exploratory research. It explores different ways in
which interventions take place on social networking services and it provides
us with important factors that influence whether intervention of other users
violating the privacy of online ‘friends’ takes place or not. Moreover, it
partly examines existing theories that have already been established in the
body of privacy and intervention research and literature. Also, it provides a
very general concept of design for new possible functionality applicable on
social networking services, of which still has to be proven that it works and
has to be worked out more in depth. Finally, our research also investigated
the bystander effect and whether it is present on social media services when
a privacy breach by a social media user occurs.
We will now present the most important conclusions that can be drawn from
the preceding chapters:

• Firstly, our research demonstrates that intervening on social media
is something which is very personal. Every individual has their own
implicit norms and social expectations which they use to judge about
privacy practices and violations. Additionally, we learned how severity
of a privacy violation and the relationship one has with a privacy
violator are of big influence in determining intervention.

• Secondly, we learned that people on social media do actually inter-
vene their online ‘friends’ quite regularly. However, often you do not
see that this happens, because most of the time the confrontation or
intervention takes place in a private chat or conversation.

• Finally, it turns out that presence of the bystander effect in the form
known within other literature is quite limited, even though it has been
proven present in the context of cyber bullying. On the other hand,
users of social media are actually being influenced by the presence of
‘online bystanders’, because our results indicate that people do change
the way in which they act, react and interact on social media to a
neater way, when intervening publicly.

We are optimistic about to the future of behaviour which is present on
social media and are pleased that this research contributes to understanding
mutual privacy and good manners on the social web!
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Appendix A

General interview structure

Starting from the next page, we have included the general structure that
we have used for the conducted in-depth interviews. The interviews have
been held in Dutch and therefore this interview structure was originally in
Dutch as well. However, in order to improve the flow of this research paper
we translated it entirely to English. The structure also contains certain
comments shown in italics, in order to explain how and why certain questions
have been asked in the way they have been asked. Please note that this
structure was only used as an outline and main thread of the interview.
Often, multiple follow-up questions were asked depending on the answers
participants gave. This made the proceedings of each interview unique.
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Translated: English Version 

1 
 

Main general structure / guideline of the conducted interviews: 
 

1. How old are you? 

 

2. How would you describe your gender? 

 

3. Approximately how often per week do you use social media? 

 

4. What kind of social media platforms do you then primarily use? 

 

Now I will give an explanation about the goal of the research and ask questions about how 

one reacts to other people and online friends violating the privacy of others by sharing 

content without their consent. 

 

5. How do you feel about such behavior? (Is this behavior acceptable/unacceptable?) 

 

Possibility 1 – Ask these questions if the following holds: 

We first ask whether the respondent is able to recall one or more moments that happened in 

the past where online ‘friends’ violated the privacy of others by sharing content or 

information without having their permission. In order to clarify and concretize the situation, 

we could give an example like an embarrassing picture being shared via Twitter. If the 

answer is yes and the respondent is able to name a situation, we can ask follow up questions 

in order to find out how and why he or she reacted at the time. If the respondent chose to not 

react, it is interesting to find out why not and whether the bystander effect could have played 

a role. These questions are formulated here: 

 

6. Do you recall one or more moments that happened in the past where online ‘friends’ 

(people you speak or spoke to via social media) violated the privacy of others by 

sharing content or information about others without having the permission to do so? 

For example, consider sharing an embarrassing photo, like a nude photo, of someone 

on Twitter. 

 

6.1. If so, do you remember how you reacted at the time? 
 

6.2. Why did you respond in that way?  

(Even if you decided not to respond or intervene, why not? Bystander Effect?) 

 

6.3. If the responded decided not to respond or intervene: 

What could have prompted you to intervene in this situation anyway? 

 

6.4. How long did you know the person who shared this content? 

 

6.5. In retrospect, do you think you responded well? How do you think you should  

have responded and do you feel this would have been better? 



Translated: English Version 

2 
 

Possibility 2 – Ask these questions if possibility 1 did not hold: 

In the case that the respondent could not recall one or more moments that happened in the 

past where online ‘friends’ violated the privacy of others by sharing content or information 

without having their permission, we try to describe different situations and ask the 

respondent what they think they would do in these situations. By concretizing the situations 

as much as possible we try to make sure that respondents will describe what they really 

would do in a particular situation instead of explaining what they would want to do. Also, we 

try to minimize the effect of a privacy paradox. We also randomize the order in which the 

three different situations will be presented to the respondent, such that given answers to the 

first situations do not influence the answers given in the later situations in the final results. 

 

It is important to make clear to the respondent that the described situations occur in a ‘public 

space’ on social media. This is because that is where the bystander effect might occur. 

 

Situation outline A) 

Please mention the first name of a very good acquaintance. Someone you regularly see in 

real life and also speak to via social media. Now, imagine that [name] shares a very 

embarrassing photo of someone, like a nude photo or a photo of someone being very drunk, 

via social media such as Twitter or in a WhatsApp group. Everyone on Twitter or in this 

WhatsApp group is able to see this photo and the person in the photo knows nothing about 

this. In result, his or her privacy is being violated by this. 

 

Situation outline B) 

Please mention the first name of someone you interact with very occasionally, e.g. a few 

times a year. Someone you added or started following years ago on social media like Twitter 

or Facebook. Now, imagine that [name] shares a very embarrassing photo of someone, like a 

nude photo or a photo of someone being very drunk, via social media such as Twitter or in a 

WhatsApp group. Everyone on Twitter or in this WhatsApp group is able to see this photo 

and the person in the photo knows nothing about this. In result, his or her privacy is being 

violated by this. 

 

Situation outline C) 

Please mention the first name of someone you added or started following on social media 

like Twitter, but haven’t heard from in years. Now, imagine that [name] shares a very 

embarrassing photo of someone, like a nude photo or a photo of someone being very drunk, 

via social media such as Twitter or in a WhatsApp group. Everyone on Twitter or in this 

WhatsApp group is able to see this photo and the person in the photo knows nothing about 

this. In result, his or her privacy is being violated by this. 

 

 

 

 

 

 



Translated: English Version 

3 
 

7. What would you do in this situation? Do you think you would react? 

 

7.1. If so, how would you react? 

 

7.1.1. Why would you respond in this way? What is your reasoning? 

 

7.2. If not, why would you not intervene in this situation? What is the reason for 

you? (Maybe because nobody replied? -> Bystander effect?) 

 

7.2.1. What could prompt you to intervene in this situation anyway? 

How would the situation need to change? 

 

8.  To what extent do you think the way you would respond depends on how good your 

relationship is with the person engaging in the behavior of violating another’s 

privacy, and on how often you speak to someone?  

 

9.  Do you think that the fact that everyone can basically “read along” with what 

happens on social media has an effect on how you would handle this situation? 



Appendix B

Compact overview results

Privacy and Good manners on the social web - Results
Indiciated by Total number

# participants of participants

Opinion about privacy ”Unacceptable” 14 14

breaching behaviour: ”It depends” 14 14

Reaction Types:

Privately:

Sending a direct message 12 15

Sending a message via WhatsApp 3 15

Calling 2 15

Reluctant 13 15

Publicly 4 15

Blocking or removing 5 15

Discuss with friends 4 15

Other 2 15

Relationship with

privacy violator: Direct friends:

React in private 12 15

React reluctant 3 15

Intervention is easier 12 15

Intervention is more complicated 3 15

Acquaintances:

React in private 11 15

Intervention is easier 12 15

Intervention is more complicated 1 15

Reporting them is less likely 2 15

Strangers:

React reluctant 11 15

React publicly 4 15

Severity of privacy

violation: Severity influences intervention 11 15

Severity does not influence

my intervention 1 15

Reporting mechanism:

Making use of the feature 13 15

Never made use of the feature 2 15

Bystander effect:

No influence: 12 15

Influence is limited 8 15

Influence 3 15

Table B.1: Compact overview of statistics of the results
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