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Abstract

The cryptographic sponge is a widely used framework for hash function de-
sign. In the ideal permutation model, the sponge construction has been
proven indifferentiable from a random oracle up to the birthday bound in
the capacity. Any attack whose complexity remains below this bound is
expected to achieve security comparable to that of a random oracle with re-
spect to standard properties such as collision, preimage, and second-preimage
resistance.

In this thesis, we investigate the multi-preimage resistance of the cryp-
tographic sponge. In particular, we study two scenarios: one in which inner
collisions are used and one in which they are not. We show that involving
inner collisions does not yield a more efficient multi-preimage attack. When
inner collisions are excluded, we derive tight bounds on the adversary’s ad-
vantage.

More specifically, we show that in the absence of inner collisions, the
probability of finding x preimages decreases exponentially with . In con-
trast, when inner collisions are used, the security is bounded by the complex-
ity of constructing an inner collision state. As a result, increasing x strength-
ens security only while direct multi-preimage search remains the dominant
attack strategy. Once inner collision-based attacks become cheaper, the se-
curity is effectively capped by the inner collision-based attack’s complexity.
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Chapter 1

Introduction

The sponge construction of Bertoni et al. [1] is a popular choice for modern
cryptographic hash functions based on the random permutation P model.
It works on a b-bit state which consists of an inner c-bit part, known as the
capacity, and an outer r-bit part, known as the rate, where b = r + c. The
sponge construction has two phases, namely the absorbing phase and the
squeezing phase. In the absorbing phase, input is padded into r-bit blocks
which is fed iteratively into the sponge. In each iteration, an input block is
XORed into the outer r-bits of the state followed by an update to the b-bit.
Once all input blocks have been absorbed, the squeezing phase commences.
This phase does not deal with any input, rather in each iteration the outer
r-bits are extracted and the state passes through P to squeeze out the next
r-bits. The output is taken by concatenating all extracted r-bits in order.
This is called the digest of the sponge.

The developers of PHOTON [2] proposed a generalization of this con-
struction where a higher rate 7’ > r is used during the squeezing phase. In
that case, we have b = r + ¢ =1’ + ¢/. This is depicted in Figure 2.1.

The sponge found quick adoption due to its simplicity and its ability to
offer variable length digests. Another main cause was that the developers
proved the security of sponge construction in the indifferentiability frame-
work [3]. This implies that no adversary with an attack complexity less
than 2¢/2 can differentiate the sponge from a random oracle, which allows
the sponge to be used in applications that were proven secure in the random
oracle model. It also implies that finding collisions, preimages, and second
preimages for the sponge is not easier than for a random oracle.

Andreeva et al. [4] proved this and demonstrated that for a sponge that
outputs a digest of n-bits, finding collisions requires at least

¢ ~ min{2%/2, 2"/?} (1.1)



work, and finding preimages or second preimages requires at least
¢ ~ min{2%/2% 2"} (1.2)

work. These bounds have directly influenced the parameter choices of many
sponge-based hash functions. Most notably, the SHA-3 family of hash func-
tions that sets the capacity ¢ to twice the digest length n, for a fixed set of
values of n.

The collision security bound of (1.1) is tight as proven by the indifferen-
tiability bound of Bertoni et al. [6], where a collision for a sponge with fixed
n-bit output can be obtained by finding a c¢-bit inner collision or an n-bit
output collision.

For preimage security, for certain values of ¢ and n, the bound of (1.2)
is not tight. This is mainly caused by the fact that, unlike for second preim-
age security, the final state before squeezing cannot always be easily found.
In the original introduction of the sponge construction in 2007[1], it was
claimed that a preimage attack can only be found in max{2”_’”/, 2¢/2} work.
This bound is tight, but has only recently been proven [5].

For z-preimage security of the sponge construction, tight bounds have
not yet been proven. In this thesis, we try to prove tight bounds for x-
preimage resistance against attacks that do and do not use inner collisions,
for any adversary that can make at most ¢ queries. This paper is motivated
by and closely follows the tight preimage resistance of the sponge paper [5].

The following chapters explain the necessary knowledge to follow the
thesis, followed by attacks on relevant cryptographic primitives along with
their bounds. Then, a detailed security proof is conducted whose conclusions
are finally summarized.



Chapter 2

Preliminaries

2.1 Notation

We write M & S for the experiment of choosing a random element from
the distribution S and calling it M. When S is a finite set, it is given the
uniform distribution. The concatenation of the strings M and M " is denoted
by M||M'.

For a b-bit string s, where b € Nand 0 < z <y < b—1, sz : y
denotes the substring of s from the bits of position =z to y. We denote
inner,(s) = s[b—x : b—1] and outer,(s) = s[0 : x —1]. Perm(b) denotes the
set of functions from {0,1}* — {0,1}*. For a permutation P & Perm(b)
and for i € N, P means the ' iteration of P.

A hash function family is a function H : K x M — Y where H is a
hash function, K is a set of fixed keys, M is a set of chosen plaintexts to
be encrypted, and Y is a set whose elements are called digests that are
produced by H. K and Y are finite nonempty sets, M and Y are sets of
strings. We insist that digest Y = {0,1}" for some n € N and n > 0. n is
called the hash length of H. Let m € N be the length of an input message,
then a hash function is denoted as H : K x {0,1}"™ — {0,1}".

2.2 Sponge Construction

Let b,c,r,c/;r',n € N be with b = r+c¢ =1+ . Let P € Perm(b)
be a cryptographic permutation. Let pad be an injective padding func-
tion that maps a message M € {0,1}* into k blocks of r-bits such that
the last block is non-zero. The padding appends a single 1 followed by a
uniquely determined number j > 0 of 0 bits such that pad(M) = M]||1]|0/
and pad(M) mod r = 0. The sponge construction can generate an arbitrary
length output denoted by n. We define a variable ¢ = [n/r"] which is the



number of permutations needed to be able to squeeze out a digest of length n.

Let M € {0,1}* be an input message. The sponge construction instan-
tiated with the permutation P, denoted by H” : {0,1}* — {0,1}", is now
defined as follows.

e M is padded in k blocks Mj||. .. || M}, using pad(M).
e The state is initialized as 0°.

e Absorbing phase: for each iteration ¢ = 1,...,k, the state is updated
as S <+ P(S @ (M;]|09)).

e Squeezing phase: for each iteration ¢ = 1,...,¢, the outer r’—bits
of S are extracted as Z; < outer,(S) and the state is updated as
S« P(S).

e The digest is taken as Z < (Z1||...||Z¢)[0 : n —1].
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Figure 2.1: Sponge construction

2.3 Security Model

Consider an adversary A, which is a probabilistic algorithm that has access
to a permutation P sampled uniformly at random. A can make queries

to P denoted by P & Perm(b) . A is restricted only be the number of
queries denoted by ¢ to P and P~!. The collection of queries that A has
made is called Q and is an ordered list of tuples of the form (X,Y,d) €
{0,1}* x {0,1}* x {fwd,inv}, where P(X) = Y and d denotes the query



direction. For i € N, we use Q; to denote the set of first ¢ queries the ad-
versary has made. We can assume without loss of generality that A never
repeats queries.

Everywhere Preimage Resistance Consider any image Z € {0,1}"
of length n and consider an adversary A that can query P and wants to
output a message M such that H” (M) = Z.

Definition 1. Let b,n,q € N, consider the sponge construction H7”
described earlier. For any adversary A, we define its everywhere preimage
resistance as:

Advere(A) = i Pr|P & Perm(b); M « AP(Z) : HP (M) = z]

We define Advifg “(q) as the maximum advantage over all adversaries mak-
ing at most ¢ queries.

Everywhere Collision Resistance Consider the adversary A that can
query P and wants to output messages M and M’ such that HP (M) =
HP(M).

Definition 2. Let b,¢ € N, consider the sponge construction H” de-
scribed earlier. For any adversary A, we define its everywhere collision
resistance as:

AdviGH(A) = max Pr [P & Perm(b); (M, M') AP HP(M) = H (M)

We define AdV%CpOl(q) as the maximum advantage over all adversaries mak-
ing at most q queries.

Everywhere Multi-Collision Resistance Consider the adversary A
that can query P and wants to output 2 > 2 messages such that H” (M;) =
o= HP(M,).

Definition 3. Let b,q € N, consider the sponge construction H” de-
scribed earlier. For any adversary A, we define its everywhere multi-collision
resistance as:

Pﬁperm(b); (My, ..., M) + A7 :
(My# ... # Mg) A(HP (My) = --- = HP(M,))

T

Advi5ooH(A) = Pr

We define Advf}%c"l(q) as the maximum advantage over all adversaries mak-
ing at most q queries.



Everywhere Multi-Preimage Resistance Consider any image Z €
{0, 1}" of length n and consider the adversary .4 that can query P and wants
to output = > 1 messages such that H” (M;) = --- = HP (M,) = Z.

Definition 4. Let b,n,q € N, consider the sponge construction H”
described earlier. For any adversary A, we define its everywhere multi-
preimage resistance as:

$
Advr'%Pm(.A) ~ max Pr P <& Perm(b); (My, ..., M,) < AP(Z):
H ze{o1y (My # ... % M)A (HP(My) = --- = HP(M,) = 2)

We define Advg%P "(q) as the maximum advantage over all adversaries mak-

ing at most q queries.



Chapter 3

Attack

3.1 Random Oracle

Before analyzing the security of the sponge construction, it is useful to recall
the security properties of an ideal hash function. The random oracle model
provides such a reference point. A random oracle behaves as a perfectly
random function that returns an independent uniformly distributed digest
for every new query while remaining consistent on repeated queries.

The security of hash constructions is often evaluated by comparing their
resistance to generic attacks with the corresponding resistance of a random
oracle. Any attack in a hash construction that significantly outperforms the
best known generic attack in the random oracle model may indicate a struc-
tural weakness in the construction. Consequently, the random oracle serves
as a useful baseline for understanding the security level that can realistically
be expected from a hash function.

Let R : {0,1}* — {0,1}" be a random oracle where n € N is the fixed
length of the digest. Let A be any adversary using the best known attack
making at most ¢ queries to R. The following summarizes the best known
generic attacks and their corresponding success probabilities.

e for A trying to find a preimage, they carry out the brute force attack.
Let y € {0,1}"™ be a known hash of R. To find a match, A needs to
try 2™ inputs to find a preimage with high probability. This advantage
over all adversaries against R is given by

Advi ¢ (A) < oL,

where the security is guaranteed up to =~ 2" queries.

e for A trying to find = > 1 preimages, they carry out the brute force
attack. Let y € {0,1}" be a known hash of R. A keeps attempting
distinct queries to R until they get x preimages. After ¢ < 2™ queries,



the advantage over all adversaries against R is given by

_eP 1 x z
Advig(A) < 51 (3F)" < (55F)
where Stirling’s approximation z! < (2)” is applied, and the security

. n .
is guaranteed up to =~ % queries.

e for A trying to find a collision, they carry out the birthday attack.
Finding a collision is bound by the birthday bound over the parameter
n. This advantage over all adversaries against R is given by
AdviEOl(A) < &
where the security is guaranteed up to &~ 2"/2 queries.

e for A trying to find x > 2 collisions, they carry out the generalized
birthday attack. Finding x collisions is bound by the generalized birth-
day bound over the parameters n,z. This advantage over all adver-
saries against R is given by

—eCol v
AdV% eo (.A) S 2(;1?)”,

where the security is guaranteed up to ~ 2(@—1

n/% queries.

These bounds provide the benchmark against which the security of sponge
construction is compared. The goal of the subsequent analysis is to deter-
mine whether the sponge construction achieves security levels comparable
to those of a random oracle for multi-preimage resistance.

3.1.1 Security lower bound

Bertoni et al. [6] proved that the sponge is indifferentiable from a random
oracle up to the bound Adviﬁgﬂ(Q) < %. This means that the sponge
behaves like a random oracle up to this bound. In the case of z-preimage

resistance, we obtain
Adv;;ePre(q) < AdViHn%iﬁ(q) + Adv%—ePre(q)

Plugging in the known bounds, we obtain the following state-of-the-art
bound for z-preimage resistance of the sponge:

_ 1) eq \*
x—ePre < Q(q + ]
Advi(g) < TI=+ () (3.1)

3.2 Multi-Preimage Attack on the Sponge

In the following attacks, we first assume that x preimages of Z exist. The
attack is chosen based on a case distinction depending on the values of n, c.

e Case n < ¢/2. The adversary picks a distinct message M and queries
HP(M). Then HP (M) = Z with a probability of 1/2" as there are



2™ possible results for this query. They keep picking distinct messages
individually for each preimage, until x distinct preimages M; for i =
1,...,x are found. After q = zin queries, the adversary has found x

preimages with high probability.

Case n > ¢/2. The attack consists of two sequential parts and involves
finding inner collisions. In the attack, an adversary first needs to gen-
erate x messages that collide to the same state S;. Once such a state
has been found, they carry out a 1-preimage attack from the state S
for the digest Z.

To find = colliding messages, the adversary starts by picking a mes-
sage block M; and queries P(0° @ (M;]|0°)) and keeps track of the
b-bit state S;. Then, they keep picking subsequent message blocks
M; and tracking b-bit states S; for ¢ = 2,... until eventually, one
message block M, whose permutation results in a b-bit state S, =
P(M, & ...(P(M]|0%)), where inner.(S,) has appeared before. This
happens after ~ 2¢/2 queried message blocks, where an inner ¢-bit col-
lision is found with high probability.

Let the first occurrence of the appeared state .S, whose inner c-bits
match be Sy where t < u. inner.(S,) = inner.(S;) but outer,(S,) #
outer,(St). The adversary can get a full state collision for free from
S. by generating a message block My.e. = (outer,(S;) @ outer,(Sy))
such that they get Sy = Sy @ (M free||0¢). Thus, they get a collision to
the state S; that has appeared before.

In order to generate multi-collisions, first, the message blocks between
the first occurrence of S; and S,, are taken and absorbed after which
Mpree is XORed to get S;. Repeating this message sequence x — 1
more times generates x colliding messages. This attack is known as
the cyclic attack which is seen in the repeating message sequence to
generate collisions.

Let prefix P = Mj||...||M; be the chain of message blocks that result
in the first occurrence of S, collision block C' = My 1. .. ||My||Mfree
be the chain of message blocks between the first and next occurrence
of S;. Then, x colliding messages to S; are created as follows:

M; =P||C*™! fori=1,...,z

Note that after My, the cycle is closed at the XOR stage without ap-
plying the permutation, i.e., Sy ® (M fyee||0°) = S;. When re-entering

10



the cycle, M1 is first absorbed as follows:
P(Su @ (Mreel||0°) & (M11]|0)) = P(St & (Mi41][0%)) = Sp1-

From the state S;, the adversary needs to find a message
Myre = Mp1| ... ||Mpy such that P(Mj, @ ... (P(S; @ (M1]|09)))) = Z.

First the adversary finds a state Y; before the first squeeze, which
satisfies the following:

outer, (Y;) fori=2,...,0-1
Z; =

outery,_g—1y(Y;) fori=1/

The adversary knows that Z; is equal to the outer r’-bits of Y7 giv-
ing them outer,,(Y1) = Zi. Then, the adversary guesses inner.(Y7)
such that the previous equations hold. The probability of finding such
a state Y7 depends on the probability of the above equation holding
true and is as follows:

1\ 11
F ' on—(L—1)r! T on—r/

Based on the above probability, the adversary has a valid state Y7 after
~ 2" queries with high probability.

Starting from S;, the adversary computes Y;7 = P(S; & (Mp1]/0°))
for g different values of M. Starting from the state Y; found in the
first part of the attack, the adversary computes Yy~ = P~L{(P~1(Y]) @
(M,||0°)) for q different values of M. If ¢ ~ 2°/2, there is a high
probability that there will be two values of M, and M, such that

inner.(Yy” @Yy ) =0°

Let Mchqin := outer,(Yy” @ Y;"). Define the preimage as the unique
message M. such that pad(Mpe) = Mp1||Mchain||Mpr. We remark
that if r < §, one will need multiple message blocks for both forward
and the inverse parts to perform ¢ ~ 2¢/2 evaluations, but the attack
works in a comparable way.

Finally, the messages are generated by appending the resulting M,
from the preimage attack to each of the colliding messages to obtain

11



x preimages of Z. The equation is as follows:

M; = P||C*Y|Mpe fori=1,...,x

In total, in this case the attack requires ¢ ~ 22 + (2”*’” + 20/2) ~
231 4 27" evaluations.

Thus, total cost of the entire attack is min{%, (2211 427~} which is
also called the security upper bound.

12



Chapter 4

Proof

4.1 Setup

Let Z € {0,1}" be any digest, and Z = Z1||Z2||...||Z¢ with |Z;| = ¢/ for
ie{l,....0 —1} and |Zy| = s <1’ . Let A be any adversary as defined
in Section 2.3. We use the graph representation for its query history O as
introduced in Section 2.3.

Let Z; be as follows:

{Y; € {0,1}° |outer,(Y;) = Z;} foric {1,...,0 —1}
{Y; € {0,1}% |outery(Y;) = Z;} fori=1"

The goal of A is to find z preimages M; for ¢ = 1,...,x which implies the
event z-PRE(Q):
, M; (o ,
2-PRE(Q) :Q defines = distinct paths b Mig D Yo Mig Yii1— =Y,
such that Yy € Z; fori=1,...,zand j =1,...,¢

In the case of minimal injective padding presented in Section 2.2, finding
a preimage corresponds to z-PRE(Q) with the restriction that the last mes-
sage block is not zero. In such case, x preimages found by A is the unique
message M; such that pad(M;) = M, 1||...||M; fori=1,... .

4.2 Logic
First, we introduce the following event:

INNER(Q) : 3(X, Y, fwd), (X', Y, inv) € QU {(,0°, fwd)}
such that inner.(Y) = inner.(X’)

Then, we separate the event z-PRE(Q) as the disjoint union of the following

13



two events:

2-PRE(Q) <= (2-PRE(Q) A ~INNER(Q)) V (2-PRE(Q) A INNER(Q))

We will consider dedicated trigger points for both events. Let S = {Y; |Pi~1(Y7) €
Z; for alli e {1,...,¢0}} C Z;. We define the set Sgyq and the multiset Siyy
as follows:

Stwa = {P~'(V1) | Y1 € S}
Sy = {Y1,P(V1),..., P (V1) | Y1 € S}
Intuitively, Siny includes all the states Y1,..., Yy appearing in paths which
set z-PRE(Q) if discovered, while Sgyq captures all values X from which

such path Y7 — -+ — Yy starts. These trigger points can be repeated in Sipy
when some values Z; are colliding. We now introduce the following events:

(X, Y, fwd) € Q for i = 1,...,x such that
e z-BADFWD(Q) : o
X, € Stwa ande;é]:Xi#Xj

3(X,Y,d) € Q such that (d =inv A (Y € Siny)

BADUNION :
° (Q) V (d=fwd A (X € Sgwq VX € Siny))

For (z-PRE(Q) A mINNER(Q)) to be set, since no inner collisions oc-
cur, each successful preimage must be obtained via a distinct forward query

P(X;) with X; € Sgvq. Hence, the adversary must obtain z distinct forward
hits as such. Thus, (z-PRE(Q) A -INNER(Q)) implies z-BADFWD(Q).

Likewise, for (z-PRE(Q) A INNER(Q)) to be set, the adversary must
ever make a query that either appears in a path Y7 — --- — Y, in a query
direction or guesses a state X; which sets Y; from which the ealier path
follows. In other words, it must ever query a value in Sgyq or Siny. Hence,
(z-PRE(Q) A INNER(Q)) implies (BADUNION(Q) A INNER(Q)). More
formally:

2-PRE(Q) A ~INNER(Q) = 2-BADFWD(Q) (4.2)
2-PRE(Q) A INNER(Q) = BADUNION(Q) AINNER(Q)  (4.3)

From (4.2) and (4.3), we logically obtain,
2-PRE(Q) = 2-BADFWD(Q) VvV (BADUNION(Q) A INNER(Q))

and thus

Pr(z-PRE(Q)) < Pr(z-BADFWD(Q))

+ min{Pr(BADUNION(Q)) , Pr(INNER(Q))} 4

14



4.3 Probability Computation

We upper bound the three probabilities of (4.4), starting with Pr(INNER(Q))
in Lemma 1, then Pr(BADUNION(Q)) in Lemma 2, and finally Pr(a-
BADFWD(Q)) in Lemma 3.

Lemma 1. We have

q(qg+1)

Pr(INNER(Q)) < =5

(4.5)

Proof of Lemma 1. The following proof is taken from the tight preim-
age resistance of the sponge paper [5]. We index the queries by the query
number, i.e., the i*" query is denoted by (X?,Y* d’). INNER(Q) translates
to the fact that either there is an inner collision between the set of forward
or inverse queries, or that the output of an inverse query inner collides with
0°. More formally, this implies that there exists i € {1,...,q} such that one
of the following two events happens:

HITM (XY fwd) € Q and
inner.(Y") € {inner.(X'),...,inner, (X" 1)}
HIT™ : (X%, Y, inv) € Q and
inner,(X*) € {inner.(Y''),...,inner.(Y*"!), inner.(0°)}

By basic probability theory,

Pr(INNER(Q)) < Zq: Pr(INNER(Q;) A ~INNER(Q;_1))
=1

q
<Y Pr (HITgwd(Qi) v HIT™(9,)) ﬂINNER(Qi_1)>
=1

For any ¢, the query is either in forward direction or in inverse direction.
so it can only set one of the two events. The response at the i** query is
uniformly drawn from a set of size at least 2° — ¢, among which at most 72"
elements set HITM(Q;) or HIT™(Q;). Thus:

72"
2b — q

Pr(HIT™(Q;) v HITI™(Q;)) <
Then, as ¢ < 2071,

Pr(INNER(Q)) < zq:2 <



Lemma 2. We have

Pr(BADUNION(Q)) < % + ;g_%/

(4.6)

Proof of Lemma 2. We first note that if £ = 1, |Siyy| = 2¢ < 20=7 and the
result will be meaningless as BADUNION(Q) will depend on finding a state
in Stwq as finding a path state in Sy, is already guaranteed. Thus, we focus
on the case £ > 2. By basic probability, we obtain the following

Pr(BADUNION(Q)) =
2¢/

> " Pr(BADUNION(Q) | [Stvd| = ) - Pr(|Stwal = y) +
y=1

2¢/
> " Pr(BADUNION(Q) | [Siny| = £y) - Pr(| Skl = £y)
y=1
From equations (14) and (20) of the tight preimage of the sponge paper [5],
we have that
2
Pr(BADFWD(Q)) = Z Pr(BADUNION(Q) | |Stwd| = v) - Pr(|Stwd| = v)
y=1
2/
Pr(BADINV(Q)) = ZPI‘(BADUNION(Q) | [Sinv| = Cy) - Pr(|Siny| = ly)
y=1
Then,

Pr(BADUNION(Q)) = Pr(BADFWD(Q)) + Pr(BADINV(Q))  (4.7)

Taking the results from equations (13) and (19) from the tight preimage of
the sponge paper [5], we have that

Pr(BADFWD(Q)) < ;3 (4.8)
and 40
Pr(BADINV(Q)) < an, (4.9)

Finally, plugging (4.8) and (4.9) into (4.7) we get

Pr(BADUNION(Q)) < % + ;f%/

16



Lemma 3. We have

Pr(2-BADFWD(Q)) < (;ﬂ‘f)x (4.10)

Proof of Lemma 3.
In this proof, we prove the bound using inductive reasoning. We have the

following base case whose bound is taken from the tight sponge preimage
=

paper [5].

Pr(1-BADFWD(Q)) < -4 (4.11)

2n

The following is the inductive step, which is reasoned as follows. If the
ith query triggers z-BADFWD(Q), then it means that after i — 1 queries z-
BADFWD(Q) was not set. Also, it is necessary that (r — 1)-BADFWD(Q)
must have been set after i — 1 queries for x-BADFWD(Q) to be set at the
ith query.

Pr(z-BADFWD(Q))

q
= Pr(z-BADFWD(Q;) A (z — 1)-BADFWD(Q; 1) A ~a-BADFWD(Q;_1))
=1

< i Pr(2-BADFWD(Q;) | (z — 1)-BADFWD(Q,_1) A ~2-BADFWD(Q;_1))
=1
x Pr((z — 1)-BADFWD(Q; 1))
(4.12)

We start by bounding the following event
Pr(z-BADFWD(Q;) | (x — 1)-BADFWD(Q;_1) A ~z-BADFWD(Q;_1))
There are a total of 2° states that can be queried to find a winning state.
There are x winning states, where a winning state is an element of Sp,q. A
winning state is found when a queried state yields a path which squeezes
out the digest. Each queried state is tried without replacement. If it is a
winning state, then the total number of winning states and candidate states
decreases by 1 element. If it is not a winning state, then winning states stay
the same while candidate states decrease by 1 element. The event is condi-
tioned under x — 1 winning states already being found in ¢ — 1 queries. This
means that finding the 2*® winning state happens with probability le_l)

But let us take a look at the probability of there existing only 1 winning
state. In this case, given the adversary finds the preimage at the ¢*® query,

17



they succeed in finding the preimage with probability m.

Clearly, 55— (1 for i < q. Consequently, the probability of

1
1 S P
obtaining the z*" distinct hit is upper bounded by the probability of a fresh
single hit. Therefore, we upper bound the event of finding the z'" preimage

given x — 1 found preimages with a fresh single hit event. So,

Pr(z-BADFWD(Q,) | (z — 1)-BADFWD(Q,_1) A ~2-BADFWD(Q,_1))
< Pr(1-BADFWD(Q,) | ~1-BADFWD(Q,_1))
(4.13)

Plugging (4.11) into (4.13). Since conditioned on no previous occurrence of
1-BADFWD, the ¢*" query is the attempt when the probability of setting
1-BADFWD is highest. Hence, its success probability at this attempt is
bounded by the case ¢ = 1.

Pr(z-BADFWD(Q,) | (z — 1)-BADFWD(Q;_;) A ~z-BADFWD(Q;_))

4
< —
<o

(4.14)

Then plugging (4.14) into (4.12).
q
Pr(z-BADFWD(Q)) < ) ;in x Pr((z — 1)-BADFWD(Q))
i=1 (4.15)
< ;l—z x Pr((z — 1)-BADFWD(Q))

Applying the inductive step (4.12) to (4.15), followed by the same proof
recursively = — 2 times until we get,

z—1
Pr(z-BADFWD(Q)) < (;‘f) x Pr(1-BADFWD(Q)) (4.16)
Applying the base case (4.11) to (4.16).

Pr(2-BADFWD(Q)) < ()1 « da

which completes the proof.
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4.4 Result

From (4.4), Lemma 1, Lemma 2, Lemma 3, we obtain

Pr(z-PRE(Q)) < (;f) + mm{;‘g + ;g_‘fn, : Q(q; 1)} (4.17)

and this completes the proof of Theorem 1.

19



Chapter 5

Conclusions

The main contribution of this thesis is the extension of the preimage analy-
sis of the sponge construction [5] to the setting of z-preimage resistance in
the ideal permutation model. By decomposing the success event into execu-
tions with and without inner collisions, we derived an upper bound on the
probability of finding x distinct preimages of a target digest Z.

i 4\" | . [4q  4lg  q(g+1)
Pr
Advy e < <2n> + min {271 + i 0 g

Our security bound matches the security lower bound in (3.1) up to a
factor of 4?”’6. It shows that, in the absence of inner collisions, the probability
of obtaining x distinct preimages decreases exponentially with x, yielding a
security level comparable to a random oracle.

Comparing the proof bound with the best known attack shows that
the dominant attack strategy is not a direct xz-preimage search but rather
the construction of an inner-state collision followed by state recovery. This
happens when x gets too large such that the security bound is capped by
the latter. Thus, the effective security of the construction is governed by

n
min {xQ7 (2§+1 n 2n_r/) }
e

These findings provide a first step towards a theoretical characterization
of multi-preimage resistance for sponge constructions and suggest that the
techniques used in tight single-preimage analysis can be extended to reason
about multiple preimages as well.

The proven bound we obtain is not a tight bound. This gap stems from
the inductive argument used to extend the result from one preimage to x
preimages. In particular, the proof bounds the probability of obtaining an
additional preimage by the same tight 1-preimage bound at every induction
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step. Although this gives the desired exponential decrease in the success
probability, it does not exploit the combinatorial structure for x successful
preimages. A tighter analysis would likely require a technique that treats
the = preimages jointly and recovers the combinatorial factor. Whether
such an analysis is possible in the ideal-permutation model remains an open
problem.
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