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Abstract

Online privacy has been a widely discussed topic, particularly since the im-
plementation of the GDPR in 2018, which regulates personal data usage.
In this thesis we study 178 Dutch health websites from ten different cate-
gories in order to investigate data collection by third parties. In addition
to in-depth manual traffic inspection, we use DuckDuckGo’s Tracker Radar
Collector web crawler and Python to automate the process of obtaining the
list of third parties present on the websites. Using the combination of man-
ual and automated method, we discover that the median number of third
parties vary from 2.0 to 9.0 depending on the website category, with the
median being 4.0 across all websites. Furthermore, our results indicate that
Google is present on 89.3% of the websites, with google-analytics.com being
the most prevalent domain, appearing on 64.6% of the websites. We con-
clude that while there are potential privacy risks on Dutch health websites,
such as mouse tracking and birth date sharing, there are also promising
alternatives that are already in use, such as first-party analytics.
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Chapter 1

Introduction

One method of monitoring users’ behavior and preferences over the Internet
is to utilize online tracking and data collection. Together it could lead to
the disclosure of sensitive personal data, among which are various medical
conditions. User activity could be followed across websites to identify which
topics were selected, as well as the data given in input fields or submission
forms, making health-related websites a potential rich source of information.
In 2015, a research undertaken by the Electronic Frontier Foundation (EFF)
revealed that data collection was present on US healthcare websites[4][20].
Collection of health data is a problem because information of this type could
be misused by third parties. As a result, we have focused our attention on
Dutch health websites to check for ourselves if and what kind of data third
parties collect.

The lack of user understanding about online tracking and data collection is
the main source of concern. Data can be coupled with other information
gathered across the Web to construct a behavioral profile of a user, which
can then be used for targeted advertising, for example. Health-related in-
formation, no matter how insignificant, should be treated as personal data
and should not be acquired by third parties.

In this thesis, we would like to gain insight on the Dutch health websites
to determine whether or not sensitive data collection is a current issue and
how severe it is. We look into several categories of websites and use a web
crawler to see the type of third parties present on each of them. Manual
traffic analysis is used in conjunction with web crawling to determine exactly
what data is being collected.

The proposed solution in this thesis demonstrates what is going on behind
the scenes of Dutch health websites. What kind of requests are being sent,
to whom are they being sent to, and what kind of information is being
collected in them? With such information, we are able to assess whether
data collection is a concern on Dutch health websites, and whether or not
preventative measures should be considered.



We have the following contributions in our thesis:

e Demonstrate an automated method for obtaining a list of third parties
present on a list of websites, together with the types of data they collect
through manual traffic analysis.

e Provide insight into the most prevalent third-party domains and com-
panies who own them, as well as what kind of data is being gathered.

e Determine whether the scope of data collection provides cause for
WOrTy.

We will first describe the theoretical background on the chosen crawler and
manual data inspection in Chapter In Chapter [3| we will discuss the
URL list used and the automated web crawling method in the context of
the programming language Python. Following that, we will analyze the
obtained results in Chapter Finally, we will talk about related work in
Chapter 5] and draw our conclusions in Chapter [6}



Chapter 2

Preliminaries

2.1 Tracker Radar Collector

In order to obtain data on the requests being made on given websites,
we had to choose a web crawler. DuckDuckGo’s Tracker Radar Collec-
tor (TRC) is a Puppeteer-based web crawler that is modular and multi-
threaded (source code is available at https://github.com/duckduckgo/
tracker-radar-collector). Puppeteer is a Node library to headlessly
control Chrome or Chromium over the DevTools protocol[2]. TRC provides
third-party request data for Tracker Radar (a DuckDuckGo product with
compendiums on third-party domains and their associated domains), but
we are utilizing it to gather data for ourselves in this paper.

After each successful crawl, TRC creates a .json file named after the crawled
website. This .json file contains information on requests, APIs, cookies, and
full trace events obtained during the web crawl. In addition, a metadata.json
file containing crawl and system configuration is created. TRC also includes
a post-processing script for the generated .json file which parses it and re-
turns a result.json file. The result.json file contains a list of request URLs
and domains, which is what we are interested in. Along with that, it also
provides information on most commonly contacted IP addresses, JavaScript
APIs, and cookies, but these are outside of the scope of this paper.

2.2 Manual Traffic Inspection

To be able to inspect what kind of information is being collected by third
parties, we need to interact with the websites and look at the traffic our-
selves. A web crawler can visit many websites efficiently, but we need manual
analysis to conduct a more in-depth search. As a result, we are using the
built-in Developer Tools in the Firefox browser.

The Developer Tools include a network monitoring function that displays
all of the requests made upon page load, how long each one takes, and the
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details of each request[6]. Any action on a website triggers the Network
Monitor to start monitoring the activity. This means that we will be navi-
gating through pages, thus generating traffic for the Network Monitor.
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Figure 2.1: Developer Tools Network Tab.

We will be looking at the network details window, which contains data like
Headers, Requests, Responses, among others. The Headers tab, in particu-
lar, contains information about the request, as well as the HT'TP response
and request headers. The request URL present in this tab contains infor-
mation that is directly provided to the third party and is unaffected by the
referrer policy[7].
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Figure 2.2: Example of the Details Pane in the Network Monitor.



Chapter 3

Research

To be able to identify the third parties present on Dutch health websites and
assess the data collection performed by them, we will need a list of websites
on which to base our thesis on, which will be discussed in Section In
addition, we will go over the programmed automated method of running
the web crawler in Python in Section as well as the configuration and
policies for manual traffic analysis in Section In Section we will go
over the ethical aspects of the research.

3.1 Data set

While constructing the list of websites to produce data on, we decided to
focus on 9 different categories, plus an additional one for when a website fit
none of the others. The categories were created with the intention of repre-
senting both the governmental and public sectors. We chose all of the avail-
able websites whenever possible. When that was not viable, the most popu-
lar websites were chosen based on https://www.zorgkaartnederland.nl/|
which is a website that compiles all Dutch health websites and ranks them
on a scale of 1 to 10 based on user reviews. We chose websites with a score
of 9.0 or higher. We compiled a total of 178 websites.

The chosen categories for the data set are:

General Practitioners

e Governmental

e Health Insurance Companies e Dentists

e Top-Clinical Hospitals Physiotherapists

Health Institutes

e University Hospitals
Other

e Online Pharmacies

For General Practitioners, Dentists and Physiotherapists, the top rated web-


https://www.zorgkaartnederland.nl/

sites were chosen (rating > 9.0), for the rest all the available ones. The full
list can be viewed in the Appendix chapter

3.2 Automated Data Collection

We need to automate the web crawling process in order to acquire the third
parties present on each of the previously selected 178 websites. The au-
tomation ensures that we can simply provide a .tzt file with a URL in each
line, and the program will run the web crawler on each website separately,
perform the post-processing script, and parse the results into a database.
Afterwards, we are able to see all third-party data and compile it to obtain
statistics using this new database.

We need to know which domains are third parties and which companies they
belong to before we can run TRC on our list of websites. As a result, we
employ DuckDuckGo’s Tracker Radar. It is a collection of the most common
third-party domains on the internet[8]. In particular, we are using their en-
tities folder. The entities folder contains a .json file for each company, which
lists their associated parameters, including their domains.

Owner The name of another entity that owns this entity if any

Properties A list of domains owned by this entity

MName Name of the entity

Prevalence  The percent of sites this entity is found on

Figure 3.1: Entity Properties from DuckDuckGo’s Tracker Radar[§].

The Tracker Radar entities folder is parsed into a Pandas dataframe. It
is achieved by creating a new Pandas entry for each .json file in the en-
tities folder. Omnly the Properties section of the corresponding .json file is
extracted for each entry. Each unique Owner-Domain tuple is placed in a
separate entry to avoid list column values:
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import json
import glob
import pandas as pd

jsons_data = pd.DataFrame(columns=[’properties’])
for index, js in enumerate(glob.glob(”entities /*.json”)):
with open(js, encoding="utf—8") as json_file:

json_text = json.load(json_file)

# Extracting the domains for the entity

properties = json_text [’ properties’]

# Removing unnecessary information for readability

jsons_data.loc[js.replace(’.json’, ’’).replace(’
entities\\’, ’’)] = [properties]
# Turn the list column values into separate row entries
jsons_data = jsons_data.explode(’properties’)
jsons_data.to_csv(’jsons_data.csv’, index=True)

Figure 3.2: Creating a Dataframe with Companies and Associated Domains.

We have now created a Pandas dataframe containing companies and their
associated domains, which we will refer to as the Companies and Domains
dataframe. Following on from that, we can use the Companies and Domains
dataframe in conjunction with the TRC to generate new Pandas dataframes
for each of the individual website categories.

To automate the web crawling process, we must write a script that performs
the crawl on each website separately. If that is not the case, the web crawl
data is combined, making it impossible to determine which results belong
to which website. As a result, we wrote a bash script that launches the
TRC and runs it on a specified website. The bash script is then used in a
for loop which iterates through each website in a given .tzt file.

#!/bin /bash

cd
cd PycharmProjects/TrackerFinder/tracker—radar—collector
npm run crawl — —u $1 —o ../ —v —f

node ./post—processing/summary.js —we ../ —o ../ Results/
result . json

Figure 3.3: Instructions to Run the Web Crawler on a Given Website.

After performing the post-processing on a given website, we obtain the
eTLD+1s (effective Top-Level Domains + part of the domain just before it)
from the domains contacted during the web crawl. In addition, we retrieve
the matching domain entries from the Companies and Domains database.



# Extracting top—level domains from the topDomains list
obtained from the crawl

top_-domains = [get_fld (item [0], fix_protocol=True) for item
in data[’requests’][ "topDomains’]]

# Extract the rows from dataframe which were the top domains
from the crawl

results = jsons_data.loc[jsons_data| properties’].isin(
top-domains) |. values. tolist ()

Figure 3.4: Euxtracting the Matching eTLDs+1 from the
Companies and Associated Domains Database.

Finally, we add the web crawl results to a Pandas series that contain
the website URL as a column value and the third-party company and
domain pairs as row values. The series is then merged with the dataframe
containing the results for other websites within the same category.

crawl_result = pd.DataFrame(columns=[top_domains [0]])
crawl_result [top_.domains [0]] = pd. Series(results)
domains_result = pd.concat ([domains_result, crawl_result],
axis=1)

Figure 3.5: Merging the New Results Together With the Previous Ones.

The process of running the bash script and extracting matching values is
repeated for each website category, yielding ten distinct dataframes (one
for each category).

efarma.nl deonlinedrogist.nl drogisterij.net
0 ['Google LLC', 'doubleclick.net’] ['Google LLC', 'google-analytics.com'] ['Google LLC', 'doubleclick.net’]
1 ['Google LLC', 'google-analytics.com'] ['Google LLC', 'googletagmanager.com'] ['‘Google LLC', 'google-analytics.com']
2 ['Google LLC', 'google.com'] ['Google LLC', 'gstatic.com'] ['Google LLC', 'google.com']
3 ['Google LLC', 'google.nl’] ['New Relic', 'newrelic.com'] ['Google LLC', 'google.nl’]
4 ['Google LLC', 'googletagmanager.com'] ['Mew Relic', 'nr-data.net’] ['Google LLC, 'googleadservices.com']
5 ['Google LLC', 'gstatic.com'] ['Prospect One', jsdelivr.net'] ['Google LLC', 'googletagmanager.com']
6 ['ImageKit Private Limited', 'imagekit.io’] ['Microsoft Corporation’, 'bing.com']
7 ['Prismic.io Inc.', 'prismic.io’]
8 ['Zendesk, Inc.', 'zdassets.com']
9 ['Zendesk, Inc.', 'zendesk.com']
10 ['Zendesk, Inc.', 'zopim.com']
11
12
13

Figure 3.6: FExcerpt from the Online Pharmacies Resulting Dataframe.
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3.3

Manual Data Collection

Now that we have identified the third parties and their associated domains
on each website, we need to determine what kind of data they are collecting.
To achieve the goal, we interact with the websites directly before inspecting
the traffic with the Firefox Developer Tools Network tab.

In order to acquire objective findings, we had to design a protocol for each
website category. What the protocol implies is that you should have a broad
plan for each website, as in, which parts of the website to navigate to, or
whether to check for forms or login fields. The protocols can be divided into
several categories:

For Health Insurance Companies the application for health insur-
ance was chosen in each of them. The package and available add-ons
were then selected. Following that, we filled out the form that was
provided. We used synthetic input rather than personal information
to fill out these forms, such as namelastname@gmail.com for email or
Name and LastName for the Name and Last Name input fields.

When it came to Governmental and Health Institutes, we navi-
gated to the website’s 'topics’ section. We then chose the more sen-
sitive available categories, ones that a user might not want to share
with anyone else, such as cancer, alcohol, or tuberculosis.

For Dentists, General Practitioners and Physiotherapists we
first navigated to the login screen and tried to fill in username and
password input fields. Following that, we proceeded to the intake form
and filled it out in a similar manner as for the Health Insurance Com-
panies. Finally, if a form for receiving user questions was available, we
interacted with it.

For Top-Clinical Hospitals and University Hospitals we filled
out the intake form in similar manner to the other forms, if one was
available. We then attempted to log into their portal. Finally, as with
Governmental and Health Institutes, we went to the website’s "topics’
section and selected the more sensitive available categories, such as
cancer or gynecologist.

For Online Pharmacies the process was simple. We navigated to a
urine self-test product and added it to our cart. Following that, we
did the same procedure with nicotine patches.

Finally, because each website is different, the approach for the Mis-
cellaneous category was not exactly the same for all the websites.
We attempted to interact with any forms provided on the website.
Similarly to the other cases, we navigated to the areas of the website
that discussed more sensitive themes.

11



Several measures had to be taken to ensure that the data we collect is repre-
sentative. To begin, we simulated a typical Internet user by using Firefox’s
default privacy settings. We also used a Virtual Machine to avoid having to
adjust our own browser privacy settings and have them possibly affect our
results. Second, before viewing any website, we cleared the web browser’s
cache and cookies to ensure that we only saw the seed’s third parties. If
that would not the case, trackers that connect us as users to other websites
we have visited may be visible.

Due to the thesis’s scope, we limited the inspection to the leading ten web-
sites in each category, and we will examine the results accordingly. Fur-
thermore, if a website made hundreds of requests for each interaction, the
protocol was terminated early.

3.4 Ethics

Considering we interacted with multiple websites in this thesis, it is imper-
ative to discuss a few ethical implications. We did not attempt to break
the websites throughout the manual traffic inspection process in order to
achieve our findings. Moreover, we did not put a lot of load on the website
with our automated web crawls. Our goal was to interact with the website
as though we were a regular visitor. Furthermore, we made no attempt to
collect any kind of personal information about another person. We also did
not utilize our own personal information in the forms or input fields, instead
opting for synthetic input like 123456789 for phone number.

12



Chapter 4

Results

In the current chapter we will present our results. In Section we will
first turn our attention regarding the type of third-party companies and
their associated domains present on the selected websites. In Section [4.2| we
will discuss the kind of data collected by these third parties. Finally, we will
discuss our presented results in Section [4.3]

4.1 Web Crawl Results

We chose to present our obtained results in terms of various statistical data
in order to visualize them. We display the median and the average number of
third parties present on the websites. In addition, we have graphs depicting
the ten most prevalent third-party domains and companies, as well as a
histogram of the number of unique third parties.

All websites(n=178). The median is 4.0 and the average number of third
parties present is 5.1. Some of the websites we ran the crawler on did not
utilize any third parties at all.

13



Categories Median of | Average Number
third parties | of third parties

All Websites 4.0 5.1
Governmental 2.0 2.0
Health Insurance 7.0 7.8
Top-Clinical Hospitals 3.0 3.0
University Hospitals 3.5 3.6
Online Pharmacies 7.0 7.6
General Practitioners 4.0 4.6
Dentists 4.0 4.3
Physiotherapists 5.0 5.4
Health Institutes 9.0 9.0
Miscellaneous 5.0 5.2

Table 4.1: Website Categories and their Corresponding Median and Average
Number of third parties.

25+

Count

10 15 20 25 30 35
Number of Third Parties

Figure 4.1: The Histogram of the Amount of Third Parties on All Websites.
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Figure 4.2: Top 10 Domains on All Websites.

Figure 4.2 demonstrates that Google is represented by the top six domains
across the entire website sample, with google-analytics.com being the most
popular. Nonetheless, google-analytics.com is present on 64.6% of the over-
all sample, which is the typical level when compared to a one million
site research, where it was present on approximately 65% of the inspected
websites[9].

In seventh place we have fontawesome.com, which is a widely-used icon
library and toolkit offering full icon customization for websites[22]. Js-
delivr.net is a Content Delivery Network (CDN) which loads Internet
assets[19]. Jquery.com is a JavaScript library for HTML document traversal
and manipulation[12].
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Figure 4.3: Top 10 Companies on All Websites.

The top company across all 178 websites is Google LLC. Followed by
Fonticons Inc, in ownership of fontsawesome.com.  Patiéntefederatie
Nederland is Netherlands Patients Federation that represents patient
organizations to help patients[l]. Prospect One is a global digital media
lead generation network that assists with traffic generation and advertising.
Prospect One claims to do that by combining traffic from various sources.
They also assist with the monetization of databases and user traffic[29].
Readspeaker Holding BV owns domains that offer accessibility services
to first parties, such as reading out loud text written on a website[30].
StackPath offers cloud computing services which are put in densely
populated markets[13]. Hotjar, which provides website heatmaps, session
recordings, and other behavior analytics tools, is ranked tenth[26]. Such
methods potentially expose users to privacy threats, such as the collecting of
passwords or login information in the sessions recordings via session replays.

Health Insurance Companies (n = 33). We have that the me-
dian is 7.0 and the average number of third parties present is 7.8. Both of
these statistics are much higher than the global average. It is possible that
the high number of third parties is related to the fact that health insurance
firms are always looking for new customers to purchase their products.

16
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Figure 4.4: The Histogram of the Amount of Third Parties on Health Insurance
Websites.

As illustrated in Figure 4.4, one of the Health Insurance Company websites
is an outlier with 35 unique third parties. This website is zorgkiezer.nl.

google-analytics.com
googletagmanager.com
gstatic.com

google.com

usabhilla.com
doubleclick.net

google.nl

hotjar.com
visualwebsiteoptimizer.com

rd2tag.com

T
0 5 10 15 20 25 30
Number of Websites

Figure 4.5: Top 10 Domains on Health Insurance Websites.

Usabilla.com is an Amsterdam-based service providing real-time feedback
to improve customer experience that is used by major corporations such
as ABN Amro and KLM[34]. Real-time feedback provides the potential to
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zorgkiezer.nl

capture IP addresses and mouse movements, which could be problematic
regarding privacy. Visualweboptimizer.com is used for A/B testing (split
testing), a method of comparing two versions of a single variable to deter-
mine which is more effective[35]. A/B testing is claimed to enhance user
experience. 142tag.com is a domain that belongs to Relay42, which is a
data management firm for ”Intelligent Journey Orchestration” [31].

Google LLC 9%
Usabilla B.V.

Microsoft Corporation
wingify

Hotjar Ltd

Relay42 Technology B.V.
Swiftype, Inc.

VGZ Zorgverzekeraar N.\.

BlueConic, Inc.

Cybot ApS

T
0 5 10 15 20 25 30
Number of Websites

Figure 4.6: Top 10 Companies on Health Insurance Websites.

Swiftype, Inc is a search and index company that offers a ’world-class’
search that delivers highly relevant results[21]. VGZ Zorgverzekeraar N. V.
is the Collective Health Insurance[3]. The presence of VGZ on five domains
could be attributable to the fact that it is an umbrella organization with
numerous domains. BlueConic, Inc is a Customer Data Platform that
allows to collect data and interact with visitors[23]. Cybot ApS delivers
automated ePrivacy services, most commonly used for cookiebot.com, which
is a consent solution that ensures compliance with GDPR, CCPA and other
cookie laws[24].

Top-Clinical hospitals (n = 26). The median and average number
of third parties present is 3.0.
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Figure 4.7: The Histogram of the Amount of Third Parties on Top-Clinical
Hospital Websites.
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Figure 4.8: Top 10 Domains on Top-Clinical Hospital Websites.
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Figure 4.9: Top 10 Companies on Top-Clinical Hospital Websites.

Cloudfare.com, owned by Cloudfare, Inc, provides content delivery network
and DDoS mitigation services[38]. Zebrafish Labs offers image processing

APIs[36].

University Hospitals (n = 8). The median is 3.5 and the average
number of third parties present is 3.6.
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Figure 4.10: The Histogram of the Amount of Third Parties on University
Hospital Websites.
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Figure 4.11: Top 10 Domains on University Hospital Websites.
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Figure 4.12: Top 10 Companies on University Hospital Websites.

The Financial Times Limited is one of the world’s leading news organi-
sations, and it also offers a service to provide functionality of websites on
older browsers that do not natively support it[25].

Online Pharmacies (n = 8). The median is 7.0 and the average
number of third parties present is 7.6, which is twice the amount from
the overall statistics. The high number of third parties could as well be
attributed to consumerism.
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Figure 4.13: Top 10 Domains on Online Pharmacy Websites.
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Figure 4.14: Top 10 Companies on Online Pharmacy Websites.

Zopim.com and zdassets.com are owned by Zendesk, Inc, and used for
helpdesk chat services[37]. New Relic is used for tracking performance
of services and software applications[39]. Tweakwise.com B. V. is a
Netherlands-based service offering personalized shopping experience[33].
Prismic.io Inc is a Content Management System (CMS) that allows you to
make changes to your online content[28§].

General Practitioners (n = 70). The median is 4.0 and the aver-
age number of third parties present is 4.6.
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Figure 4.15: The Histogram of the Amount of Third Parties on General
Practitioner Websites.
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Figure 4.16: Top 10 Domains on General Practitioner Websites.
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Figure 4.17: Top 10 Companies on General Practitioner Websites.

Physiotherapists (n = 9). The median and the average number of third
parties is 5.4.
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Figure 4.18: The Histogram of the Amount of Third Parties on Physiotherapist
Websites.
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Figure 4.19: Top 10 Domains on Physiotherapist Websites.
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Figure 4.20: Top 10 Companies on Physiotherapist Websites.

As depicted in Figure 4.20, Facebook, Inc is one of the top ten corporations
on physiotherapy websites. This is the company’s first appearance from all

the previously seen categories.

Dentists (n = 14).
parties present is 4.3.

The median and the average number of third
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Figure 4.21: Top 10 Domains on Dentist Websites.
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Figure 4.22: Top 10 Companies on Dentist Websites.

Figure 4.22 shows that Facebook, Inc is the number two company among
dentist websites. It is also one of the most popular domains.

Health Institutes (n = 2). The median and the average number of

third parties present is 9.0, which is significantly higher than statistics on
all 178 websites.
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Figure 4.23: Top 10 Domains on Health Institute Websites.

omappapi.com and opmnstr.com is owned by Retyp LLC, or OptinMonster,
which offers to transform traffic into subscribers, leads and sales. Exit intent
recognition, gamified wheels, and other methods are claimed to help them
grow email lists[32].
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Figure 4.24: Top 10 Companies on Health Institute Websites.

Miscellaneous (n = 6). The median is 5.0 and the average number of third
parties present is 5.2.

27



google-analytics.com
googletagmanager.com
gstatic.com
cookiebot.com
cloudflare.com

google.com

16.7%

dokteronline.com

fontawesome.com 16.7%

typekit.net 16.7%

adform.net 16.7%

0.0 0.5 1.0 15 2.0 2.5 3.0 3.5 4.0

Number of Websites

Figure 4.25: Top 10 Domains on Miscellaneous Websites.
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Figure 4.26: Top 10 Companies on Miscellaneous Websites.

Governmental (n = 2). The median and average number of third parties
present is 2.0, which is significantly lower than the overall average statistics.
The decrease could be linked to the lack of competition for government
websites, which means they are less concerned with increasing web traffic.
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Figure 4.27: Top 3 Third Party Domains on Governmental Websites.
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Figure 4.28: Top 3 Companies on Governmental Websites.

The Dutch government owns the top two domains and companies in both
Figures 4.28 and 4.29. The Central Government and the National Insti-
tute for Public Health and the Environment, respectively, are known as
Rijksoverheid and RIVM (Rijksinstituut voor Volksgezondheid en Milieu).
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4.2 Manual Interaction Results

In the current section, we demonstrate the various results we observed
during our manual interactions with the websites. We chose examples that
illustrate how users’ movements are tracked, what type of information is
gathered by third parties, or the most representative requests based on the
website category.

Mode%3Dnext%26hoofd_gebdtm%3D12-03-1945%26validate%3Dfalse2émeeverz_partn
er%3DN%26meeverz_kind%%3DN&r—0.9388748245586436"

Figure 4.29: unitedconsumers.nl Request To visualweboptimizer.com.

Birth date collection. Figure 4.29 depicts one of our discoveries on the
website unitedconsumers.nl in the Health Insurance Company category:
the birth date is provided to the wisualweboptimizer third party in the
request URL. Apart from that, we can observe that they collect information
whether the user has a partner or children. This was the only time such
a request was observed. As such information is contained in the URL
parameter of the request, it is possible that the information was leaked as a
result of a first-party error. This type of error can occur when a first party
unintentionally includes identifying information in a URL or page title[16].

[...]&dt=Bereken%20de%20premie%20en%e? Okorting%20op%e20uws2 0zorgverzekering & s

d=24-bit&sr=1920x985 E&vp=821x82 ] &je=0&ec=AddToCart¥20-%207 org& ea=5tap%0202
&el=UC%20Ruime% 20K euze®7C%E2%82%AC%20485% 7 C orgZeker?s201 %7 CTandZe

ker%202508& u=SACAAUABAAAAAC-&jid=&gjid=8cid=95505146.1637923939&tid=U
A-15045014-1& gid=1683634535.16379230940&[...

Figure 4.30: Excerpt of unitedconsumers.nl Request To google-analytics.com.

Health insurance package details. Figure 4.30 also demonstrates
that, in addition to the prior birth date, partner and children data,
google-analytics obtains specifics about the selected insurance package,
such as the type of insurance and extra services. We noticed that collecting
health insurance package details was common across the selected Health
Insurance websites, with the addition of the selection’s price details.

Facebook on application forms. Furthermore, when it came to
Health Insurance websites, apart from the previous findings, we saw that
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Facebook regularly appeared as a new third party in the form of Facebook
pizel after navigating to the forms for health insurance application. When a
visitor on a website takes an action, the Facebook pixel is triggered, allowing
the first party to contact the consumer again using Custom Audience[40].
As example, this pixel might be used to create customized adverts based
on an existing web profile. Since Facebook was not present on the website’s
homepage, it did not show up in the web crawl results. An example of a
facebook.com request is as follows:

"https-/www facebook com/tr/T1d=999824 866745 T760&ev=PageView& dI=https%3A%2F%2
Fwww unitedconsumers com%2F zorgverzekering%o2F &rl=&1f=false&ts=1637924241739&s
w=19208sh=9858v=2 9 48&r=stable&ec=08&0c=30&fbp=fb 1 1637924241737 1927788608
&£it=1637924241345 & coo=false&exp=pl &rqm=GET"

Figure 4.31: wunitedconsumers.nl Request To facebook.com.

[... ]\ currentosversion'” [\'Lmux

L\ firstvisith":[\" 163792326643 5" "] "'mr_geo_city_name\":[\"Niymegen'"].! "sem to_svstem'”
1V'gtmt" V'ual "\ " geo_city_name\": [V'Nijmegen\"].\"visiteddomain'" [\ 5998 5613-036e-4alf

—b3cf 5b60b?161c4a\” V'mr_geo_continent_name\"-[\"BEurope\"].\"mr_geo_latlong\"-[\"

421.5.8593\"].[..]

Figure 4.32: FExzcerpt of a Response To a blueconic POST Request on salland.nl.

Geolocation data. A POST request to the third party blueconic on sal-
land.nl is shown in Figure 4.32. They are acquiring the user’s geolocation,
in our case Gelderland, Nijmegen, as we can see in the response header.
Blueconic also attempts to obtain the operating system the user is using,
which could be a sign of system fingerprinting.

4{"c""wsitorMessage” "p"[{"uid":null "n":"Jan Ronald"” "ut":"s" "t":"c" "m":"Welkom by

Fvsio Masters 'nKan ik u
helpen?" "cver”-3."co":"2021-12-27T12-59-36.635Z" "origin"-"triggers” "md"- {"pi"-" 541607

dd22d70e36c2a3b420/var/trigger-images/444c8767c762490e0f4bcf8f0b8abc3 86 ffe57e0 jpg”
pvsk""61cOb8R99350042b6555e 6" ]}

4{"c" "service” "cb":0."p" ["vasitor-chat" ."/v1/visitor/dismiss-preview” . { "tumestamp”: 164060

997663511}

Figure 4.33: Messages To a websocket on fysiomasters.nl

Mouse tracking. Figure 4.33 shows a websocket to vsa85.tawk.to running
on fysiomasters.nl (a physiotherapist website) that records where the user

31



clicks on the website. In this case, it shows how and when the visitor closed
a chat pop-up message that appeared just before the event. Session replays
may benefit from the retrieval of information such as mouse movement or
clicked elements on the website. We also noticed a similar websocket on
interpolis.nl (a health insurance website), but this time it recorded mouse
movement in terms of relative coordinates, as shown in the figure below:

{"ud":"55d76b48-e1 2f-58c4-abc8-b0dibebb1fe" "viewportid”-"08546aa3-6d24-4d25-bbl
8-15243ccadaeR" "site_id"-552119}
{"mouse_move":[{"time"-15714 "timestamp" - 16406118?966? "x"-513 "y": 29?}] "relatne m

aa3- 6d24 4d25-bb18§- 15243cca3ae8”§

Figure 4.34: Message To a websocket on interpolis.nl

"https-/www google-analytics com/collect?v=1& v=196&a=1484T709694 &t=cvent&ni=18& s
=1&dI=https%e3 A%2F%2Fwww drogisterij net%s2Fbaver-ketostix-teststrips-voor-urine-3016

003288005 html&ul=en-us& de=UTF-8&dt=Drogisteri) net&sd=24-bit&sr=1920x985&vp=T

&grlca=Urmetest&z—68619468? '

Figure 4.35: A google-analytics.com request on drogisterij.net

Product details. Figure 4.35 illustrates a google-analytics.com request on
the online pharmacy website drogisterij.net, which contains product details
for the selected product, in this case a urine self test. The type of product, its
price, and product id, as well as the product category to which it belongs,
are all included in the request. Similar activity has been seen on other
online pharmacy websites, such as deonlinedrogist.nl and medicijnen.nl. The
retrieval of the types of products that the user has inspected or chosen has
the ability to reveal the user’s potential health issues.
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%QFpohkhmsche—behandelmﬁen%lF&ul—en—us&de—UTF—S&dFGvnaecolo gische%2 Ozorg
%%20in%20het02 0L UMC%20% 7C%20L UMCE& sd=24-bit& sr=1920x985& vp=854x821 &je=

0& v=CCCAAAAJAAAAAC-&d=&gjid=&c1d=1533461259.1637930858&t1d=UA-3441
2642-1& g1d=2141286141.1637930858& _slc=1&7=1563203686"

Figure 4.36: A google-analytics.com request on lumc.nl

URI, analytics and resolution. The most common google-analytics.com
request that we encountered on a large number of the chosen websites is
shown in Figure 4.36. As can be seen, Google obtains the whole URL of the
website the visitor is browsing, in this case the gynecologists subcategory. It
also records the current user’s page view, as well as the screen and browser
resolutions.

"hitps://statistiek rijksoverheid nl/prwik/piwik php?action_name=Alcohol%20%7C%20R1jks

overheid nl&idsite=4 &rec=18&r=331100&h=4&m=36&s=45 &url=https%o3IA Y2 F Y2 Fwwwr
jjksoverheid nl%2Fonderwerpen%?Falcohol&urlret=https%63A %2 F %2 Fwww rijksoverheid.

nl%2F& 1d=14b2e474385173b8& 1dts=1637746568& 1dve=1& 1dn=0& wviewts=1637746
568&send image=1&cookie=1&res=1920x985&[ . 1% 7D& gt ms=670&1t us=7408&t ue=74

O&t_ss=08t fo=4&t_ ds=4&t cs=4&t ce=48&t qs=64&t as—?33&t ae=734&t_dI=739&t di

Figure 4.37: rijksoverheid.nl statistics request.

Self-hosted analytics. Finally, Figure 4.37 shows how the government
website rijksoverheid.nl collects website statistics from users using piwik
(now also known as Matomo). This is an open-source alternative to Google
Analytics, with the difference being that the owners retain complete own-
ership of the collected data[27]. The statistics the first party collects are
which parts of the website a user visits, along with the screen resolution.

4.3 Discussion

We go over our findings and discuss the implications they suggest. In Sec-
tion we showed that the median number of third parties across all 178
websites is 4.0 and the average number of third parties is 5.1. Furthermore,
the statistic did not change much among the different categories, with the
exception of Health Insurance Companies, Online Pharmacies, and Gov-
ernmental. The increased median and the average number of third parties
present on Health Insurance Companies (7.0) and Online Pharmacies (7.0)
could be related to the desire to attract more potential clients, as mentioned
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earlier in the chapter. On the other hand, some website categories, such as
Governmental (2.0) or Hospitals (3.0 and 3.5), showed a lower number of
the median and average number of third parties present. One of the reasons
for this could be that their respective fields are not naturally competitive.
Second, rather than providing services, their primary goal is to provide in-
formation. That could be the case especially for Governmental websites, as
they would have no need to monetize traffic.

One limitation of the website selection within each of the different categories
is that it makes comparing the findings difficult. Specifically, the number
of webpages in each category varies substantially (min: 2, max: 70). An-
other limitation is that we used the Firefox browser during manual analysis,
which includes some built-in privacy measures. Some social media trackers
and cross-site tracking cookies are blocked by the built-in privacy, but sev-
eral tracking content is allowed because it would otherwise break elements
of a website[10]. Other browsers, such as Opera, Apple Safari, and Brave,
have similar browser privacy settings[18][11][5]. However, using Firefox for
manual website interactions has no effect on our web crawling results, as
TRC is based on headless Chromium, which does not have any tracker pro-
tection.

Nonetheless, based on the findings, we may conclude that on average there
are several different third parties present on Dutch health websites, with
Google taking the lead (89.3%), but then it quickly drops off (Fonticons
with 14.6%). Furthermore, the amount of third parties present on Dutch
health websites is substantially smaller than on news websites[9]. In ad-
dition, certain third parties, such as ReadSpeaker Holding or Cybot ApS,
provide useful services like accessibility or GDPR/CCPA compliance.

We can see from Section that some websites are capable of collecting
website analytics using self-hosted solutions like Matomo. If the first party’s
purpose is to acquire data on website analytics, this might potentially elim-
inate the need for third-party data sharing entirely.

On the other hand, google-analytics.com is used on 64.6% of the websites for
analytics purposes. As a result, Google may gather more data about users
across the web for a variety of purposes, including targeted advertising and
online profiling. Furthermore, there are a number of cases where more in-
formation is collected than just web analytics, which is concerning. This
includes visitor’s birth date, geolocation, and mouse movement tracking.
Such information could potentially be used by third parties for fingerprint-
ing, session replay, web beacons, tracking pixels, or tracking in general, to
mention a few examples.

34



Chapter 5

Related Work

There have been numerous studies on analyzing web privacy. A notable
related study is a paper published in 2015 by Libert on the privacy im-
plications of health information on websites based on searches for common
diseases. A total of 80142 web pages were gathered while focusing on 1986
common diseases. The PhantomJS browser was used in conjunction with
Python in Liberts study to obtain a list of third parties present on these
websites.[14]. In our thesis, we were able to streamline the process thanks
to the DuckDuckGo Tracker Radar third-party collection, which was re-
leased in 2020 and includes more than just trackers, as well as their web
crawler TRC (covered in Section [2.2).

In 2018, Libert also released a paper on an automated approach to auditing
the disclosure of third-party data collection website privacy policies. With
the help of webxray and policyxray, which are used to determine data col-
lecting third parties and extract privacy policies for auditing, they were able
to determine all unique domains per page-load on 938093 websites. One of
the findings was that Google tracked over 82% of the scanned websites.[15].
This study did not concentrate on a single category, but rather on the most
popular websites as determined by the Alexa company.

Niforatos, Zheutlin, and Sussman recently investigated the prevalence of
third-party data tracking by US hospital websites in a 2021 research letter.
They collected information on advertisement tracking, third-party cookies,
session recording devices, and Facebook and Google tracking software using
Blacklight (a tool that monitors website surveillance scripts)[17]. Unlike this
study, which focused on identifying threats, we investigated all third parties
and what type of data was being collected.

In 2016, Englehardt and Narayanan measured and analyzed one million
sites. They identified a problem with web privacy measurements and cre-
ated OpenWPM to address it. This platform is capable of automating the
simulation of users and the recording of observations[d]. For our research, we
considered using Open WPM instead of TRC, but it has one disadvantage:
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it only works on Linux operating systems.
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Chapter 6

Conclusions

In our thesis we studied the type of third parties present on Dutch health
websites, as well as the kind of data they collect. We compiled a list of 178
websites from ten health-related categories. We presented an automated
method for obtaining the list of third parties on the chosen websites using
Python and DuckDuckGo’s TRC and third-party database. In addition, we
manually interacted with the websites and examined network traffic through
Firefox Developer Tools in an effort to see the type of data requested by
third parties.

We were able to show that the median of third parties is 4.0, and the
average number of third parties present is 5.1. Furthermore, our analysis
show that Google is the most prevalent company on Dutch health websites,
with its presence being 89.3% of the websites in our sample. Furthermore,
the leading 6 domains, with google-analytics.com as first with 64.6%, are all
owned by Google. We also uncovered that apart from companies dedicated
for traffic monetization and advertising, some third parties are used for
accessibility, privacy assurance or functionality and design.

During our manual analysis of websites, we uncovered several instances
of information leaks. Apart from website analytics and URIs, mouse
movement tracking, geolocation, system and browser properties, and birth
date was collected. These findings are a cause for concern as it can be
misused for attacks on the user or online profiling. Encouragingly, certain
websites use first-party analytics solution to further prevent the collection
of use data by third parties.
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