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Abstract

We give aformal semantic$or dynamiclinking andre-linkingof code.Thesemantics
is at sourcelanguagéevel, andallows linking at a finer grain than currentJava or C#
implementationsBesidessupportingthe loading and verification of classesnterleaved
with programexecution, it also allows type-saferemoval and replacemenbf classes,
fieldsandmethods Suchextendedfeaturessupportunanticipatedsoftwareevolution.

1 Introduction

Dynamic linking was introducedinto programminglanguageso supportimplicit linking
of the newestversionof libraries. Partially linked code links further code on the fly, as
neededandthus, mostrecentupdatesare automaticallyavailableto end-userswithout the
requiremenbf furthercompilationsor re-linking.

The remit hasrecentlybeenextended to supportrequirementgrom unanticipatedsoft-
wareevolution,wherebycodemayneedto be updatedduring programexecution.To address
suchrequirementspew featuresof the JVM allow thereplacemenof aclassby a classof the
samesignature asa “fix-and-continue”feature[5], while in [11] dynamicsoftwareupdates
supportypesafedynamicreloadingof codewhosetypemayhave changedwhile thesystem
is running. Also, [2] suggestdynamiclinking of moduleswith the supportof multiple ver-
sionsof the samemodule.Finally, [1] suggest calculusfor dynamiclinking independently
of the programmindanguageandernvironment.

We presenthe semanticdor a high level languagesimilar to Java or C# with extended
dynamiclinking. In contrastto earlierformalizationsof dynamiclinking [12, 8], our model
is purely at sourcelanguagdevel. Namely althoughdynamiclinking is usually described
ata“low level” [10], in termsof generated.classfiles, its effectsarevisible to the source
languageprogrammerasshavn e.g., througha sequencef examplesin [6, 9]. Thisis why,
in our view, an explanationat sourcelanguagdevel is very important. In orderto simplify
theexposition,we do not dealwith overloadingor field shadaeving.

In moredetail,the modelwe suggesallows dynamiclinking ataveryfine grain:

DL1 Methodsignaturesnaybeloadedbeforeverificationof their correspondindpodies,
DL2 Methodbodiesneedbe verifiedonly beforeexecutiort,

DL 3 Classesnaybeloadedbeforetheir fields/methods,

DL4 Classesmethodsandfieldsmaybeloaded‘piecemeal”,

DL5 Classesmethodsandfieldsmayberemoved,if notneeded,

DL6 Methodbodiesmaybereplaced.

*Thiswork partly supportecby DART, EU projectIST-2001-33477.
IThisis similar to C#dynamiclinking.
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Figurel: Execution.

DL 1-DL4 represent refinementof dynamiclinking as currentlyimplemented. DL 5-
DL 6 areeven more“dynamic”, andcomeat a higherimplementationcost, asthey require
re-checkingheentireprogram.DL 5-DL 6 have beensuggesteih orderto supporton-the-fly
codereplacementandthus,unanticipategoftwareevolution.

Furthermorethe fact that we modeldynamiclinking at sourcelanguagdevel, imposes
the requirementor DL 1landDL 2: Namely whenverifying a methodbody, e, we needto
find the signaturesof any methodscalledwithin e; for this, we load the methodsignatures
for all calledmethods.But, we do not verify their correspondingnethodbodies,becauséf
we did, we would obtaintotal, eager verificationbefore execution?

Notation All mappingsn our modelarepartial,ande representsindefined. A function f’
extendsanotherfunction f ata, formally f' < f @a , if f' is definedon onemoreelement
thanf,i.e,iff  f'loompy =Ff and dom(f') =dom(f)w{a}.

2 Syntax, runtime model, and execution

Expressionsn our minimal languageare methodcall, field assignmentfield accesspbject

creation,the recever this, a parameteidentifiery; (¢ € N) or null indicatedby 0. Class

namesareindicatedby c, ¢’ etc methodnamesarem, o', etq, andfield identifiersaref, £'.
e€Exp = em(e*) | ef:=e | ef | newc | this | y; | 0

2This problemdoesnot appeain Java andC#dynamiclinking, becausdytecodes "enriched"with themethod
signaturefor called methods;therefore,verificationtakes placeunderthe assumptiorthat the classesontainthe
correspondingnethodsandif they do not, thenan offset calculationerroris thrown. In thatsenseyerificationin
our modelis moreeagetthanin Java andC#.



We representlynamidinking through'extensions'to theunderlyingprogramn 3. There-
fore,theoperationabemanticsewritestuplesof expressionsprogramsstacksandheapsnto
tuplesof results programsandheaps.

~ : Exp X Prg x Stack x Heap — R X Prg X Heap
o € Stack = (StackFrm)x
¢ € StackFrm = ({this} & Param) — N
X €Heap = Nt — 0Obj
o € Obj = ClssId x FieldMap

fm € FieldMap = F1dld — N
L € Nt
Kk €N
re€R = N U {nllPtrExc, StuckExc, LnkExc }

Stacks,o, are sequencesf stackframes,¢, which map this to an addressand the
parameters, ... y, to addressesr null. We usethe shorthands (z), for ¢,, (z), when
¢n is thetop of o (i.e., o =¢1...¢,). Heaps,y, map addresses$o objects. The notation
o = (¢, fm), standgfor anobjectof classc, with fieldsdescribedy themappingfm. For
suchanobject,thefield lookupo(£) is ashorthandor o, (f), andfield updateo[f— ] is a
shorthandor (o |1, o}z [f—«]). Resultsy, areeitheraddressesr null (0), or exceptions.
Addresses, , arepositive numbers.

Figurel containgheoperationakemantic®f thelanguageRulelnk replacesprogragm
by anextendingprogramat any time during execution,while ezc allows link relatedexcep-
tions to be thrown at any time during execution. We thus have a highly non-deterministic
model,similarly to [8]. Rule gbgClit allows for garbagecollection— the appendixcontains
thedefinitionfor reachableddressesGarbagecollectionis importantin our study, asclasses
may be removedwhenthereareno objectsof that class. Garbagecollectionis definedin a
stylesimilar to thatfrom [3].

The remainingrules are standardfor the operationalsemanticof sucha small object
orientedlanguageandare similar to previouswork [7]: Rule var describeghe lookup of
parametersthe recever, or a value. Rulesfld and fldAss describefield lookup andfield
update.Rule call describesnethodcall: a new frame¢ is pushedonto the stack,which is
discardedhfter executionof themethodbodye’. Rule new describeobjectcreationwhere
all fields of its classareinitialized with 0. In the appendixwe give rulesfor null pointer
exceptionsandfor stuckexecution.

The different kinds of exception and the guarantees of Soundness Our calculusallows
three kinds of exception: Null pointer exceptions,n11PtrExc, arethrown when a null-
pointeris de-referencedo accessa field or a method;they are propagatedo the context
aswell. Stuk exceptions,stuckExc, arethrown whenan objectis de-referencedo access
anon-«istingfield, or whena non-eisting methodis called;they arealsopropagatedo the
contet. Link exceptions,LnkExc, may be thrown at any point during execution,andthus
they neednot be propagatedo the context. They representink-relatedexceptionsij.e., veri-
ficationerrors,class-not-founerrors,class-circularity-errordpaderrorsetc*

Soundnessas statedin section4, guaranteeshat executionwill not getstuck,i.e., that
that executionwill not attemptto accessa non-«isting field or method. The caseof an
"absentmethod"is slightly subtle: If the dynamicclassof the recever of a methodcall of
m containsa methodsignaturefor thatm, but containsno methodbody, thenthatrepresents
the casewherethe methodbody could not be verified, andthereforeit is alink relatederror.
If, onthe otherhand,the dynamicclassof the recevver containsno methodsignaturefor m,
then, this correspondso the casewherethe classhasno suchmethod,andthereforeit is a
stuckExc. More detailsarein theappendix.

SNote, that "programextensions"standsfor all the dynamiclinking stepsfrom DL 1- DL, i.e., even suchthat
remove classe®r methods

40f course,we do not modelthe FI dAbsent andMet hodAbsent errorsof Java and C#, sincetheseare
relatedto the "enriched"bytecodeandoffsetcalculations.
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3 Programsand program extension

A programmapsa classto its superclassa classanda field identifier to its type, andclass
andmethodidentifierto its signatureandmethodbody:

m € Prg = ClssId — ClssId mapsclassto its superclass
X ClssId — F1dId — ClssId mapsclassandfield nameto type
x ClssId x MthId — (ClssId®™) mapsclassandmeth.nameto type
X ClssId x MthId — Exp mapsclassandmeth.nameto body

A programis thereforea tuple; we usethe notation(r, 7 ¢, 7,5, 7mp) to indicatethe four
componentsandwe usethe namingcorventionthatw, 7 ¢, mp,,, andm,,, standfor map-
pingsof the appropriatesignatures.

We now definefield andmethodlook up functions:

F :  Prgx ClssId x F1dId — ClssId
Fs  : PrgxClssId x F1dId — P(F1dId)
MS . PrgxClssld x MthId — ClssId*
MB . PrgxClssld x MthId — Exp

wherefor m =(ms, 7 ¢, Tms, Tms), thesefunctionsaredefinedasfollows:

() i mp(c)(E) #e

F(m,c, ) = F(m,c',£) if 7¢(c)(f) =€, andc # 74(c) = ¢
€ otherwise.
_ {f | Flm,c,f) #€} if mo(c) #e€
Fs(mc) o { € otherwise
Tms(c,m) if Tms(c,m) # €
MS(m,c,m) = MS(rm,c’ m) if Tms(c,m) =€, andc # ws(c) = ¢’
€ otherwise.
Tmb(C,m) if Tmp(c,m) # €
MB(mw,c,m) = MB(w,c' m) if #mp(c,m) =€, andc # ws(c) = ¢’
€ otherwise.

Thejudgmentsrs F ¢’ < candrn + ¢’ < ¢ meanthatc’ is a subclasof ¢, while the
judgmentsr, F ¢’ % c andw; F ¢’ 3% ¢ meanthatthetwo classesredistinctwith onea
subclas®f theother Thefour judgmentsaredefinedin theappendix.

Therulesin figure 2 definewhena programextendsanothemprogram:

refl andtrans saythatthe extensionrelationshipis reflexive andtransitve.

ldClss describedoadingof aclassc, providedthatthe superclasef theloadedclasshasa
superclasslefinedin theold program,i.e., for 7, (c) = ¢’, we neednr,(c') # €. Note,
thatthe classis loadeda an "empty shell" andits fields and methodsmay be loaded
later, “piecemeal” throughrulesidFld andldMthSig.

ldFld describedoadingthetype of afield £ for aclassc. It requiresthatno objectsof that
classor its subclassesxist on the heag, andthatthe field £ hasnot beendefinedin
ary of thesubclassesr superclassesf c .

5I1f we droppedthis requirementthenat a later stagewe could verify a methodbody that usedthe new field,
althoughwe might have objectsin the heap which did not containthatfield

6In dynamiclinking asin current]VMs and C# implementationsthe situationis simpler The requirementhat
thereareno objectsof subclas®f ¢ is implicitly guaranteethecauselassesrefully loadedbeforethefirst objectis
createdandtherequirementhatthereis no otherfield £ is ary of the sub-or superclassesf ¢ neednotbeimposed
becausdield resolutiontakesthe classdefiningthefield into account.



ldMthSig describesoadingthesignatureof amethodn in aclassc. It requiresary signature
for m in a subclassof ¢ to be a "subsignature'of the newly loadedsignature,and
ary signaturefor m in a superclas®f c to be a "supersignaturebdf the newly loaded
signature’, The "subsignaturgudgmentr + c...c!, < c;...c, requiresthe agument
typesof thefirst to be supertype®f the correspondingirgumenttypesof the second,
andthe returntype of the first to be a subtypeof the returntype of the second- or
the secondsignatureto be empty; it is definedin the appendix. Notice that it does
not requirethe classesappearingn the signatureof methodsor the typesof fieldsto
belongto classeshathave alreadybeenloaded.

verMthBdy describeghe verification of a methodbody. It requiresthe signatureof the
methodto have alreadybeenloaded,andthe body of the methodto verify, i.e., to
be type correct, assumingthat the parametersy, ... y, have typescy, ... c,, as
prescribedy thesignatureandreturnaresultof a subtypeof c,, 11, thereturntype of
thesignatureln figure 3 we defineverification.

rmFld allows the removal of afield £ from a classc, providedthat no methodbody ver-
ification dependedn the existenceof thatfield, i.e., all methodbodiesverify in 7',
after the removal of thefield. Note,thatin contrastto rule IdFld, we do not require
thatthereshouldbe no objectsof classc on the heap,sincethis doesnot affect type
soundnes§.

rmMthSig allowstheremoval of methodsignaturdor m for classc, providedthatnomethod
body verificationdependean the existenceof that methodsignaturej.e., all method
bodiesverify in 7'.

rmMthBdy allows theremoval of methodbodyfor m for classc. Note,thatthis allows the
removal of methodswhich are currently active on the stack. This is not problematic
in our settingwith large stepoperationalsemanticswhich, in somesense,'copies”
methodbodiesuponmethodcall.

rplMthBdy allows replacingthe methodbody for m in classc by expressione, provided
thate satisfiegshe methodsignature.

rmClss allows theremoval of classc, providedthatthis classis not the superclassf ary
otherclassc’, thatthereexist no objectsof that classon the heap,thatc hasno fields
or methoddlefined,andthatc wasnot neededn theverificationof any method.

RulesldClss, ldFld, ldMthSig andldMthBody correspondo featuresDL 1-DL 4, and
thus, they reflectdynamiclinking asin currentJava and C# implementationsalbeit with
finer stepsthusrequiringmoredetailedchecksthancurrentimplementationsRule rm Clss
correspondso currentJVM hotswapping.

RulesrmFld, rmMthSig, rmMthBody, andrmClss correspondo DL5-DL 6. Because
they allow the removal of entities,they make heary requirementon checking- in effect
they requirere-checkinghe completecurrentprogram,and,in somecasesthey alsorequire
scanninghecompleteheap.The expenseof thesecheckss justified by thefactthatruntime
removal andreplacemenarerarely applied,but whenthey areapplied,they arenecessitated
by thedemando upgradesafelya, possiblysafety-critical systemon thefly.

RulesrmFld, rmMthSig, rmMthBody, andrmClss combinedwith rulesldClss, ldFld,
ldMthSig and ldMthBody have the overall effect of replacemenof entities. However, al-
thoughary replacementan be representeddy a sequencef such primitive removal and
loadingoperationsthereexist simplereplacementsyhich requirea long sequencef such

"This requiremenis unnecessarin Java and C# implementationsbecausef dynamiclinking is at byte-code
level, in which methodcalls areannotatedvith the correspondingignature.
8This hasbeenpointedout by the secondanorymousreferee!
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primitive operations.g., , replacingthe signatureof amethodwhichis calledby othermeth-
ods. Therefore althoughthe choiceof the primitive operationds attractie at a theoretical
level, it is not necessarilfhe mostnatural.

4 Soundness

A programis well formed,judgment = in figure 4, if the classhierarchyformsatree,no
field identifieris re-definedn a subclassandsuperclassany methodoverridinga methodof
asuperclassassignaturewhichis asubsignaturef the overriddenmethod,andall methods
bodieshave a signatureandthey verify to thatsignature We expectto be ableto prove that
extensionandhencealsoevaluation,presereswell-formednes®f the program.

A heapandstackconformto a programandernvironment,judgmentr, v F x, o in figure
5, if therecever andargumentgointto objectswhich conformto their type declaredn the
environment.An objectconformsto atypec if it is of classc’ andc’ is asubclasof ¢, and
it containsappropriatevaluesfor all fields of the classc.

Soundnessf thesystemguaranteethatexecutionof awell typedexpressiorin anappro-
priatestackandheapandin contet of awell formedprogramwill notgetstuck,i.e., will not

9This hasbeenpointedout by the secondanorymousreferee!
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attemptto accesson-«istingfieldsor methodsandif it producesavalue,thisvalueis guar
anteedo conformwith thetype of the original expression.Soundnessnakesno guarantees
aboutlink andpointerexceptions.We expectto be ableto prove thefollowing Theorem:

Theorem 1 (Soundness) If

o T,k x,0, and Fm, and
e m,yke:c and e,mo,x~ r, 7, X
then
o 17, and w',vFx', 0,
e 1 # StuckExc, and ifr =k,thent’,x'FK<c

5 Conclusions and further work

We have developeda formal systemwhich modelsdynamiclinking and re-linking at the
languagdevel. ataveryfine level. The suggestedeaturessupportunanticipatedsoftware
evolution.

Furtherwork includes

e completionof thetechnicaldetailsandproofs,

¢ aninvestigationin how far the conditionsfor programextensionin this paperarenec-
essanyfor preserationof programwell-formedness,

e arefinementof the modelinto a seriesof modelsreflectingmore and morerelevant
implementationdetails (e.g., classlayout, objectlayout, offset calculation),and the
restrictiongthey bring into the conceptof programextension,

e aninvestigationin how far the restrictionof Jasa dynamiclinking (eg objectcreation
afterloading, no methodremaal togethemwith our currentmodelwould leadusto the
dynamiclinking modelasin currentJasaimplementations,

e aninvestigationinto ways of expressingdynamiclinking operationsat a coarser or
morevariablegranularity

e extensiondo incorporatadeasfor unanticipateabjectreclassificationf4].
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Appendix

Reachableaddresses An address reacdesanotheraddress’ in thecontet of heapy, iff
for somefield £, x( ¢ )(£)=¢', or x( ¢ )(£f) reaches . An address is reachablefrom a stack
o in y, iff thereexistsa k, sothatl < k < n ando =¢;...¢y...¢0,, and¢; (this) reaches ,
or ¢, (y) reaches for somey.

Stuck execution and null-pointer exceptions RulesfldNull, fldAssNIl, and callNull de-
scribenull pointerexceptions. RulesfidStck, fliAssStck, and callStck describestuck ex-
ecution,dueto a missingfield or methodbody. Rules propNull, and propStck describe
propagatiorof exceptions.

In particular aswe discussedn section2, anundefinedsignatureor the particularclass,
i.e, MS(..,..,..) = eindicateghattheclasshasno suchmethod andthenexecutionis stuck,
while a definedsignatureandundefinedmethodbody; i.e., MS(.., .., ..)~e = MB(..,..,..)
indicatesa verificationerror for the methodbody, andthenexecutionthrows a link related
exception.
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x(1) = (¢, ...)
MS(m,c,m) =€

e, m,0,X ~ nllPtrExc, m, x

fldAssStck
! !
e’7T705XML’7T5X
! ! ! n n
e77r70—7XMK:77r 7X

X"(1)(f) =€

ef:=e',m, 0,x ~ stuckExc, 7", x"

propStck
e',mw, o,x ~ stuckExc,, X
e hassubepressiore’

em(eq,...ey), T, 0, X ~ stuckExc, 7', x’

e, m,0,X ~» stuckExc,m, x

Subtypes Thejudgmentr, F ¢’ < c meansthatc’ is a (possiblyindirect) subclassof
c accordingto 7, while 7, F ¢’ ¥ c meansthatc’ # ¢, andeithern; F ¢’ < cor
s b ¢ < c'. Bothjudgmentsanbeextendedo full programsgiving judgmentsr - ¢’ < ¢

andr F ¢’ xc:

ws(c') =c¢

— s <c” s <c
7rs|—c SC "
s’ <c 7T:(7T3,7Tf;77ms;7rmb)
msFec<c T Fd<c T
sk <c & - -
mshc <c mskc<c s %c
C;éCI C;éCI 7T=(7Ts,77f;7rmsa7rmb)
e xc mshc' xc mhkcxc

Subsignatures Thejudgmentr F cf...c], < c;...c, saysthatthe signaturec]...c), may
safelyoverridesignaturec; ...c,, in asubclassThefirst rule saysthatary signaturemayover-
ride a non existing definition, while the secondrule saysthat subsignatureare contavariant
in algumenttypesandcovariantin resulttypes.

mhe;<cl i€ln—1

!
ke, <cp

! !
mhcl..c, <e

mkci...cl, <ci...cp
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