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What is RFID?
Does it make sense to have a specific domain devoted to 
security and cryptography in RFID?

Gildas Avoine

Université Catholique de Louvain
Belgium



Information Security Group
Université catholique de Louvain, B-1348 Louvain-le-Neuve, Belgium
http://site.uclouvain.be/security/

RFID

Radio Frequency IDentification.

“RFID is a generic term that is used to describe a system that 
transmits the identity (…) of an object or person wirelessly, 
using radio waves.”
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Identification

Is it only identification?

Is it at least identification?

http://www.google.be/imgres?imgurl=http://images.androidworld.nl/wp-content/uploads/wifi-logo.jpg&imgrefurl=http://www.androidworld.nl/1716/files-op-je-sd-kaart-beheren-via-wifi/&usg=__gl8z1DeSFi_vC4HCg_WYqg-lvsI=&h=278&w=400&sz=16&hl=nl&start=3&um=1&itbs=1&tbnid=FeM4cqAOue01cM:&tbnh=86&tbnw=124&prev=/images%3Fq%3Dwifi%26um%3D1%26hl%3Dnl%26client%3Dfirefox-a%26sa%3DN%26rls%3Dorg.mozilla:en-US:official%26channel%3Ds%26tbs%3Disch:1
http://www.google.com/imgres?imgurl=http://gadgetophilia.com/wp-content/uploads/2009/04/bluetooth-dongle-btu-001-support-vista.jpg&imgrefurl=http://gadgetophilia.com/top-10-mobile-phone-accessories/&usg=__x5B4Jx8WIo6tU_sIsfBe87C_nXo=&h=300&w=300&sz=20&hl=en&start=13&um=1&itbs=1&tbnid=yTjOXUFVJTxiDM:&tbnh=116&tbnw=116&prev=/images%3Fq%3Dbluetooth%26um%3D1%26hl%3Den%26sa%3DN%26tbs%3Disch:1
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Communication Model

There are reader-tag communications only (no tag-tag).

EPC Global considers peer-to-peer communications (class IV)

http://www.google.be/imgres?imgurl=http://images.androidworld.nl/wp-content/uploads/wifi-logo.jpg&imgrefurl=http://www.androidworld.nl/1716/files-op-je-sd-kaart-beheren-via-wifi/&usg=__gl8z1DeSFi_vC4HCg_WYqg-lvsI=&h=278&w=400&sz=16&hl=nl&start=3&um=1&itbs=1&tbnid=FeM4cqAOue01cM:&tbnh=86&tbnw=124&prev=/images%3Fq%3Dwifi%26um%3D1%26hl%3Dnl%26client%3Dfirefox-a%26sa%3DN%26rls%3Dorg.mozilla:en-US:official%26channel%3Ds%26tbs%3Disch:1
http://www.google.be/imgres?imgurl=http://www.cambridgeaudio.com/gallery/remotes/DVD86-Remote.jpg&imgrefurl=http://www.cambridgeaudio.com/series.php%3FSID%3D7%26Title%3DRemotes&usg=__RELvKRzMmSGFRRpgKmP1nhXwE8k=&h=1636&w=1936&sz=213&hl=nl&start=4&um=1&itbs=1&tbnid=Ug9vgAXCLFwVEM:&tbnh=127&tbnw=150&prev=/images%3Fq%3Dremote%2Bcontroler%26um%3D1%26hl%3Dnl%26client%3Dfirefox-a%26rls%3Dorg.mozilla:en-US:official%26channel%3Ds%26tbs%3Disch:1
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Communication Initiator

Only the reader can initiate the communication

This partially discards the active RFID.
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Operator Intervention

The tag always answers automatically without intervention of 
the user.

Not so bad, but not perfect:
What does “without intervention” mean? No button, but presence 
required.
Some technologies discarded.



Information Security Group
Université catholique de Louvain, B-1348 Louvain-le-Neuve, Belgium
http://site.uclouvain.be/security/

Computation Capabilities

RFID tag = low-capability device.

Where is the limit between a low-capability device and a 
powerful device?
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RFID vs Contactless Smartcards

People from the smartcard world usually consider that 
smartcards are not RFID.

RFID means unsecure.

W/o microprocessor?
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So… what?

Contactless using radio waves?

At least identification?

Low-capabilities?

Reader-Tag communication model?

No intervention of the user in the communication process?
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So… what?

Next year’s brainstorming: When did the RFID appear?
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