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1 Introduction

Development of a reliable software system has to be approached in a systematic way and
requires use of appropriate tools and mechanisms to ensure a high level of quality for the
system under development. Testing is an important phase in software development life cy-
cle that has to be managed very well. A detailed explanation and usefulness of structured
testing is outlined by Pol et al.[1] in a Test Management approach(TMap).

In this research, we investigate techniques for automatic testing of a security sensitive
application, in particular a Java Card application implementing Kerberos network authenti-
cation protocol[2]. Our plan of work is to perform software tests using test cases derived
from models that describe functional and security aspects of the systems. The research
project will evaluate challenges of automatic model-based testing for a practical security
application.

The frame work for model-based testing is appealing to our research, because it facilitates
automation of the testing process as discussed in the papers[3, 4] and thus is seen as a
fore-runner for testing techniques that can be easily integrated in the software development
life cycle.

1.1 System Under Test

The system that is to be investigated is an Electronic Banking (E-Banking) application,
which uses Kerberos network authentication protocol to provide a secure environment for
communication between the Java card client, who is typically an individual with a mobile
phone containing a smart card running a Java card application and the banking system
hosted at the bank. The application uses smart card to enhance security for a Java 2 Micro
Edition (J2ME)[5] application.

The application can be used on a cell phone to allow its users to access their bank accounts
and perform any supported transactions. Essentially, if the transaction is not an inquiry one
(For example, asking for bank balance) then, it would have to result into a debit or credit
of the customer’s account. The Java Card application on the Java Card would contain the
authentication logic that ascertains whoever is trying to credit or debit an account.

The communication between the banking application (server) and the client on the cus-
tomer’s cell phone is secured by an implementation based on Kerberos[6, 7]. All information
exchange is encrypted by a secret key installed on the customer’s smart card. The secret
key would comprise of the user’s pin code which is chosen at the time of installation and
an E-banking key which is known only to the bank.

The Java Card technology has to ensure that the E-bank’s key is never exposed to any
client application accessing the Java Card application.

1.2 Problem Definition/Research Goal

The research aims to explore and investigate challenges in the use of formal methods for
automatic validation and conformance testing of security protocols in a Secure Java Card
Application. Why should we perform validation and conformance testing? Almost every
average user of information systems would agree with the fact that a large percentage of
software is implemented with errors. Worse still, security applications cannot provide a
guarantee to the confidentiality and integrity of information if the implementations are not
correct. The research project explores techniques for validating an implementation of a
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security protocol and specifying it formally so that conformance testing can be performed.
Model-based testing has many advantages, but the most important one for this research
is automation of the testing process for software systems[4]. Model-based testing has been
successful for many types of tests, but little has been said about model-based testing for
security properties of an application. The research project aims to validate correctness
of the protocol implementation and also perform conformance testing for the implemented
Kerberos network security protocol in relation with the standard specification. The research
project intends to achieve the objectives listed below:

i. Model implementation of Kerberos in the system using high level protocol specification
language[8] and then perform validation using AVISPA tool[9]. Figure 1 below shows
the sequence of steps to be taken. Methods implementing the network authentication

1. Study Java source
SUT |code and identify
methods implementing
protocol

HLPSL

Perform

corrections AVISPA | 3. perform validation

Figure 1: Protocol Validation

protocol will be annotated with JML[10] conditions inspired (or translated) from a
HLPSL model of Kerberos.

ii. Develop a formal specifications using either LOTOS[11] or PROMELA[12] for the
implementation and the standard Kerberos specification using LOTOS and test for
conformance of the implementation to the specification using TORX[4]. Figure 2
below shows the sequence of steps to be taken.

2 Methodology

The project has been divided into phases that are described below.

2.1 Preparation and Planning

This stage will mainly require reading the research papers relevant to the project, planning
on how the information will be used in the project and preparing the environment in which
the project will take place. The out come of this phase is the project plan in this document
and development environment for the E-banking application.
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Figure 2: Conformance Testing

2.2 Research Phase

This phase will provide answers to challenges presented in the proposal and any questions
whose answers may not be known. Research will be continuous process until the develop-
ment phase is finished. The results of this phase will appear in the final thesis report.

2.3 Development Phase

The development phase will be carried out in three phases. The first phase will involve
modeling the network authentication protocol in the E-Banking Java Card application in
HLPSL in order to perform validation of security protocol using the Avispa tool. The
second phase will involve developing a formal specification of the system under test. The
formal specification will be developed in either LOTOS or PROMELA. The third phase will
constitute development of the ADAPTER, which is the application specification component
to provide connection with the system under test(SUT).

2.4 System Analysis

The first part of the analysis phase will go hand in hand with the development phase to refine
models of the system. After the development phase is completed, the analysis phase will be
carried on to perform higher level analysis of the system for conformance and correctness.
The output of this phase will appear in the progress reports and final report.
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2.5 Finalizing Thesis Report
The final part of the project will be concluded with a report, part of which would have been
written in the earlier stages.

2.6 Schedule

The figure 3 below shows an out line of the schedule that will be followed and the corre-
sponding Gantt chart is presented in the appendix.

i) Tazk Mame Duaration Start Finish

Preparation and Planning | 5 wwks| Veed 010308 Fri 070406

Ed Rezearch Phaze 131 whks| Sat DBD40E Wed 1907105 |
Er Development Phase 9 wks Tue 110408 Sat 1?;05:06_

System Analysis 4wyks Tue 20006/06  Wed 19.1'0?105.
Thesis Repart Fwks| Thu 200708 Fri 11/08/05 |

Figure 3: Schedule
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3 Discussion

In this section we discuss the potential impact of the research.

Firstly, this research will help us learn details about development of smart card applications
using Java Card Technology and the use of Kerberos network authentication protocol in a
Java Card application.

The research work will provide an opportunity of learning how to incorporate formal meth-
ods in the software development life cycle to facilitate automation of the testing process for
a security sensitive application. Furthermore, techniques for analyzing security protocol in
a practical application will be studied and presented.

After the research project, we expect to have gained an experience in the process of verify-
ing correct implementations of network protocols in Smart Card applications. Knowledge
of model-based testing for conformance testing is also expected to be achieved. A ver-
dict on the practicalities of automatic testing techniques in Java Card applications will be
presented.
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Appendix: 1

0 [TaskName Duration | Start Finish | IEMar'EIEI | Apri08  [May'08  |Jun'D8 [l '8 [Aug 06
2027 [06 13 20 {27 [03 [10 17 [24 [01 08 }15 [22 [29 {05 [12 [19[26 |03 [10 [17 [24 |31 [07 [14]

Preparetion and Planning 5wk Wed D1AB0B . Fri07/04/06
L . Research Phaze .13.1 WkSl Sat 05006 Wed 190706
Bd | DevelopmentPhase | Swks Tue {1405 Sat17/605
System Analyzis 4 wks ) Tue 2000606 | Wed 19JU?IDBl
F Thesis Repart Jiwks | Thu 200708 Fri 110808

Figure 4: Gantt chart
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