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1. Introduction

This project proposal plan isin fulfillment of the requirement of a Masters Thesis project
in the Security theme, Computing Science at the University of Nijmegen. It gives an
overview of the research project and discusses the project overview, problem definition,
research methods and the research schedule.

1.1 Project Overview

The way we live today is so much influenced by computing technologies. Computers
control the economy, transportation, banking and many other functions. This
development has made information attractive to criminals because of the economic value
of such information. The advent of the Internet and wireless communication is believed
to particularly have opened an entire new area of crime. The European cyber crime treaty
has drawn a criminal policy amed at protecting society against cyber crime by deterring
and prosecuting actions directed against the confidentiality, integrity and availability of
computer systems, communication networks and computer data [1]. This indicates the
extent to which authorities are getting prepared to fight cyber crime in society.

Internet and mobile technologies are increasingly being adopted and utilized in the
banking industry; this has reshgped the consumption of financial services [2]. In this
research we analyze the security of electronic banking services with an emphasis on
mobile commerce transactions with a focus on mobile banking using mobile devices
specificaly cell phones. Electronic banking is considered a way of delivering banking
services through the internet to the consumer at a reduced cost to the banking industry
and improved convenience to the customer [4]. However there exists a low internet
connectivity in the developing countries given the costs of connection especially in rurd
areas and yet banking services need to be brought closer to the population to enhance
development [16]. A viable solution here is mobile banking. Here we are interested in
what the implications are in the terms of security and aso in the economic viability of
these technologies in devel oping countries.

Mobile commerce shall be defined as commercial transaction activities carried out via
communication networks that interface wireless or mobile devices. A mobile device is a
device used to connect to a mobile service for example cell phones and Persona Digital
Assistants (PDA). The high diffusion rate of mobile phones coupled with the stability of
mobile communication technologies have greatly contributed to the enhancement of
mobile banking solutions in the provision of financia services in the world [5]. Mobile
banking is considered as a service that enables users to receive information regarding the
status of their accounts, to transfer among bank accounts, to facilitate stock trading and
direct payment confirmation using mobile devices.

A number of enabling technologies are being used in the delivery of mobile service
applications. They include Interactive Voice Response (IVR), Short Messaging Service



(SMS), Wireless Access Protocol (WAP) and stand alone Mobile Application Clients
(MAC).

It is worth noting that a mobile user device in itself may not be able to keep data secure,
because it can be stolen or lost. So the question arises, to what extend therefore should
these devices be trusted? The goal of this research project will be to analyze these
enabling technologies and applications that enhance mobile device trustworthiness in
order to investigate the security limitations and challenges and to propose possible
solutions to mitigate them. The analysis will be carried out using security attack trees.
Attack trees provide a formal methodological way of describing security of systems. We
will specifically look at the SM S enabling technology because it’ s the most cost effective
service suitable for a developing country. However it has anumber of security limitations
for example when authorizing a bill payment the format is Account Number, PIN and
amount [6]. Because these messages are not encrypted, prone to human error and
normally telecommunication companies keep a copy of these messages in their servers
they are quite an easy target for criminals. The intention of this research will be to
propose and implement some measure that can be used to offset these limitations given
the computing restrictions of the ordinary cell phone which are predominantly used in the
developing countries.

1.2 The solution

The solution to offset the above mentioned limitations is to use SMS for encrypted and
signed messages. This solution will specifically apply to Globa system for Mobile
Communications (GSM) networks to enable consumers securely transmit banking
information. SMS was specifically intended for sending non sensitive information in a
GSM network therefore in its implementation security considerations in terms of
confidentiality, integrity, non-repudiation and authentication were not catered for [7]. In
genera end to end security measures are not implemented.

In our prototype implementation the goal will be to write a MIDlet that secures the value
of information that is being transmitted in line with the elements of security that
constitute secure communication [3].These are; ensuring data integrity to ascertain that
message contents are not altered. This will be achieved using a message digest which
constitutes the hashed value of the message contents. In order to ensure data
confidentiality we shall use symmetric encryption. Symmetric encryption will be
preferred here compared to asymmetric encryption given that the later involves complex
mathematical algorithm which require bigger memory. This cannot be handled by the
mobile devices given their low volatile memory capabilities. Authentication requires
parties to be able identify themselves this will be achieved by validating the stored PIN
numbers. To guard against non-repudiation that is, the sender should not be able deny
having sent a message. A one time password for encryption will be used.

A secure SMS banking application will be considered to comprise of three components
namely the mobile application (MIDlet), bank server and the backend database. This is
illustrated in the figure below.
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Figure 1. Overview of the Solution

1.2.1 Mobile Application Component

The main focus of the project is writing a MIDlet for the mobile application component.
This component will reside on the mobile device it captures all the security information
from the user. Thisinformation comprises of the users banking details and will be used in
generating the secure SM S message that is sent to the server.

Message digest will be used to ensure integrity of the message. To ensure confidentiality
a symmetric encryption algorithm using a one time pass word entered by the user will be
used. This pass word will only be known by the server and the user. On completing
processing the secure message it will be sent to the server through the GSM network.

1.2.2 Bank Server

This component will be responsible for receiving and decoding the secure SM'S message.
The server will check to ascertain that the message is suitable for a secure SMS protocol.
It will then proceed to check for the account identifier from the message and find out if
the identifier exists in the server database. After the above check the server decrypts the
message using the one time password. The pass word will be discarded when the
decryption is successful.

To ascertain message integrity the server will calculate the message digest from the
decrypted message using the same algorithm used by the mobile application. It then



compares the two digests for message integrity .When this checks are found to be
positive by the server it proceeds to retrieve the PIN ( account holders password) from
the message and compares it to the account holders PIN from the servers database. The
transaction will finally be performed when all the security checks have passed.

1.2.3 Back end Database.

The backend database will serve as a store for the users banking and security details. The
communication between the bank server and the backend database will be independent
from the one between the mobile device and the bank server. In this research we shall
specifically concentrate on the security of communication between the bank server and

the mobile application.

1.3 GSM Architecture.
The Globa System for Mobile Communication network is the data transmission mediain

the SM S protocol and the flaws in its architecture have lead to the security shortfalls in
SM S-banking system. It is therefore important to provide an overview of its architecture.
The GSM technical specification [7] elaborates the architecture of the GSM system. The
figure 2 below shows the structure of the GSM architecture.
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Figure 2. GSM Architecture
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Key:

MS - Mobile station EIR- Equipment Identity Register
BTS - Base Transceiver Switch AUC- Authentication centre

BSC - Base Station Controller HLR- Home Location Registry
MSC- Mabile Switch Centre SM SC-Short Message Service Centre.
ISC - International Switching Centre OMC- Operation Management Centre

VLR- Visitor Location Registry

This section briefly describes the functionality of the various components illustrated in
figure 2.The GSM comprises of various components in the figure the solid lines show
communication between core components. The dotted lines show the internal connection
for communication used during maintenance. In a typica communication operation the
Mobile Station (MS) which is in effect a cellular handset initiates the communication.
The communication signals are transmitted from the MS and recelved by the Base
Transceiver Station (BTS). The function of the BTS is to receive and transmit radio
signas to and from the MS. It is also responsible for trandating the radio signals into
digital format and transferring them to the Base Station Controller (BTS). The BSC
forwards the received signals to the Mobile Switching Centre (MSC). The MSC
interrogates the Home and Visitor Location Registers (HLR and VLR) this databases
keep information about location of the destination MS. In the event that the received
signa isan SMS message then it is routed to the Short Massage Service Centre (SMSC)
for delivery to the required destination. The SMSC keeps a copy of the sent SMS in its
database after it has been sent. In case of an international connection the signal is routed
through the International Switching Centre. In order to facilitate equipment verification
and user authentication the Equipment Identity Register and Authentications Register
database are used. The operation and management centre controls maintenance
operations.

1.4 System Development.

The solution will comprise of developing a MIDlet using the Java™ technology. The
Java ™ technology is a suitable development environment because presently many
mobile phones in the market come with a standard built in Java ™ Virtua Machine
(VM). The Java™ technology also has many libraries to assist in the mobile application
development. The javaplatform that is going to be used is the Micro Edition (2ME) it is
specifically designed for consumer devices with limited memory, display capabilities and
resources [8]. Within this platform there are two configurations that is the Connected
device Configuration (CDC) and the Connected Limited device configuration (CLDC).
The implementation will be using the (CLDC) configuration because the defined
characteristics of the cellular handset fal under this category. The CLDC defines a
specification for a VM and a set of java classes (libraries). The minimum software and
hardware requirements for CLDC are [8];

128 kilobytes of memory for running the VM and CLDC libraries.

32 kilobytes of volatile memory for runtime memory allocation.

The host Operating system capable of launching and selecting applications.



And it should also have the ability to remove java applications from the device.
The magjority of mobile handsets do have this minimum requirement which makes CDLC
configuration a suitable tool for the development of the suggested solution.

1.5 SM S Secur e M essage Protocol.

1.5.1 Message Structure.

In order to be able to explain the SMS secure protocol it's important to specify the
message format. The format of an SM 'S message packet provides for four bytes to specify
meta data and the size of the payload. The maximum length of the payload is 160
characters at 8-bits per character adopted from (Clements 2003) [9]. The message
structureis shown in figure 1. Below.

Header
Payload
Insz;ucti onsto SIM (optional)
il Inst‘r'ucti ons to handset
Instructionsto SMSC
v

Instructionsto air interface
Figure 1. SM S message structure.

Using the above structure we derive the following secure SMS message structure. The
secured message comprises of multiple fields for various security checks required by the
protocol. The message structure will have a generic format as follows.

<Version><AcclD><Seg>< Secure Message>
In order to ensure the bank server does not receive messages that are not intended
for it aversion number is used with a specified bytes pattern.
The AcclD comprises the account identifier of the user.
The seq will specify a sequence number of the one time password.

The secure message field includes the following subfield formats.

<Encrypted Text Length><Encrypted Banking Details><Digest length><Digest>
The Encrypted text length gives fixed maximal length with padding of the
ciphered message.
Digest length also gives the number of next bytes that comprise the message
digest.



The Digest is for the server to check for message integrity. In the protocol the
digest will comprise the following fields Version, AcclD, Seq, Time Stamp, PIN,
Type of Transaction and Transaction payload

Further the Encrypted banking details field will comprise of the following subfields
<PIN><Type of Transaction><Transaction Payload><Encryption Payload>
In order for the server to authenticate the user the PIN comprising of the users
predefined password is used.
In this protocol we specify two transaction types though more types could be
added. The transaction types are check balance and transfer among accounts. The
Type of Transaction field is used by the server application to identify the type of
transaction to be performed.
The Transaction Payload depends on type of transaction and comprises of extra
data used for the transaction. For the case of the money transfer and check
balance they will have the following fields respectively.
<Destination Account><Amount><Random Bytes>
<Random bytes>(No transaction payload required)

1.5.2 Review of Possible Handshake Protocols.

Ratshinangaet a [10] suggested a handshake protocol that uses the public and session
symmetric key and authentication cryptography strategy. T he following denotations are
used in the explanation of the protocol.

BS: - Denotes the Bank Server.

MC: - Denotes the banks Mobile Client.

BPK pub:-Denotes the public key of the bank server.

BPK pi:-Denotes the private key of the bank server.

Rwc:-Denotes the random challenge response generated by the mobile client.
Rgs:-Denotes the random challenge response generated by the bank server.
SK:-Denotes the symmetric session key shared by the bank server and mobile client.
SQ: -Denotes the sequence number (nonce) generated by the mobile client starting a 1 on
commencement of the protocol..

St:-Denotes a salt value generated by MC its used by bank server and the mobile client
to generate the session key (SK).

||:-- Symbolises concatenation.

The handshake protocol is defined as follows;
M1:C—>S. E [AchD||SIt||SQ||R ]

BPK pub

M2:S—C:E [RMCII R,/ SQ] whereSQn> Q..+ 1)
M3:C— S E4[R), NIR,, I SQ]l where SQ > (SQ, ,+1)



In order to initiate the connection the mobile client sends its username and a salt number*
to the bank server. The sent message is encrypted using the bank server public key. The
bank server decrypts the message using its private key upon reception and retrieves the
salt number and account number from the message. The bank server thereafter retrieves
the users PIN from its database. This data is then used to generate the session key and a
secure connection is established. The session key is generated individually by hashing the
account identity, salt number and the shared PIN. The sequence number is used to guard
against replay attacks. The sequence number is incremented each time a message reaches
its destination. A message is discarded if the sequence is not followed. The purpose of the
random challenge is to assure the freshness of authentication [12]. The Ric is random

challenge used to ensure that a client is not able to perform an attack on the protocol by
replaying previously used messages of alegitimate protocol.

Lam et a (2003) [13] also present a light weight security protocol for mobile commerce
platforms discussed below. In the discussion the following denotations are used.

S:-denotes the server side of the security protocol;

C:-denotes the client side of the security protocol;

EKs - denotes the public key of S. We assume that the public key of Sis made

known to C prior to the execution of the protocol;

DKs :-denotes the private key of S;

PIN: - is the password of user C which is known only to C and is verifiable by S.

The password typically has alength of eight to sixteen printable characters;

Ra - isanonce identifier (arandom number) generated by S;

(Rb1 and RDb2):- are nonce identifiers (random numbers) generated by C;

SN: - is a sequence number generated by S for this protocol run;

SK: - is the symmetric session key shared by S and C for protecting transaction

messages in the session;
The protocol commences when a mobile client wishing to perform a commercial
transaction sends an authentication request to a server. The following protocol between
the server and the mobile client is then carried out to establish a shared secret key that is
used for the subsequent secure communication for the session.

M1C —> S lanC

M2.S — C: Ra

M3.C — S:EKgRa, Ry, PIN], EKg[Ra, Ry, SK]

M4.S — C:Esk[SN, Ry]

The description of the protocol is as follows.

In message (M1) the server sends arandom challenge Ra as an assurance for protocol
freshness to the client.

Message (M2) the client returns a two message response. The first contains the secret
password (PIN) known only to the client and server. The PIN alows the server

! Salt number is a-bit random string used to obscure a password. It makes dictionary attacks on passwords
less effective[11].



authenticate the client by verifying the correctness of the password. The secrecy of the
PIN is enforced by encrypting the message using the public key of the server EKs. The
server checks the value of Ra to ensure that the message is not areplay of some previous
protocol message. Since Ra is sent in clear form a nonce identifier Ry is included to
prevent brute force attack on the message to retrieve the PIN. In the second part the
session key (SK) is generated by the client C. The nonce identifier Ry, is included to
allow the client to confirm that the server knows SK because DKsis only available to the
server.

In message (M 3) by encrypting the nonce identifier Rb2 with SK, the server provesto the
client it knows the shared key. The communication is thereafter proceeds using the shared
key SK.

In both protocols presented above its quite clear the cost implications of the
communication is abig concern. This is because the key exchange involves use of three
messages per transaction implying a huge cost to the customer. The protocols do not use
the concept of the time stamp to ensure the protocol freshness because not all mobile
phones will have their clocks coinciding with that on the server. However for some less
sensitive transaction like checking a balance we shall use the timestamp approach.

Considering the above issues we derive separate protocols for the check balance and
money transfer transactions given the fact that each has a different level of security
sensitivity.

1.5.3 Check balance

Since this transaction has | ess security sensitivity we propose sending a single message to
the server. The message is encrypted using the public key of the server and comprises of
the following.

M1:C—>S: EBPKpub [AccID || Timestamp || SIt || PIN]

M2: S— C: Eacer [<balance>] or [<Error message>] inplaintext

1.5.4 Money Transfer.

In this protocol we propose use of a random password generator that will create alist of
passwords and corresponding sequence numbers written to a file. This list will be known
only to the user and the bank.

M1:.C—->S: Esk[Ach D || Destination Accld || Transfer amount ||SQ||PI N]

M2: S— C: Eacep [<COnfirmation>] or [<Error message>] in plaintext.

Where Eaccp denotes encryption using concatenation of the user account identification
and PIN. The reply message will automatically launch the mobile application requesting
the user to input hig’her account identification and PIN in order to access the message.

1.5.5 Protocol Sequence.

We consider the protocol sequence in two parts. In the first scenario the mobile
application generates the message and sends it to the server. The second scenario
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involves the security checks and message reception. The parts are elaborated in the
following sections.

1.5.5.1 Secur e M essage Generation and T ransmission.

Security information from the user is captured through the mobile application resident on
the cellular phone. The information includes the account identification number, user PIN
(personal identification number), sequence number or random salt number and one time
pass word from the user. This information is used to generate the secure SMS message
that is sent to the server.

In order to ensure message integrity on the receiving side message digest is used. The
contents for the digest are as discussed in the preceding section 1.1 of message structure.
To maintain message integrity of the message at least some of the content used in
calculating its integrity needs to be encrypted. This is to ensure that on event of message
interception an attacker cannot generate another digest. The integrity validation check
will fail if the original message is altered.

Further more in order for the server to be able to identify the account holder’s identity
some identification details need not to be encrypted. The choice is dependent on the
developer. Symmetric encryption algorithm is employed using one time pass word known
to the user and server. The password is used to generate the key for encryption. On
completion of the security processing of the contents the SMS message is sent to the
server through the GSM network.

1.5.5.2 Secure SM S M essage Reception and Decoding.

The server upon receiving the message through the GSM network decodes it according to
the message structure described in section 1.5.1. The version bit pattern is checked and if
found to be correct the message is considered suitable for the SM S secure protocol .

The server proceeds to read and check the account identification to find out if it existsin
its data base. On event that the above checks are satisfactory the server retrieves the one
time password from the data base. The password serves as a decryption key to decode the

encrypted message.

When the decryption of the message is successfully accomplished the one time password
is discarded and the server sequence counter incremented. The sever reads the secured
contents necessary to calculate the message digest. The server uses the same algorithm
used by the mobile application to calculate the digest. The two digests are thereafter
compared for message integrity by the server. The server also retrieves the account holder
PIN from its database and compares it to that on the message. The requested transaction
is performed if all the above security checks are satisfactory.
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1.6 Scope.

The research will mainly look at the security implications in terms of privacy and data
protection from the perspective of cyber crime with possibility of suggesting and
implementing a prototype MIDIet for delivery of SMS-banking services using cell
phones in context of a developing country.

2. Problem Statement

In mobile banking data is electronically transmitted over wireless communication
channels and the internet. These processes raise issues of how users are authenticated,
how integrity of data is maintained and importantly the confidentiality of this data
Considering the low extent of development of ICT in developing countries when
compared to the developed countries e-banking has not really been able to diffuse into
society given the low rate of internet access [15]. However the advent of mobile
telephony has seen the widespread adoption of cell phone usage this makes mobile
banking in the developing countries a very attractive service for the banking industry for
example in Uganda mobile cellular subscribers have increased from 3000 in 1996 to over
2.3 million in December 2006 [16].

2.1 Research questions

Main question
What are the security considerations and challenges for a secure SM S mobile banking
service framework and how can the risks be managed?

Sub-questions:

1. What are the observed requirements, limitations and challengers of the current mobile
banking applications in the context of the developing countries?

2. What are the current GSM security implementations?

3. What are the security concerns on the current mobile SMS protocol ?

4. What security measures are currently deployed to offset these security shortfalls?

5. How can a secure SM S banking model be implemented?

3. Research Approach and M ethod

3.1 Objectives.

It isimportant that the research project be of high quality and be finished in time with a
result of athesis report detailing the problem and various methods used.

3.2 Method

The research will involve the study of necessary literature to answer questions 1 to 4 of
the problem definition. The information is available in existing scientific journals. The
following journals give significant amount of literature regarding this topic.
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Communications of the ACM

Information system Frontiers

Mobile Networks and Applications

Computers and Security

Personal and Ubiquitous Computing

International Conference on Mobile Business - IEEE

There are book series available regarding the subject of mobile banking thisinclude;
International Federation for information Processing (IFIP) series

Lecture Notes in Computer Science-Springer

E-Business management- Springer

The above literature resource will serve as an information base for this research. However
other relevant information sources will be consulted as the research progresses taking into
account that this area of research is still in itsinfant stage.

To answer questions 5 and 6 will involve analysis of the data obtained from answering
guestions 1-4 and banking industry in Ugandawill be used as a case study in the context
of deveoping countries.

3.3 Contact.

In order to enable an interactive working relation with the supervisor it’s desirable to hold
contact meeting on a bi-weekly basis or on event of specific questions. This will be fixed
with collaboration with the supervisor. It is also proposed that to enable frequent contact
to enhance work quality e-mail communication will be used whenever need arises.

4. Research Schedule
Thisplanisnot rigid it may be adjusted as the research progresses.

Task Activity Time period Deliverable
Project proposal Establishing 15/02/07- 15/04/07 | Project proposal.
preparation and research problem,
plan research questions,

comprehensive

work plan and

study java

Work on Abstract | Writing Extended 15/04/07-20/04/07 Abstract
abstract.
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Literature review

Review literature

21/04/07-30/04/07

Introduction

and searching of on Mobile— Chapter 1 and
necessary banking, Study java Thesis content
information programming and layout.
mobile information
data programming
using 2ME
technology.
Holiday for 1/05/07-7/05/07
Supervisor
Analysisand Come up with 1/05/07-15/07/07 Prototype
development of effective solution in implementation.
secure framework m-banking Thesis updated
according to layout.
defined domain.
Parallel task Thesis
layout content
development.
Report compilation | Develop 16/07/07-6/08/07 Draft Thesis
comprehensive Report.
Thesis Report.

Holiday for
Supervisor

21/07/07-5/08/07

Thesis presentation

Preparation of final
thesis report and
presentation.

6/08/07-24/08/07

Final Thesis Report
& Presentation Date
to be determined
(20-24/08/07)
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