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Abstract

Nowadays patients are able to use personal health devices to weigh their weight or measure their blood pressure for example. The results of the measurements can be used for different purposes. The measurement data is in the first place intended to provide the patient with health information. This information can also be exchanged with the patient’s health provider. If this is done remotely, the health provider can give feedback remotely, which saves time for both parties. This can offer an efficient and effective way of providing health care.  

The health provider can not make a diagnosis on the basis of the measurement data only that is provided by the patient remotely, because it is unknown in what circumstances and conditions the measurement is taken. Information that describes the quality of the data is lacking. The goal of this thesis is to create the possibility to estimate the data quality on the basis of quality information. Metadata is a means to describe the conditions and circumstances of the measurements. On the basis of the metadata we make a data quality estimation which is measured with qualifiers. Qualifiers handle a particular aspect of data quality. 
In this thesis we propose a framework in which data quality estimation is possible. We use qualifiers that are bases on metadata to estimate the quality. This framework is applicable to the Continua Architecture. Continua
 is a standardization body for personal telehealth. It standardizes protocols between measurement devices, gateway devices and online healthcare/wellness services. Continua does not prescribe the quality of the data but it provides the means to be able to transfer the quality and context of the data. This can be done by defining quality and context metadata in the data model that a device can populate when transmitting a measurement. 
The main contributions of the thesis are the following. Metadata can be used to describe the context of measurements (on the basis of popular weight scales and blood pressure meters). This metadata is suitable to be used as input for qualifiers. After selecting and redefining the qualifier they are made suitable for calculation within the field of data quality. Every qualifier calculates a particular data quality aspect and together they can give data quality estimation. The formulas are parameterized which make them extensible and adjustable. The Continua Architecture can be extended to make data quality estimation possible.
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1 Introduction

Medical measurements can be distinguished by the circumstances and devices used in the measurement process. For example, in-hospital clinical measurement taken with a professional device is treated differently than an in-home personal measurement taken with personal health devices. There is reason to assume that the quality of the measurement in both cases differs. 

1.1 Research Problem

According to the current state of the art it is not possible to determine the quality of the measurement in order to distinguish the two cases purely on the basis of data by health care providers. In this thesis we address this problem and elaborate on it. We add metadata to solve this problem. Metadata is the description of an information wearing object such as measurement data. Metadata is information which describes the data and can be used to determine the context in which the measurement is taken. For health service providers the context metadata is needed to be able to interpret the value of the data for a specific application. With the context metadata the health care provider can estimate the data quality. This addresses the uncertainty of the quality of measurements that are taken without the supervision of a qualified professional. 
1.2 Research Goals
Is it possible to estimate the quality of data on the basis of metadata? And if it is, what metadata is already available or should be made available? Which measurement devices are available? What kind of metadata do they create? What kind of quality indicators are used for data quality indication? Can we use metadata as input for those quality indicators? Are there formulas available that can calculate such quality indication? Can we match the metadata to the quality indicators, and the quality indicators to the formulas? How can we calculate data quality estimation? These are questions that are addressed by this report. The goal of this thesis is to find out if and how it is possible to estimate data quality on the basis of metadata.
1.3 Report Structure

Chapter 2 addresses background information on e-health, telemedicine and personal health records. In chapter 3 we focus on the main research problem, research questions and the research approach. Chapter 4 discusses the qualifiers subject. In chapter 5 we elaborate on how we match qualifiers to data/metadata. Chapter 6 proposes quality formulas which calculate the qualifiers. In chapter 7 we present the solution and application to this problem. Chapter 8 lists the conclusions of this thesis. 

2 Introduction to Field of Research
2.1 Introduction

In this chapter we provide background information about our field of research. We clarify the differences and relationships between the different domains that exist in our field of research.
2.2 Informedics
The fields of medics and informatics have been two separated worlds for a very long time. Due to the speed of technical innovation of the past decades, those worlds have been grown not only in size, but they have grown also to each other. This tendency has created a new field of technology and research in which medics and informatics are related with synergy to provide us new and more efficient ways of dealing with health care. 
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 visualizes the field of informedics. It covers the relationships between informatics and medics. Especially the growth of the Internet has caused a revolutionary development within the field of informedics. Many applications, devices and systems have been developed for the benefit of health care.

2.3 E-health
[image: image443.emf]Measurement Data Qualifier

Number mm/HG Timestamp Expected measurement Up-to-date [0..1]

#1 120/80 03-09-2007 10:15 03-09-2007 10:00 0.95

#2 125/65 03-09-2007 11:37 03-09-2007 10:30 0.77

#3 140/90 03-09-2007 13:04 03-09-2007 11:00 0.42

#4 110/65 03-09-2007 16:16 03-09-2007 11:30 0.23

Metadata

E-health is an emerging field in the intersection of informedics, public health and business (see Figure 2), referring to health services and information delivered or enhanced through the Internet and related technologies. In a broader sense, the term characterizes not only a technical development, but also a state-of-mind, a way of thinking, an attitude and a commitment for networked, global thinking to improve health care locally, regionally and worldwide by using information and communication technology [12].

2.4 Telemedicine

The increasing popularity of e-health contributed to the introduction of many applications which resulted in emerging related fields like telemedicine. Telemedicine is the use of electronic information and communications technologies to provide and support health care when distance separates the participants [27]. Many projects in telemedicine are introduced to anticipate the growing needs in quality: assurance, refinement and control, and also to ensure more efficiency in healthcare in the face of budget restrictions [28, 29].

It is the aim of two or more geographically separated health care providers to cooperate and work together in order to provide value-added health-care delivery [26]. Telemedicine connects primary care physicians, health care providers, specialists and patients [27] which improves efficiency of communication. The relationship between these parties with telemedicine can be seen in Figure 3. 

Continuity of patient health care is enhanced when the patient, the primary care physician, the specialist and family members are involved during a consultation [27]. Besides delivering remote health care another main goal is to lower health care costs and to increase the quality of health care between the health care providers and the patients [12]. 

[image: image444.emf]Measurement Data Qualifier

Number mm/HG Original hash  of data Calculated hash  of data Integrity [0..1]

1 120/80 2fcb556fbb6cf117e3a4ab978164e49e 2fcb556fbb6cf117e3a4ab978164e49e 1

2 125/65 6f175596f61ba2f47017e6c7b52e96df 6f175596f61ba2f47017e6c7b52e96df 1

3 140/90 547898567c89eefac287388be8062331 15ee4b924d0ebbf9f4c97cdd9b33d595 0

4 110/65 3295c76acbf4caaed33c36b1b5fc2cb1 3295c76acbf4caaed33c36b1b5fc2cb1 1

5 115/85 9d5eedd740be31879408f6909f0220a3 ac8f644e651b94b59fa996c2e35fdac6 0
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Telemedicine provides advantageous results. Considering the growth of health care costs, telemedicine causes a significant reduction in the number of hospital admissions and the length of hospital stay. Healthcare supplies are optimized by telemedicine [30]. Next to health care providers, patients also benefit from the application of telemedicine. They understand their diseases better as a result of training based on telemedical attendance. This results in a positive impact on the quality of life and their psychological and social wellbeing [30]. 

2.5 Telemonitoring
Telemedicine is related to telemonitoring, also called Remote Patient Monitoring (RPM), see Figure 4. A health care provider can monitor the patient remotely. The patient takes measurements with a monitoring device at home while the measurement data is sent to the health care provider. This is accessible by a health provider (i.e. GP) and can therefore monitor its patient remotely. 

[image: image445.emf]Measurement Data Metadata Qualifier

Number mm/HG Date FLT TemperatureBattery statusError-free [0..1]

#1 120/80 3-9-2007 0:00ZERO 2020% 95% 0,8

#2 125/65 NULL 1 #VALUE 50% 0,6

#3 140/90 3-9-2007 0:00 0 1950% 77% 1

#4 110/65 F453BC10 5000 error 5% 0,45

An important reason why remote patient monitoring receives more and more support from the medical world is that many errors that are made by healthcare professionals are not necessarily caused by their incompetence, but caused by an overload of information within a complex and inefficient healthcare delivery system. This situation often results in critical health care mistakes [8]. These mistakes can be prevented by automating this process. This can decrease the mistakes and that’s why RPM receives more and more attention by the medical world.

It is mentioned that because of electronic data storage and electronic processing, complete and error-free data transmission is possible [28]. In fact, the health care providers gain important advantages. Telemonitoring can lead to a significant reduction in healthcare costs by avoiding unnecessary hospitalization [3]. 

2.6 Electronic Health Records

Electronic Health Records (EHRs) store information of an individual’s health status with the purpose of supporting continuity of health care, education and research with ensured confidentiality and 24-hour access [4, 31]. An EHR can be accessed and populated by patients, family members, health care providers, insurers, pharmacies, employers and even companies [4, 19]. This depends on the authorization that is provided by the patient. 

An EHR can include information like observations, laboratory tests, family history, diagnostic reports, treatments, medication registers, therapies, drugs administered, digital images, legal permissions and/or allergies etc. An EHR is managed by a health provider in contrast tot a Personal Health Record (PHR) which is managed by a patient himself [4, 19]. 

The introduction of EHRs goes along with benefits like reduction of duplicate testing and prescribing. Automatic reminders can reduce medical errors, improve productivity and benefit of course patient care [4]. It improves also care efficiencies between GPs, hospitals and patients because of the increasing quality of clinical communication. In the situation where no EHRs are used, there is often inconsistency of communication between the GP and the hospital or within the hospitals departments regarding the patient’s medical records [12]. 

2.7 Personal Health Records

A new trend within the domain of EHR systems is the upcoming popularity of Personal Health Record (PHR) systems. The target users of PHRs are mainly patients. An important difference between an EHR and a PHR is the control over the systems. An EHR is controlled by health care providers while a PHR is controlled by the patients themselves.

The main function of EHR systems is to serve the information needs of health care providers. Its information originates from health care providers. In contrast to the EHR systems, PHR systems capture health data entered by patients themselves or measured by patient’s medical devices. More precisely said, a PHR is an electronic application through which patients can access, manage, and share their health information, and that of others for whom they are authorized, in a private, secure, and confidential environment [33].

2.8 PHR & EHR Scenarios

In order to understand the possibilities of and the differences between EHR and PHR systems better we distinguish five possible scenarios from the perspective of the patient.
· Scenario 1 in Figure 5 depicts a situation in which measurement data is stored on the PHR. The measurement can be taken by a health care provider or the patient himself. 
· Scenario 2 in Figure 5 depicts a situation in which measurement data is stored into the EHR taken by qualifier medical personnel. 
· [image: image446.emf]Measurement Qualifier

# mm/HGheart rateFLTAMMARR Timestamp Prev measCompleteness [0..1]

1 120/80 85 1 1 1 03-09-2007 12:11 115/85 1

2 125/65 69 * 1 1 * 120/80 0.71

3 140/90 99 0 1 1 03-09-2007 20:12 * 0.9

4 110/65 120 0 1 * * 140/90 0.84
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Number mm/HG Rounding Expected format Consistency [0..1]

1 120/080 1 mm ##(#)/##(#) 0.95

2 65 1 mm ##(#)/##(#) 0.55

3 140/90 1 mm ##(#)/##(#) 1

Metadata

Scenario 3 Figure 6 depicts a situation in which the patient downloads measurement information stored on the EHR to the patient’s PHR. 

· Scenario 4 in Figure 7 depicts a situation in which a patient is able to upload his measurement data to a specific reserved part of the EHR. The health providers will not base their diagnosis on these results. They can take them into consideration with in mind that the data can be of poor quality. 
· Scenario 5 in Figure 7 depicts a situation in which a patient has full upload access to the EHR. Data measured by the patient is not per definition of good quality because the patient is not qualified in taking measurements. Therefore this scenario is not realizable at the moment since diagnosis cannot be based on poor quality health data.
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Number mm/HGheart rateGranularity [0..1]

1 120/80 85 1

2 125/65 69 1

3 140/90 99 1

4 110/65 120 1
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2.9 Medical Measurement Devices

How does the patient provide his PHR with health information? There is a broad range of medical measurement devices available like blood pressure meters, weight scales, pulse rate meters and thermometers that measure the patient’s vitals signs [23] (see Figure 8).   

[image: image449.emf]A patient can enter the measurement results directly into his PHR by hand or automatically by a measurement device connected to the PC with USB or Bluetooth. The PHR can be stored in and accessed by a PC, mobile, PDA and/or smart phone dependent on the supported platforms of that particular PHR system. 

2.10 Data & Metadata

Medical measurement devices produce two kinds of data: measurement data (i.e. weight or heart rate) and measurement metadata. 
Metadata is slightly different from data. Metadata is data about data [15]. It tells something about the data. It can bear additional information about the related data [34]. There are different categories of metadata presented in Table 1 [1, 15, 16, and 34]. 

	Type of metadata
	Description

	Infrastructure metadata
	It abstracts the system components. Is used primarily for system maintenance

	Model metadata
	It abstracts the modeling of data (also called data dictionary)

	Process metadata
	It captures information on how data is generated and the transformations it undergoes from source to target

	Quality metadata
	It captures the quality judgment of the actual data stored in the system

	Interface metadata
	It reports how users use the data: the delivery and processing of the data

	Administration metadata
	It represents data usage (like information on users, security and access privileges)


Table 1: Different types of metadata [34]

Metadata plays a significant part in the field of decision making. Decision makers (i.e. GPs), base their decisions on health metadata. They may make decisions/diagnoses by relying on metadata of data which is the same as interpreting the context of the measurement. 
Therefore we distinguish different origins of metadata:
· Primary metadata (generated by a medical measurement device)
· Derived metadata (calculated on the basis of primary metadata)

· Static metadata (available (device) information stored on a measurement device)

· User metadata (metadata inserted into the device by a patient) 

Research has shown that distinguishing these metadata origins improves decision process efficiency and decision outcome for health care providers [34].

2.11 Continua

Continua
 is a standardization body for personal telehealth. It standardizes protocols between measurement devices, gateway devices and online healthcare/wellness services. Continua does not prescribe the quality of the data. However, it could provide the means to be able to transfer the quality and context of the data. This can be done by defining quality and context metadata in the data model that a device can populate when transmitting a measurement. 
Recently, a research on health data quality indication has been published [39] which proposes a system design which indicates the quality of health information based on ratings and reputation. The purpose of our research is to find a way to indicate the quality of health information based on metadata. The Continua architecture including its information model is explained in chapter 7.
3 Research Approach

3.1 Introduction

Within the domain of telehealth, measurement devices play an important role since they measure physical characteristics of the human. This measurement data serves for the patient in the first place a personal informative purpose. This health data can actually serve more purposes. It can be relevant for health care providers to make a diagnosis of the patient’s health status. This can be made possible within a telehealth architecture in which the devices are interconnected through which a GP can access the measurement data. The GP makes a diagnosis on the basis this measurement data . The main problem here is how the GP can make a diagnosis without having any knowledge of the circumstances and the conditions in which the measurement is taken. The GP cannot estimate objectively how well the measurement has been taken even not on the basis of the patient’s information or experience. 
It is desirable to let the GP make a remote diagnosis without having the patient come to the practice. This can only be done as long as the quality of the measurement data is guaranteed. This can only be guaranteed if the measurement is taken under predefined circumstances and conditions which makes the data more reliable for diagnosis. 

3.2 Main Question

The question arises whether it is possible to determine in an objective way the quality of health measurements measured by personal health devices. And if it is possible, how to measure this? We want to conduct this feasibility research which can be proved by coming up with solutions. We do know that measuring the quality of data (in general) in an objective way can be done by making use of metadata, but for health data this still needs to be determined. 

Now, the main research question arises:

Is it possible to estimate the quality of health data on the basis of metadata? 

Nowadays, there exists no solution which makes use of metadata data to estimate the quality of health data. Therefore, the main aim of this research is to investigate whether it is possible to use metadata as a means to indicate the quality of the data without the intervention of health care providers. 

3.3 Sub Questions

Within the domain of data quality, ‘qualifiers’ are used to describe the quality of data. Qualifiers are in fact data quality estimations. In this research, we focus on qualifiers that are applicable to and suitable for health data. In our case they are mainly based on metadata. 

We now rephrase the main question into a clearer and more precise question:

Is it possible to estimate the quality of health data obtained from measurement devices by making use of metadata on which data qualifiers are based?

We focus on health data generated by the most used measurement devices within a telehealth context. We will now re-divide the main question:

(C) Is it possible to estimate the quality of health data obtained from measurement devices | (B) by making use of metadata| (A) on which data qualifiers are based?
Answering question (A) forms the basis of answering question (B) and the same applies for (B) and (C). Therefore we will answer the questions in opposite order (bottom-up):

1. What are the most suitable qualifiers (for measuring the quality of health data)
2. What kind of metadata should be available (to estimate the quality of health data)
3. How to calculate qualifiers on the basis of metadata (for measuring the quality of health data)
The 4th question is:
4. What solutions, protocols and/or standards, compatible with the continua architecture, should be applied and how, in order to securely exchange metadata?

3.4 Approach

Question 1: What are the most suitable qualifiers?
The answer of this question will result in a list of suitable qualifiers. This list exists of at most ten qualifiers which are generally applicable to a broad range of devices. We select the most mentioned qualifiers from literature research independently from the devices. We match the qualifiers with the devices afterwards. We limit the research to the weight scale and the blood pressure meter. Selecting the device first and then matching qualifiers to them is too exhaustive and inefficient. Therefore we perform it vice versa. 

The list of qualifiers consists of qualifiers which are not specifically focused on a rare data characteristic, but generally applicable. The qualifiers contain information on which data quality estimation is possible. This question is answered in two cycles of two times. For every device we will answer question 1, 2 and 3 where after question 4 is answered.
Answering questions 1 is of high priority since the continuity of the research heavily depends on a positive result. 
Question 2: What kind of metadata should be available? 
This question should be preceded first by the question ‘which metadata is already available?’. The answer to this question together with question 1 is sufficient to answer question 2. We limit our research to metadata which is found suitable for application for data quality estimation. Metadata is found appropriate if it can contribute in providing more information about conditions and circumstances in which the measurement is taken. Other kind of metadata is excluded from this research. This question contributes to our field of research, because current standardizations might be adjusted to provide additional metadata for data quality estimation purposes.  

Question 3: How to calculate qualifiers on the basis of metadata?

We try to match currently available or prospective metadata to qualifiers. For every match it has to be figured out if data quality estimation is possible. The second step is coming up with a method/formula in order calculate this estimation. Although is it not our aim to estimate the quality on the basis of data, it is possible that we have to use data in stead of metadata in the case of metadata is not suitable for quality estimation. The main focus lies in involving metadata. We can expand this in a later stadium by involving also data as qualifier ingredient. 

Question 4: What solutions, protocols and/or standards, compatible with the continua architecture should be applied and how, in order to securely exchange metadata?

At the end of question 3 it appears whether it is feasible or not to use metadata as basic ingredient for data quality estimation. Assuming that this is possible, in which way do we implement the findings in question 3 within the Continua platform? This question is one of a practical kind by making use of current technologies in order to fit data quality estimation into Continua. The security plays an important role in this part of the research. The answer of this question is more advisory regarding standardized solutions and not a high-level architecture of a system. 
4 Qualifier Survey

4.1 Introduction

In the field of telehealth, no specific metadata qualifiers have been found. It can be ascribed to the lack of quality metadata in general; especially in the field of telehealth. It is confirmed that quality metadata is not yet supported by any of leading products [34]. This counts also for biological data sources for example. Biological data sources provide currently minimal information about the quality of the stored data like health data qualifiers do [2]. 

Many have attempted to define, categorize and compare metadata qualifiers within different fields [5, 6, 7, 9, 10, 11, 31, and 35]. This has resulted in different standards, definitions and perspectives with respect to metadata qualifiers. Those works offer valuable contributions for better understanding of data quality problems and challenges, but they do not provide domain specific quality indicators [2]. 

This chapter provides a selection of qualifiers that are found suitable for the application to the domain of telehealth. Qualifiers describe the quality of data; in other words, they qualify data. In this research, we focus on qualifiers based on metadata that are applicable to and suitable for health data. On the basis of these qualifiers we create new qualifiers that are applicable to the telehealth domain.   

4.2 Survey approach
To prevent a time intensive survey for all types of data that are not suitable for our domain we focus on a special type of data: quality data. Therefore we only select those qualifiers that are applicable to our domain. We have conducted a literature research to find an appropriate metadata qualifier categorization and it appears that there are several frameworks in which data qualifiers are divided by type. 

Some researchers [5, 7 and 10] have distinguished several metadata qualifiers while others come up with their own metadata qualifiers [11]. These qualifiers have been categorized often on the basis of intuition of users (in case of performing surveys) or on the basis of existing definitions of qualifiers (by performed researches). This can lead to confusion or misunderstanding in case of assigning categories to qualifiers, because users can have different perceptions with respect to one particular qualifier. This means that while focusing on qualifiers with the overview of a certain standardized categorization in mind, does not causes only confusion/misunderstanding, but especially a narrowed scope of field. 

In fact, these categorizations depend on the perceptions of the researchers or on the research results. In our case, it does not matter which qualifier belongs to which category. The category itself will have no added value for our research goals. Our aim is to find suitable qualifiers and not to find qualifiers of one particular category. Therefore, we will not focus on the categories but mainly on the qualifiers. 

4.3 Qualifier Survey

Many researchers [6, 7, 9, 10, 11, 20 and 35] have attempted to collect and organize as many as available data qualifiers that are used in the field of data quality. One survey [7] succeeded in generating an extensive list of 179 potential metadata qualifier attributes of which we have selected 8 suitable attributes for application in our domain [7]. These qualifiers are generally applicable to a broad range of diverse devices. 
In Table 2 we have selected the most mentioned device independent qualifiers from literature research. 
	Qualifier
	Description

	Accuracy
	the extent to which data is correct, reliable, and certified free of error [7]

the  recorded  value is  in  conformity  with  the  actual  value [35]

ensure data has correct values, valid, and attached to the correct patient record [11]

the extent to which data exists without data errors [1]

	Consistency
	the  representation  of  the  data  value  is  the  same in  all  cases [35]

the value of the data should be reliable and the same across applications [11]

	Completeness
	the extent to which data is of sufficient breadth, depth, and scope for the task at hand [7]

all  values  for  a certain  variables  are  recorded [35]

	Error-Free
	the extent to which data is correct and reliable [9]

	Integrity
	the extent to which the data has not been changed inappropriately, whether by accident or deliberately malicious activity [36]

	Objectivity
	the extent to which data is neutral, unprejudiced, and impartial [9]

	Security


	the extent to which access to data is restricted appropriately to maintain its security [9]

	Timeliness
	the extent to which the age of the data is appropriate for the task at hand [7]

the extent to which the data is sufficiently up-to-date for the task at hand [9]

the  recorded  value is  not  out  of  date [35]

the time between the last update of data and now [1]


Table 2: A selection of qualifiers based on literature research

We have found a paper [2] which presents a list of specific biological data qualifiers which are shown in Table 3.

	Qualifier
	Description

	Stability
	Captures information about fluctuations in the value of a given data item, by measuring the magnitude of the updates (i.e. changes) applied to a data item, relative to its size, and then weigh this quantity by a function of the time elapsed since the update occurred.

	Density
	Provides a judgment of the amount carried by a data item, by measuring the amount of information as the number of “data units” where data unit refers to a data value (e.g. string or number) or to a collection of data items. 

	Freshness
	Indicates how up-to-date the content of a data item is, by measuring it as a function of the time elapsed since the data item was last updated, using a logarithmic scale.

	Correctness
	Provides an estimate of the accuracy of a data item, by using a combination of the stability and age of the data item in order to estimate its correctness. 

	Redundancy
	Captures the amount of overlap present in a set of data items (records), relative to the total amount of information conveyed by the set.

	Usefulness
	Indicates how useful a data item is, by measuring the fraction of non-redundant correct information conveyed by a data item.


Table 3: Biological data qualifiers [2]
4.4 Qualifier Usability Analysis 
In Table 2 and Table 3 we presented metadata qualifiers that have been selected on the basis possible application to the telehealth domain. We now have a closer look at the qualifiers and their definitions by deciding to what extend the definitions are suited for data quality estimation by starting with Table 2:
· Accuracy: the given definitions are multi interpretable. From the definitions we can abstract qualifiers like correctness, reliability, error-free and linkage whose meanings show overlap with the definitions of accuracy. Accuracy does not provide thus one unambiguous definition and is therefore not suited. 
· Consistency: the definitions are non-ambiguous. Consistency contributes to data quality estimation because it examines whether the data is the same in different cases. We consider consistency suitable
· Completeness: the definitions indicate that data must be sufficient and complete. Lacking data decreases the data quality because less information is available to indicate the quality of information. Completeness is therefore considered applicable to data quality estimation.
· Error-free: data that contain errors effects per definition data quality. Data that is not correct or reliable has to be distinguished from the data that is correct. We propose error-free as a suitable qualifier.
· Integrity: unauthorized alteration harms the data quality since it does not represent its original status. Guaranteeing integrity provides a certain level of trustworthy data. Integrity is a necessary qualifier for supporting metadata qualifiers.  

· Objectivity: the definitions indicate that data can be subjective. Since data is produced by devices objectively, it does not play a part in data quality estimation. 
· Security: the definition focuses on authorization only which is one aspect of security. Unauthorized access leads to harm of information privacy or to data alternation. The latter is already defined as integrity. The privacy issue is discussed in chapter 7. The security qualifier is therefore not suited for qualifier application. 
· Timeliness: the definitions of timeliness cover multiple interpretations. Since the age of measurement influences its quality this qualifier is applicable on the condition that one unambiguous definition is defined. 
The qualifiers of Table 3:

· Stability: the given definition is very precise about the meaning of what stability holds. It measures the relative magnitude of the changes of a data item over time. This means that the stability can ‘detect’ fluctuations within a range of measurements which increase the data quality. Stability is thus suitable for application.
· Density: the definition is referring to the amount of information carried by a data item which has similarities with the definitions of completeness. Since completeness is considered as an appropriate qualifier we do not select density for supporting data quality estimation.
· Freshness: compared to the definition of timeliness, freshness is clearer in explaining the role of time. It indicates how up-to-date a data item is which is relevant in making a diagnosis. We consider freshness as a suitable qualifier for data quality estimation

· Correctness: the definition of correctness holds multiple qualifiers. It mentions accuracy, stability and age (freshness) for calculating correctness. Because we already discussed these qualifiers and analyzed them for possible application we consider correctness as not being useful for supporting the qualifier calculation. 
· Redundancy: overlap does exist across multiple measurements but this does not affect the data quality since the measurements are not directly related to each other.
· Usefulness: the definition is not clear about how usefulness can be calculated objectively. Furthermore, deciding the usefulness of health data can be seen as giving an interpretation to the data (making a diagnosis). Since this is the responsibility of a health provider we do not select usefulness as a suitable qualifier. 

4.5 Qualifier Selection
We now select, redefine and rename the qualifiers listed in the previous section to create a suitable and appropriate list of qualifiers which is used for data quality estimation. 

The qualifiers that are not selected are accuracy, objectivity, security, density, correctness, redundancy and usefulness. We now discuss the selected qualifiers. 

For stability we simplified the original definition to ‘the extent to which data fluctuates compared to earlier update versions as a result of bad performed measurements’ which does not differ much from its original definition. For consistency we generalized the initial definitions to ‘the extent to which the format of the data is conforming the standard’. Thus, as long as the data is delivered as specified through standards (formats) the data is consistent. The completeness qualifier is defined as ‘the extent to which the data contains exactly that which is expected’. In contrast to consistency we do not inspect the format but the content of the data. We define error-free as ‘the extent to which the data does not contain unexpected content information with unknown formats’. We have also redefined integrity to ‘the extent to which the data is kept unchanged unauthorized since its creation’. The remaining qualifiers freshness and timeliness have both overlap in their definitions. We have chosen to use the name ‘timeliness’ with the following definition: ‘the extent to which data is taken at the expected date/time’. This means that measurements are taken at a structural timestamp. The more the taken measurement deviates from this timestamp the lower the timeliness qualifier.

The exact meaning of the qualifiers and their working are explaining in the next two chapters. 

4.6 Conclusion
We have shown that some qualifiers definitions mentioned in Table 2 and Table 3 are not suitable. They dot not fit in our domain of quality indication, because some qualifiers have overlap in their definition. The qualifiers are not domain specific and because of that the definitions are not domain specific either. In this state they are not applicable to our domain.
We summarized in Table 4 the chosen qualifiers and definitions. These qualifiers will be used in the next chapters to research their applicability.   

	Qualifier
	Description

	Granularity
	the extent to which the data is measured  in detail

	Consistency
	the extent to which the format of the data is conforming the standard

	Completeness
	the extent to which the data contains exactly that which is expected

	Error-Free
	the extent to which the data does not contain unexpected content information with unknown formats

	Integrity
	the extent to which the data is kept unchanged unauthorized since its creation

	Stability
	the extent to which data fluctuates compared to earlier update versions as a result of bad performed measurements

	Timeliness
	the extent to which data is taken at the expected date/time


Table 4: Domain specific self-defined qualifier definitions with respect to data quality
5 Determining Metadata Applicability Supporting Qualifier Application
5.1 Introduction

In this chapter we clarify the qualifiers by presenting measurement scenarios in which we make use of metadata to determine to which extent metadata is suited to be used for qualifier application.

We first analyze the technical specifications of state-of-the-art devices: the weight scale and the blood pressure meter. Then we analyze what kind of metadata these devices produce. On the basis of these results we propose to use this metadata for supporting qualifiers. 

For the weight scale as well as for the blood pressure meter we determine for every qualifier which metadata is suited for application. We do this by investigating measurement devices and determine the metadata they produce. We also propose additional metadata for these devices. We focus on the weight scale and the blood pressure meter because they are considered popular in the domain of telehealth. 
We then determine which metadata fits in which qualifier. For every qualifier we present one scenario by proposing a practical example. 
5.2 The Weight Scale

5.2.1 Weight Scale Survey
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We have investigated 14 different models of weight scales mentioned in Table 5. The research is based on customer technical specifications found on the Internet. The weight scale manufactures did not provide detailed technical specifications. 

5.2.2 Metadata Analysis
We have used the information from the weight scale survey to perform a metadata analysis.  The purpose of this analysis is to investigate what data, and especially what metadata the current weight scales produce. We make a distinction between metadata that is displayed on the weight scale and metadata that is not displayed on the weight scale. It is important to investigate which metadata the weight scale produce internally and is not shown to the patient. We can use this metadata for data quality estimation purposes. From the metadata analysis, none of the data or  metadata is currently used for data quality estimation purposes. Our contribution lies within the application of data/metadata to support data quality estimation. 

The results of this analysis are shown in Table 6 within three horizontal categories:
· Data: exists of primary measurement information

· Metadata: exists of measurement context information that is displayed on the device
· Metadata extensions: exists of measurement context information that is not displayed on the device, but the data is internally available. 
Table 6 is divided into two main horizontal sections. The left section ‘Origins’ consists of four metadata origins mentioned in section 2.10. The origins specify how or in what way the metadata is produced or is originated from. For the definitions of the origins, see section 2.10.
· Primary metadata, derived metadata, static metadata and user metadata

The right section Table 6, ‘Qualifiers’, consists of the proposed qualifiers mentioned in chapter 4: 

· Granularity, consistency, completeness, error-free, integrity, stability, timeliness
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5.2.3 Granularity

The granularity is the extent to which the data is measured in detail. The more detailed the measure, the higher the granularity of the measurement. More detailed measurements than rounding of 50 gram have no surplus value due to the quality of data. We propose four granularity possibilities in 
Table 7. The numbers are not based on formulas or other calculations, but just on common sense hypotheses of how a qualifier would look like in practice. The metadata provides enough information to satisfy the granularity qualifier. We propose to calculate the granularity qualifier by comparing the rounding of the measurement with the expected rounding. 
 
[image: image2]
5.2.4 Consistency

Consistency is the extent to which the format of the data is confirming to the standard. Every data property is delivered satisfying a fixed format standard. The more the measurement’s format deviates from this standard, the lower the consistency qualifier result. We propose to calculate the consistency qualifier by comparing the measurement’s format with the expected standard format. This standard format can consist of several metadata like rounding and expected format like in Table 8. 

[image: image3]
5.2.5 Completeness

Completeness means that the data contains exactly what is expected. Every data property that is not produced or not available affects the completeness qualifier negatively. We focus thus on the content and not on the format of data. The *’s mentioned in Table 9 indicate missing values which can occur in case of crashes, loss of energy etcetera. We propose to calculate the completeness qualifier with all available metadata. In Table 9 we use only a selection of the metadata. 
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5.2.6 Error-Free
The meaning of error-free is characterized as the extent to which the data does not contain ‘inappropriately unexpected information’ with ‘unknown formats’. Since we do not know how weight scales deal with errors we propose the error-free qualifier to trace errors in data. We propose to calculate the error-free qualifier by marking data as an error if it has an unsupported data type, content or format (see Table 10)
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5.2.7 Integrity
Guaranteeing the data has not been changed since its creation is possible by measuring the difference between the current data status and its original status. Hashing is a common security application to detect data alteration. We do not discuss the technique or its implementation but show a practical example in which integrity can be used as qualifier as in Table 11. In this table we propose hash values based on a data selection which can be adjusted manually. The “original hash of data” is calculated by the device at the moment of data creation. Since devices stored the measurement data on the device itself, the data is liable to alteration. The “calculated hash value” is calculated at the moment when the data on the device is consulted afterwards. We propose to calculate the integrity qualifier by comparing the original and the calculated hash value. 
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5.2.8 Stability
Stability is the extent to which data fluctuates compared to earlier update versions as a result of bad performed measurements. The stability of data can be measured in different mathematical ways and can be applied to data and metadata as well. The stability of data can give an indication of how bad the performed measurements are taken. We propose to calculate the stability on the basis of measurement data by detecting the fluctuations and compare them a particular range of measurements (see Figure 9 and Figure 10). The stability qualifier can also be based on metadata like environment temperature.

[image: image7]

 SHAPE  \* MERGEFORMAT 
[image: image8]
5.2.9 Timeliness
Measurements are often expected to be taken at certain fixed times; every 12 hours for example. This is necessary for medical personnel to discover trends in the measurement data. When the measurements are not taken in time, the data is less reliable for making diagnoses. Therefore timeliness is the extent to which the data is taken at the expected date/time. We propose to calculate the timeliness qualifier by determining the extent to which the time of the taken measurements deviates from the time in which they are expected to be taken (see Table 12)
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5.2.10 Metadata Extensions

In the presented scenarios in the previous qualifier sections we mentioned several metadata possibilities. This metadata is derived from Table 6. This section highlights some metadata from Table 6. 
Sensors
Weight scales consist of weight sensors. Weight scales consist of individual pressure plates or multiple weight sensors which are equally distributed. Retrieving sensor information can tell us something about a person’s balance and therefore the data quality. Retrieving sensor information supports the estimation of data quality. 

Power status
Weight scales get their energy in the most cases from batteries. Some weight scales produce warnings if the battery status is low. Since few weight scales produce these warnings we propose to retrieve the battery status for data quality estimation purposes.  
Data ranges

Data error detection is important since this influence the data quality. One way to detect unrealistic weight scale measurements is to mark values as invalid as soon as they exceeds a given data range. This data range is device dependent and should be stored within the device.

Display delay 

Some weight scales display the weight after a couple of seconds to prevent the weight scale taking measurements while the patient is not standing still on the scale. This delay condition provide some stability guarantee since the patient’s body’s stability fluctuates a lot in the first seconds.

Display granularity

Most of the weight scales have a digital display that shows the measurement in different possible readability options. The values are rounded up to 500 grams or to even 50 grams. The higher the granularity the more detailed the measurement. Detailed measurement information contributes to quality of the data.  

Date/time 

Weight scales display/store a measurement’s time stamp. For the weight itself, the time has no added value, but in a larger context the time can be very useful in estimating the data quality when the patient has to take the measurement at frequent times. Irregular timestamps of measurement influences the data quality.

Measurement storage

An upcoming feature of current weight scales is the possibility to store a range of measurements per user, up to four users in some cases. Some weight scales store only the previous measurement in order to give the person an indication of the difference between the current and the previous weight while others store a large history of measurements.  

Calibration

A very interesting option of one of the weight scales is the automatic external calibration possibility. Although no specific details have been released about this process, it can contribute to the determination of the quality of data. Measurements of weight scales that haven’t been calibrated for years should be regarded as low quality data. 

5.2.11 Conclusion

We have been able to present seven qualifiers for the weight scale. We have clarified the qualifiers by presenting scenarios for we used a selection of the metadata. We have found existing metadata but we also provided additional metadata. This additional metadata can be produced with minor changes to the weight scales because the metadata is already being generated internally but the data is not being uploaded externally yet.   
The qualifiers mentioned in this chapter are not device specific. The definitions of the qualifiers are general which makes them generally applicable. The application of qualifiers to the weight scale use case has been successful. Without the proposed metadata we could not have developed realistic scenarios. This is because the state-of-the-art weight scales do not produce metadata, and if they do, it is marginal. This is because the weight scale has not much properties and functions. The weight scale just measures someone’s weight. Re-using metadata creates data quality estimation possibilities. 

5.3 The Blood Pressure Meter
5.3.1 Blood Pressure Meter Survey
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Number kg Timestamp Expected measurementUp-to-date [0..1]

#1 65.62 03-09-2007 9:45 03-09-2007 10:00 0.95

#2 65.3404-09-2007 11:30 04-09-2007 10:00 0.65

#3 66.3205-09-2007 10:11 05-09-2007 10:00 0.97

#4 65.98 06-09-2007 9:02 06-09-2007 10:00 0.74

#5 - 07-09-2007 12:27 07-09-2007 10:00 0.4

Metadata

We have investigated 16 different models of blood pressure meters (bpms) in Table 15. The research is based on customer technical specifications found on the Internet. The blood pressure meter manufactures did not provide detailed technical specifications. 
During the survey we focused on BHS validated bpms. BHS stands for the British Hypertension Society and have developed test criteria for distinguishing qualitative bpms from bad quality bpms. The BHS standard is widely accepted as world standard. This certification contributes for a great part in data quality estimation because certified devices produce data with a certain quality level guaranteed by its certificate. 
5.3.2 Metadata Analysis

We have used the information from the bpm survey to perform a metadata analysis. The purpose of this analysis is to investigate what data, and especially what metadata the current bpms produce.[image: image452.emf]Measurement Data Qualifier

Number kg Original hash  of data Calculated hash  of data Integrity [0..1]

1 66,21 2fcb556fbb6cf117e3a4ab978164e49e 2fcb556fbb6cf117e3a4ab978164e49e 1

2 66,65 6f175596f61ba2f47017e6c7b52e96df 6f175596f61ba2f47017e6c7b52e96df 1

3 65,87 547898567c89eefac287388be8062331 15ee4b924d0ebbf9f4c97cdd9b33d595 0

4 65,77 3295c76acbf4caaed33c36b1b5fc2cb1 3295c76acbf4caaed33c36b1b5fc2cb1 1

5 66,01 9d5eedd740be31879408f6909f0220a3 ac8f644e651b94b59fa996c2e35fdac6 0

Metadata

 We present in Table 16 the result of the metadata analysis (see section 5.2.2 for detailed explanation of the table). During the analysis we discovered three bpm specific features that contribute directly to data quality estimation. Therefore we pay special attention to these three features:

Fuzzy Logic Technique (FLT)

 “This exclusive system uses advanced technology ‘fuzzy logic’ to sense exactly how high to inflate the arm cuff, automatically adjusting for each for each individual user, that means quick, easy blood pressure and pulse measurement every time.”

If the arm cuff is pumped up with the right pressure this will not only create more comfort to the user but make the measurement data more reliable and guarantees a higher level of data quality. But how can we apply this technology for qualifier purposes?   
The FLT guarantees a certain level of data quality because it takes several conditions and circumstances into account. In fact, it does partially what we intended to do: namely give a kind of quality feedback. Therefore we use the FLT as metadata.  This technique is often applied to certified blood pressure meters. We propose a bpm-extension to include metadata which confirms the availability of the FLT-technique at the device. While estimating the data quality we take the availability, or the unavailability, of the FLT into consideration for data quality estimation purposes because FLT takes care of an optimal arm cuff pressure and a more stable measurement.
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Number kg Date Time Temperature Error-free [0..1]

#1 65,6 3-09-07 ZERO 20,2 0,8

#2 65,1 NULL 12:11 #VALUE 0,6

#3 66,3 3-09-07 15:16 19,5 1

#4 66 F453BC10 5000 error 0,45

#5 0

36.8

o 0.2 kg 18,7 0,15

Metadata

Arrhythmia (ARR)

A blood pressure meter can generate a measurement that contains disturbances. This can be ascribed to two causes: (1) the measurement is not taken under the right conditions which caused a non representative measurement (2) or the patient has a heart disease like Arrhythmias. Arrhythmias are disorders of the regular rhythmic beating of the heart. Irregular heartbeat recognition prevents marking a reliable data measurement as being not valid

Normally spoken, fluctuating blood pressure measurements would be marked as an unusual data concurrency, but with arrhythmia detection, these values are automatically being detected such that this measurement will not be count as not valid and therefore will not affect the data quality. 
Figure 12 shows an oscillogram of a blood pressure meter with a technology that recognizes Arrhythmia. This technology detects pulse irregularities and alerts the user to unusual spikes, patterns and/or trends. The arrows shown in Figure 12 indicate Arrhythmia. In fact, the measurement can be disturbed by arrhythmia which lowers the data quality of the measurement. Since ARR detects irregularities it makes the data more stable and therefore more reliable. Including ARR contributes this to data quality estimation.
Average measurements (AMM)

Some blood pressure meters are provided with the AMM feature which  takes the average of three  multiple sequential measurements with short breaks of 15 till 30 seconds. Compared to single measurements, average measurements give more reliable results. Single ‘less reliable’ measurements are being abstracted by this average mode. Therefore we include the availability of AMM as metadata.
 
[image: image10]
5.3.3 Granularity

The granularity is the extent to which the data is measured in detail.  Current blood pressure meters measure the blood pressure in millimeters and the heart beat in rounded integers. No other formats or other details of formats have been found. What does this mean for the granularity? This makes the granularity not a distinguishing qualifier. Therefore this qualifier should not play a role to the BPM if we base it on the measurement data. We must note that no metadata is available that can support the granularity qualifier. We therefore are forced to base the granularity on the data itself as can be seen in Table 15. The table has no metadata values. The data values themselves (blood pressure and heart rate) can not be represented with more or less detail, which causes the granularity to have the value 1. 


[image: image11]
5.3.4 Consistency

Consistency is the extent to which the format of the data is confirming to the standard. Every data property is delivered satisfying a fixed format standard. The more the measurement’s format deviates from this standard, the lower the consistency qualifier result. We propose to calculate the consistency qualifier by comparing the measurement’s format with the expected standard format. This standard format can consist of several metadata like rounding and expected format like in Table 16. 
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5.3.5 Completeness

Completeness means that the data contains exactly what is expected. Every data property that is not produced or not available affects the completeness qualifier negatively. We focus thus on the content and not on the format of data. The *’s mentioned in Table 17 indicate missing values which can occur in case of crashes, loss of energy etcetera. We propose to calculate the completeness qualifier with all available metadata. In Table 9 we use only a selection of the metadata. 
The features FTL, AMM and ARR are symbolized by 0 or 1 which tells us whether this technique is available on the device.  

[image: image13]
5.3.6 Error-Free

The meaning of error-free is characterized as the extent to which the data does not contain ‘inappropriately unexpected information’ with ‘unknown formats’. Since we do not know how bpms deal with errors we propose the error-free qualifier to trace errors in data. We propose to calculate the error-free qualifier by marking data as an error if it has an unsupported data type, content or format (see Table 18)
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5.3.7 Integrity

The integrity is the extent to which the data is kept unchanged unauthorized since its creation. [image: image454.emf]#1: MDS Attributes
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Qualifiers

Granularity x x

Consistency x x

Completeness x x

Error-free x x

Integrity x x

Stability

Up-to-date x x

The integrity can be calculated to one or more attributes. Table 20 shows an application based on one data attribute. The original hash of the data/metadata is generated by the device while the calculated hash is always calculated afterwards. For table explanation, see section 5.2.7.

5.3.8 Stability

Stability is the extent to which data fluctuates compared to earlier update versions as a result of bad performed measurements. In section 5.2.8, we proposed a possible way to detect fluctuations in data assuming that the interval of time between two measurements is long enough to detect unusual fluctuations. This is not the case of a blood pressure meter. In contrast to the weight scale, the bpm is far more advanced in its measurement. It has a very short time interval and it takes at the same time multiple measurements. Because of its complexity, many bpms are featured with bpm-specific techniques. Application of features like Arrhythmia (ARR) detection, Fuzzy Logic Technique (FLT) and Average Measurements (AMM) are features that take care of better qualitative results. The AMM takes care of a measurement from which fluctuation results are abstracted. Other fluctuations, in the case of Arrhythmia, can also be detected, which makes the data more reliable and stable. The availability of these techniques takes for the most part care of stability as qualifier. Therefore it is not necessary to introduce the stability qualifier for bpm-data. The qualifier is still useful for other metadata as described in section 5.2.8.
5.3.9 Timeliness
Measurements are often expected to be taken at certain fixed times. When the measurements are not taken in time, the data is less reliable for making diagnoses. Therefore timeliness is the extent to which the data is taken at the expected date/time. We propose to calculate the timeliness qualifier by determining the extent to which the time of the taken measurements deviates from the time in which they are expected to be taken. See Table 20.
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5.3.10 Metadata Extensions

In the presented scenarios in the previous qualifier sections we mentioned several metadata possibilities which are derived from Table 14. This section highlights some metadata from Table 14.
Data range
Blood pressure meters handle a fixed range of possible measurements values. This data range can play a roll in detecting unusual values which plays a part in the error-free qualifier. 

Date/time stamp
The date/time stamp of measurement is important in cases in which the patient is expected to take measurement at fixed times. The data is then more reliable to discover trends and effects to filter for example unusual timestamps of measurement. This affects the consistency qualifier. 
Storage

Blood pressure meter that offer storage-per-user features create possibilities to use the storage data for other purposes like trend discovery. A single measurement can be placed in context while comparing it with previous measurements. It can be used for different qualifiers like completeness and stability. 
FLT, ARR & AMM 
These three features have been discussed before in section 5.3.2. We propose the implementation of these features as metadata. This will contribute mostly to the stability qualifier since these features already take care of important part of the stability of the data. For this part we don’t have to calculate the stability, but fore the metadata we still have to. 
Arm cuff pressure
The FLT feature adjusts automatically the arm cuff pressure. We propose to extract this information for the purpose of data quality. The pressure can be used for the stability qualifier to detect differences in pressure over time. 
Location

The location of the patient is relevant for bpm-measurements because the environment can affect the blood pressure or heart rate. This information has to be entered manually and contributes to the quality of data since it places the measurement in a certain context.
Body temperature

The body temperature is valuable for several qualifiers like granularity or integrity. This attribute is device-specific and therefore we propose to add this as extension specifically for the bpm. 
5.4 Conclusion

The last section has shown the applicability of qualifiers for the blood pressure meter in general. We have proposed the application of existing metadata and the introduction of additional metadata. In contrast to the weight scale case we proposed several attributes that are device specific. In general, it means that we can make a distinction between metadata which is generally applicable and metadata that is device specific.  

It has to be noticed that the bpm is far more advanced than the weight scale which means that the bpm creates more data of which we propose to use this data as metadata for data quality purposes. The list of device specific metadata extensions is, compared to the weight scale, much larger. 

We have shown not only the applicability of the proposed qualifiers but also the applicability of existing metadata with realistic scenarios. We consider the qualifiers suited for data quality estimation.
6 Quality Estimation

6.1 Introduction

In this chapter we estimate the quality of data on the basis of metadata. In general, metadata does not tell us of what quality the data exactly is. However, we show that it is possible to process the metadata in a certain way which makes data quality estimation possible. This chapter describes how to process the metadata by making use of qualifiers presented in chapter 4. In chapter 5, we have presented scenarios in which every qualifier is clarified with experimental data. The formulas presented in this chapter take these scenarios as a basis. 

The purpose of this chapter is to calculate the qualifiers with formulas. It is the aim to estimate the quality which is device independently. 
The next section introduces the general notations, formulas and their definitions used throughout this chapter. The sections 6.3 till 6.5 explain general formulas that are used throughout this chapter for qualifier calculation. The remaining sections 6.6 till 6.12 discuss the qualifiers. We dedicate to every qualifier one section. We discuss per qualifier first its definitions to prevent misunderstandings. These definitions are deducted from the qualifier survey from chapter 4. Then, the formula is presented and is explained by an example.
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	a selection of a single measurement
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 (1 = 100% stable)
	the formula for the qualifier Stability 
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	the formula for the qualifier Error-free 
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 (1 = 100% integer)
	the formula for the qualifier Integrity 
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 (1 = 100% complete)
	the formula for the qualifier Completeness 
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 (1 = 100% consistent)
	the formula for the qualifier Consistency 
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 (1 = 100% granular)
	the formula for the qualifier Granularity
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 (1 = 100% timed)
	the formula for the qualifier Timeliness


6.2.1 Matrix Example

The matrix depicted below consist of 8 measurements with 4 properties. The first property represents the measurement data; kilograms in this case. The remaining properties are metadata properties: date, time and body temperature. We use the matrix to apply the qualifiers to it.
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6.3 [image: image457.wmf]Time 

6.3.1 Introduction

We introduce a time dependent weight function. It is a function which allows to ascribe a weight, which depends on the time, to measurements. Older measurements get lower weights than recent measurements. This time dependent weight function is introduced because it can be desirable to let older measurements have less influence on the qualifier than recent measurements. This function attaches to every measurement a weight. The older the measurement the less weight it will have. The weight function attaches values from 0 till 1. The time weight function can be disabled if necessary in that case; all measurements will then have an equal weight. 

6.3.2 Notations

	Syntax
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	time dependent weight formula for one measurement
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	the slope of the formula (has to be defined experimentally)
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	the total number of measurements

	
[image: image58.wmf]c


	the number of the current measurement
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	time dependent weight formula which is a normalized version of 
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	Semantics
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	a constant fixed weight of 1 (deactivation of weight function)
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	a variable weight between 0 and 1 (activation of weight function)
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is the number of measurements


6.3.3 Formula
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The function 
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can be used to assign a time weight to one measurement a time. It gives a weight to a measurement and not its data and/or metadata. The function 
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 more into perspective by normalizing them. It is necessary to fit the results within the range [0..1] by normalizing them. If other formulas (presented later this chapter) fit in the same range then it is easier to apply the formulas to each other.

As mentioned before, the time weight can be turned off by assigning the value 0 to the variable 
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6.3.4 Example
Figure 15 and Figure 16 show us two applied examples of 
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has in both cases the value 10 which represents the number of measurements. We see two different functions. The first one is suitable for cases in which recent measurements should have relative higher weights than older measurements. The second example is suitable in cases where older measurements should have a slightly lower weigh then recent measurements.  
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Figure 15: 
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Figure 16: 
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The following figures depict three variations of 
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. We can see in Figure 19 a measurement range of equal weight; every measurement counts for 10%, while the most recent measurement in Figure 17 has a weight of approximately 33%.  
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Figure 17: 
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Figure 18: 
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Figure 19: 
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6.4 Weight
6.4.1 Introduction

We expand the matrix 
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 so that we can assign weights to properties of measurements. This is desirable when measurement properties may not be treated equally while calculating qualifiers. Let us take completeness qualifier for example. It makes a difference if the measurement data itself is missing or the time of the measurement. We have therefore introduced a possibility to assign weights to different properties (called: property weight). It is also possible to exclude certain properties from weight assignment. These properties are then not taken into account while calculating the qualifier (called: property activation/deactivation). We introduce a new formula that makes property weight and property activation possible.  This formula is used in several qualifier formulas. 
6.4.2 Notation
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	An abbreviation of a formula which we explain in the next section. It calculates the qualifier value of a single measurement 
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	A variable used in 
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. The variable is replaced by a qualifier function that calculates the qualifier result for a measurement. 
[image: image106.wmf]X

can be the completeness qualifier fore example

	Semantics
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	A property weight is deactivated when it is 0 and activated otherwise. When deactivated, the property is not taken into account during qualifier calculation.
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	Since all qualifier functions result in 
[image: image111.wmf]]

1

,

0

[

, 
[image: image112.wmf]X

 will do too. 

	
[image: image113.wmf](

)

i

X

Q

,


	
[image: image114.wmf](

)

[

]

1

,

0

,

=

i

X

Q


	Since 
[image: image115.wmf]X

 results in 
[image: image116.wmf]]

1

,

0

[

, 
[image: image117.wmf](

)

i

X

Q

,

 will do too. 
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Formula

For the variable 
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we take the qualifier function completeness as example. If 
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(application of a qualifier formula) returns the value 0, then apparently all the data and metadata is missing, while 1 means that no measurement values are missing. The formula runs through all properties from 
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is affected, due to incomplete data, then the qualifier value decreases. The qualifier value 
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is multiplied by the normalized weight of one property and then summed up together with all active properties. We explain the formula in the next section.  
6.4.4 Example
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1. The table in step 1 is the result when applying formula 
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to a given matrix 
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is a qualifier formula that calculates the qualifier per measurement. Dependent on the qualifier, 
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calculates the qualifier value for every single property or for all properties together otherwise. 
2. 
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 does not contain a measurement but pre-defined property weights. Step 2 normalizes these weights. 

3. Step 3 multiplies the qualifier values in step 1 with the normalized weights in step 2. 

4. For calculating the qualifier per measurement, the outcomes in step 3 has to be summed up. The results are shown in step 4.
6.5 Delta

6.5.1 Introduction
For the stability formulas 
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. The decision to choose this delta formula as part of two of the three stability formulas has proceeded by a conducted research on the basis of [2,32]. On the basis of this research we have found a suitable formula that calculates a suitable deviation and fluctuation value between measurements which is needed for the stability. This formula (
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This delta formula meets the following conditions:

· It detects unstable/peak measurement values
· It ignores unstable measurement due to bad performed measurements
· It satisfies the first two conditions independent of the device or measurement 

This section explains the different delta formulas and why 
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 has been chosen as the most appropriate one.  
6.5.2 Notation

	Syntax
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	the first delta function; based on normalization
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	the second delta function; based on simple math
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	the third delta function; based on linear transformation


6.5.3 Formulas

[image: image462.wmf])

,

(

i

X

Q


[image: image463.wmf]2

,

1

p

p

[image: image464.wmf](

)

2

,

1

p

p

Qf


With the delta functions we attempt to find unusual peaks in series of measurements, preferably resulting in a value within the range
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, because it fits and integrates better then with other formulas which are also scaled to this range. In the next section we show two different experiment scenarios on which the three delta functions are applied to.

6.5.4 Experiment: Case 1

We have presented three delta formulas which are applied to the first case in this section. Table 21 shows us nine measurements with one property. The property of 
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 Table 21 compares two consecutive measurements. Therefore the first row can not be calculated. In Figure 22 we see two peaks indicating while we expected to see one peak; this is thus not desirable. 
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Table 21: 3 delta functions applied to 9 measurements with 1 property
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Figure 21: 
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Figure 22: 
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Figure 23: 
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6.5.5 Experiment: Case 2
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Table 22: 3 delta functions applied to 9 measurements with 1 property
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Figure 24: 
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Figure 25: 
[image: image171.wmf](

)

j

i

,

2

D

applied to all 
[image: image172.wmf](

)

j

i

a

,


	[image: image173.emf]Delta 3

0

20

40

60

80

100

120

1 2 3 4 5 6 7 8 9

i

delta


Figure 26: 
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We present a second case with other experimental data. The results can be seen in Table 22. The results are depicted in figures Figure 24 till Figure 26. 
6.5.6 Conclusions
We have tested the formulas 
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 by applying them to two different cases in order to select the most appropriate delta formula. Our goal in this experiment is to find an appropriate formula that detects unstable measurements which can indicate bad performed measurements. As can be seen in Figure 22 and Figure 25, 
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Formulas 
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6.6 Error-Free

6.6.1 Definition

	“the extent to which the data does not contain unexpected content information with unknown formats” (as defined as in Table 4)


In this section we explain the function
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 does not contain errors. For possible error-examples, we refer to sections 5.2 and 5.3. 
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	the error-free qualifier for a measurement range 
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	returns the error-free qualifier for  a single measurement 
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(the general working is presented in chapter 5)

	Semantics
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	the extent to which all 
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6.6.2 Notations
6.6.3 Formula
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We propose to calculate the error-free qualifier as follows:

6.6.4 Example
	

[image: image204.emf]1 2 3 4

1 2 3 1 2 3 1 2 3

0 9 6 1 0 9 6 1 0 9 6 1

1 0 1 1 1 0.560.380.06 1 0.000.380.06 0.44

2 1 0 1 2 0.560.380.06 2 0.560.000.06 0.63

3 1 1 1 3 0.560.380.06 3 0.560.380.06 1.00

4 1 1 1 4 0.560.380.06 4 0.560.380.06 1.00

5 1 0 0 5 0.560.380.06 5 0.560.000.00 0.56

6 1 1 0 6 0.560.380.06 6 0.560.380.00 0.94

7 1 1 0 7 0.560.380.06 7 0.560.380.00 0.94

8 1 1 0 8 0.560.380.06 8 0.560.380.00 0.94

5 6 7

0.50 9% 0.04

0.55 9% 0.06

0.61 10% 0.10 8

0.67 12% 0.12

0.74 13% 0.07

0.82 14% 0.13

0.90 16% 0.15

1.005.79 17% 0.16
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1. The matrix shown in step 1 is a result of applying 
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 to a particular matrix 
2. The property weights are normalized in step 2 (the sum of the weights is 1)
3. The third step multiplies qualifier results in step 1 with the normalized weights in step 2

4. The outcomes of step 3 are summed up which results in qualifier values per measurement
5. The time weight function is applied in the fifth step. The most recent measurement has always the value 1; a = 0.1 

6. When we normalize the values in step 5, we get the values shown in the table depicted as step 6

7. We multiply the qualifier values of step 4 with the time weight results in step 6 (sum is 100%)
8. For calculating the error-free qualifier we sum up the results shown in step 7
6.7 Completeness

6.7.1 Definition

	“ the extent to which the data contains exactly that which is expected ” (as defined as in Table 4)


After taking measurements, a device produces data and metadata. When data/metadata is not delivered, or partially delivered, the completeness qualifier decreases. For this qualifier, we concentrate only on the existence or non-existence of data and metadata. 

According to paragraph 5.2.5 and 5.3.5 we consider data as incomplete if the data is missing. This can be caused by crashes or loss of energy for example. It is also possible that the device does not, for unknown reasons, produce certain data. 

6.7.2 Notations

	Additional notations
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	the completeness qualifier for a measurement range 
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	returns the completeness qualifier for a single measurement 
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(the general working is presented in chapter 5)

	Semantics
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6.7.3 Formula
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 is calculated as follows:
6.7.4 Example
	

[image: image218.emf]1 2 3 4

1 2 3 1 2 3 1 2 3

0 15 2 0 0 15 2 0 0 15 2 0

1 0 1 1 1 0.880.120.00 1 0.000.120.00 0.12

2 1 0 1 2 0.880.120.00 2 0.880.000.00 0.88

3 0 1 1 3 0.880.120.00 3 0.000.120.00 0.12

4 1 1 1 4 0.880.120.00 4 0.880.120.00 1.00

5 1 0 0 5 0.880.120.00 5 0.880.000.00 0.88

6 0 1 1 6 0.880.120.00 6 0.000.120.00 0.12

7 1 1 0 7 0.880.120.00 7 0.880.120.00 1.00

8 1 1 0 8 0.880.120.00 8 0.880.120.00 1.00
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1. The matrix shown in step 1 is a result of applying 
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 except of the first row; which contains property weights

2. The property weights are normalized in step 2 (the sum of weight is 1) 
3. The third step multiplies the qualifier results in step 1 with the normalized weights in step 2

4. The outcomes of step 3 are summed up which results in qualifier values per measurement

5. The time weight function is applied in the fifth step. The most recent measurement has always the value 1; a =0 .1
6. When we normalize the values in step 5, we get the values shown in the table depicted as step 6

7. We multiply the qualifier values of step 4 with the time weight results in step 6 (sum = 100%)
8. For calculating the completeness qualifier we sum up the results shown in step 7
6.8 Integrity

6.8.1 Definition

	“ the extent to which the data is kept inappropriately unchanged since its creation” (as defined as in Table 4)


We provide a formula which makes alteration detection possible after the measurements are taken. We make use of use of Secure Hash Algorithms (SHA) functions or similar widely accepted hash functions like Message-Digest algorithm 5 (MD5). We detect alteration by comparing the hash value(s) sent by the measurement device with the hash value(s) that we will calculate on the basis of the data sent by the device. We create the possibility to detect alteration per property of a measurement; but the composition of formula is extendable if needed. 
6.8.2 Notations

	Syntax
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	Semantics
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	the extent to which all 
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6.8.3 Formula
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 is calculated as follows:

6.8.4 Example
	

[image: image240.emf]1 2 3 4

1 2 3 1 2 3 1 2 3

0 7 2 3 0 7 2 3 0 7 2 3

1 1 1 1 1 0.580.170.25 1 0.580.170.25 1.00

2 0 0 0 2 0.580.170.25 2 0.000.000.00 0.00

3 0 1 0 3 0.580.170.25 3 0.000.170.00 0.17

4 1 1 1 4 0.580.170.25 4 0.580.170.25 1.00

5 1 0 0 5 0.580.170.25 5 0.580.000.00 0.58

6 0 0 1 6 0.580.170.25 6 0.000.000.25 0.25

7 0 1 1 7 0.580.170.25 7 0.000.170.25 0.42

8 1 0 1 8 0.580.170.25 8 0.580.000.25 0.83

5 6 7
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1. We apply 
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 sent by the device. 
2. The property weights are normalized in step 2

3. We multiply the integrity values in step 1 with the normalized weights in step 2

4. The outcomes of step 3 are summed up. These results are the qualifier values per measurement

5. The time weight function is applied in the fifth step. 

6. When we normalize the values in step 5, we get the values shown in the table depicted as step 6

7. We multiply the qualifier values of step 4 with the time weight results in step 6

8. For calculating the integrity qualifier we sum up the results shown in step 7
6.9 Granularity
6.9.1 Definition

	“the extent to which the data is measured in detail” (as defined as in Table 4)


The more detailed the value
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, the higher the granularity qualifier is. Before we determine to what granularity type a value belongs, we first need to define possible granularity types. Numbers exists in various formats: real numbers, integers and numbers with x decimals or x digits etc. Because it is ineffective to define all possible granularity formats (or to make formulas that will work independent of the granularity of the data) we have chosen for an alternative. We assume that the possible granularity formats are known by the device manufacturer. We will therefore not use a pre-defined matrix of all possible formats but assume that an array of granularity formats is available during the calculation of the qualifier. 
6.9.2 Notations
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	the Granularity qualifier for 
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	The Granularity qualifier for 
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	array 
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= number of granularity formats) containing granularity formats of a specific data type (more info later this section)
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	the detected granularity format of
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	the expected granularity format of
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	Semantics
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	the extent to which all 
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 satisfies the expected granularity formats given in a range [0,1]
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	the extent to which 
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6.9.3 Formula
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 The granularity qualifier
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As can be seen in the formula above, we re-use the time weight function for the purpose of calculating the granularity qualifier. Assuming that array 
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 , then we calculate to what extent the detected granularity format differs from the expected format. Figure 28, array 
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consists of six fields with granularity formats sorted by an ascending granularity rate. In this case 
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 to this array. We demonstrate this by the examples shown below in Figure 29 and Figure 30. The horizontal ax corresponds to the index values of 
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Figure 29: 
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Figure 30: 
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[image: image471.wmf] The granularity qualifier
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 is calculated as follows:

6.9.4 Example
	

[image: image285.emf]1 2 3 4

1 2 3 1 2 3 1 2 3

0 1 6 2 0 1 6 2 0 1 6 2

1 0.300.201.00 1 0.110.670.22 1 0.030.130.22 0.39

2 1.001.000.67 2 0.110.670.22 2 0.110.670.15 0.93

3 0.200.200.45 3 0.110.670.22 3 0.020.130.10 0.26

4 0.671.001.00 4 0.110.670.22 4 0.070.670.22 0.96

5 0.201.000.20 5 0.110.670.22 5 0.020.670.04 0.73

6 0.450.671.00 6 0.110.670.22 6 0.050.450.22 0.72

7 1.000.300.30 7 0.110.670.22 7 0.110.200.07 0.38

8 0.451.000.45 8 0.110.670.22 8 0.050.670.10 0.82

5 6 7
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1. We apply 
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takes care of the part which compares the granularity of the data of 
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 with the granularity format in the array 
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2. The property weights are normalized in step 2. 

3. The third step multiplies the granularity values in step 1 with the normalized weights in step 2

4. The outcomes of step 3 are summed up. 

5. The time weight function is applied in the fifth step. The most recent measurement has always the value 1; a = 0.1
6. When we normalize the values in step 5, we get the values shown in the table depicted as step 6

7. We multiply the qualifier values of step 4 with the time weight results in step 6

8. For calculating the granularity qualifier we sum up the results shown in step 7
6.10 Consistency

6.10.1 Definition

	the extent to which the format of the data is conforming the standard” (as defined as in Table 4)


Chapters 5.2 and 5.3 showed scenarios of consistent and inconsistent measurements. The consistency is measured on the basis of metadata which describes in what format the data/metadata should be delivered. We make use of array 
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, also used in the previous chapter, which is filled with all possible consistency formats. For possible consistency formats, see 5.2.4 and 5.3.4. 
6.10.2 Notations

	Syntax
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	The Consistency qualifier for 
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	the absolute value of 
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	Semantics
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	the extent to which 
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6.10.3 Formula
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We re-use the concept introduced in the previous section. We make use of 
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 to calculate the consistency qualifier. The qualifier formula for 
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The main difference now is that the more the consistency differs, the more the qualifier value deviates. The more it deviates from the expected format the less consistent the format is, the lower the consistent qualifier will be. We explain this by the following two examples of 
[image: image307.wmf](

)

j

i

co

,

.

	2 examples of 
[image: image308.wmf](

)

d

ex

a

t

,

,



	[image: image309.emf]t(0.2,4,d) 

0,00

0,20

0,40

0,60

0,80

1,00

1,20

1 2 3 4 5 6

d

co(i,j)


Figure 31: 
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Figure 32: 
[image: image312.wmf](

)

d

t

,

2

,

5

.

0




Till the point where 
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, the formula works the same as the granularity qualifier. But from that point on, the formula is mirrored which means: the more the detected consistency format (
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6.10.4 Example
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1. We apply 
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2. The property weights are normalized in step 2. 

3. The third step multiplies the consistency values in step 1 with the normalized weights in step 2

4. The outcomes of step 3 are summed up. 

5. The time weight function is applied in the fifth step; a = 0.1 
6. When we normalize the values in step 5, we get the values shown in the table depicted as step 6

7. We multiply the qualifier values of step 4 with the time weight results in step 6

8. For calculating the consistency qualifier we sum up the results shown in step 7
6.11 Timeliness
6.11.1 Definition

	“ the extent to which data is taken at the expected date/time” (as defined as in Table 4)


Within the field of telemedicine it is often important to take measurements at a fixed time with a certain frequency. We therefore assume that it is known at which date and time we expect a measurement. On the basis of this assumption we can easily see to which extent the taken measurement differs from the expected measurement. We do not know on beforehand what the expected date/time of measurement is, because this depends on the measurement device and the patient. We therefore assume this information is available on beforehand. 
6.11.2 Notations

	Syntax
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	Semantics
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6.11.3 Formula
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The values on the horizontal ax are on not known beforehand. We assume that they are delivered by the device during the qualifier calculation. In this case we except the 
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6.11.4 Example
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1. We apply 
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2. The property weights are normalized in step 2. 

3. The third step multiplies the  timeliness values in step 1 with the normalized weights in step 2

4. The outcomes of step 3 are summed up. 

5. The time weight function is applied in the fifth step; a = 0.1
6. When we normalize the values in step 5, we get the values shown in the table depicted as step 6

7. We multiply the qualifier values of step 4 with the time weight results in step 6

8. For calculating the timeliness qualifier we sum up the results shown in step 7
6.12 Stability

6.12.1 Definition

	“  stability is the extent to which data fluctuates as a result of bad performed measurements ” (as defined as in Table 4)


Our purpose is to detect instable measurements caused by bad performed measurements by finding a way to detect measurement fluctuations on the basis of measurement metadata. Because we have not yet defined what we expect of bad performed measurement, we first have to make a clear definition and distinction between good and bad performed measurements. We now explain first on our definition of stable measurements.  

There are situations which can be defined as unstable, but in fact it are situations in which changing physical conditions has caused this instability. We consider this as stable. See Figure 33 till Figure 37. These are examples of measurement data that are not influenced by bad performed measurements but due to changing physical conditions. The presented graphs make use of measurement data, but is does also count for metadata. These presented measurements can be ascribed to normal performed measurements which we will consider as stable. 
	The following examples of series of measurements will not be considered as unstable measurement series. We attempt to ignore these kinds of behaviors within measurement ranges because they can be categorized as ‘normal’ changing physical conditions and not as bad performed measurements. The time between 2 measurements is constant
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Figure 33: linear incrementing
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Figure 34: first linear ascending, then linear descending
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Figure 35: cyclic ascending and descending
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Figure 36: repeating changes
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Figure 37: no downfall after increase
	


We have seen examples of data fluctuations that we do not define as unstable. The following graphs depict measurements that are unstable according to the definition of stability mentioned in Table 4. We see two measurement series in which one or more measurements are unstable. 
	The following examples of series of measurement will be considered as unstable measurement series. We attempt to ignore these kinds of behaviors within measurement ranges because they can be categorized as bad performed measurements. The time between 2 measurements is constant
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Figure 38 : A bad performed measurement with one negative peak
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Figure 39: A bad performed measurement with two positive peaks


6.12.2 Notations

	Syntax 
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	a real number variable; used for threshold multiplication

	Semantics
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6.12.3 Formula

In contrast to previous qualifiers we have selected one out three stability formulas. We discuss this section the best suited formula. The remaining two formulas are discussed in Appendix A. All formula versions are applicable for calculating the stability qualifier for one measurement as well for multiple measurements. The first formula is recommended while the second and the third formula are alternatives to the first one. The results of the formulas are not the same since this depends on pre-defined variables and the difference in the formulas themselves of course. In summary, all formulas work intuitively the same: the more instable the measurements the lower the stability. The formulas are labeled with the numbers 1, 2 or 3 which indicates the version of the formula. In Appendix A we elaborate more on stability functions. In this section we will focus on the first formula. 
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The first version of the Stability formula is presented below, divided in two parts. 
The working of the formula is explained in more detail in section 6.12.4. In summary the formula works as follows. We calculate per measurement the stability. At the end 
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times the standard deviation. The latter is defined as the threshold. The stability is 0 in case if the difference exceeds the threshold. 
6.12.4 Example
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Figure 40: Subtracting the average from the current value
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Figure 41: calculating the stability values


1. We measure the stability of the first property: 
[image: image378.wmf]1

=

j

. The data presented in step 1 represents a matrix 
[image: image379.wmf](

)

1

,

9

M

. The property weight in 
[image: image380.wmf](

)

1

,

0

a

 is not used so it can be left blank. 
2. The second step is calculating statistical data on the basis of  
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: the measurement average, the measurement standard deviation, the threshold factor and at last the threshold multiplied by 
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. They will be used in the following steps.

3. We calculate in step 3 the absolute difference between each measurement and the measurement series average. These values are depicted in Figure 40.
4. We then check whether the values are lower then the threshold (the threshold consists of the standard deviation times 
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. 
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can be adjusted manually) The higher the threshold the less accurate the qualifier will be.  In step 4, and in Figure 40, we can see one measurement rises above the threshold (dotted line). In that case the stability is 0 (see Figure 34)
5. The last step calculates the average of all measurement stabilities. If desirable, the formula can be extend by the time weight function as applied in previous sections.  
7 Quality Estimation Application
7.1 Introduction

In the previous chapters it was shown that it is feasible to use metadata as basis for data quality estimation. This section put the proposed solutions in a real world architecture of consumer health care solution. We make use of current standards provided by Continua.  Before we present the solution we discuss the Continua architecture and how this architecture changes after we implement data quality estimation into the Continua design. We analyze a specific personal health device (weight scale) and discuss its architecture. On the basis if this analysis we propose extensions to make data quality estimation possible. The last section focuses on the secure exchange of the data needed for data quality estimation. 
7.2 Continua Architecture Analysis
7.2.1 Introduction

The Continua End-to-End (E2E) Reference Architecture gives a high-level architectural view of the Continua ecosystem which is depicted in Figure 42. The architecture is realized through interfaces which provide interoperability between devices and components. 
The architecture distinguishes two kinds of personal health devices: PAN and LAN devices. Our research focuses on PAN-devices. A PAN device is a Peripheral Area Network device which can be a sensor (like a blood pressure meter, a weight scale or a heart-rate monitor) or an actuator (like a devices that turns off/on a light, shut of the gas, set off an alarm in certain circumstances). A PAN device or a Personal Health Device is also called an Agent. 

A LAN device is a Local Area Network device that aggregates and shares the connected PAN devices. A LAN device can also act as a PAN device. Both devices are connected to an Application Host Device (AHD) such as personal computer, cell phone or monitoring hub with respectively a LAN-IF or a PAN-IF interface. 
A WAN Device (Wide Are Network) is connected to an AHD through the WAN-interface. A WAN device implements a managed-network-based service which device collects information and host a broad range of health services (like monitoring services). A WAN device or a Application Host Device is also called a Manager.
The Health Record device implements a health records database system managed by a healthcare service provider. It is connected to a WAN device with the xHRN-interface [36]. 
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Considering the architecture and our aim to implement data quality estimation, we distinguish devices and interfaces. Application of data quality estimation needs device extensions as well as interfaces extensions. In Figure 43 we have focused on a part of the Continua Architecture on which we will focus this section. We have mentioned briefly the extensions that are needed (at device and interface level) to realize data quality estimation.  What these extensions exactly comprehend is explained later this section. 
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This chapter is dedicated to the Agent  (PAN), the Manager (AHD) and the interaction between them (PAN-Interface). The devices and interfaces are described by the Continua E2E Reference Architecture (based on the ISO/IEEE 11073 series of standards). The ISO/IEEE 11073 standard provides an overall system model which consist of three principal components [37]:

· The Domain Information Model (DIM) is hierarchical model that describes an Agent as a set of objects. 
· The Service Model (SM) defines the conceptual mechanisms for data exchange services between the Agent and the Manager (also called Application Host Device).  
· The Communication Model (CM) supports the topology of one ore more Agents communicating over point-to-point connections to a single Manager. 

For each model we discuss to what extend it needs to be extended to make data quality estimation possible. 
7.2.2 Domain Information Model (DIM)

At the top level of the DIM in Figure 44 the Medical Device System (MDS) object represents device properties (like device identification and technical descriptive data) and device services. The measurement data is modeled by the objects linked to the MDS shown in Figure 44. The MDS Object and its underlying objects describe the device’s configuration and data. 

[image: image387]
Within the UML-model of an Agent in Figure 44 there are three categories of objects: a Scanner, a Metric and a PM-store/segment object [37]:
· DIM: Scanner

· A Scanner object facilitates the reporting of Agent initiated data transfers. 

· A Scanner object is an observer and ‘summarizer’ of object attributes values. It observes attributes of medical objects, e.g. Numeric objects, and generates summaries in the form of notification event reports.   

· DIM: Metric 
· The Metric object is the base class for all objects representing measurements. 

· The Metric object is not instantiated, so it is never part of the Agent configuration. As a base class it defines all common attributes, methods, events, and services that are common for all objects representing measurements.

· Numeric, Real-Time Sample Array and Enumeration are derived from a common Metric base object
· In general, the Numeric objects represent episodic measurements (that is, data not having a fixed period between each data value), Real-Time Sample Array objects represent continuous samples or wave forms, Enumeration objects represent event annotations

· DIM: PM-store/PM-segment

· The PM-store and PM-segment objects provide a persistent storage mechanism for metrics
· The PM-Store object provides long-term storage capabilities for metric data
7.2.3 Service Model (SM)

The Service Model plays a role within the interfaces depicted in Figure 43. The Service Model is a set of information exchange services between the DIM of the Agent and the DIM of the Manager. As depicted in Figure 45 the SM consists of methods and events. They are part of the Object Access Service (OAS). The OAS exists of the following services [37]:

· GET service

· Used by the Manager to retrieve the values of the Agent MDS object and PM-Store attributes

· SET service

· Used by the Manager to set values of attributes of the Agent’s object. Currently, only the Scanner objects support the Set Service

· Event Report service

· Used by the Agent to send configuration updates and measurement data to the Manager

· Action service

· Used by the Manager to invoke actions (or methods) supported by the Agent. An example is MDS-Data-Request action which is used to request a measurement data from the Agent.

The SM uses PM-store Objects of the Agent to work in cooperation with the Manager for information exchange. We first discuss the PM-Store concept in relation with the Manager. 


[image: image388]
As we know, the PM-Store and PM-Segment objects provide a persistent storage mechanism for metrics that are accessed by the Manager at a later time. The PM-Store object provides long-term storage capabilities for metric data. Data is stored in a variable number of PM-Segment objects. PM-Segment instances may dynamically change. The Manager accesses the PM-Segment object indirectly by methods and events of the OAS.
7.3 Weight Scale Use Case

7.3.1 Domain Information Model
In chapter 5 we proposed metadata extensions for the weight scale as well for the blood pressure meter. For proposing architectural extensions we have to investigate the device standards of a specific the device. Since the blood pressure meter device specialization is not available at the time of writing and the weight scale device specialization is available [38], we use only the weight scale example as a basis for extension proposals. This can be easily reflected to other devices by adjusting the weight scale example 
 The Weighing Scale Class in Figure 46 is an instance of the DIM of Figure 44.  

[image: image389] 
We have mentioned earlier that the MDS Object contains device identification and technical descriptive data. We can think about Device type, -model, –specification and ID-information. Considering the possible metadata extensions in section 5.2.10 some extensions are already part of the existing MDS Attribute set like date/time stamp, power status and battery level. These and more attributes are already included within the MSD Object.   
In the Weight Scale case example in Figure 46, the data properties ‘Body Weight’, ‘Body Height’ and ‘Body Mass Index’ are Numeric Object instances. The Numeric Objects contain attributes that characterizes the properties of a single metadata property: they do inherit general Metric properties. Numeric objects have also specific attributes like ‘measurement value’, ‘measurement state’. The Numeric Objects do not have any attributes that contribute to data quality estimation. There is one exception; ‘accuracy’ is the only Numeric attribute that seems to give one aspect of data quality information (this attribute is also available in the general DMI). This value gives the accuracy of one data property of one measurement. Their definition of accuracy is the ‘maximum deviation of actual value from reported observed value’ which looks like our definition of stability. The availability of a qualifiers creates the possibility to extend attributes at Object attribute level to implement other qualifiers. We have not found other attributes that contribute to the data quality.
The three Numeric objects in Figure 46 are thus specific instances of the Metric objects. The Numeric objects have attributes that embrace information of one data property element; Body Height for example. This system uses a Numeric Object to describe one quality aspect of a particular data property of a single measurement. Given this information we propose Weight Scale class extensions in order to make data quality estimation possible. 

7.3.2 Analysing DIM Extensions
In the previous section we discussed in general the extensions possibilities within the Continua architecture at a general level. This section proposes extensions using the example of the weight scale class.
We are now able to apply the necessary extensions for data quality estimation since we have knowledge of the weight scale Domain Information Model, the weight scale metadata extensions proposed in section 5.2 and the qualifier formulas in chapter 6. We therefore take the weighing scale class as a base to extend it for making data quality estimation possible. We discuss the proposals on the basis of Figure 47.
Our aim is to extend the objects and attributes of the weight scale class by implementing the proposed metadata described in earlier chapters. It is also of concern to implement the qualifiers into the given class standard. 
In Figure 47, there are three levels at which extensions are possible. We have chosen to extend the class at three points:

· For properties that apply to all Objects, we extend an attribute at the MDS-Object level (#1 in Figure 47, i.e. “date stamp of external calibration”)
· For properties that apply to one Object, we extend an attribute at the Object level (#2 in Figure 47, i.e. “required minimum value”)
· For properties that represent a data property for which no Object exists, we create a new Object (#3 in Figure 47, i.e. “environment temperature”)
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7.3.3 Implementing Metadata into the DIM
The results of implementing metadata into the Continua standard are depicted in Table 23.  From our list of metadata extensions we present a selection in Table 23. The metadata extensions are implemented in the Weight Scale Domain Information Model at all levels.

For every weight scale specific metadata item, listed in Table 23, we define at which level in the DIM the extensions take place. If we take ‘automatic external calibration’ as example, this metadata item fits the best at the MDS attribute level because it is device specific and belongs therefore to the highest level in the DMI. 
The data properties (#1 in Figure 47) are typical device properties or represent the device status and therefore belong at MDS Attribute level. If the metadata is already mentioned within the current standard then it is marked with a ‘-‘in in Table 23; these items are not considered as additional metadata. For explanation of the metadata definitions we refer back to section 5.2.

The metadata items (#2 in Figure 47) are found suitable for extension at Object Attribute level. We can see that hash calculation has also been mentioned at MDS Attributes level. This is [image: image479.wmf](
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because we can calculate a hash value over one data property (#2 in Figure 47) or over multiple data properties (#1 in Figure 47). We implement this at both levels. 
The metadata items (#3 in Figure 47) are found suitable for extension at Object Creation level. For every metadata item new (Numeric) Objects have to be created.
So far, we can conclude that the standards mentioned in [37, 38] are suitable for metadata extensions by adding attributes at MDS and Object level and by creating new Objects. For calculating qualifier formulas we need more information except metadata. Therefore we discuss now the necessary additions to make qualifier calculation possible. 

The linkage of measurement versus metadata is discussed later this chapter. 
7.3.4 Implementing Qualifier Results into the DIM
A measurement consists of 
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 data properties. In total, there are 
[image: image392.wmf]m

 measurements. The first property of a measurement is the measurement data (i.e. weight) followed by the metadata (i.e. t time). A qualifier formula bases its result on the data properties. The general setup of a qualifier formula consists of two loops:
· The first loop calculates the qualifier over one data property.  This is repeated 
[image: image393.wmf]n

 times for every data property.

· The second loop calculates the qualifier result over one measurement. This is repeated  
[image: image394.wmf]m

 times for every measurement.

We assume that the DIM is able to access previous measurements (through the PM-store/PM-segment) of the DIM. This is needed to calculate qualifiers over more then one measurement. 
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As mentioned in the previous section implementing the qualifiers require extensions different DIM levels (see Table 24). 

· We extend every Numeric Object with 7 qualifier attributes. After the qualifier calculation the qualifier result for one data property is stored here (see #1 in Table 24)

· We extend the MDS Object with 7 qualifiers attributes (see #2 in Table 24). The qualifier results of all Numeric Objects are given as input to calculate a weighted average (see chapter 6)
· We do not need to create new Numeric Object for calculating the qualifiers (see #3 in Table 24)

The stability qualifier can only be measured for at least two measurements since this formula cannot be calculated for one data property nor a single measurement. With some SM extensions, explained later this chapter, it is possible to calculate the stability qualifier.
7.3.5 DIM Extenion Example
An example of the implementing results is shown in Figure 48. 
At the MDS-level we listed two device characteristics “Type” and “Model”. More important are the qualifiers. The qualifier abbreviations listed in the figure in the left column are originating from section 6.1 (a selection). The qualifiers presented in the right column show results from 
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 which is a window range of measurement starting from measurement #4 till measurement #4: one measurement thus. These results are based on qualifier results on Numeric Object attribute level. 
At the Numeric Object level the data properties are stored. The qualifiers that are listed in the “Body Weight” Object are based on a single data property. 


[image: image396]
Except metadata and formulas there are two extensions more needed to calculate the qualifiers as mentioned in chapter 6. The first extension is adding qualifier arrays. Those are needed to compare the actual format of a measurement to the available possible formats. For the granularity qualifier as example (6.9.2) we need
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with size 
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(= number of granularity formats) containing granularity formats of a particular data type


Implementing this array is done by creating a new MDS-Object attribute for every qualifier for which a list of possible formats is needed to calculate the qualifier. This particular attribute shall contain an array of formats. This array will be consulted as soon as the granularity qualifier is being calculated. This scenario counts also for the timeliness qualifier and the consistency qualifier. 
The second extension is the integration of the time function and a weight function (6.3 & 6.4). The time function is based on multiple measurements. It is therefore implemented as additional MDS-attribute. Since the weight function is data property dependent, we propose an extension at the Numeric Object level.
7.3.6 Service Model Extensions

To make the stability qualifier work we have to extend the way of how the Agent’s DIM exchanges information with the Managers’ DIM: the Service Model. Access to older measurements is needed for stability calculation. Access can be provided in two ways: 

· Direct access to the PM-store Objects through the Agent

· Indirect access to the PM-store Object through the Manager

For the first option we do not have to extend the Service Model while this is necessary for the second option. The standard in which the concept of PM-Store Objects is defined [37] does not mention possible read operations of the Agent on the PM-store Object. The Agent is able to perform write operations. 
Assuming that we can extend the standard (as showed in Figure 49) and make the Agent read the data within the PM-store Objects, then the stability qualifier can be easily calculated just by gathering the needed data from the PM-store object and calculate the stability qualifier. This can be done with the architecture depicted in Figure 49. 

[image: image401]
Assuming that the Agent is not able to access the PM-store Object for qualifier calculation, we propose an alternative solution which makes use of available methods. This proposed solution uses these methods in an other way::
· The Agent uses the Event Report Service to deliver measurement data to the Manager (1) or the Manager retrieves the measurement data with the GET service (2). 
· In case of (2) the Manager retrieves older measurement values from the PM-store Object with the GET 

· The Manager calculates in the meantime the stability qualifier. This cannot be done by the Agent since it needs access to older measurements which can only be done by the Manager. 
· The Manager uses the SET service to fill in the 
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result at MDS-level. 
Because the SET service is only supported by the Scanner Object of the DIM we propose making this particular service available for the MDS-Object. This is needed in case of the Agent is not able to access the PM-Store Object. 

The actions ascribed above are not possible within the current Information Models of medical devices. Applying the proposed extensions require Information Model adjustments which make Stability calculation on the measurement device possible. Because the other qualifiers al already stored on the device it is obvious to store the Stability qualifier on this device. 

7.4 Secure Data Exchange 
7.4.1 Introduction
The implementation of the proposed data quality estimation framework requires a security analysis to detect new security risks in the proposed additions. This section attempts to give an answer to the question to which extent the proposed additions in the framework bring extra security risks with its implementation.  
We focus on three security aspects. We first present the section ‘linkage analysis’ which discusses to what extent extra created data and metadata can be identified to its measurement and prevent loss of data. The section ‘privacy analysis’ presents an overview of privacy issues that can be harmed due to the proposal which proposes to create more (personal) metadata. The last section ‘integrity’ discusses to what extent the integrity of the additional data and metadata can be guaranteed. 
7.4.2 Linkage Analysis
Adding additional metadata to measurement (objects) is only useful if the metadata can be deduced to its measurement. Therefore it is obvious to relate metadata to a measurement; also called linkage. The ‘Continua Application profile Optimized exchange protocol’ [37] is a document which describes a framework in which linkage solutions are proposed at different object levels:

The MDS Object
The MDS Object has a handle attribute which represents a reference identifier. This means that underlying Objects (like Metric and Numeric Objects) can be linked to the MDS Object by referring to this identifier. 

The Metric Object

The Metric Object has four attributes which can be used for linkage purposes: (1) The Metric Object has a unique identifier attribute assigned by the Agent. It is used when it is sent to the Manager. (2) The Metric Object has an additional ‘type’ attribute which is used for a context free extensible identification. (3) A third identification possibility is the Metric Object OID attribute. It holds an identification that is more specific than the ‘type’ attribute. (4) The fourth linkage possibility is the Source-Handle-Reference attribute which is part of the Metric Object. It established a relation of this object instance to a source object which is used whenever it is required to model an explicit relation between object instances to define dependencies. 
The Numeric Object

Because the Numeric Object is an instance of the Metric Object it gets also a reference identifier. The Numeric Object has further no additional identifying attributes. It inherits the Metric Object’s attributes. 

The object model provided by Continua offers identifying possibilities that are embedded in different levels of the model Objects. The model provides implementing relationships between objects to define dependencies. This means that adding metadata, especially Objects, can be implemented without risking loss of linkage between the metadata and the Objects where it is related to.
7.4.3 Privacy Analysis

Considering the data quality estimation solution we provided, we discussed only the changes within the Agent: the beginning of the chain of information flow. This chain ends at the Electronic Health Record (EHR). The metadata that is additionally sent can affect the privacy on different stages in the chain of information. 
First, the Agent sends the metadata to the Manager using the same technique as the data is sent: USB or Bluetooth. At this moment, these are the only techniques that are currently certified for Continua application. We discuss only the privacy risks which appear when metadata is added. 
Using USB as transfer medium does not bring extra risks with it. This point-to-point connection exists only between the Agent and the Manager. Because interrupting this line is considered as not realistic we consider the metadata addition in combination with USB as safe. Using Bluetooth brings more risks with it. The data can be interrupted since it is sent through the air. Adding metadata means that more data is sent from the Agent to the Manager. The worst case scenario is the situation in which all data packages sent by the Agent are intercepted by a third party. In this situation we assume that the interceptor is able to convert/translate the packages into plain text (this can vary from innocent body temperatures till disease descriptions)
In this case, the interceptor does not have the measurement data only, but also additional metadata which can reveal information about the context in which the measurement is taken. In case of information leakage, a patient’s privacy cannot be guaranteed because the metadata can reveal more sensitive information about the patient.
Once stored on the Manager, the metadata can be retrieved by malicious software or by third parties. This depends on the extent to which the Manager is secured against unauthorized access. Since the Manager Application Exchange Protocol is not available at the time of writing we can not indicate to which extent adding metadata brings extra risks with it on technical level. 
The extra data and metadata that is needed for the qualifiers, or just a part of it, is sent from the Manager to the EHR managed by a Health Care Provider. A known privacy issue is to what extent the patient sends its metadata to the EHR. The more information the patient sends, the better the Health Provider can make a diagnosis, but the more privacy the patient releases. We assume that the EHR is properly and securely constructed, but if the database leaks out, more privacy sensitive data is available for everyone because of the metadata that is available. 
We can see that adding metadata brings a lot of advantages with it. But within the field of privacy there are some drawbacks for which we cannot propose countermeasures. This is because the current Continua Architecture does not provide (yet) a security framework which is necessary for proposing security solutions that fit in the architecture. 
7.4.4 Integrity Analysis
We have provided a solution to guarantee one aspect of the integrity of the data and the metadata: alteration detection by comparing hashes. This solution is presented in section 6.8. Besides the metadata that is sent by the Agent, it sends also hash values that are calculated directly after the measurement is taken. The formula that calculates the integrity has can be adjusted with the provided parameters. The proposed solution provides the freedom to calculate the hash value over the Numeric Object, a collection of Numeric Objects or all the metadata together. 
The moment at which the metadata arrives at the Manager side, or at the EHR side, the metadata Manger/EHR can compare the metadata with the hash values that are sent with the metadata. Therefore the MDS Object must specify with an extra attribute of which encryption technique it makes use. With this information the Manager/EHR can calculates the hash values and compare it with the sent hash values for alteration detection. It does not provide a full key management solution, but the technique can be implemented as part of a key management solution. 
8 Conclusion

8.1 Conclusion

For measuring the quality of health data we selected seven qualifiers: error-free, completeness, integrity, granularity, consistency, timeliness and stability. The qualifiers are generally applicable to a broad range of. These qualifiers are the most often used suitable qualifiers based on literature research. This research is performed independent of measurement devices. The qualifiers do not focus on a rare characteristic and are thus therefore generally applicable. Every qualifier describes one quality aspect. 
Medical measurement devices create data and metadata that are currently not used for quality estimation purposes. By retrieving this data and metadata we are able to calculate data qualifiers. 
We researched 14 different types of weight scales and 14 blood pressure meters. The average device’s information model has a strong potential to be easily extended with additional metadata. Metadata is already shown on the device’s display or calculated internally by the devices but not used for quality estimation. User inputs, like measurement location, are already available and therefore less investment is required for small extensions for patient data input. The currently available data/metadata and the potential metadata extensions (based on realistic device scenarios) are found suitable for qualifier calculation. We showed the relationship between metadata and the qualifiers in these scenarios. The data/metadata mentioned in these scenarios must be made available in order to make data quality estimation available. 

We have made it possible to calculate for every qualifier a data quality estimation. We have developed seven formulas; one formula per qualifier. The qualifiers function works independent of the given data/metadata. The formulas are provided with different parameters which can be used to adjust the formulas. The first parameter is called time weight; it creates the possibility to let older measurement have less influence on the qualifier result then recent measurements. The second parameter is property weight; it is possible to assign weights to metadata properties to let them have a higher or lower weight during the qualifier calculation. 
The results are satisfying and the formulas work as assumed. They react intuitively: the lower the quality of the data the lower the qualifier. The dependence of the relation between the quality of the data and the qualifier value can be adjusted manually. Therefore we have made it possible to estimate the quality of health data on the basis of metadata. We implemented these results within the Continua Architecture. The application of data quality estimation is possible within the Continua Architecture in combination with the proposed extensions regarding the Information Model. 
Additional information that is needed to calculate the formulas can also be implemented. 
Within the concept of Continua Architecture, it is unknown to what extent the exchange of the additional metadata can take place securely, because the lack of a security framework. We nevertheless introduced data/metadata alteration detection that is guaranteed by the proposed Integrity qualifier. The security analysis proves that linkage between metadata/data and measurement can be guaranteed by using available Identifier Object attributes; this makes metadata identification possible. One disadvantage of adding metadata is when it  leaks out the privacy can be harmed.
8.2 Future research
In chapter 4 we have selected the most often used qualifiers from literature research and we based the implementation of data quality estimation on this list of qualifiers. Selecting these qualifiers does not mean this list is complete. Therefore, research has to be done in finding more qualifiers that can contribute to data quality estimation like more device specific qualifiers and also more device specific metadata characteristics. 
In chapter 5 we focused on the weight scale and the blood pressure meter. Our metadata proposal is based on these two devices. For future research other devices have be investigated since every device has its own characteristics and metadata.

Chapter 7 focused on the security risks that adding metadata brings with it. More research has to done to the security consequences of adding metadata. This research has to be based on the security framework for the Continua Architecture which will be made available soon. 
We concentrated mainly on medical measurement devices since this is the first place in the chain of information where the metadata is placed, produced or calculated. Adding data quality estimation has consequence at all stages in the chain of information. Therefore, research is needed to investigate the consequences for the Application Host Device, the Personal Health Record and the Electronic Health Record and the backend service.
9 Appendix A: Stability Functions

9.1 Introduction

In section 6.12 we proposed the stability formula 
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 above two alternative stability formulas 
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. All versions are suitable for calculating the stability qualifier for one measurement as well for multiple measurements. The formula 
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 are alternatives. The results of the formulas are not the same since they depend on pre-defined variables and the difference in calculating. In summary, all formulas work intuitively the same: the more instable the measurements, the lower the stability. The formulas are labeled with S1, S2 or S3 which indicates the version of the formula. This section discusses the alternative formulas briefly.

9.2 Definitions
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	the stability qualifier for 
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	the general framework for S0, S1, S2 and S3
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	normalizes the value of a specific of a measurement 
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9.3 Formula S0

The development of 
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 has proceeded by some literature research. The general concept of 
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 has been derived from the formula 
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[2, 13, and 14] present a state-of-the-art stability formula that calculates the stability of biological data: 

We have used this formula as basis for the three stability formulas. [image: image482.wmf]Formula 19 is the simplified version of Formula 18:

We can see that the sum of the multiplication of a certain delta and time is subtracted from 1. The sum runs over a series of measurements: from f till g. This means that the higher the sum value is, the lower the stability value becomes. 

Delta

The first part of the sum function of Formula 18 calculates the difference (delta) between two succeeding measurements. Since it compares only 
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, which is needed to get a better view on the whole range of measurements. This is the first reason why we chose for a different delta function in 
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Integral

The second part of the sum function in Formula 18 consists of an integral function. In general, the integral function is used to give every measurement a certain time weight in order to have old measurements less influence on the stability 
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while new unstable measurements should influence 
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relatively more. It minimizes the influence of measurements that are far away. We have chosen to use an alternative function because the integral function is a complex function which realizes a relative simple outcome. Because of its complexity it is also harder to adjust the function with parameters to get the desired result. 

9.4 Formula S2
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Formula 20 
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normalizes the value of a particular measurement’s property 
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 relative to other 
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’s. The stability over the whole range of measurements is calculated by 
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. In the heart of the formula, it compares two sequential measurements every iteration. The more a couple differ, the bigger the deviation. This deviation is multiplied by the time dependent weight function which is explained in section 6.3. Finally, all deviations are subtracted from 1 and the stability qualifier remains.  
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9.5 Formula S3
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 makes also use of the time function and the delta function used in 
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. The only difference in this formula is that the delta of one measurement is compared to the sum of the delta of all measurements within the given range. 

9.6 Discussion

The formula S1 has been chosen as the best suited stability formula (out of three formulas) due to several reasons. This formula supports a threshold: when a value deviates extraordinary then this value will not be counted in. In fact, in does not influence the other measurement while it does influence with formulas S2 and S3.

Formula S1 makes it possible to adjust the delta threshold manually. This is useful when the measurements show irregular fluctuations. They can be flattened out by raising this threshold.  

The last important reason why usage of formula S1 is preferable is the way of calculating the delta. We use the standard deviation which is more reliable then average-calculations. The formulas of S2 and S3 are not reliable when measurements show extremely high deviations. 
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Figure � SEQ Figure \* ARABIC �8�: Examples of typical medical devices
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Figure � SEQ Figure \* ARABIC �7�: Patient can provide the EHR with information fully or partially
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Figure � SEQ Figure \* ARABIC �5�: Information about the patient is stored into the PHR or EHR
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Figure � SEQ Figure \* ARABIC �4�: Telemonitoring: the link between e-health and telemedicine
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Figure � SEQ Figure \* ARABIC �3�: Telemedicine is related to the field of e-Health
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Figure � SEQ Figure \* ARABIC �2�: e-Health as an intersection of three fields 
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Figure � SEQ Figure \* ARABIC �1�: Informedics is related to the fields of Medics & Informatics (the overlapping areas do not indicate that one field is part of the other, but that there exists a significant relationship between the two fields)
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� EMBED Excel.Sheet.8  ���Table � SEQ Table \* ARABIC �20�: Determining the integrity value of measurement (meta)data
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� EMBED Excel.Sheet.8  ���


Table � SEQ Table \* ARABIC �19�: Determining the integrity value of measurement metadata
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Table � SEQ Table \* ARABIC �18�: The gray areas represent possible error values 
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Table � SEQ Table \* ARABIC �17�: The completeness of a data item depends on the amount of data that has been sent
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Table � SEQ Table \* ARABIC �16�: Possible consistency scenarios
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Table � SEQ Table \* ARABIC �15�: Possible granularity formats
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Figure � SEQ Figure \* ARABIC �11�: A blood pressure meter
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Figure � SEQ Figure \* ARABIC �44�: Personal health device – domain information model
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Table � SEQ Table \* ARABIC �12�: The up-to-date qualifier calculated on the basis of measurement times
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Table � SEQ Table \* ARABIC �11�: Determining the integrity value of measurement metadata
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Table � SEQ Table \* ARABIC �10�: Data that contains errors influences the error-free qualifier.  
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Table � SEQ Table \* ARABIC �24�: Linking qualifiers to attributes/object
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Figure � SEQ Figure \* ARABIC �13�: n x m matrix � EMBED Equation.3  ���
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Formula � SEQ Formula \* ARABIC �1�: Time dependent weight function





� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �2�: � EMBED Equation.3  ���normalized
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Formula � SEQ Formula \* ARABIC �3�: � EMBED Equation.3  ��� explained
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� EMBED Excel.Sheet.8  ���


Figure � SEQ Figure \* ARABIC �20�: matrix � EMBED Equation.3  ���: expanded





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �7�: � EMBED Equation.3  ��� explained





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �8�: � EMBED Equation.3  ��� explained





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �9�: � EMBED Equation.3  ��� explained
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Figure � SEQ Figure \* ARABIC �27�: Array � EMBED Equation.3  ���which specifies the number of digits and decimals





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �10�: � EMBED Equation.3  ��� explained
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Formula � SEQ Formula \* ARABIC �17�: the stability over � EMBED Equation.3  ��� 





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �14�: � EMBED Equation.3  ��� explained
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Formula � SEQ Formula \* ARABIC �16�: the stability over � EMBED Equation.3  ��� for property � EMBED Equation.3  ���





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �13�: � EMBED Equation.3  ��� explained
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Formula � SEQ Formula \* ARABIC �4�: the first delta function; makes use of normalization
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Formula � SEQ Formula \* ARABIC �5�: the third delta function: based on linear transformation
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Formula � SEQ Formula \* ARABIC �6�: the second delta function; based on simple math
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� EMBED Excel.Sheet.8  ���Figure � SEQ Figure \* ARABIC �14�: 8 x 4 matrix � EMBED Equation.3  ���





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �11�: � EMBED Equation.3  ��� explained
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Figure � SEQ Figure \* ARABIC �28�: Array � EMBED Equation.3  ���





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �12�: � EMBED Equation.3  ��� explained





� EMBED Equation.3  ���� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �15�: � EMBED Equation.3  ��� explained
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Formula � SEQ Formula \* ARABIC �22�: S3
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Formula � SEQ Formula \* ARABIC �21�: S2








� EMBED Excel.Sheet.8  ����Table � SEQ Table \* ARABIC �5�: Investigated weight scales
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Formula � SEQ Formula \* ARABIC �20�: the delta formula
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Table � SEQ Table \* ARABIC �9�: The completeness of a data item depends on the amount of data that has been sent
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Table � SEQ Table \* ARABIC �8�: Possible consistency scenarios





�


Figure � SEQ Figure \* ARABIC �46�: Weighing Scale Class
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Figure � SEQ Figure \* ARABIC �47�: Weighing Scale Class: extensions possibilities
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Figure � SEQ Figure \* ARABIC �42�: Continua E2E Reference Topology
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Table � SEQ Table \* ARABIC �23�: Linking metadata to attributes/object
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Figure � SEQ Figure \* ARABIC �43�: Continua E2E Reference Topology: a brief summary of device/interface-extensions between a PAN device and an Application Hosting Device and their interface
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Figure � SEQ Figure \* ARABIC �45�: (part of) Weighing Scale Class: PM-related objects
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Figure � SEQ Figure \* ARABIC �48�: Weighing Scale Class: qualifier extensions implemented





� EMBED Excel.Sheet.8  ����Table � SEQ Table \* ARABIC �7�: Possible granularity formats
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Figure � SEQ Figure \* ARABIC �49�:  The Object Access Service
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� EMBED Excel.Sheet.8  ���


Table � SEQ Table \* ARABIC �6�: Results of metadata analysis


On the left side, we can see a data attribute (which is primary measurement data), metadata attributes (which is metadata that is already available on the device) and metadata extension attributes (which are proposed metadata extensions that are not yet available on the device as metadata). 


For every attribute we have defined their origin. The definitions of the origins are explained in section � REF _Ref197085973 \r \h ��2.10�. A ‘x’ between ‘location’ and ‘user metadata’ means that the location attribute is of the category ‘user metadata’.


The most right column presents the usability of the metadata attributes: which attributes can be used for which qualifiers? A ‘x’ means that it can be used, a ‘o’ means that this is demonstrated in the qualifiers’ scenario.
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Figure � SEQ Figure \* ARABIC �6�: Information can be transferred from the EHR to the PHR
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Figure � SEQ Figure \* ARABIC �10�: Fluctuation detection (example 2)
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Figure � SEQ Figure \* ARABIC �9�: Fluctuation detection (example 1)





� EMBED Excel.Sheet.8  ����Table � SEQ Table \* ARABIC �13�: Investigated blood pressure meters
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Table � SEQ Table \* ARABIC �14�: Results of metadata analysis


On the left side, we can see a data attribute (which is primary measurement data), metadata attributes (which is metadata that is already available on the device) and metadata extension attributes (which are proposed metadata extensions that are not yet available on the device as metadata). 


For every attribute we have defined their origin. The definitions of the origins are explained in section � REF _Ref197085973 \r \h ��2.10�. A ‘x’ between ‘battery status’ and ‘derived metadata’ means that the battery status attribute is of the category ‘derived metadata’.


The most right column presents the usability of the metadata attributes: which attributes can be used for which qualifiers? A ‘x’ means that it can be used, a ‘o’ means that this is demonstrated in the qualifiers’ scenario.
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Figure � SEQ Figure \* ARABIC �12�: Arrhythmia detection graph from a Microlife bpm
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 � EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �19�: The framework of which S2 and S3 have in common








� EMBED Equation.3  ���


Formula � SEQ Formula \* ARABIC �18�:“The formula quantifies the magnitude of the updates applied to a measurement, and uses time-dependent weighting function to reduce the effect of older updates” [5]. It denotes the stability of a range of measurements together. 








� � HYPERLINK "http://www.continuaalliance.org" \t "_blank" ��http://www.continuaalliance.org�


� � HYPERLINK "http://www.continuaalliance.org" \t "_blank" ��http://www.continuaalliance.org�


� � HYPERLINK "http://www.pharmacydirect.com.au/PD_ProductOrderingInformation.asp?PID=14283&PLID=2" ��http://www.pharmacydirect.com.au/PD_ProductOrderingInformation.asp?PID=14283&PLID=2�
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Number kg Timestamp Previous measurement Completeness [0..1]

1 65.62 03-09-2007 12:11 none 1

2 65.34 * 65.62 0.71

3 66.32 03-09-2007 20:12 * 0.85

4 65.98 * 66.32 0.84

5 * * 65.98 0.15

Metadata

[image: image517.emf]Measurement Data Qualifier

Number kg RoundingExpected formatConsistency  [0..1]

1 66.712 0.2 kg ##.# 0.35

2 66.6 0.2 kg ##.# 1

3 66.3 0.2 kg ##.# 0.85

4 66 0.2 kg ##.# 0.85

5 66.2 0.2 kg ##.# 1
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[image: image525.emf]Measurement Data Metadata Qualifier

Number kg Rounding Granularity [0..1]

1 65,5 0.5 kg 0,75

2 65,4 0.2 kg 0,8

3 65,3 0.1 kg 0,9
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		1												2												3												4

						j												j												j

						1		2		3								1		2		3								1		2		3

		i		0		1		1		1				i		0		1		1		1				i		0		1		1		1

				1		0.45		0.30		0.67						1		0.33		0.33		0.33						1		0.15		0.10		0.22				0.47

				2		0.14		1.00		0.20						2		0.33		0.33		0.33						2		0.05		0.33		0.07				0.45

				3		1.00		0.45		0.14						3		0.33		0.33		0.33						3		0.33		0.15		0.05				0.53				a		b		c				e

				4		0.20		1.00		0.20						4		0.33		0.33		0.33						4		0.07		0.33		0.07				0.47				0.1		8		i		3		2.7182818285

				5		0.30		0.14		0.30						5		0.33		0.33		0.33						5		0.10		0.05		0.10				0.25

				6		0.45		1.00		0.45						6		0.33		0.33		0.33						6		0.15		0.33		0.15				0.63

				7		0.14		0.20		1.00						7		0.33		0.33		0.33						7		0.05		0.07		0.33				0.45

				8		0.30		0.67		0.20						8		0.33		0.33		0.33						8		0.10		0.22		0.07				0.39

		5								6										7

																																																0.14

						0.50								9%												0.04																						0.20

						0.55								9%												0.04																						0.30

						0.61								10%												0.06								8														0.45

						0.67								12%												0.05										0.45												0.67

						0.74								13%												0.03																						1.00

						0.82								14%												0.09

						0.90								16%												0.07

						1.00		5.79						17%												0.07
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		1				j		2						3								4						5

						1

		i		0		-

				1		66.20						67.81				1.61								TRUE						0.76

				2		66.50										1.31								TRUE						0.80

				3		66.80										1.01								TRUE						0.85

				4		66.40						3.33				1.41								TRUE						0.79

				5		67.00										0.81								TRUE						0.88

				6		66.80										1.01								TRUE						0.85

				7		77.20						2.00				9.39								FALSE						0.00

				8		66.90						6.66				0.91								TRUE						0.86

				9		66.50										1.31								TRUE						0.80

																														0.73
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		Measurement		Data		Metadata				Qualifier

		Number		mm/HG		Original hash  of data		Calculated hash  of data		Integrity [0..1]

		1		120/80		2fcb556fbb6cf117e3a4ab978164e49e		2fcb556fbb6cf117e3a4ab978164e49e		1

		2		125/65		6f175596f61ba2f47017e6c7b52e96df		6f175596f61ba2f47017e6c7b52e96df		1

		3		140/90		547898567c89eefac287388be8062331		15ee4b924d0ebbf9f4c97cdd9b33d595		0

		4		110/65		3295c76acbf4caaed33c36b1b5fc2cb1		3295c76acbf4caaed33c36b1b5fc2cb1		1

		5		115/85		9d5eedd740be31879408f6909f0220a3		ac8f644e651b94b59fa996c2e35fdac6		0






_1270204062.unknown
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								Origin										Qualifiers

								Primaray metadata		Derived metadata		Static metadata		User metadata				Granularity		Consistency		Completeness		Error-free		Integrity		Stability		Up-to-date

		Data/metadata		Data

				Blood pressure				x										x		x		x		x		x		x		x

				Heart rate				x										x		o		x		o		o		x		x

				Metadata

				Time								x								o		x		o		o				x

				Date								x								o		o		x		o				x

				Stored measurements						x												x		o		o

				Metadata extensions

				FLT						x												x		x		o		x

				ARR						x												x				o		x

				AMM						x												x				o		x

				Arm cuff pressure								x						o				o		o		o		o

				Location										x								o		o		o

				Rounding						x								o		x		o				o

				Expected format						x								o		x		o				o

				Blood pressure range						x								o				o				o

				Heart rate range						x								o				o				o

				Body temperature														o				o		x		o

				Hash of data				x														o		o		x

				Battery status						x								o				o		x		o		x






_1270204016.unknown

_1269532588.xls
Sheet1

								Origin										Qualifiers

								Primaray metadata		Derived metadata		Static metadata		User metadata				Granularity		Consistency		Completeness		Error-free		Integrity		Stability		Up-to-date

		Data/metadata		Data

				Measurement data				x										x		x		x		x		x		x		x

				Metadata

				weight: maximum								x										o		o		o

				weight: graduation								x										o		o		o

				storage: # of users								x										o		o		o

				storage: # of measurements								x										o		o		o

				warning: overload								x										o		o		o		o

				warning: battery						x		x										o		o		o

				display delay								x										o		o		o		o

				4 sensors				x														o		o		o

				power: on solar								x										o		o		o

				automatic ext. calibration								x										o		o		o		o

				Metadata extensions

				battery status						x												o		o		o		o

				hash calculation				x		x												o		o		o

				format of measurement								x						o		o		o		o		o

				surface occupation				x		x												o		o		o

				expected format								x						o		x		o		o		o

				rounding								x						x		x		o		o		o

				time stamp						x												x		x		o				x

				date stamp						x												x		x		o				x

				temperature						x												o		x		o		o

				body position						x				x								o		o		o		o

				location						x				x						o		o		o		o

				previous measurement				x		x												x		o		o		o
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		Measurement		Data		Metadata				Qualifier

		Number		mm/HG		Rounding		Expected format		Consistency [0..1]

		1		120/080		1 mm		##(#)/##(#)		0.95

		2		65		1 mm		##(#)/##(#)		0.55

		3		140/90		1 mm		##(#)/##(#)		1






_1269528848.xls
Sheet1

		Measurement		Data		Metadata								Qualifier

		Number		mm/HG		Date		FLT		Temperature		Battery status		Error-free [0..1]

		#1		120/80		9/3/07 0:00		ZERO		2020%		95%		0.8

		#2		125/65		NULL		1		#VALUE		50%		0.6

		#3		140/90		9/3/07 0:00		0		1950%		77%		1

		#4		110/65		F453BC10		5000		error		5%		0.45

		#5		0		23.6		0.2 kg		18.7		88%		0.15






_1269529046.xls
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		Measurement		Data		Metadata				Qualifier

		Number		mm/HG		original hash		calculated hash		Integrity [0..1]

		1		120/80		2fcb556fbb6cf117e3a4ab978164e49e		2fcb556fbb6cf117e3a4ab978164e49e		1

		2		125/65		6f175596f61ba2f47017e6c7b52e96df		6f175596f61ba2f47017e6c7b52e96df		1

		3		140/90		547898567c89eefac287388be8062331		15ee4b924d0ebbf9f4c97cdd9b33d595		0

		4		110/65		3295c76acbf4caaed33c36b1b5fc2cb1		3295c76acbf4caaed33c36b1b5fc2cb1		1

		5		110/66		9d5eedd740be31879408f6909f0220a3		ac8f644e651b94b59fa996c2e35fdac6		0






_1269529050.xls
Sheet1

		Measurement		Data		Metadata				Qualifier

		Number		mm/HG		original hash		calculated hash		Integrity [0..1]

		1		120/80		2fcb556fbb6cf117e3a4ab978164e49e		2fcb556fbb6cf117e3a4ab978164e49e		1

		2		125/65		6f175596f61ba2f47017e6c7b52e96df		6f175596f61ba2f47017e6c7b52e96df		1

		3		140/90		547898567c89eefac287388be8062331		15ee4b924d0ebbf9f4c97cdd9b33d595		0

		4		110/65		3295c76acbf4caaed33c36b1b5fc2cb1		3295c76acbf4caaed33c36b1b5fc2cb1		1

		5		110/66		9d5eedd740be31879408f6909f0220a3		ac8f644e651b94b59fa996c2e35fdac6		0






_1269528470.xls
Sheet1

		Measurement		Data		Metadata				Qualifier

		Number		kg		Original hash  of data		Calculated hash  of data		Integrity [0..1]

		1		66.21		2fcb556fbb6cf117e3a4ab978164e49e		2fcb556fbb6cf117e3a4ab978164e49e		1

		2		66.65		6f175596f61ba2f47017e6c7b52e96df		6f175596f61ba2f47017e6c7b52e96df		1

		3		65.87		547898567c89eefac287388be8062331		15ee4b924d0ebbf9f4c97cdd9b33d595		0

		4		65.77		3295c76acbf4caaed33c36b1b5fc2cb1		3295c76acbf4caaed33c36b1b5fc2cb1		1

		5		66.01		9d5eedd740be31879408f6909f0220a3		ac8f644e651b94b59fa996c2e35fdac6		0
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		Measurement		Data		Metadata						Qualifier

		Number		kg		Date		Time		Temperature		Error-free [0..1]

		#1		65.62		3/09/07		ZERO		20.2		0.8

		#2		65.12		NULL		12:11		#VALUE		0.6

		#3		66.32		3/09/07		15:16		19.5		1

		#4		65.98		F453BC10		5000		error		0.45

		#5		0		36.8o		0.2 kg		18.7		0.15






_1266576488.xls
Sheet1

		Medisana MTM		Microlife WatchBPHome

		Medisana MTV		Microlife 3BX0-A

		Medisana MTP Plus		Microlife 3ACI-I PC

		AND UA0774		Microlife BPA100 Plus

		AND UA-767 Plus		Microlife BP3ACI-I

		Omron M3		Microlife 3BT0-A

		Omron M6		Microlife BP A100

		Omron M10		Microlife 3AG1
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		Measurement		Data		Metadata		Qualifier

		Number		kg		Rounding		Granularity [0..1]

		1		65.5		0.5 kg		0.75

		2		65.4		0.2 kg		0.8

		3		65.3		0.1 kg		0.9

		4		65.35		0.05 kg		0.95






_1264400098.unknown

_1263804800.unknown

_1261199874.xls
Blad1

		1										2										3										4

						j										j										j

						1		2		3						1		2		3						1		2		3

		i		0		4		2		1		i		0		4		2		1		i		0		4		2		1

				1		0.50		0.66		0.25				1		0.6		0.3		0.1				1		0.3		0.2		0.0						0.51

				2		0.75		0.45		0.50				2		0.6		0.3		0.1				2		0.4		0.1		0.1						0.63

				3		1.00		0.96		0.98				3		0.6		0.3		0.1				3		0.6		0.3		0.1						0.99																a		b		c				e

				4		0.80		0.99		0.70				4		0.6		0.3		0.1				4		0.5		0.3		0.1						0.84																0.1		8		i		7		2.7182818285

				5		0.95		1.00		0.99				5		0.6		0.3		0.1				5		0.5		0.3		0.1						0.97

				6		1.00		0.85		0.92				6		0.6		0.3		0.1				6		0.6		0.2		0.1						0.95

				7		0.55		0.43		0.00				7		0.6		0.3		0.1				7		0.3		0.1		0.0						0.44

				8		0.76		0.20		0.05				8		0.6		0.3		0.1				8		0.4		0.1		0.0						0.50
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		Measurement		Data				Metadata										Qualifier

		#		mm/HG		heart rate		FLT		AMM		ARR		Timestamp		Prev meas		Completeness [0..1]

		1		120/80		85		1		1		1		9/3/07 12:11		115/85		1

		2		125/65		69		*		1		1		*		120/80		0.71

		3		140/90		99		0		1		1		9/3/07 20:12		*		0.9

		4		110/65		120		0		1		*		*		140/90		0.84






_1263793978.unknown

_1263794001.unknown
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Sheet1

		

						#1: MDS Attributes		#2: Object Attributes		#3: Object Creation

		Qualifiers

		Granularity				x		x

		Consistency				x		x

		Completeness				x		x

		Error-free				x		x

		Integrity				x		x

		Stability

		Up-to-date				x		x
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						#1: MDS Attributes		#2: Object Attributes		#3: Object Creation

		Metadata

		automatic ext. calibaration				x

		battery status				-

		body position								x

		date stamp				-

		display delay				x

		expected format						x

		format of measurement						x

		hash calculation				x		x

		location								x

		multiple sensors								x

		power source				x

		rounding						x

		storage: # of measurements				x

		storage: # of users				x

		surface occupation								x
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		1		66.712		0.2 kg		##.#		0.35

		2		66.6		0.2 kg		##.#		1

		3		66.3		0.2 kg		##.#		0.85

		4		66		0.2 kg		##.#		0.85

		5		66.2		0.2 kg		##.#		1






_1261210997.unknown

_1261200094.unknown

_1261145050.unknown

_1261145107.unknown

_1261145731.unknown

_1261145747.unknown

_1261145070.unknown

_1261144870.unknown

_1261130604.unknown

_1261133143.unknown

_1261135998.unknown

_1261136746.unknown

_1261138784.unknown

_1261136729.unknown

_1261133200.unknown

_1261130675.unknown

_1261131582.unknown

_1261132980.unknown

_1261130632.unknown

_1261079581.xls
Sheet1

		1												2												3												4

						j												j												j

						1		2		3								1		2		3								1		2		3

		i		0		2		2		0				i		0		2		2		0				i		0		2		2		0

				1		0.670320046		1		0.201896518						1		0.50		0.50		0.00						1		0.34		0.50		0.00				0.84

				2		1		0.3011942119		1						2		0.50		0.50		0.00						2		0.50		0.15		0.00				0.65

				3		0.670320046		0.201896518		0.670320046						3		0.50		0.50		0.00						3		0.34		0.10		0.00				0.44				a		b		c				e

				4		1		0.4493289641		1						4		0.50		0.50		0.00						4		0.50		0.22		0.00				0.72				0.1		8		i		4		2.7182818285

				5		0.201896518		0.3011942119		0.4493289641						5		0.50		0.50		0.00						5		0.10		0.15		0.00				0.25

				6		0.4493289641		1		0.670320046						6		0.50		0.50		0.00						6		0.22		0.50		0.00				0.72

				7		0.670320046		0.4493289641		0.4493289641						7		0.50		0.50		0.00						7		0.34		0.22		0.00				0.56

				8		0.201896518		1		0.3011942119						8		0.50		0.50		0.00						8		0.10		0.50		0.00				0.60

		5								6										7

						0.50								9%												0.07

						0.55								9%												0.06

						0.61								10%												0.05								8

						0.67								12%												0.08										0.59

						0.74								13%												0.03

						0.82								14%												0.10

						0.90								16%												0.09

						1.00		5.79						17%												0.10





(



)



j



i



co



,






  j i co ,




(



)



i



f



g



a



T



,



1



,



+



-






 i f g a T ,1 ,


 




(



)



(



)



å



=



n



j



j



a



j



a



1



2



1



2



,



0



,



0






   








n


j


j a


j a


1


2


1


2


, 0


, 0




(



)



g



f



Co



,






  g f Co ,




)



,



,



(



c



b



a



t






) , , ( c b a t




(



)



(



)



(



)



j



i



co



j



a



j



a



n



j



,



*



,



0



,



0



1



2



1



2



å



=






   


 


j i co


j a


j a


n


j


, *


, 0


, 0


1


2


1


2










(



)



(



)



i



j



i



co



Q



,



,






   i j i co Q , ,




(



)



(



)



(



)



i



f



g



a



T



i



j



i



co



Q



,



1



,



*



,



,



+



-






     i f g a T i j i co Q ,1 , * , ,  




MBD004B074E.unknown



MBD004B0750.unknown



MBD004B0752.unknown



MBD004B0753.unknown



MBD004B0751.unknown



MBD004B074F.unknown



MBD004B074C.unknown



MBD004B074D.unknown




_1261130508.unknown

_1261130593.unknown

_1261130228.unknown

_1261130242.unknown

_1261130378.unknown

_1261080408.unknown

_1261128625.unknown

_1261078385.unknown

_1261078595.unknown

_1261079329.unknown

_1261078397.unknown

_1261078374.unknown

_1260965849.unknown

_1260971039.unknown

_1261077183.unknown

_1261078169.unknown

_1261078181.unknown

_1261077756.unknown

_1260971135.unknown

_1261075071.unknown

_1261054488.unknown

_1260971129.unknown

_1260969256.xls
Sheet1

		1												2												3												4

						j												j												j

						1		2		3								1		2		3								1		2		3

		i		0		1		6		2				i		0		1		6		2				i		0		1		6		2

				1		0.30		0.20		1.00						1		0.11		0.67		0.22						1		0.03		0.13		0.22				0.39

				2		1.00		1.00		0.67						2		0.11		0.67		0.22						2		0.11		0.67		0.15				0.93

				3		0.20		0.20		0.45						3		0.11		0.67		0.22						3		0.02		0.13		0.10				0.26				a		b		c				e

				4		0.67		1.00		1.00						4		0.11		0.67		0.22						4		0.07		0.67		0.22				0.96				0.1		8		i		9		2.7182818285

				5		0.20		1.00		0.20						5		0.11		0.67		0.22						5		0.02		0.67		0.04				0.73

				6		0.45		0.67		1.00						6		0.11		0.67		0.22						6		0.05		0.45		0.22				0.72

				7		1.00		0.30		0.30						7		0.11		0.67		0.22						7		0.11		0.20		0.07				0.38

				8		0.45		1.00		0.45						8		0.11		0.67		0.22						8		0.05		0.67		0.10				0.82

		5								6										7

						0.50								9%												0.03

						0.55								9%												0.09

						0.61								10%												0.03								8

						0.67								12%												0.11										0.66

						0.74								13%												0.09

						0.82								14%												0.10

						0.90								16%												0.06

						1.00		5.79						17%												0.14





(



)



(



)



(



)



i



f



g



a



T



i



j



i



gr



Q



,



1



,



*



,



,



+



-






     i f g a T i j i gr Q ,1 , * , ,  




(



)



i



f



g



a



T



,



1



,



+



-






 i f g a T ,1 ,


 




(



)



(



)



å



=



n



j



j



a



j



a



1



2



1



2



,



0



,



0






   








n


j


j a


j a


1


2


1


2


, 0


, 0




(



)



(



)



(



)



j



i



gr



j



a



j



a



n



j



,



*



,



0



,



0



1



2



1



2



å



=






   


 


j i gr


j a


j a


n


j


, *


, 0


, 0


1


2


1


2










(



)



(



)



i



j



i



gr



Q



,



,






   i j i gr Q , ,




)



,



,



(



c



b



a



t






) , , ( c b a t




(



)



g



f



Gr



,






  g f Gr ,




(



)



j



i



gr



,






  j i gr ,




MBD004B074E.unknown



MBD004B0750.unknown



MBD004B0752.unknown



MBD004B0753.unknown



MBD004B0751.unknown



MBD004B074F.unknown



MBD004B074C.unknown



MBD004B074D.unknown




_1260969799.unknown

_1260969712.unknown

_1260969747.unknown

_1260968036.unknown

_1260968050.unknown

_1260966324.unknown

_1260967494.xls
Sheet1

		

				k

				1		2		3		4		5		6

				xx		xx.x		xx.xx		xx.xxx		xx.xxxx		xx.xxxxx






_1260967520.unknown

_1260967503.unknown

_1260966399.unknown

_1260966110.unknown

_1260966212.unknown

_1260965983.unknown

_1260948515.unknown

_1260949036.unknown

_1260964896.unknown

_1260964912.unknown

_1260964723.unknown

_1260964752.unknown

_1260964768.unknown

_1260963911.xls
Sheet1

		

				k

				1		2		..		..		..		..		n-1		n

				x.x		xx.x										x.xxxx		xxxx.xxxx






_1260948683.unknown

_1260948709.unknown

_1260948552.unknown

_1260947536.unknown

_1260947781.unknown

_1260948059.unknown

_1260948262.unknown

_1260948489.unknown

_1260948067.unknown

_1260947797.unknown

_1260946924.unknown

_1260946932.unknown

_1260946902.unknown

_1260946772.unknown

_1260650340.unknown

_1260861926.unknown

_1260870808.xls
Sheet1

		1												2												3												4

						j												j												j

						1		2		3								1		2		3								1		2		3

		i		0		7		2		3				i		0		7		2		3				i		0		7		2		3

				1		1		1		1						1		0.58		0.17		0.25						1		0.58		0.17		0.25				1.00

				2		0		0		0						2		0.58		0.17		0.25						2		0.00		0.00		0.00				0.00

				3		0		1		0						3		0.58		0.17		0.25						3		0.00		0.17		0.00				0.17				a		b		c				e

				4		1		1		1						4		0.58		0.17		0.25						4		0.58		0.17		0.25				1.00				0.1		8		i		12		2.7182818285

				5		1		0		0						5		0.58		0.17		0.25						5		0.58		0.00		0.00				0.58

				6		0		0		1						6		0.58		0.17		0.25						6		0.00		0.00		0.25				0.25

				7		0		1		1						7		0.58		0.17		0.25						7		0.00		0.17		0.25				0.42

				8		1		0		1						8		0.58		0.17		0.25						8		0.58		0.00		0.25				0.83

		5								6										7

						0.50								9%												0.09

						0.55								9%												0.00

						0.61								10%												0.02								8

						0.67								12%												0.12										0.54

						0.74								13%												0.07

						0.82								14%												0.04

						0.90								16%												0.07

						1.00		5.79						17%												0.14





(



)



g



f



In



,






  g f In ,




(



)



i



f



g



a



T



,



1



,



+



-






 i f g a T ,1 ,


 




(



)



(



)



å



=



n



j



j



a



j



a



1



2



1



2



,



0



,



0






   








n


j


j a


j a


1


2


1


2


, 0


, 0




(



)



2



,



1



x



x



eq






  2 ,1x x eq




(



)



(



)



(



)



2



,



1



*



,



0



,



0



1



2



1



2



x



x



eq



j



a



j



a



n



j



å



=






   


 


2 ,1 *


,0


,0


1


2


1


2


x x eq


j a


j a


n


j










)



,



,



(



c



b



a



t






) , , ( c b a t




(



)



(



)



i



x



x



eq



Q



,



2



,



1






   i x x eq Q , 2 ,1




(



)



(



)



(



)



i



f



g



a



T



i



x



x



eq



Q



,



1



,



*



,



2



,



1



+



-






     i f g a T i x x eq Q ,1 , * , 2 ,1  




MBD004B074E.unknown



MBD004B0750.unknown



MBD004B0752.unknown



MBD004B0753.unknown



MBD004B0751.unknown



MBD004B074F.unknown



MBD004B074C.unknown



MBD004B074D.unknown




_1260872788.xls
Sheet1

						j

						1		2		.		.		n

		i		1		a(1,1)		a(1,2)						a(1,n)

				2		a(2,1)		a(2,2)						a(2,n)

				.

				.

				m		a(m,1)		a(m,2)						a(m,n)





(


)


n


m


M


,




MBD005BD81C.unknown




_1260873094.xls
Sheet1

						j

						1		2		.		.		n

				0		a(0,1)		a(0,2)						a(0,n)

		i		1		a(1,1)		a(1,2)						a(1,n)

				2		a(2,1)		a(2,2)						a(2,n)

				.

				.

				m		a(m,1)		a(m,2)						a(m,n)





(


)


n


m


M


,




MBD005BD81C.unknown




_1260872503.unknown

_1260872763.xls
Sheet1

						j

						1		2		3		4

		i		1		66.2		11/18/07		12:15:00 PM		36.10

				2		66.6		11/19/07		11:45:00 AM		36.50

				3		66.5		11/20/07		12:17:00 PM		36.90

				4		66.7		11/21/07		11:59:00 AM		36.20

				5		66.5		11/22/07		11:40:00 AM		36.60

				6		77.00		11/22/07		12:01:00 PM		37.10

				7		66.9		11/22/07		12:15:00 PM		37.60

				8		67.0		11/23/07		12:07:00 PM		36.90





(



)



4



,



8



M






 


4,8


M




MBD001B14B5.unknown




_1260872188.unknown

_1260872252.unknown

_1260872181.unknown

_1260871600.unknown

_1260864894.unknown

_1260870512.unknown

_1260870626.unknown

_1260870643.unknown

_1260870581.unknown

_1260865030.unknown

_1260862446.unknown

_1260864887.unknown

_1260862118.xls
Sheet1

		1												2												3												4

						j												j												j

						1		2		3								1		2		3								1		2		3

		i		0		15		2		0				i		0		15		2		0				i		0		15		2		0

				1		0		1		1						1		0.88		0.12		0.00						1		0.00		0.12		0.00				0.12

				2		1		0		1						2		0.88		0.12		0.00						2		0.88		0.00		0.00				0.88

				3		0		1		1						3		0.88		0.12		0.00						3		0.00		0.12		0.00				0.12				a		b		c				e

				4		1		1		1						4		0.88		0.12		0.00						4		0.88		0.12		0.00				1.00				0.1		8		i		17		2.7182818285

				5		1		0		0						5		0.88		0.12		0.00						5		0.88		0.00		0.00				0.88

				6		0		1		1						6		0.88		0.12		0.00						6		0.00		0.12		0.00				0.12

				7		1		1		0						7		0.88		0.12		0.00						7		0.88		0.12		0.00				1.00

				8		1		1		0						8		0.88		0.12		0.00						8		0.88		0.12		0.00				1.00

		5								6										7

						0.50								9%												0.01

						0.55								9%												0.08

						0.61								10%												0.01								8

						0.67								12%												0.12										0.68

						0.74								13%												0.11

						0.82								14%												0.02

						0.90								16%												0.16

						1.00		5.79						17%												0.17





(



)



j



i



cp



,






  j i cp ,




(



)



i



f



g



a



T



,



1



,



+



-






 i f g a T ,1 ,


 




(



)



(



)



å



=



n



j



j



a



j



a



1



2



1



2



,



0



,



0






   








n


j


j a


j a


1


2


1


2


, 0


, 0




)



,



,



(



c



b



a



t






) , , ( c b a t




(



)



(



)



(



)



j



i



cp



j



a



j



a



n



j



,



*



,



0



,



0



1



2



1



2



å



=






   


 


j i cp


j a


j a


n


j


, *


, 0


, 0


1


2


1


2










(



)



(



)



i



j



i



cp



Q



,



,






   i j i cp Q , ,




(



)



(



)



(



)



i



f



g



a



T



i



j



i



cp



Q



,



1



,



*



,



,



+



-






     i f g a T i j i cp Q ,1 , * , ,


 




(



)



g



f



Cp



,






  g f Cp ,




MBD0044BC1E.unknown



MBD0044BC20.unknown



MBD0044BC22.unknown



MBD0044BC23.unknown



MBD0044BC21.unknown



MBD0044BC1F.unknown



MBD0044BC1C.unknown



MBD0044BC1D.unknown




_1260711782.unknown

_1260853515.unknown

_1260858560.unknown

_1260861726.xls
Sheet1

		1												2												3												4

						j												j												j

						1		2		3								1		2		3								1		2		3

		i		0		9		6		1				i		0		9		6		1				i		0		9		6		1

				1		0		1		1						1		0.56		0.38		0.06						1		0.00		0.38		0.06				0.44

				2		1		0		1						2		0.56		0.38		0.06						2		0.56		0.00		0.06				0.63

				3		1		1		1						3		0.56		0.38		0.06						3		0.56		0.38		0.06				1.00				a		b		c				e

				4		1		1		1						4		0.56		0.38		0.06						4		0.56		0.38		0.06				1.00				0.1		8		i		16		2.7182818285

				5		1		0		0						5		0.56		0.38		0.06						5		0.56		0.00		0.00				0.56

				6		1		1		0						6		0.56		0.38		0.06						6		0.56		0.38		0.00				0.94

				7		1		1		0						7		0.56		0.38		0.06						7		0.56		0.38		0.00				0.94

				8		1		1		0						8		0.56		0.38		0.06						8		0.56		0.38		0.00				0.94

		5								6										7

						0.50								9%												0.04

						0.55								9%												0.06

						0.61								10%												0.10								8

						0.67								12%												0.12										0.83

						0.74								13%												0.07

						0.82								14%												0.13

						0.90								16%												0.15

						1.00		5.79						17%												0.16





(



)



i



f



g



a



T



,



1



,



+



-






 i f g a T ,1 ,


 




(



)



(



)



å



=



n



j



j



a



j



a



1



2



1



2



,



0



,



0






   








n


j


j a


j a


1


2


1


2


, 0


, 0




(



)



j



i



er



,






  j i er ,




)



,



,



(



c



b



a



t






) , , ( c b a t




(



)



(



)



(



)



i



f



g



a



T



i



j



i



er



Q



,



1



,



*



,



,



+



-






     i f g a T i j i er Q ,1 , * , ,


 




(



)



g



f



Er



,






  g f Er ,




(



)



(



)



(



)



j



i



er



j



a



j



a



n



j



,



*



,



0



,



0



1



2



1



2



å



=






   


 


j i er


j a


j a


n


j


, *


, 0


, 0


1


2


1


2










(



)



(



)



i



j



i



er



Q



,



,






   i j i er Q , ,




MBD003D4850.unknown



MBD003D4852.unknown



MBD003D4854.unknown



MBD003D4853.unknown



MBD003D4851.unknown



MBD003D484E.unknown



MBD003D484F.unknown




_1260858505.unknown

_1260858516.unknown

_1260854108.unknown

_1260769477.unknown

_1260775413.xls
Sheet1

				i										WHICH

				1		66.20		0.326				0.000		4382.44

				2		66.50		0.328		0.005		0.265		4422.25

				3		66.80		0.329		0.004		0.530		4462.24

				4		66.40		0.327		-0.006		0.177		4408.96

				5		67.00		0.330		0.009		0.706		4489.00

				6		66.80		0.329		-0.003		0.530		4462.24

				7		75.00		0.370		0.109		7.767		5625.00

				8		66.90		0.330		-0.108		0.618		4475.61

				9		66.40		0.327		-0.007		0.177		4408.96

														202.82

														41136.70





(


)


j


i


,


1


D




(


)


j


i


,


2


D




(


)


j


i


,


3


D




(


)


j


i


a


,




MBD08AF6320.unknown



MBD08AF6322.unknown



MBD08AF6321.unknown




_1260776308.unknown

_1260778272.xls
Sheet1

				i										WHICH

				1		180.00		0.347				27.582		32400.00

				2		175.00		0.338		-0.028		23.641		30625.00

				3		171.00		0.330		-0.023		20.489		29241.00

				4		179.00		0.345		0.045		26.793		32041.00

				5		184.00		0.355		0.027		30.734		33856.00

				6		175.00		0.338		-0.049		23.641		30625.00

				7		145.00		0.280		-0.171		0.000		21025.00

				8		169.00		0.326		0.142		18.913		28561.00

				9		174.00		0.336		0.029		22.853		30276.00

														518.31

														268650.00





(


)


j


i


,


1


D




(


)


j


i


,


2


D




(


)


j


i


,


3


D




(


)


j


i


a


,




MBD08B45279.unknown



MBD08B4527B.unknown



MBD08B4527A.unknown




_1260789153.unknown

_1260791224.unknown

_1260776793.unknown

_1260776079.unknown

_1260776287.unknown

_1260776039.unknown

_1260772635.unknown

_1260772645.unknown

_1260772604.unknown

_1260772628.unknown

_1260772580.unknown

_1260713092.unknown

_1260767835.unknown

_1260767922.unknown

_1260767928.unknown

_1260768605.unknown

_1260767841.unknown

_1260767819.unknown

_1260767827.unknown

_1260712634.unknown

_1260706699.unknown

_1260707148.unknown

_1260709785.unknown

_1260709796.unknown

_1260709643.unknown

_1260706741.unknown

_1260704659.unknown

_1260705032.unknown

_1260703781.unknown

_1260700335.unknown

_1259132878.unknown

_1260190972.unknown

_1260625499.unknown

_1260637632.unknown

_1260638656.unknown

_1260646777.unknown

_1260639786.unknown

_1260637768.unknown

_1260637648.unknown

_1260625744.unknown

_1260637202.unknown

_1260625602.unknown

_1260275077.unknown

_1260298040.unknown

_1260299688.unknown

_1260625491.unknown

_1260611411.unknown

_1260611419.unknown

_1260299940.unknown

_1260301703.unknown

_1260299625.unknown

_1260299657.unknown

_1260299670.unknown

_1260299637.unknown

_1260298135.unknown

_1260275095.unknown

_1260289047.unknown

_1260190984.unknown

_1260198520.unknown

_1260275049.unknown

_1260198131.unknown

_1260191086.unknown

_1259475538.unknown

_1259475989.unknown

_1260190949.unknown

_1260187846.unknown

_1260188151.unknown

_1260190943.unknown

_1260188117.unknown

_1260187832.unknown

_1259475752.unknown

_1259475972.unknown

_1259475550.unknown

_1259149162.unknown

_1259149170.unknown

_1259149194.unknown

_1259149201.unknown

_1259137618.unknown

_1259148594.unknown

_1259148862.unknown

_1259148583.unknown

_1259137219.unknown

_1259137528.unknown

_1259137540.unknown

_1259137477.unknown

_1259132907.unknown

_1259136847.unknown

_1259132899.unknown

_1258961425.unknown

_1258969001.unknown

_1259042557.unknown

_1259051266.unknown

_1259127337.unknown

_1259128756.unknown

_1259051407.unknown

_1259048234.unknown

_1259044659.unknown

_1259041824.unknown

_1259042441.unknown

_1259039187.unknown

_1259039358.unknown

_1258971479.unknown

_1258973745.unknown

_1258962012.unknown

_1258968390.unknown

_1258968439.unknown

_1258968992.unknown

_1258965739.unknown

_1258965779.unknown

_1258964460.unknown

_1258961430.unknown

_1258961999.unknown

_1258796257.unknown

_1258887627.unknown

_1258888187.unknown

_1258959627.unknown

_1258959994.unknown

_1258961416.unknown

_1258959827.unknown

_1258959606.unknown

_1258888035.unknown

_1258888139.unknown

_1258888145.unknown

_1258888057.unknown

_1258888125.unknown

_1258888005.unknown

_1258882293.unknown

_1258882299.unknown

_1258882283.unknown

_1258882074.unknown

_1258794587.unknown

_1258794687.unknown

_1258796191.unknown

_1258794682.unknown

_1257680327.unknown

_1257744337.unknown

_1258285247.unknown

_1258794581.unknown

_1257744403.unknown

_1257849187.unknown

_1257680378.unknown

_1257680390.unknown

_1257680338.unknown

_1257658262.unknown

_1257659274.unknown

_1257677296.unknown

_1257658248.unknown

_1257658240.unknown

