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Some Numbers

• $ 600 Billion

• 90% of population has coverage

• 4.1 billion mobile users

But has GSM been properly tested?



Cellular technology



GSM system overview
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and then....



The Um interface



Frequency band (GSM900)



Frequency band (II)
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Frequency band (III)



Frequency division



Combined up and down link frequency



Combined up and down link frequency



Numbered with ARFCNs



Frequency division



Frequency division



GSM messages

49 06 1b 32 22 02 f4 80 − 11 7 f d8 04 28 15 65 04 − a9 00 00 1c 13 2b 2b

55 06 19 00 00 00 00 20 − 00 10 10 00 00 00 00 00 − 01 00 00 a9 00 00 2b



KPN system information
1: 49 06 1b 32 22 02 f4 80 − 11 7 f d8 04 28 15 65 04 − a9 00 00 1c 13 2b 2b

0: 49 010010−− Pseudo Length : 18
1: 06 0−−−−−−− D i r e c t i o n : From o r i g i n a t i n g s i t e
1 : 06 −000−−−− 0 Transact ionID
1: 06 −−−−0110 Radio Resouce Management
2 : 1b 00011011 RRsystemInfo3C
3: 32 12834 [0 x3222 ] Ce l l i d e n t i t y
5 : 02 204 Mobile Country Code ( Nether lands )
6 : f4 08 f Mobile Network Code (KPN Telecom B.V . )
8 : 11 4479 [0 x117f ] Local Area Code

10: d8 1−−−−−−− Spare b i t ( should be 0)
10: d8 −1−−−−−− MSs i n the c e l l s h a l l apply IMSI a t tach / detach procedure
10: d8 −−011−−− Number o f b locks : 3
10: d8 −−−−−000 1 basic phys i ca l channel f o r CCCH, not combined wi th SDCCHs
11: 04 00000−−− spare b i t s ( should be 0)
11: 04 −−−−−100 6 m u l t i frames per iod f o r paging request
12: 28 00101000 T3212 TimeOut value : 40
13: 15 0−−−−−−− spare b i t ( should be 0)
13: 15 −0−−−−−− Power c o n t r o l i n d i c a t o r i s not set
13: 15 −−01−−−− MSs s h a l l use u p l i n k DTX
13: 15 −−−−0101 Radio L ink Timeout : 24
14: 65 011−−−−− Ce l l Reselect Hyst . : 6 db RXLEV
14: 65 −−−xxxxx Max Tx power l e v e l : 5
15: 04 0−−−−−−− No a d d i t i o n a l c e l l s i n SysInfo 7−8
15: 04 −0−−−−−− New establ ishm cause : not supported
15: 04 −−xxxxxx RXLEV Access Min permi t ted = −110 + 4dB
16: a9 10−−−−−− Max . o f re t ransmiss : 4
16: a9 −−1010−− s l o t s to spread TX : 14
16: a9 −−−−−−0− The c e l l i s barred : no
16: a9 −−−−−−−1 Ce l l r ees t ab l . i . c e l l : not al lowed
17: 00 −−−−−0−− Emergency c a l l EC 10: al lowed
17: 00 00000−−− Acc c t r l c l 11−15: 0 = permi t ted , 1 = fo rb idden
17: 00 −−−−−−00 Acc c t r l c l 8− 9: 0 = permi t ted , 1 = fo rb idden
17: 00 −−−−−−−0 Ordinary subscr ibers ( 8 )
17: 00 −−−−−−0− Ordinary subscr ibers ( 9 )



KPN system information

2: 55 06 19 00 00 00 00 20 − 00 10 10 00 00 00 00 00 − 01 00 00 a9 00 00 2b
0: 55 010101−− Pseudo Length : 21
1: 06 0−−−−−−− D i r e c t i o n : From o r i g i n a t i n g s i t e
1 : 06 −000−−−− 0 Transact ionID
1: 06 −−−−0110 Radio Resouce Management
2 : 19 00011001 RRsystemInfo1
3: 00 00−−−−−− Bitmap 0 format
7 : 20 −−1−−−−− Ce l l A l l o c a t i o n : ARFCN 94
9: 10 −−−1−−−− Ce l l A l l o c a t i o n : ARFCN 77

10: 10 −−−1−−−− Ce l l A l l o c a t i o n : ARFCN 69
16: 01 −−−−−−−1 Ce l l A l l o c a t i o n : ARFCN 17
19: a9 10−−−−−− Max . o f re t ransmiss : 4
19: a9 −−1010−− s l o t s to spread TX : 14
19: a9 −−−−−−0− The c e l l i s barred : no
19: a9 −−−−−−−1 Ce l l r ees t ab l . i . c e l l : not al lowed
20: 00 −−−−−0−− Emergency c a l l EC 10: al lowed
20: 00 00000−−− Acc c t r l c l 11−15: 0 = permi t ted , 1 = fo rb idden
20: 00 −−−−−−00 Acc c t r l c l 8− 9: 0 = permi t ted , 1 = fo rb idden
20: 00 −−−−−−−0 Ordinary subscr ibers ( 8 )
20: 00 −−−−−−0− Ordinary subscr ibers ( 9 )
20: 00 −−−−−0−− Emergency c a l l ( 1 0 ) : Everyone
20: 00 −−−−0−−− Operator S p e c i f i c (11)
20: 00 −−−0−−−− Secur i t y se rv i ce (12)
20: 00 −−0−−−−− Pub l i c se rv i ce (13)
20: 00 −0−−−−−− Emergency serv i ce (14)
20: 00 0−−−−−−− Network Operator (15)
21: 00 00000000 Acc c t r l c l 0− 7: 0 = permi t ted , 1 = fo rb idden
21: 00 00000000 Ordinary subscr ibers (0−7)



KPN system information

[0 x3222 ] Ce l l i d e n t i t y
Mobile Country Code ( Nether lands )
Mobile Network Code (KPN Telecom B.V . )

[0 x117f ] Local Area Code

Ce l l A l l o c a t i o n : ARFCN 94
Ce l l A l l o c a t i o n : ARFCN 77
Ce l l A l l o c a t i o n : ARFCN 69
Ce l l A l l o c a t i o n : ARFCN 17
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No Frequency hopping



Frequency hopping (I)



Frequency hopping (II)



Immediate Assignment

31 06 3 f 00 52 f0 ab 85 − ad e0 01 01 0 f 2b 2b 2b − 2b 2b 2b 2b 2b 2b 2b
0: 31 001100−− Pseudo Length : 12
1: 06 0−−−−−−− D i r e c t i o n : From o r i g i n a t i n g s i t e
1 : 06 −000−−−− 0 Transact ionID
1: 06 −−−−0110 Radio Resouce Management
2 : 3 f 0−111111 RRimmediateAssignment
2 : 3 f −x−−−−−− Send sequence number : 0
3 : 00 −−−−−−00 Page Mode : Normal paging
3: 00 −0−−−−−− No meaning
3: 00 −−0−−−−− Downlink assign to MS: No meaning
3: 00 −−−0−−−− This messages assigns a dedicated mode resource
4: 52 −−−−−010 Timeslo t number : 2
4 : 52 01010−−− Chan . Descr ip t . : SDCCH/8 + SACCH/C8 or CBCH (SDCCH/ 8 )
5 : f0 111−−−−− Tra in ing seq . code : 7
5 : f0 −−−1−−−− HoppingChannel
6 : ab . . . . . . . . Mobi le A l l o c a t i o n Index Of f se t (MAIO) 2
6: ab −−101011 Hopping Seq . Number : 43
7: 85 100−−−−− Es t ab l i sh i ng Cause : Answer to paging
7: 85 −−−xxxxx Random Reference : 5
8 : ad xxxxxxxx T1 / T2 / T3
9: e0 xxxxxxxx T1 / T2 / T3

10: 01 −−xxxxxx Timing advance value : 1
11: 01 00000001 Length o f Mobile A l l o c a t i o n : 1
12: 0 f −−−−1−−− Mobile A l l o c a t i o n ARFCN #4
12: 0 f −−−−−1−− Mobile A l l o c a t i o n ARFCN #3
12: 0 f −−−−−−1− Mobile A l l o c a t i o n ARFCN #2
12: 0 f −−−−−−−1 Mobile A l l o c a t i o n ARFCN #1



Immediate Assignment

HoppingChannel
Mobile A l l o c a t i o n Index Of f se t (MAIO) 2
Hopping Seq . Number : 43
Mobile A l l o c a t i o n ARFCN #4
Mobile A l l o c a t i o n ARFCN #3
Mobile A l l o c a t i o n ARFCN #2
Mobile A l l o c a t i o n ARFCN #1
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Message Sequence



Hopping Problem



Conclusion

• Still hard to eavesdrop in general

• Other attacks have become feasible

• The GSM system can still use a lot of testing



Questions



A single sub-frequency



A single sub-frequency



Time division



Time division



Bursts



Logical channels



Offset


