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Abstract. Spectral methods, ranging from traditional Principal Comgnts Anal-
ysis to modern Laplacian matrix factorization, have prote@he a valuable tool
for a wide range of diverse data mining applications. Comgntrese methods
are stated as optimization problems and employ the extrématimal or mini-
mal) eigenvectors of a certain input matrix for deriving #ppropriate statistical
inferences. Interestingly, recent studies have questithis “modus operandi”
and revealed that useful information may also be presehimlibw-order eigen-
vectors whose mass is concentrated (localized) in a smalbpaheir indexes.
An application context were localized low-order eigeneesthave been success-
fully employed is “Differential Power Analysis” (DPA). DP#s a well studied
side-channel attack on cryptographic hardware devicesh (s smart cards) that
employs statistical analysis of the device’'s power congiongn order to re-
trieve the secret key of the cryptographic algorithm. Irs thiork we propose a
data mining (clustering) formulation of the DPA process afsb provide a the-
oretical model that justifies and explains the utility of londer eigenvectors.
In our data mining formulation, we consider that the keyveht information is
modelled as a “low-signal” pattern that is embedded in atthigise” dataset. In
this respect our results generalize beyond DPA and arecajydi to analogous
low-signal, hidden pattern problems. The experimentalltesising power trace
measurements from a programmable smart card, verify oupapp empirically.

1 Introduction

Spectral Clustering [17] is a popular data mining paradilgat ts currently considered
both as an effective practical tool for data analysis and aisactive area of research.
The common characteristic of Spectral Clustering meth®ttsat they employ the spec-
trum (eigenvectors and eigenvalues) of certain input wedras a central component for
deriving the required data inferences. For instance, $gleClustering for Normalized
Cut optimization [17] employs the (extremal) eigenvectofshe normalized Lapla-
cian matrix for deriving the data clustering structure. Du¢heir common association
with Trace optimization problems, most spectral methodpleynextremal (maximal
or minimal) eigenvectors for drawing the necessary infeesn

Recent studies have illustrated that low-order (not exad@eigenvectors may also
be useful for detecting interesting structures within distare precisely, in [8, 7] it was
demonstrated that low-order eigenvectors that are lagdljize. contain a large number



of zero or near-zero entries), can be effectively used ftealimg small, local and well
connected clusters. In a global sense these clusters maffibeliko detect since they
are small and do not correspond to a clustering objectivenoyh. Interestingly, the

concept of eigenvector (or more generally eigenfunctionalization is well known in

several scientific applications such as Quantum Mechabig#, data and astronomy
(see [8, 7,18] and references therein).

Low-order, localized eigenvectors have been successéutiployed in the con-
text of Differential Power Analysis (DPA) [16, 5]. DPA is adg-channel attack which
involves statistical analysis of a cryptographic devigedsver consumption. Crypto-
graphic algorithms are nowadays typically implementeddfivgare or hardware on
(small) physical devices that interact with and are inflgshby their environments.
These devices provide unintended output channels, calfiedchannels. In general,
these types of information leakages may be linked eithdradytpes of operations that
the cryptographic algorithm is performing, or to the dag, ithe keys being processed.
This makes them a very powerful tool for trying to extract seeret key. Using DPA,
an adversary can obtain secret keys by analyzing power ogtgan measurements
from multiple cryptographic operations performed by a euéible smart card or other
device.

In this work we propose a novel data mining (clustering) folation of the DPA
process and also introduce a theoretical model that iitestrthe utility and seman-
tics of low-order eigenvectors. In our data mining formigat we consider that the
key-relevant information is modelled as a “low-signal” teah that is embedded in a
"high-noise” dataset. The essential property that allowvglie detection of these low-
signal patterns, is that they depend on a very small numbieatdres. The embedding
of such patterns in a high-noise dataset will result in theliaation of the relevant
eigenvectors thus making these patterns detectable, boegh they are “buried” in
the middle or lower part of the matrix’s spectrum. In thispest our results generalize
beyond DPA and are applicable to analogous low-signal#ngzhttern problems. Con-
sequently, we employ Inverse Participation Ration (IPRasuee that can effectively
select the appropriate low-order eigenvectors even irsaabere standard countermea-
sures, that aim in hiding the key-relevant patterns frontthgce’s power consumption,
are employed.

2 Differential Power Analysis and Clustering

2.1 Differential Power Analysis (DPA)

Small embedded devices such as smart cards and mobile phanesecome om-
nipresent in our lives as they are used daily in financialsaations, access control,
mobile payments, etc. Hence, the security of such devidies ren the security proto-
cols that are founded on standard cryptographic algorithnasin particular on their
implementations. The weaknesses of cryptographic impiatiens are typically ex-
plored via side-channel information, e.g. power consuampdif a device, which can be
monitored and statistically analyzed to retrieve crypagipic secret keys of the device.
Side-channel attacks are the main security threat for staads since the first aca-
demic publications by Kocher et al. [14,15]. Different stes of side-channel data,
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Fig. 1. Difference between the cluster centroigsakis) for the correct key of 1DE®0o_ctrmsr
dataset described in Section 6

such as electromagnetic emanation [21, 12], timing [14)nslp and temperature have
been used for successful side-channel attacks (for a Jemaraview see e.g. [19]).
Nowadays, every device used for the applications of emhiddeurity e.g. a smart
card, an RFID tag, a mobile phone is considered to be a seitabjet for the side-
channel attackers to recover the secret key in indirect Bagcessful attacks were
performed on some (still) widely used commercial devicethsecurity functional-
ities such as the KeelLog-based remote keyless entry systeesontactless Mifare
DESFire card and the most recent attack on Atmel CryptoMgmards [2].

In the late 90’s Kocher et al. showed that, by measuring theep@onsumption
of a smart card, one can retrieve information about the téengs inside a tamper-
proof device. The main observation is that the device’s pavamsumption depends
on the data being processed. This makes power traces d¢edétacertain intermedi-
ate variables, which, when directly depending on some kesydnid some known data
e.g. plaintext, allow for key recovery by simply using bastatistical tools such as
the Distance of Means (DoM) test. This original approacthaited Differential Power
Analysis (DPA) [15]. The details of the DoM test can be foundlli5], but as a general
description, DoM considers a grouping (clustering) of tiolected power traces for
each candidate key and then selects the correct key (bsstiehg) when a clear peak
is observed in the difference between the cluster centrbids distinguisher is illus-
trated in Figure 1, where (in theaxis) the difference between the cluster centroids for
the correct key is presented (we used 1DESctrmsr dataset described in Section 6).
Thex axis contains the features (which is time in our applicatontext, since power
traces are collected over discrete time intervals).

Other known distinguishers include Pearson correlati@ffimeent (Correlation Power
Analysis (CPA) [6]), Spearman’s rank correlation [3], Matunformation Analysis
(MIA) [13] etc. Ideas from unsupervised learning were usadaf distinguisher based
on cluster analysis, so called Differential Cluster An&y®CA) [4]. CPA is still con-
sidered the first choice of the attacker, especially in tsesavhere power consumption
is linearly dependent on Hamming weight (or distance) ofdat. Although Pearson



DPA with DoM distinguisher Clustering
Possible Subkeys Each subkey corresponds to a clusterings of Power Tracésdigroups
DoM measure Difference between cluster centroids

Correct Key= Peak in DoM |Best clustering= Largest absolute value distance
between centroids in just one or for a small number
of features

Table 1. Analogies between DPA and Clustering

correlation solely tests for equidistance of cluster aads; i.e. linearity, this limitation
is proven to be not so restrictive in most of the devices usddyt [3].

2.2 DPA as Clustering

The acute reader may have already observed certain amnalogieeen DoM based
DPA (i.e. DPA with the Distance of Means distinguisher) ahgtering. The analogy
is based on the fact that the DoM distinguisher defines aeariusgt (in two groups) of
the set of power traces for each possible key and conseguetdrmines the secret key
using a quality measure that is based on the difference leetthe two cluster centroids.
More precisely, the secret key (equiv. best clusteringgisdnined by the largest peak
in the difference between the cluster centroids, i.e. thgelst absolute value distance
(between the cluster centroids) in a small number of featufae analogies between
DPA (with DoM distinguisher) and clustering are summarigedable 1.

Up to this point, the clustering perspective of DoM based D&8imply a “termi-
nology rephrase” and the novel algorithmic insights thptavides may not be directly
evident. As we will analyze lateron in detail, the power of thustering formulation of
DPA can be exploited in the cases where noise prevents DaMl iftentifying the cor-
rect key. The possible failures of DoM can be attributed puirdata noise or to the use
of countermeasure techniques that aim in hiding the kegvegit information from the
power consumption. In the presence of high noise levels ¢drabe possibly due to the
use of countermeasures), the input data must be apprdpimeprocessed/analyzed
such that the DoM distinguisher identifies the correct kdysTan be achieved if we
appropriately identify the structure of the signal that wshwo preserve in the data and
the structure of the noise that we wish to remove.

Based on the clustering perspective of DPA we can define tloeviog noise/signal
formulation:

Signal~Clustering structures that “depend” on few features
Noise—Clustering structures that “depend” on many features

Intuitively the term “depend on few features” attempts tptose the fact that the
DoM distinguisher uses the peak of the absolute value @iffee between the two clus-
ter centroidsn a small subset of the available featuré®rmally the term “depend
on few features” is defined in Section 3.3 and it is taken tonéat the clustering
objective does not change if we remove many features.



Using the clustering perspective of DPA and the afore nsigeal formulation we
can state that the goal of a successful data mining algoiiththis application context
is to identify the clustering structures that “depend” on fesafures, or analogously
to remove the clustering structures that “depend” on maratdees Naturally, due to
noise or data-structure reasons, there may exist othetediugs that “depend” on a
small number of features but are not relevant to the cormgctttowever, as the empir-
ical results verify in Section 6 the effective identificatiof these clustering structures
(even at the potential cost of including non key-relevanstdrings) can enhance the
effectiveness of the DoM method.

Having illustrated the clustering perspective of DPA asgitential utility for iden-
tifying the correct key, we will move on to illustrate theeelnce of low-order localized
eigenvectors of PCA for identifying the low-level signakhih the data i.e. the relevant
clustering structures that “depend” on a small number difes.

3 PCA, Localization and Clustering

3.1 PCA and Clustering

PCA is a very popular data preprocessing technique thatsmanly understood as a
data-reduction/approximation method. In principle, PCaAximizes the data variance
in the reduced space and works by projecting the data mattixet principal compo-
nents (dominant eigenvectors) of the feature-covariaretixn The intimate connec-
tions between PCA and clustering (often referred to as ptegeclustering, or subspace
clustering), have been studied by several authors (suctGq20]).

In order to clarify the connections between PCA and clustewie briefly illustrate
the results of [10]. LeK denote an input matrix that isx m, wheren is the number of
instances (power traces in our context) amid the number of features (time scale in our
context) and let als¥. denote the feature centered data matrix (i.e. from eachuolu
of X the mean value is subtracted). If we consider the SingulareMaf Xic =UZVT it
is easy to verify the following:

— The sample Covariance matrix can be writtenGev= n%leTCXfc.

— The right singular vectors ;. (columns of matri¥/) are also the eigenvectors of
matrix Cov.

— The singular values; of Xi¢ are equal ta; = 1/Ai(n— 1) whereh; denotes theh
eigenvalue of the sample covariance ma@ow.

The main result of [10] states that the dominant left singugtoru; of Xsc can be
regarded as a “continuous” clustering solution to khe: 2-means clustering problem
(i.e. the elements afi; can be regarded as continuous approximations to the discret
cluster assignments of the instances). The connection fofP@ections becomes evi-
dent if we writeu; as a projection of the input matr;. to the dominant eigenvector
of the sample Covariance matrixi = Xtcv1/01 = Xicv1/+/ (N — 1)A1, wherevy is the
dominant right singular vector ar@y andA; are as defined in the afore enumeration.
One can obtain a discrete cluster solution using varioug@lization strategies af;.

A simple discretization approach is to assign all instancgith u; (i) > mearfu;) to



clusterA and the rest to clusté. As it is rigorously analysed in [10] this simple process
can be regarded as a continuous approximation solutioretfKtk- 2)-means objective
function. Analogous results are also obtaineddas 2.

The results of [10] regarding the relationships between REGAK = 2)-means can
be summarized in the following two lemmas:

Lemma 1 (Continuous Clustering Solution, equation 5, Theagm 2.2 in [10]).A
continuous clustering solution of the @ 2)-means clustering problem can be derived
by the dominant left singular vector of the feature-cerdenput matrix X..

Lemma 2 (Quality of the Continuous Clustering Solution, eqation 6, Theorem
2.2 in [10]). The quality of the continuous clustering solution is estedgin a lower
bound sense) by the dominant singular value of the featenteced input matrix ¥.

Analogously to the afore lemmas, we can consider that the(i@s-order) left
singular vectors of the feature-centered input maXsix provide us with approximate
clusterings of lower quality (with respect to themeans objective), since they corre-
spond to smaller singular values.

As we have analyzed in the previous section, in DoM based DBAaxe inter-
ested in finding the 2-way clustering structure of the powaerds that corresponds to
the secret key. The relevance of PCA is not immediately etidince the dominant
eigenvector(s) of PCA correspond to clustering structtias optimize theK-means
clustering objective. This objective employs equally b# features and is not relevant
to the criterion that is used for identifying the secret keythe subsequent sections, the
relevance of low-order PCA eigenvectors will be illustcht&hese eigenvectors will
correspond to low-quality (or at least non-optimal) cluistg structures (according to
theK-means objective) but will have certain properties (lazagtion in a small number
of features) that are crucial for identifying the secret kéthe cryptographic device.

3.2 Eigenvector Localization

The key property that will allow us to detect the key-reldvelnstering structures is
localization. The term “eigenvector localization” is usiedrefer to cases where the
majority of the mass of an eigenvector is located in a smatilmer of entries (i.e. most
of the eigenvector entries are zero and near-zero). Thisgghenon has been observed
in several diverse application areas such as DNA singléentide polymorphism data,
spectral and hyperspectral data in astronomy (see [§].BlJand references therein).
Eigenvector localization is commonly measured usingltiverse Participation Ratio
[8],[7] that is defined as:

m
IPR(V) = Zlv(i)“ (1)
i=
Wherev is the eigenvector (of lengtim) whose localization we want to measure. It
should also be noted that this definition assumes that treneégtors are normalized
m
(i.e. 3 v(i)? = 1). The higher the value 0PR the more localized the eigenvector is.
i=1

=
It can be observed th&#?Ris related to the fourth moment in statistics and can effec-
tively measure the level of concentration of the eigenveeatues. For example if the



values of an eigenvector are equally scattered in all itsxed, i.ev = (ﬁ, ﬁ, . ﬁ)

then thelPRwill be IPR(v) = 1/m. While, in the extreme case where there is only one
non-zero entry, i.ev = (0,..,1,...,0) the IPR value will belPR(v) = 1. Naturally, lo-
calization can be quantified with various other measuresh sis the simple sum of
absolute values. However, in the context of this work we fogolely on the IPR mea-
sure since it is consistent with the relevant work and alstkaveffectively in practice
(as observed in experiments Section 6). A deeper study odiffieeent potential mea-
sures for quantifying eigenvector localization consétuan interesting topic for further
work.

3.3 Localized Principal Eigenvectors and Clustering Strutures that Depend on
Few Features

In Section 3.1 we have illustrated the relevance of PCA anddminant eigenvectors
for obtaining (continuous) approximate clusterings thatiroize theK-means objec-
tive. We will now move on and show that the projection of a {fiea centered) data
matrix to a low-order localized eigenvector corresponda f@ontinuous) clustering
solution that has lower quality (with respect to tiemeans objective) and “depends
only on a small number of features.

Intuitively, the term “depends on a small number of featunesans that the quality
of the clustering does not change if we remove the featuresevtine eigenvector is
localized. This is formally shown in the following propasit:

Proposition 1. Let X;¢c be an nx m matrix (n=# instances, m=# features)df, u and
v are the I" singular value and vectors of;Xwith v (iy=0forallie Ac {1,...,m},
thenoj,u and v will also be singular value and vectors o= Xscdiag(u) where
u(i)=0foralli € A, u(i) = 1for alli € A anddiag(u) denotes a diagonal matrix with
vector u in its diagonal.

Proof. In our proof we will initially show thaty is an eigenvector @KfTSXfS and thaty,
is an eigenvector oKX

We have thaK{Xssvi = diag(u)X{ Xcdiag(u)vi. Now sincev; (i) = 0 andu(i) = 0
for the same, we have thatliag(u)vi = v. Thus we can write:
diag(u)X{ X¢cdiag(u)v; = diag(u)X{.X¢cvi. Now sincev; is a right singular vector of
Xic we can derive that:
diag(u)X{Xtcvi = diag(u)X{ (oju) = ojdiag(u)X{.u = oZdiag(u)vi = o?v,

Above, we have shown thetis an eigenvector OKfTSXfS with corresponding eigen-
vaIuecr|2 and thusy is also a right singular vector of;s with corresponding singular
valueo.

Now foru; we can writeXssX{ U = Xtcdiag(u)diag(u) T X{.uy = Xscdiag(u) (oyv;) =
0 Xtcdiag(u)vi = 01 Xsevi = c5|2U|

Above, we have shown that is an eigenvector @KstfTs with corresponding eigen-
vaIuecr,2 and thusy, is also a left singular vector ofss with corresponding singular
valueo.

Sinceu; andv, correspond to the same singular value they will effectivedya
singular vector pair oK;s with singular valueg;. QED



Informally the afore proposition can be summarized, ushrgggdame notation, as
follows:

— Let Xs¢ be an input matrix with a localized low-order right singwarctory; (recall
that this is also an eigenvector of the feature-covariareeix).

— The corresponding clustering solution will bg thel' left singular vector oy
or equivalently, the projection of the input data matrixito

— The (continuous) quality of this clustering solution wit kqual to thé!" singular
value ofXsc.

— If we apply feature selection and remove the features wheiselocalized (in the
Proposition this matrix is denoted X35 = X;cdiag(u)), then the matrixX;s will
haveq, uy andv; as signular values and vectors.

— This effectively means, that the quality of the (continuous) clustering is the
same for bothX;. (original input matrix) anss (matrix after feature selection).

The analysis presented in this Section should have clattfieditility of localized
eigenvectors of a feature covariance matrix for identifyglusters that “depend on few
features”. However, one question that still remaind/isy (and when) should we expect
these localized eigenvectors to appear in the spectrum ofaance matrix This
is a valid and important question since ax m matrix can at most havmin(n, m)
singular vectors. These can be much less than the numbessibmclusterings of the
ninstances.

4 Why (and when) are the Eigenvectors of PCA Localized

We should initially state that our motivation to study Iazatl eigenvectors in the con-
text of DPA was based on [5] where it was demonstrated thablaer localized eigen-
vectors do appear in the spectrum of the Covariance matdxatso carry important
information related to the secret key used by the cryptdgcagevice. Based on these
findings we will study in this section a simple model that caplain the appearance of
these useful, cluster related localized eigenvectors.

Our model considers a high noise “unstructured” matrix aowasignal rank-1
update that “inserts” the relevant clustering to the urtdtmed data matrix. The terms
“high-noise” vs. “low-signal” are employed to stress tha singular values of the “un-
structured matrix” are larger than the singular value ofrtirek-1 update. This eventu-
ally means that these cluster structures would be “buriedfié low-order spectrum of
the resulting data matrix and would not be detectable usstgradard spectral cluster-
ing technique.

In mathematical terms our model can be stated as:

Xinput = Xunstruct+ WCIV;; (2

WhereXinput andXunstruet are (instance variable) matricesr(x m), ug is annx 1
vector that contains the instance (power trace) clustestingturé, vy is the localized

Lug(i) = y/na/nny if i belongs to clustef; andug (i) = —/ny /Ny if | belongs to cluste,.
n; andn; are the cluster sizes #f; andA; respectively andi = n; + ny is the total number of
instances.



mx 1 vector with||v¢ ||2 = 1 that contains only a small number of non-zero indexes (i.e.
itis localized) andy is the “power” of the signal that is small as compared to thgdat
eigenvalues oXynstruct Based on this model, we will inspect whether the localizghitr
singular vectors oKinpyt can be effectively used for detecting the “hidden” clustgri
structureug that depends on a small number of features.

It can be observed that the spectrumXfput will be determined by the correla-
tion of ug to the left singular vectors oXynstruct @nd also by the correlations @
to the right singular vectors ofynstruct 1N our simulations, we will consider that the
structureauy andvg are not already present in the unstructured data matrixs iBhi
achieved by considering that the left and right singulatmescof Xnstruct are random
orthogonal matrices (Haar distribution) [22, 9], thus tleetorsu andv will exhibit a
(uniformly) random correlation with the singular vectof$@Qnstruct Moreover, in order
to simulate theynstruct Matrix, we employ the actual singular values that were oleser
in the dataset 1DERandomDelays, which is described in the Experiments Seétio

Based on the above, we defighstruct as follows:

T
Xunstruth Uunzvun

whereUy, andV,], are uniform random orthogonal matrices [22, 9] andontains
the singular values of dataset 1DIRandomDelays.

Based on this definition ofynstruct We have experimented with the two parameters
of the model, they parameter and the number of features that determine theeclus
structure (i.e. the number of zeros#g). The simulations illustrate that when the size of
yis “sufficiently large” and also when the cluster structuepends on “sufficiently few”
features, we can effectively use the IPR measure for datgtiie hidden clustering
structure. The terms “sufficiently large” and “sufficientew” are explored within the
experiments

In Figure 2(a) we have fixed the level of localization (i.enrher of zeros in the in
V¢ of formula 2), and we have used multiglgalues, while in Figure 2(b) we have fixed
y and have varied the localization of the hidden clusteringcstire. More precisely, in
Figure 2(a) we have fixed, at 10 Features, and the initial value for thgarameter was
taken to be equal to the maximum singular valu¥ g ctdivided by 2. Consecutively,
in each run we have dividacy 2, i.e. in the 8 run we sey to be equal to the maximum
singular value oXynstructdivided by 2.

In Figure 2(b), we have fixed thevalue to be equal to the maximum singular value
of Xunstruct divided by 2 and we have taken the initial number of non-zero element in
Vi to be 60. Consecutively, in each run we have set the numbesairfes as multiples
of 60, i.e. in the 5th run the number of features (non-zermel&s) invy are taken to
be 5. 60.

In both Figures 2(a),2(b), in order to detect the hiddentehirsg structure, we have
executed the following procedure:

— We compute the SVD OKinput = Uinputzinputvilput = Xunstruct+ WcIVI|

2 |n order to facilitate the reproduction of empirical resuthe relevant model simulation code
is available at the website of the correspondence authidrp: / / si t es. googl e. con!
sit e/ mavroei d/
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Fig. 3. Position of top IPR vector

— We compute the IPR of the right singular vectors (columnéei.)

— We select the left singular vector that corresponds to tipeldR right singular
vector and measure its correlation with the hidden clusgestructure using the
inner product. CwHC measurex axis in Figure 2)

The afore procedure is repeated 10 times and Figure 2 répentssulting boxplots.
Interestingly, Figure 2 illustrates that even when we inaerery low-signal clustering
structure (i.e. whegis 2 times smaller than the maximum singular valu&gfstruc),
that is localized with less than 10% of the available featuleR can effectively detect
the hidden clustering structure.

Figure 3 illustrates the positions (ordered according tggiar values) of the top
IPR vectors that are used for finding the hidden clusteringcsire in Figure 2. Again
boxplots are presented based on the 10 simulatioXs gf.



5 Related Work

To the extent of our knowledge, low-order localized eigetoes of graph adjacency
and Laplacian matrices have received little attention withe data mining community
([8, 7] and references therein). As compared to these appesathe main distinctive
characteristic of our work is that it focuses on an (instasfeature) input matrix and
interprets localized low-order eigenvectors as clusterthat depend on a small number
of features.

Recently, there were a few works showing the potential of FQ#side-channel
analysis [1, 5]. The impact of low-order eigenvectors imektng smart card platforms
was demonstrated in experiments but the theoretical régggon the effectiveness of
the new method was lacking [5]. Our work fills in this gap inyirg that the previous
study was not an isolated and random experiment but thendégd a lot of potential in
exploring similar techniques that are already known for Inira& learning researchers.

6 Experiments

6.1 Data Description

To perform side-channel analysis some hardware equipmeaduired, being part of a
measurement set-up. A typical set-up for measurementsdasla smart card (on which
the target algorithm is implemented), a smart card readarsailloscope for the acqui-
sition of power traces and a PC for the analysis and key rego&# our experiments
are performed using a programmable card from Atmel (ATM&3a24C256). The
card contains an Atmel 8-bit AVR RISC-based microcontrdiat combines 16KB of
programmable flash memory, 1KB SRAM and 512B EEPROM. SingteTaiple DES
implementations that we considered were all software implatations, with or without
countermeasures. An implementation of triple DES consifthree DES algorithms
where the new key is 112 bits long because the first and lastiak&the same key.

The first datasets called 1DE&_ctrmsr and 3DESvo_ctrmsr are single DES and
triple-DES implementations without countermeasures. él@x;, cryptographic algo-
rithms are in practice often implemented with one or morenteumeasures rendering
side-channel analysis. The countermeasures are commindied into two groups:
masking or hiding [19]. Masking countermeasures are basechasking data or the
key (or both) by adding a random value to the input that istext#o make the in-
termediate variables data- and key-independent comjplgcat this way DPA sub-
stantially. Hiding countermeasures aim at making a sidanobl e.g. power consump-
tions unrelated to the data processed for example by buthimgignal into noise. For
the measurements of simple DES with countermeasures weogatptandom delays
(1DESRandombDelays), which introduces random wait states dwexsgution of the
algorithm. In this way the effect of misaligned traces isaitéd.

We have also employed data masking countermeasures BRES/Aasking for
triple DES, so the inputs are masked with a random value antasked at the end
to get the correct output.

As our experiments use DES and triple DES, we give some daeiftihe algorithms
next. The Data Encryption Algorithm (DES) was invented ia #®’s by IBM and used



1DESwo_ctrmsr DES without countermeasures
1DESRandomDelaydDES with random delays countermeasure
3DESwo_ctrmsr 3DES without countermeasures
3DESDataMasking |3DES with data masking countermeasure

Table 2. Datasets used in experiments. In order to facilitate therodrgtion of em-
pirical results, all datasets are available at the websitethe correspondence author:
http://sites.google.com/site/mavroeid/

as the main encryption standard for more than two decadeastd®ilne short key, DES
is nowadays mainly used as a part of the triple DES algoriBidES), but nevertheless
attacking DES remains the first step in the side-channeyaisadf 3DES.

DES uses a 64-bit key and it operates on 64-bit blocks of @airas input and
returns blocks of 64 bits as output (called ciphertext)raf&rounds. Each round has
several operation, but the most important one is the nawfifunctionf that contains
8 substitution boxe&S;, . .., ), so-called S-boxes. The S-boxes have a 6-bitinput, and
a 4-bit output derived by a table look-up. The most imporpanperty for side-channel
analysis is that the 6-bit inputs, and hence also 4-bit datpfiS-boxes, depend only
on plaintexts and 6 bits of the key. In other words, knowingimgexts and making
a hypothesis on the 6-bit subkeys, we can monitor only one)Std learn the right
hypothesis on the subkey (out df gossibilities). By monitoring, we mean computing
the S-box outputs and a function of the inputs, hereaftéedsthe selection function as
in [15] (for known plaintexts and a key guess) and corretathe values to the power
consumption measured during this computation. The reagdr@hind lies in the simple
fact that power consumed by a device depends on the data f@icgssed.

The procedure for the data acquisition and the key recowensists of several steps
explained below. We use the example of DES to list the steps.

— Denote the selection function Hyx, k) wherek is typically a small part of the key
(here 6 bits). For a large number (sayof randomly generated plaintexts, we can
compute the value of for each 6 bits of a subkey. At the same time we collect
power measurements of the device while performing the dhgor

— Each power trace contains the valuesratime points i.e. samples. Hence, we
can create a matriR of sizenxmthat contains the power traces corresponding to
different plaintexts.

— Next step is to calculate the hypothetical valued dbr every possible subkey
In the case of DES there are 64 different subkeys for eachxSAsthe selection
function we simply choose one bit of the S-box output e.g. MBBLSB) so the
function f(x,k) can be either 0 or 1. Based on this value we sort all powerdrace
into two sets, saf andS;. Note that this will result in a power-trace clustering for
each possible subkey.

— We apply distance of means (DoM) test to tRgand S; partition plotting each
so-called differential traces that is computed as:

1=-5-%.
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Fig. 4. Correct Key Position based on DoM method for single-DES

Out of 64 differential traces we select the one with the higjlpeaks at certain time
sample as the correct key.

6.2 Empirical Results

In order to evaluate the effectiveness of IPR and localizgdreectors for retrieving
the correct key, we adopt the following procedure:

— We compute the SVD of the centered inpuk m (power tracex time) matrix
Xie=UZVT.

— We compute the IPR of the right singular vectors (i.e. theewois ofV).

— We compute projections based on PCA and IPR. l.e. We conmugg ) (k) =
XiV1xVyy andPrpg) (K) = Xfc\/|pR(1:k>\/|-||—:,R(l:k), whereV; « contains the dominant
right singular vectors (that correspond to the largestidarg/alues), whil&/jpr1)
contains the top IPR singular vectors.

— We compare the results obtained by the DoM measure in theldtd, inPrpcp)
andPrpg). .. for each input matrix we compute the DoM measure andank r
the keys according to the largest observed peak. Since we tordhese datasets
the correct key, we can observe whether the IPR or PCA prepsatg improves
the position of the correct key.

In Figure 4 we evaluate the effectiveness of IPR in singlesSd&tasets (LDE®o_ctrmsr,
1DESRandombDelays). Thg-axis of Figure 4 reports the position of the correct key,
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Fig. 6. Correct Key Position based on DoM method for 3DBS&taMasking

based on the full dataset and also using PCA and IPR prepginge3 he optimal result

is to obtain gposition=1for the correct key. Moreover, knowing that the largest peak
in these datasets (at the aligned data) occurs around tifié (#9accordance to DPA
terminology, these are called interesting points), we liawestigated the effect of IPR
and PCA as we zoom to time 4900 (the original time scale isUB0Q%

In the single-DES dataset without countermeasures 1R&Strmsr (Figure 4(a)),
the full-data matrix already retrieves the correct key io-pmsition. Moreover, we can
observe that PCA and IPR preprocessing converge ratheklgua position=1 with
PCA achieving a faster convergence while IPR being more®ffewhen a very small
number of eigenvectors are used.

In the single-DES dataset with random delays 10hdomDelays (Figures 4(b),
4(c),4(d),4(e),4(f) for different time-intervals), thellfdata matrix fails to retrieve the
correct key and in most cases (with the exception of the BQ&itne interval) ranks it
very low. On the other hand IPR is very effective in the mayoof experiments with the
notable exception of the 1-16000 time interval. More prelgisve can observe that the
performance of IPR dramatically improves as we zoom to tin@®04(interest-point).



Notably, when we focus on the 3000-5000 time scale IPR ctamly retrieves the
correct key in top positions.

In the triple-DES dataset without countermeasures DS trmsr (Figures 5(a),
5(b),5(c)), the full-data matrix places the correct keyha 10th position. We can again
observe that the IPR ranking requires an adequate zoomhatmterest-point for ef-
fectively identifying the correct key. A similar behaviagralso observed in triple-DES
with Data Masking.

7 Discussion

In this work we have presented a thorough theoretical fraonlevthat illustrates the
relevance of low-order localized eigenvectors in the agpion context of DPA. In our
analysis, we have considered that the key-relevant infoom#s modelled as a “low-
signal”, localized pattern that is embedded in a "high-abidataset. In this respect
our results generalize beyond DPA and are applicable tagoak low-signal/hidden
pattern problems.

Based on the empirical results one can identify two intargdurther work topics
that can potentially enhance the practical effectivenéssinframework. The first is
related to the automatic determination of the appropriatelver of eigenvectors that
are needed in order to optimize the position of the corregt kKke successful tackling
of this issue requires further statistical analysis of fAR measure in order to be able
to identify statistically significant localized eigenvers and not simple noise artifacts.

The second issue is related to the determination of the appte time-interval that
maximizes the effectiveness of IPR and localization. Asutised above, to maximize
the effect of IPR, we rely on the ability of “zooming” into theaces i.e. we assume the
points with maximal leakage (also sometimes called interggoints) being known to
some accuracy. This is a standard assumption for DPA, ame #re several methods
proposed in the relevant literature. For example, an attackn simply apply the corre-
lation with input data analysis [11]. Similarly, one can tseplate attacks [1] to learn
more about the points of interest. It constitutes an intergsssue for further work to
explore the required tightness of the time-interval that gaarantee the effectiveness
of IPR and localization.
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