TRU /e master in cyber security NWI-2IRU15

Software Security '15 - '16
OWASP Open Souce Review Project

Bor de Kock / 4666798 Pieter Kokx / 4671953
b.b.d.kock@student.tue.nl p.a.kokx@student.tue.nl

Ylona Meeuwenberg / 4671066
y.w.a.meeuwenberg@student.tue.nl

December 2015

0 Organization

The evaluation was carried out as follows: firstly, the group gathered in a few sessions to
install the TestCMS on a server, run some basic tests, analyze the code with the Fortify tool
and set up the basis for both the written report and the ASVS Checklist. A division of the
requirements was then made: this was in general done by category based on the expertise of
the group members.

Qur group was mixed in experience and background: one of us got a Bachelor’s in mathemat-
ics, the others in computer science. One of us has a lot of experience in web development,
the others don’t. This was both an advantage — different types of requirements could be
split over people with different skills — as well as a disadvantage — as it is harder to get
a second opinion or a double-check on some of the work. What we did to tackle this issue
was walking though the spreadsheet page-by-page, explaining our decisions and judging the
criteria together. This real-life-variant on rubber duck debugging helped us identify issues
with the reasoning for some of the items, but also made the group members learn more about
other parts of the project and the knowledge behind it.

For a significant part of the requirements, we used the live version of the application we ran
on a local web server. Take a look at a requirement like V2.9:

Verify that the changing password functionality includes the old password, the new password,
and a password confirmation.

Looking at a working version of the application is a fast and easy way of checking the re-
quirement: looking through the code will only make it harder to get the same result.

For the rest of the requirements, we used a combination of Fortify and manual code searching.
Fortify was used to produce a list of problems with the code. For each problem, we checked
whether the problem actually exists and how it maps to a requirement. Those requirements
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were filled in first. For the rest of the requirements, we either looked through the code to
locate defects and problems, or we used grep to search through all files with a keyword.

1 Verdict

For all verification requirements, a verdict and motivation is given in the accompanying
spreadsheet file. In this report, we will give a short, general remark per chapter in the
OWASP ASVS.

V2  Authentication Verification Requirements

The problems with authentication are large. There are no restrictions on passwords strength,
no guidelines are provided. Users can pick any password for any period of time, whether or
not they used it earlier. It is even possible for users to change the passwords of other users.
All of these problems result in failing a lot of requirements.

V3 Session Management Verification Requirements
Session management is included in PHP, so most of the requirements are a trivial pass due to

the PHP standards. The functions that are managed by the application are not that strong.
There are no additional functionalities, compared to PHP.

V4  Access Control Verification Requirements

The access control is handled poorly. It is possible to change your own status to admin-
istrator. When your are an administrator, you can delete other accounts, including other
administrators. You can put an account on inactive, but this doesn’'t mean that this account

can't do anything. If the users of the inactive account, want to make it active, he just have
to push a button.

V5  Malicious input handling verification requirements

Fortify did give a lot of SQL injection errors. Most of these were false positives, but Fortify
was triggered because the application had a custom database class.

V6  Output encoding / escaping

V6 is trivially satisfied: This section was incorporated into V5 in Application Security Veri-
fication Standard 2.0. ASVS requirement 5.16 addresses contextual output encoding to help
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prevent Cross Site Scripting. [1]

V7  Cryptography at rest verification requirements

Only the functions crypt () and hash() are used. These functions are proven to be unsafe.
This is summarized well in the fortify error: “Antiquated encryption algorithms such as DES
no longer provide sufficient protection for use with sensitive data. Encryption algorithms
rely on key size as one of the primary mechanisms to ensure cryptographic strength. Crypto-
graphic strength is often measured by the time and computational power needed to generate
a valid key. Advances in computing power have made it possible to obtain small encryption
keys in a reasonable amount of time.”

V8  Error handling and logging verification requirements

There are only a few things that are logged, and only basic error messages are logged. More
information, like the IP address where the request originated, are not stored anywhere. An-
other issue is that logs are publicly visible if you used the installation instructions. This can
be changed in the server configuration.

V9 Data protection verification requirements

TestCMS doesn’t keep track of a lot of sensitive data. The login form however, may leak
passwords.

V10 Communications security verification requirements

The V10 requirements all apply to the communication over TLS. This means that the verdict
depends on the configuration of TLS in the system. The administrator of the server should
take care of these requirements.

2 Reflection

Getting from code to code review, a lot of steps were needed.

As stated in the section on organization, we had some situations where not all group members
had the expertise to provide a clear answer. This was solved mostly by dividing up the work,
and evaluating with the entire group in a thorough way.

As for the tools used, it was sometimes hard to decide on the proper way to asses a certain
requirement. We answered quite a few of them based on the results of running the code,
which is a very effective strategy but not truly what a code review is about. Fortify helped a
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lot by providing clearly stated problems and analyzing a lot of issues, but a lot of the work
still had to be done by hand.

A problem with Fortify was that quite some false positives appeared, mostly these were
alleged possible SQL Injections. We disproved all of those by looking through the source
code ourselves, and to be sure we also ran the SQLmap suite on the running version of the
CMS.

In the end, the ASVS provided us with a very clear way of reviewing the code and “filling
in the blanks” about the requirements that were given. That is, however, also the weakness
of this approach: it is very tempting to focus on giving the right verdicts, where the focus
should be on the code in general. This is something the ASVS could focus on to a larger
extent.

Working as a group was not an issue, but we preferred dedicating a few larger timeslots to
the course over planning a lot of afternoon sessions. This greatly reduced the overhead and
made the work more efficient in general.

In terms of lessons learned for developing web applications, not all of us were aware of the
OWASP ASVS Checklist. Those that were, will perform security assessments and develop-
ment earlier on in the process to avoid having to fix issues later on. Those of us who where
not aware yet, now need what issues to avoid in general while building web applications and
developing other software.

References

[1] OWASP, Application Security Verification Standard 3.0, October 2015
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i Verdict _ Explanation _

:The requirement does not apply, soitis :
:trivially satisfied. (For example, for V7.4, :
:if no cryptographic algorithms are used, :
:then all these algorithms have been FIPS

§You do not know what the verdict should
‘be, since you do not sufficiently :

:You do not know what the verdict should :
:be, since you do not know how you
:would check whether this requirement
:holds

gYou do not know what the verdict should
:be, since you do not have the time to
_:check this

*You do not know what the verdict should :Regarding tools: if no tools are used feel free to leave the
: :be for some other reason, specify in ‘relevant column open. If you use an unlisted tool please
:Don'tknow -other . :comments. :chose "other" and specify which in the comments.
‘You believe the requirement is not
:relevant for this system, since the :
: :relevant code is not part of the code you :
iNA - check is beyond scope of code | .. ... ... . iwere asked to review. :
‘You believe the requirement is not :
:relevant for this system, since the check :
: :is beyond the scope of the system, such :
Don'tknow -other ... :as server configuration. :
*You believe the requirement is not
: :relevant for this system for some other
:NA - other :reason, specify in the comments.



Verification Requirement Verdict Source Code Referen
'Verlfy aII pages and resources require authentication

excej

speclﬁcall))/ |ntended to be public (Principle of complete

Verify all password fields do not echo the user's password
hen it is entered.

Verify all authentication controls are enforced on the serve!
side.

Verify all authentication controls fail securely to ensure

Verify password entry fields allow, or encourage, the use of
passphrases, and do not prevent Iong passphrases/highly
complex passwords being entered.

Verify all account identity authentication functions (such as
update profile, forgot password, disabled / lost token, help
desk or IVR) that might regain access to the account are a
least as resistant to attack as the primary authentication
mechanism.

Verify that the changing password functlonallly includes th
old password, the new password, and a password
onfirmation.

Verify that all suspicious authentication decisions are

Iogged This should include requests with relevant
data ded f ity tigati

Verlfy that account passwords make use of a sufficient

strength encrypllon rouhne and that it withstands brute

f ag nerypti

Verify that credentials are transported using a suitable
encrypted link and that all pages/functions that require a
user to enter credentials are done so using an encrypted

Verify that the forgotten password function and other
recovery paths do not reveal the current password and that
he new pa: d is not sent in clear text to the user.

Verify that information enumeration is not possible via logi
o

password reset, or forgot account functionality.

Verify there are no default passwords in use for the
1 used by the

;application (such as admln/pgsswor

Verify that request throttling is in place to prevent
automated attacks against common authentication attacks
such as brute force attacks or denial of service attacl

Verify that all for
services external to the appllcatlon are encryp(sd and
stored in a protected location.

Verify that forgotten password and other recovery paths
use a soft token, mobile push, or an offline recovery
mechanism.

Verify that account lockout is divided into soft and hard lock
status, and these are not mutually exclusive. If an account
is temporarily soft locked out due to a brute force attack,

1

Verify that if knowledge based questions (also known as
secret questions") are required, the quesnons should be

Verify re-authentication, step up or adaptive authentication
two factor authentication, or transaction signing is required
before any pecific sensitive are
per he risk profile. of th

EVenfy that m:asures arein plaoe lo block the use o'

Verify that if an application allows users to authenticate,
they use a proven secure authentication mechanism.

Verify that if an application allows users to authenticate,

they can authenticate using two-factor authentication or

other strong authentication, or any similar scheme that

provides protection against username + password
closure.

Comment

here are no limits_

Il users can access all administrative panes, no matter their roles. They can even change administrator's
sswords.




ASVS
# Level

Verification Requirement Verdict Source Code Referen Comment

§Verify that there is no custom session manager, or.
-1 :

:Verify that the session id is never disclosed in
:URLs, error messages, or logs. This includes
:verifying that the application does not support

.................................................................... Fail . ...................system\classes\session.php : . ...l
:Verify that all successful authentication and re-
:authentication generates a new session and
‘session i Trivial Pass (N/A)

:Verify that session ids are sufficiently long, i
:random and unique across the correct active

:Verify that session ids stored in cookies have their:
:path set to an appropriately restrictive value for :
:the application, and authentication session tokens:
:additionally set the “HttpOnly” and “secure” :
ibutes

erify that the application limits the number of
ive concurrent sessions. :Fail

EVerify that an active session list is displayed in the§
:account profile or similar of each user. The user : : :
:Fail : : There is no list of current active sessions.

:Verify the user is prompted with the option to :
:terminate all other active sessions after a



ASVS
# Level

Verification Requirement Verdict Source Code Referen Comment Tool Use

:Verify that the principle of least privilege exists -
:users should only be able to access functions, data:
:files, URLs, controllers, services, and other :
:resources, for which they possess specific
:authorization. This implies protection against

ofing an:

:Verify that access to sensitive records is protected, :
:such that only authorized objects or data is :
:accessible to each user (for example, protect

:Verify that directory browsing is disabled unless
:deliberately desired. Additionally, applications
:should not allow discovery or disclosure of file or

erify that the same access control rules implied b

e presentation layer are enforced on the server
ide

Verify that all user and data attributes and policy
information used by access controls cannot be

manipulated by end users unless specifically
authorized. ...

Verify that all access control decisiol
,,,,,,,,, log 9

:Verify that the application or framework uses strong
:random anti-CSRF tokens or has another :

continuous access of secured functions, resources,:
or data. For example, consider the use of a :
resource governor to limit the number of edits per :
hour or to prevent the entire database from being :
scraped by an individual user.

Verify the application has additional authorization
(such as step up or adaptive authentication) for
lower value systems, and / or segregation of duties:
for high value applications to enforce anti-fraud
controls as per the risk of application and past

:Verify that the application correctly enforces
:context-sensitive authorisation so as to not allow
:unauthorised manipulation by means of parameter : H H

REMING. Fail F : Users can escalate their own privileges to administrator level.



SVS
Level

Verification Requirement

:Verify that the runtime environment is not
+susceptible to buffer overflows, or that security

ontrols prevent buffer overflows.

Verify that all SQL queries, HQL, OSQL, NOSQL
:and stored procedures, calling of stored B
-procedures are protected by the use of prepared

ization, and thus

ce L. injecti .

erify that the application is not susceptible to
DAP Injection, or that security controls prevent

EVerify that the application is not susceptible to
:Remote File Inclusion (RFI) or Local File Inclusion

LFI) when content is used that is a path to a file..

‘erify that the application is not susceptible to
ommon XML attacks, such as XPath query
mpering, XML External Entity attacks, and XML
jecti ks

Verdict Source Code Reference

nsure that all string variables placed into HTML :

:or other web client code is either properly
:contextually encoded manually, or utilize B
:templates that automatically encode contextually :
:to ensure the application is not susceptible to B
eflected, stored and DOM Cross-Site Scripting

mass parameter assignment (also called
automatic variable binding) from the inbound
request to a model, verify that security sensitive
fields such as “accountBalance”, “role"or

"are pi from malicious

binding.. .

Verify that the application has defenses against
HTTP parameter pollution attacks, particularly if
the icati makes no distinction

about th
POST, cookies,

Verify that client side validation is used as a

second line of defense, in addition to server side :

validation.

Verify that all input data is validated, not only
HTML form fields but all sources of input such as

bad strings). o rejecting bad inputs,(blackisting)

Verify that structured data is strongly typed and

validated against a defined schema including

allowed characters, length and pattern (e.

card numbers or telephone, or validating that two

related fields are reasonable, such as validating
itch).

Verify that unstructured data is sanitized to

enforce generic safety measures such as allowed

characters and length, and characters potentially

harmful in given context should be escaped (e.g.

natural names with Unicode or apostrophes, such
Zor OHara)

lake sure untrusted HTML from WYSIWYG
ditors or similar are properly sanitized with an
TML sanitizer and handle it appropriately

‘according to the input validation task and

t data transferred from one DOM context
r, uses safe JavaScript methods, such
as Text and .val

Verify when parsing JSON in browsers, that
JSON.parse is used to parse JSON on the client.
Do n the cli

Verify that authenticated data is cleared from

client storage, such as the browser DOM, after the:

on't know - no time to ook into thi

Comment




Verdict

Verify that all random numbers, random file
names, random GUIDs, and random strings are
generated using the cryptographic module’s
approved random number generator when these
random values are intended to be not guessable

that cryptographic algorithms used by the

pplication ha\I/e been validated against FIPS 140.
r

Verify that there is an explicit policy for how
cryptographic keys are managed (e.g., generated
distributed, revoked, and expired). Verify that thi:

Personally Identifiable Information should be
stored encrypted at rest and ensure that

Source Code Reference

Comment




ASVS
Lo,

# Verification Requirement Verdict

Source Code Reference Comment

erify that the application does not output error
iessages or stack traces containing sensitive
lata that could assist an attacker, including

Verify security logging controls provide the ability
to log success and particularly failure events that
are identified as security-relevant. ...
Verify that each log event includes necessary
information that would allow for a detailed

i’:westigation of the timeline when an event \

Verify that security logs are protected from
unauthorized access and modification. s

Y

Verify that the application does not log sensitive
data as defined under local privacy laws or .
regulations, organizational sensitive data as
defined by a risk assessment, or sensitive B
authentication data that could assist an attacker, :
including user’s session identifiers, passwords,
hashes, or AP! tok

Verify that an audit log or similar allows for non-
repudiation of key transactions.

Tool Used




# ASVS

Verification Requirement Verdict Source Code Referen Comment Tool Used

*Verify that all forms containing sensitive .
information have disabled client side caching.

Verify that all sensitive data is sent to the

server in the HTTP message body or

headers (i.e., URL parameters are never
d i it

:Verify that the application sets appropriate
:anti-caching headers as per the risk of the
:application, such as the followin,

:Expires: Tue, 03 Jul 2001 06:00:00 GMT

: Last-Modified: {now} GMT

: Cache-Control: no-store, no-cache, must-
:revalidate, max-age=0 Cache-Control: post- :
:check=0, pre-check=0 B

Verify that on the server, all cached or B
temporary copies of sensitive data stored are:
protected from unauthorized access or B
purged/invalidated after the authorized user :

accesses the sensitive data There is no caching.

Verify the application minimizes the number
of parameters in a request, such as hidden
fields, Ajax variables, cookies and header

: Verify that data stored in client side storage - :
Esuch as HTML5 local storage, session B

Verify accessing sensitive data is logged, if
the data is collected under relevant data
protection directives or where logging of
equIred. . e
Verify that sensitive data is rapidly sanitized :
from memory as soon as it is no longer
needed and handled in accordance to



ASVS

# Level

Verification Requirement Verdict Source Code Referen Commen  Tool Used

§Verify that a path can be built from a trusted CA to§
:each Transport Layer Security (TLS) server :

:Verify that TLS is used for all connections
:(including both external and backend :
:connections) that are authenticated or that involve:
:sensitive data or functions, and does not fall back :
:to insecure or unencrypted protocols. Ensure the :

Verify that all connections to external systems
that involve sensitive information or functions are :
,,,,,,,,, authenticated. A - checkis beyond scope of system il
:Verify that HTTP Strict Transport Security
‘headers are included on all requests and for all
ubdomains, such as Strict-Transport-Security

:Verify that proper certification revocation, such as :
:Online Certificate Status Protocol (OSCP) :

:Verify that only strong algorithms, ciphers, and
:protocols are used, through all the certificate
:hierarchy, including root and intermediary

:Verify that the TLS settings are in line with current:
:leading practice, particularly as common :

:configurations, ciphers, and algorithms become  :
1 :insecure. :NA - check is beyond scope of system
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