
P r o v i n g  P r o g r a m  P r o p e r t i e s

F R E E K V E R B E E K

S O F T W A R E  S E C U R I T Y



What is a proof?

A proof
• establishes a program property for all inputs
• establishes a program property over all paths
• (often) can be mechanically verified
• Contrast to testing:

- establishes a program property for specific inputs and visited paths
• Contrast to static analysis:

- often based on heuristics / tactics that skip certain program paths

“Program testing can be used to show the presence of 
bugs, but never to show their absence!” (Dijkstra)



Today

• How to prove a property over a program
- crash course into Hoare logic

• How to prove properties over assembly
- crash course into Floyd-style proving

• State-of-the-art



Hoare Triples

Examples:

Partial correctness:
termination is assumed

{ P } C { Q } ⌘ precondition P ensures postcondition Q after executing program C
<latexit sha1_base64="hT+RoOh14Vv9DmzdMXjIBuaCyNc="></latexit>

{ x == y } x := x+ 3 { x == y + 3 }
{ x � �1 } x := 2x+ 3 { x � 1 }
{ x � 0 } y := x % 3 { x � 0 ^ y  10 }
{ x == x0 ^ y == y0 } t := x;x := y; y := t { x == y0 ^ y == x0 }

<latexit sha1_base64="3/4k/2hP8s5GA4W6diQtASfaiEc="></latexit>



Hoare Triples

{ exp == e0 } pow2 { ret == 2e
0
}

<latexit sha1_base64="kGLPnKRzljmlOHmNnEpDTHJ3euk="></latexit>

Program property:

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }



Hoare Logic

Assign
{ P [E/x] } x := E { P }

<latexit sha1_base64="3Ya9fPJaKRX0rB80ZWPgtV2Guw8="></latexit>

Examples:

Assign
{ x+ 3 == y + 3 } x := x+ 3 { x == y + 3 }

<latexit sha1_base64="JPLzGe22dJh79qMi2bN7teaMUVI="></latexit>

Assign
{2x+ 3 � 1 } x := 2x+ 3 { x � 1}

<latexit sha1_base64="BOMxpDdjT6Fdk4EaH9aWAqp1oLM="></latexit>

Substitute in P any occurrence of x with E



Hoare Logic

Example:

Assign
{ P } x := E { P ^ x == E }

<latexit sha1_base64="eeOJE83tZbPFdOiz+yoPDQnrwtc="></latexit>

Assign
{ True } x := x+ 3 { x == x+ 3 }

<latexit sha1_base64="OYBfriR6+3hQUXfHj24rE9x98dE="></latexit>



Hoare Logic

Example:

{ P } C0 { Q } { Q } C1 { R }
Seq

{ P } C0 ; C1 { R }
<latexit sha1_base64="xMGTKavkOJIw2SIDaMKrXYQDkgA="></latexit>

t := x;x := y; y := t
<latexit sha1_base64="AB5ug8ADwtAH7KFl+aB8DqvBX1Q=">AAACRXicbVDLSgMxFE3q+93q0k2wCC6kzFRBwY3oxqWCrUJbSibN2NBMMk3uiMPgT/g1bnXjN/gR7sStZtpZtOqBwLnnvnJPEEthwfPecWlmdm5+YXFpeWV1bX2jXNlsWp0YxhtMS21uA2q5FIo3QIDkt7HhNAokvwkG53n+5p4bK7S6hjTmnYjeKREKRsFJ3fI+kHY+RfHhkDyckIeJMD0h6UQIpFuuejVvBPKX+AWpogKX3QrG7Z5mScQVMEmtbfleDJ2MGhBM8sfldmJ5TNmA3vGWo4pG3Hay0VmPZNcpPRJq454CMlInOzIaWZtGgauMKPTt71wu/pdrJRAedzKh4gS4YuNFYSIJaJJ7RHrCcAYydYQyI9xfCetTQxk4J6e25LNBa2mnTsmCxNrYaB063Znm/7boL2nWa/5BrX51WD09K+xbRNtoB+0hHx2hU3SBLlEDMfSEntELesVv+AN/4q9xaQkXPVtoCvj7B9N7sUE=</latexit>

Assign
{ y == y0 ^ x == x0 } t := x { y == y0 ^ t == x0 }

Assign
{ y == y0 ^ t == x0 } x := y { x == y0 ^ t == x0 }

Seq
{ y == y0 ^ x == x0 } t := x;x := y { x == y0 ^ t == x0 }

<latexit sha1_base64="K/aGPkivoUlr131F6WgQiKZoMgI="></latexit>



Hoare Logic

Example:

{ P } C0 { Q } { Q } C1 { R }
Seq

{ P } C0 ; C1 { R }
<latexit sha1_base64="xMGTKavkOJIw2SIDaMKrXYQDkgA="></latexit>

Assign
{ P } t := x { Q }

Assign
{ Q} x := y { R }

Seq
{ P } t := x;x := y { R }

Assign
{ R } y := t { S }

Seq
{ P } t := x;x := y; y := t { S }

<latexit sha1_base64="6KRUsmbHcdD+Jz4/k1dhmlKOy3A="></latexit>



Hoare Logic

Example:

{ P } C0 { Q } { Q } C1 { R }
Seq

{ P } C0 ; C1 { R }
<latexit sha1_base64="xMGTKavkOJIw2SIDaMKrXYQDkgA="></latexit>

Assign
{ y == y0 ^ x == x0} t := x { y == y0 ^ t == x0}

Assign
{ y == y0 ^ t == x0} x := y { x == y0 ^ t == x0}

Seq
{ y == y0 ^ x == x0 } t := x;x := y { x == y0 ^ t == x0}

Assign
{ x == y0 ^ t == x0} y := t { x == y0 ^ y == x0}

Seq
{ y == y0 ^ x == x0 } t := x;x := y; y := t { x == y0 ^ y == x0}

<latexit sha1_base64="5OgZr5ebEbyNbnb/3lXv8CIpcnw="></latexit>

t := x;x := y; y := t
<latexit sha1_base64="AB5ug8ADwtAH7KFl+aB8DqvBX1Q=">AAACRXicbVDLSgMxFE3q+93q0k2wCC6kzFRBwY3oxqWCrUJbSibN2NBMMk3uiMPgT/g1bnXjN/gR7sStZtpZtOqBwLnnvnJPEEthwfPecWlmdm5+YXFpeWV1bX2jXNlsWp0YxhtMS21uA2q5FIo3QIDkt7HhNAokvwkG53n+5p4bK7S6hjTmnYjeKREKRsFJ3fI+kHY+RfHhkDyckIeJMD0h6UQIpFuuejVvBPKX+AWpogKX3QrG7Z5mScQVMEmtbfleDJ2MGhBM8sfldmJ5TNmA3vGWo4pG3Hay0VmPZNcpPRJq454CMlInOzIaWZtGgauMKPTt71wu/pdrJRAedzKh4gS4YuNFYSIJaJJ7RHrCcAYydYQyI9xfCetTQxk4J6e25LNBa2mnTsmCxNrYaB063Znm/7boL2nWa/5BrX51WD09K+xbRNtoB+0hHx2hU3SBLlEDMfSEntELesVv+AN/4q9xaQkXPVtoCvj7B9N7sUE=</latexit>



Hoare Logic

{ P ^B } C0 { Q } { P ^ ¬B } C1 { Q }
If

{ P } if B then C0 else C1 { Q }
<latexit sha1_base64="Vzj8IwZ0hEFqu9/RaPbfWdjL/t0="></latexit>

{ P ^B } C { P }
While

{ P } while B do C { P ^ ¬B }
<latexit sha1_base64="oiVEFqRp9gliUPU8bHNp/ytgnkU="></latexit>



Loop invariant

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }

We must find a predicate        such that:P
<latexit sha1_base64="IkvBWXwBnWHbzhgVQ6T1l94aSlc=">AAACGHicbVDLTgIxFL3FF+ILdOmmkZi4IjNookuiG5eQyCOBCemUDjR0ppO2Y0ImfIFb3fg17oxbd/6NHZiFgCdpcnLOvb33Hj8WXBvH+UGFre2d3b3ifung8Oj4pFw57WiZKMraVAqpej7RTPCItQ03gvVixUjoC9b1pw+Z331mSnMZPZlZzLyQjCMecEqMlVrNYbnq1JwF8CZxc1KFHM1hBaHBSNIkZJGhgmjdd53YeClRhlPB5qVBollM6JSMWd/SiIRMe+li0zm+tMoIB1LZFxm8UP92pCTUehb6tjIkZqLXvUz8z+snJrjzUh7FiWERXQ4KEoGNxNnZeMQVo0bMLCFUcbsrphOiCDU2nJUp2d9GSqFXTkn9ROtYSRlY3Ybmrke0STr1mntdq7duqo37PL4inMMFXIELt9CAR2hCGygweIFXeEPv6AN9oq9laQHlPWewAvT9C7G/oBg=</latexit>

{ P ^ i < e0 } a += a; i++ { P }
<latexit sha1_base64="//8NCP47D37gVftaI0Skro+9Zvk="></latexit>

First try:
P ⌘ i  e0

<latexit sha1_base64="XpSB5K9R+O+49l50F7AALhnT4jY=">AAACK3icbVDLTgIxFG19Ir4Al24aidEVmUETXRLduMREHgkQ0il3oKEzHdoOkUz4Fbe68Wtcadz6H3aAhYAnaXJyzn31eJHg2jjOJ97Y3Nre2c3sZfcPDo+Oc/lCXctYMagxKaRqelSD4CHUDDcCmpECGngCGt7wPvUbY1Cay/DJTCLoBLQfcp8zaqzUzRWqpA2jmI8JJ20BIwIX3VzRKTkzkHXiLkgRLVDt5jFu9ySLAwgNE1TrlutEppNQZTgTMM22Yw0RZUPah5alIQ1Ad5LZ8VNybpUe8aWyLzRkpv7tSGig9STwbGVAzUCveqn4n9eKjX/bSXgYxQZCNl/kx4IYSdIkSI8rYEZMLKFMcXsrYQOqKDM2r6Ut6WwjpdBLX0m8WOtISelb3Ybmrka0TurlkntVKj9eFyt3i/gy6BSdoUvkohtUQQ+oimqIoWf0gl7RG37HH/gLf89LN/Ci5wQtAf/8AmQGpow=</latexit>

An invariant, but not strong enough.

{ P ^B } C { P }
While

{ P } while B do C { P ^ ¬B }
<latexit sha1_base64="oiVEFqRp9gliUPU8bHNp/ytgnkU="></latexit>



Loop invariant

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }

{ exp == e0 } pow2 { ret == 2e
0
}

<latexit sha1_base64="kGLPnKRzljmlOHmNnEpDTHJ3euk="></latexit>

We must find a predicate        such that:P
<latexit sha1_base64="IkvBWXwBnWHbzhgVQ6T1l94aSlc=">AAACGHicbVDLTgIxFL3FF+ILdOmmkZi4IjNookuiG5eQyCOBCemUDjR0ppO2Y0ImfIFb3fg17oxbd/6NHZiFgCdpcnLOvb33Hj8WXBvH+UGFre2d3b3ifung8Oj4pFw57WiZKMraVAqpej7RTPCItQ03gvVixUjoC9b1pw+Z331mSnMZPZlZzLyQjCMecEqMlVrNYbnq1JwF8CZxc1KFHM1hBaHBSNIkZJGhgmjdd53YeClRhlPB5qVBollM6JSMWd/SiIRMe+li0zm+tMoIB1LZFxm8UP92pCTUehb6tjIkZqLXvUz8z+snJrjzUh7FiWERXQ4KEoGNxNnZeMQVo0bMLCFUcbsrphOiCDU2nJUp2d9GSqFXTkn9ROtYSRlY3Ybmrke0STr1mntdq7duqo37PL4inMMFXIELt9CAR2hCGygweIFXeEPv6AN9oq9laQHlPWewAvT9C7G/oBg=</latexit>

{ P ^ i � e0 } ret := a { ret == 2e
0
}

<latexit sha1_base64="CNZWKYG8Y9LcmEzcGcmow2uor18="></latexit>

{ P ^ i < e0 } a += a; i++ { P }
<latexit sha1_base64="//8NCP47D37gVftaI0Skro+9Zvk="></latexit>

We want to prove:

{ P ^B } C { P }
While

{ P } while B do C { P ^ ¬B }
<latexit sha1_base64="oiVEFqRp9gliUPU8bHNp/ytgnkU="></latexit>



Loop invariant

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }

We must find a predicate        such that:P
<latexit sha1_base64="IkvBWXwBnWHbzhgVQ6T1l94aSlc=">AAACGHicbVDLTgIxFL3FF+ILdOmmkZi4IjNookuiG5eQyCOBCemUDjR0ppO2Y0ImfIFb3fg17oxbd/6NHZiFgCdpcnLOvb33Hj8WXBvH+UGFre2d3b3ifung8Oj4pFw57WiZKMraVAqpej7RTPCItQ03gvVixUjoC9b1pw+Z331mSnMZPZlZzLyQjCMecEqMlVrNYbnq1JwF8CZxc1KFHM1hBaHBSNIkZJGhgmjdd53YeClRhlPB5qVBollM6JSMWd/SiIRMe+li0zm+tMoIB1LZFxm8UP92pCTUehb6tjIkZqLXvUz8z+snJrjzUh7FiWERXQ4KEoGNxNnZeMQVo0bMLCFUcbsrphOiCDU2nJUp2d9GSqFXTkn9ROtYSRlY3Ybmrke0STr1mntdq7duqo37PL4inMMFXIELt9CAR2hCGygweIFXeEPv6AN9oq9laQHlPWewAvT9C7G/oBg=</latexit>

{ P ^ i < e0 } a += a; i++ { P }
<latexit sha1_base64="//8NCP47D37gVftaI0Skro+9Zvk="></latexit>

Second try:
P ⌘ a == 2i ^ i  e0

<latexit sha1_base64="LwQ266LqZ5Jz3SQUNuDsIB/xQqg="></latexit>

{ P ^B } C { P }
While

{ P } while B do C { P ^ ¬B }
<latexit sha1_base64="oiVEFqRp9gliUPU8bHNp/ytgnkU="></latexit>

{ P ^ i � e0 } ret := a { ret == 2e
0
}

<latexit sha1_base64="CNZWKYG8Y9LcmEzcGcmow2uor18="></latexit>



Loop invariant

We must find a predicate        such that:P
<latexit sha1_base64="IkvBWXwBnWHbzhgVQ6T1l94aSlc=">AAACGHicbVDLTgIxFL3FF+ILdOmmkZi4IjNookuiG5eQyCOBCemUDjR0ppO2Y0ImfIFb3fg17oxbd/6NHZiFgCdpcnLOvb33Hj8WXBvH+UGFre2d3b3ifung8Oj4pFw57WiZKMraVAqpej7RTPCItQ03gvVixUjoC9b1pw+Z331mSnMZPZlZzLyQjCMecEqMlVrNYbnq1JwF8CZxc1KFHM1hBaHBSNIkZJGhgmjdd53YeClRhlPB5qVBollM6JSMWd/SiIRMe+li0zm+tMoIB1LZFxm8UP92pCTUehb6tjIkZqLXvUz8z+snJrjzUh7FiWERXQ4KEoGNxNnZeMQVo0bMLCFUcbsrphOiCDU2nJUp2d9GSqFXTkn9ROtYSRlY3Ybmrke0STr1mntdq7duqo37PL4inMMFXIELt9CAR2hCGygweIFXeEPv6AN9oq9laQHlPWewAvT9C7G/oBg=</latexit>

{ P ^ i < e0 } a += a; i++ { P }
<latexit sha1_base64="//8NCP47D37gVftaI0Skro+9Zvk="></latexit>

Second try:
P ⌘ a == 2i ^ i  e0

<latexit sha1_base64="LwQ266LqZ5Jz3SQUNuDsIB/xQqg="></latexit>

a == 2i ^ i  e0 ^ i < e0 =) 2a == 2i+1 ^ i+ 1  e0

a == 2i ^ i  e0 ^ i � e0 =) a == 2e
0

<latexit sha1_base64="TLyJxIuzuHC6S32Xg3ZnJIC2Tbs="></latexit>

{ P ^ i � e0 } ret := a { ret == 2e
0
}

<latexit sha1_base64="CNZWKYG8Y9LcmEzcGcmow2uor18="></latexit>



Loop invariant

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }

{ exp == e0 } pow2 { ret == 2e
0
}

<latexit sha1_base64="kGLPnKRzljmlOHmNnEpDTHJ3euk="></latexit>

We must find a predicate        such that:P
<latexit sha1_base64="IkvBWXwBnWHbzhgVQ6T1l94aSlc=">AAACGHicbVDLTgIxFL3FF+ILdOmmkZi4IjNookuiG5eQyCOBCemUDjR0ppO2Y0ImfIFb3fg17oxbd/6NHZiFgCdpcnLOvb33Hj8WXBvH+UGFre2d3b3ifung8Oj4pFw57WiZKMraVAqpej7RTPCItQ03gvVixUjoC9b1pw+Z331mSnMZPZlZzLyQjCMecEqMlVrNYbnq1JwF8CZxc1KFHM1hBaHBSNIkZJGhgmjdd53YeClRhlPB5qVBollM6JSMWd/SiIRMe+li0zm+tMoIB1LZFxm8UP92pCTUehb6tjIkZqLXvUz8z+snJrjzUh7FiWERXQ4KEoGNxNnZeMQVo0bMLCFUcbsrphOiCDU2nJUp2d9GSqFXTkn9ROtYSRlY3Ybmrke0STr1mntdq7duqo37PL4inMMFXIELt9CAR2hCGygweIFXeEPv6AN9oq9laQHlPWewAvT9C7G/oBg=</latexit>

{ P ^ i < e0 } a += a; i++ { P }
<latexit sha1_base64="//8NCP47D37gVftaI0Skro+9Zvk="></latexit>

We want to prove:

{ exp == e0 } a := 1; i := 0 { P }
<latexit sha1_base64="qZsFWFS/udTJQu3Og+GP4VFasyE="></latexit>

{ P ^B } C { P }
While

{ P } while B do C { P ^ ¬B }
<latexit sha1_base64="oiVEFqRp9gliUPU8bHNp/ytgnkU="></latexit>

{ P ^ i � e0 } ret := a { ret == 2e
0
}

<latexit sha1_base64="CNZWKYG8Y9LcmEzcGcmow2uor18="></latexit>



Loop invariant

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }

We must find a predicate        such that:P
<latexit sha1_base64="IkvBWXwBnWHbzhgVQ6T1l94aSlc=">AAACGHicbVDLTgIxFL3FF+ILdOmmkZi4IjNookuiG5eQyCOBCemUDjR0ppO2Y0ImfIFb3fg17oxbd/6NHZiFgCdpcnLOvb33Hj8WXBvH+UGFre2d3b3ifung8Oj4pFw57WiZKMraVAqpej7RTPCItQ03gvVixUjoC9b1pw+Z331mSnMZPZlZzLyQjCMecEqMlVrNYbnq1JwF8CZxc1KFHM1hBaHBSNIkZJGhgmjdd53YeClRhlPB5qVBollM6JSMWd/SiIRMe+li0zm+tMoIB1LZFxm8UP92pCTUehb6tjIkZqLXvUz8z+snJrjzUh7FiWERXQ4KEoGNxNnZeMQVo0bMLCFUcbsrphOiCDU2nJUp2d9GSqFXTkn9ROtYSRlY3Ybmrke0STr1mntdq7duqo37PL4inMMFXIELt9CAR2hCGygweIFXeEPv6AN9oq9laQHlPWewAvT9C7G/oBg=</latexit>

{ P ^ i < e0 } a += a; i++ { P }
<latexit sha1_base64="//8NCP47D37gVftaI0Skro+9Zvk="></latexit>

Invariant:
P ⌘ a == 2i ^ i  e0

<latexit sha1_base64="LwQ266LqZ5Jz3SQUNuDsIB/xQqg="></latexit>

{ P ^B } C { P }
While

{ P } while B do C { P ^ ¬B }
<latexit sha1_base64="oiVEFqRp9gliUPU8bHNp/ytgnkU="></latexit>

{ P ^ i � e0 } ret := a { ret == 2e
0
}

<latexit sha1_base64="CNZWKYG8Y9LcmEzcGcmow2uor18="></latexit>

{ exp == e0 } a := 1; i := 0 { P }
<latexit sha1_base64="qZsFWFS/udTJQu3Og+GP4VFasyE="></latexit>



Hoare Logic

1: unsigned long pow2(unsigned exp) {
2: unsigned long a = 1;
3: for (unsigned i = 0; i < exp; i++) {
4:      a += a;
5:    }
6: return a;
7:  }

{ exp == e0 } a := 1; i := 0 { a == 2i ^ i  e0 }
{ a == 2i ^ i  e0 ^ i < e0 } a += a; i++ { a == 2i ^ i  e0 }

{ a == 2i ^ i  e0 } while (i < e0) do a += a; i++ { a == 2e
0 }

{ exp == e0 } . . . { a == 2e
0 }

<latexit sha1_base64="RFqNNm85tooOqBb/qoG76AdE7No="></latexit>



Assembly Code
0.  push rbp
1.  mov rbp, rsp
2.  mov dword ptr [rbp - 0x14], edi
3.  mov qword ptr [rbp - 8], 1
4.  mov dword ptr [rbp - 0xc], 0
5.  jmp label_11
label_12:
6.  shl qword ptr [rbp - 8], 1
7.  add dword ptr [rbp - 0xc], 1
label_11:
8.  mov eax, dword ptr [rbp - 0xc]
9.  cmp eax, dword ptr [rbp - 0x14]
10. jb label_12
11. mov rax, qword ptr [rbp – 8]
12. pop rbp
13. ret

unsigned long pow2(unsigned exp) {
unsigned long a = 1;
for (i = 0; i < exp; i++) {
a += a;

}
return a;

}



Source Code Compiler Binary

This is what we verify.

This is the real thing.

Assembly Code



Assembly Code

Source Code Binary
Control Flow (while, if-then-else) Unstructured jumps (goto’s)
Variables Unstructured memory / registers
High-level, typed operations Bit-level, untyped operations
Datastructures Memory Address Arithmetic



Control Flow Graph

0: push

9: cmp

13: ret

¬cf

cf

0.  push rbp
1.  mov rbp, rsp
2.  mov dword ptr [rbp - 0x14], edi
3.  mov qword ptr [rbp - 8], 1
4.  mov dword ptr [rbp - 0xc], 0
5.  jmp label_11
label_12:
6.  shl qword ptr [rbp - 8], 1
7.  add dword ptr [rbp - 0xc], 1
label_11:
8.  mov eax, dword ptr [rbp - 0xc]
9.  cmp eax, dword ptr [rbp - 0x14]
10. jb label_12
11. mov rax, qword ptr [rbp – 8]
12. pop rbp
13. ret



Floyd Style Verification

Theorem. Consider the CFG of a function f . Let each node n of the CFG be

annotated with an invariant Pn. Assume that for each edge n0
i0i1...ij�����! n1, the

following Hoare triple holds:

{ Pn0 } i0i1 . . . ij { Pn1 }

Let entry be the entry node and let exit be the exit node of the CFG. Then the

following Hoare triple holds:

{ Pentry } f { Pexit }
<latexit sha1_base64="ZlrhuTa4F7zmGtYOeRr4GVkm4cM="></latexit>



Control Flow Graph

0: push

9: cmp

13: ret

¬cf

cf



Assembly-level loop invariant
0.  push rbp
1.  mov rbp, rsp
2.  mov dword ptr [rbp - 0x14], edi
3.  mov qword ptr [rbp - 8], 1
4.  mov dword ptr [rbp - 0xc], 0
5.  jmp label_11
label_12:
6.  shl qword ptr [rbp - 8], 1
7.  add dword ptr [rbp - 0xc], 1
label_11:
8.  mov eax, dword ptr [rbp - 0xc]
9.  cmp eax, dword ptr [rbp - 0x14]
10. jb label_12
11. mov rax, qword ptr [rbp – 8]
12. pop rbp
13. ret

P9 ⌘

a == 2i

^ i  e0

^ cf == i < e
^ ⇤[rsp0 � 16] == a
^ ⇤[rsp0 � 20] == i
^ ⇤[rsp0 � 28] == e0

<latexit sha1_base64="BZBaVm/58AFscyytjnl+GeJ3Lo8="></latexit>

{ P9 ^ cf } 10, 6, 7, 8, 9 { P9 }
<latexit sha1_base64="sYNmwZD6pOs/k9ZKMFbzllokzMU="></latexit>



Memory (register) preservation

Under which preconditions      does a byte at address      remain the same?

• Return address integrity
• Reasoning over unintended side-effects
• For each accessed memory region: is it separate from     ? Overlapping? Aliasing?

{ P ^ ⇤[a] == v0 } C {⇤[a] == v0}
<latexit sha1_base64="Ki8UKlAVCEgDiFSo9EW7I18r4Ps="></latexit>



Return address integrity
0.  push rbp
1.  mov rbp, rsp
2.  mov dword ptr [rbp - 0x14], edi
3.  mov qword ptr [rbp - 8], 1
4.  mov dword ptr [rbp - 0xc], 0
5.  jmp label_11
label_12:
6.  shl qword ptr [rbp - 8], 1
7.  add dword ptr [rbp - 0xc], 1
label_11:
8.  mov eax, dword ptr [rbp - 0xc]
9.  cmp eax, dword ptr [rbp - 0x14]
10. jb label_12
11. mov rax, qword ptr [rbp – 8]
12. pop rbp
13. ret

{ P0 ^ ⇤[rsp0] == v0 } pow2 {⇤[rsp0] == v0}
<latexit sha1_base64="gqU8uINZQsbjGx1dRDrD1Ugv28E="></latexit>

P9 ⌘

a == 2i

^ i  e0

^ cf == i < e
^ ⇤[rsp0 � 16] == a
^ ⇤[rsp0 � 20] == i
^ ⇤[rsp0 � 28] == e0

^ ⇤[rsp0] == v0
<latexit sha1_base64="JD+0nPaK8k9ip6EaYewiOO11QDo="></latexit>



Results: Memory Preservation
Verifying the Hermitcore unikernel

Functions Count SLOC 
(C/asm)

Loops Recursion Pointer 
args

Globals Subcalls -O3 
done

deqeue_* 3 54/155 ✓ ✓
buddy_* 4 50/185 ✓ ✓ ✓ ✓ Partially
task_list_* 3 91/159 ✓ ✓
vring_* 3 59/97 ✓ ✓
string.h 6 83/358 ✓ ✓
tasks.c 12 191/807 ✓ ✓ ✓ ✓
syscall.c 11 203/593 ✓ ✓ ✓ ✓



Results: Memory Preservation



State-of-the-art



Questions?


