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Fuzzing results
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group application format(s)

3 stb_image old version PNG, JPEG

4 FreeImage old version JPEG, GIF, WEB, IFF/LBM, TGA

5 OpenTTD latest? save files??

6 flacon latest flac 

7 PrusaSlicer latest config file

8 Mplayer latest? mp4, mcv

9 Ristretto, gdkpixbuf latest TIFF

10 picojpg latest? JPEG 

11 libjxl JPEG XL

13 wavpack old version WAV, Wave64, CAF, DSDIFF, DSF,…

14 Radar2e latest binaries

15 p7zip old version 7z, zip,tar, gz,bz2

16 VisIt latest Silo, PNG, ASCII, STL

17 FFmpeg v2.4 GIF, PNG

18 MP3 decompression latest? mp3

19 echoprint codegen latest, but 7 yrs old mp3

20 Audiowaveform ? mp3, wav, flac, ogg vobis, opus

21 gifdec latest GIF

22 cmus mp3, wav,…

25 PDFio latest PDF



Fuzzing results
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application afl(++) findings dumb fuzzers?

3 stb_image plenty of problems with & without ASan Radamsa found one unique crash, an AssertionFailure

4 FreeImage plenty of problems with & without ASan Radamsa used as front-end

5 OpenTTD plenty of problems, more hangs without ASan zuff also found many crashes

6 flacon problems found with & without ASan zuff just as good, Radamsa better!

7 PrusaSlicer problems found without ASan, not with ASan! Radamsa just as good?

8 Mplayer hangs found, with and without ASan, no crashes Radamsa also found hangs

9 Ristretto, gdkpixbuf hangs & crashes without ASan, not with ASan Radamsa found nothing

10 picojpg hangs & crashes, with & without ASan zuff & Radamsa found problems, only with ASan

11 libjxl plenty of crashes, with ASan zuff & Radamsa found nothing?

13 wavpack crashes  and hangs,  with & without Asan zuff & Radamsa also found problems

14 Radar2e afl found crashes, with & without ASan Radamsa found crashes too, with and without ASan

15 p7zip known CVE found, with & without ASan

16 VisIt afl++ found a hang, afl did not 2 hangs with Radamsa

17 FFmpeg crash found but it was error message

18 MP3 decompression crashes & hangs, with & without ASan zzuf found no crashes, Radamsa did

19 echoprint codegen

20 Audiowaveform lots of crashes, with & without ASan zzuf found no crashes, Radamsa did

21 gifdec plenty of problems, with & without ASan zuff & Radamsa also found many problems

22 cmus

25 PDFio new bugs found, faster without ASan! Radamsa found similar (same?) problems too, but slower
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application misc

3 stb_image mutated file not displayable in Overleaf

4 FreeImage known CVE found, but also another one? 33 different file formats supported!

5 OpenTTD zuff finished in a few minutes, afl took hours??

6 flacon

7 PrusaSlicer most problems found not security vulns, but one SEGF

8 Mplayer

9 Ristretto, gdkpixbuf used tiff dictionary; problematic mutations with huge sizes

10 picojpg

11 libjxl bugs found were not security-critical

13 wavpack some flaws were known CVEs

14 Radar2e (parts of) UBSan used too

15 p7zip fuzzed the printer too?

16 VisIt

17 FFmpeg

18 MP3 decompression  

19 echoprint codegen 1 path only… This program just calculates a hash?

20 Audiowaveform

21 gifdec some fixes

22 cmus had to disable CRC chec

25 PDFio Crashwalk used to analyse bugs



Recurring issues

• afl unique != unique

• afl zzzzz….

• Azure :-( ?
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group 3
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Group 5 also fuzzed my printer / PDF viewer
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group 14 - Radare
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group 14 - Radare
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group 16 : Fuzzing PQ candidates?
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group 21 – GIF decoder
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