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Fuzzing case studies
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Group Case study Case study task

1 AudioConverter

2 picojpeg converts jpeg to tga 

3 SVG2ASS, 

STL2OBJ, ImageToASCII

converts SVG vector image files into ASS 

files

4 Exiv2 processes metadata from images

5 FFmpeg media player

6 Pixelsorter sorts pixels

7 LibGD image manipulation library

8 PDF Text Extraction extracts text from PDF files

9 xpdf PDF reader

10 GEGL graphics library

11 GOCR optical character recognition

12 Tifig image converter

13 SoX audio converter

17 Lepton JPEG compression/decompression tool

20 mpv media player

21 LibVips image processing



Tools used
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Case study Tool used
1 AudioConverter AFL, zzuf

2 picojpeg AFL++, Radamsa

3 SVG2ASS, 

STL2OBJ, ImageToASCII

AFL++, Radamsa, Honggfuzz

4 Exiv2 AFL++, Radamsa

5 FFmpeg zzuf, AFL++, Honggfuzz

6 Pixelsorter Zzuf, Ramdamsa, Honggfuzz, AFL++, AFL

7 LibGD AFL++, Radamsa, Honggfuzz

8 PDF Text Extraction AFL++ Honggfuzz

9 xpdf AFL++, Radamsa, Honggfuzz

10 GEGL AFL++, Radamsa, Honggfuzz

11 GOCR AFL, Radamsa, Honggfuzz

12 Tifig AFL++, Radamsa , Honggfuzz

13 SoX AFL++, Radamsa, Honggfuzz

17 Lepton zzuf, AFL++, Honggfuzz

20 mpv zzuf, AFL++, Honggfuzz

21 LibVips AFL++, Radamsa, Honggfuzz



Fuzzing results
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Case study Tools that found crashes Tools that didn’t find bugs

1 AudioConverter zzuf with TSan Afl with and without ASan

2 picojpeg AFL++ with or without ASan Radamsa

3 SVG2ASS, 

STL2OBJ, 

ImageToASCII 

AFL++, Honggfuzz and Radamsa -

4 Exiv2 AFL++ with ASan,

Radamsa with and without ASan

-

5 FFmpeg  AFL++ with Asan (no crashes but hangs) zzuf and Honggfuzz

6 Pixelsorter AFL/AFL++ (with and without ASan) Radamsa, 

Honggfuzz, 

Zzuf

7 LibGD AFL++, Radamsa, Honggfuzz with ASan

8 PDF Text Extraction Honggfuzz without ASan AFL++ 

9 xpdf AFL++, Radamsa and Honggfuzz

with and without ASan

-

10 GEGL AFL++ with and without ASan, Radamsa Honggfuzz

11 GOCR AFL++ with ASan, 

Honggfuzz only finds hangs

Radamsa

12 Tifig Honggfuzz and AFL++ 

(with or without ASan & MSan?)

Radamsa

13 SoX Honggfuzz and AFL++ with and without 

sanitizer, 

Radamsa with UBSan or MSan

-

17 Lepton AFL++ (with or without ASan?),

zzuf

Honggfuzz

20 mpv AFL++ with FRIDA, 

Hongfuzz only finds hangs

zzuf

21 LibVips AFL++ with and without ASan, Honggfuzz Radamsa



Misc. issues

• afl unique != unique

• afl slow or zzzzz….

• Are hangs really hangs?

• Who actually reporting bugs found? 

• Good/bad experiences using cloud?
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Unexpected findings

• Group 8 (PDF text extraction): AFL++ with ASan could not find 

bugs but Honggfuzz  without ASan could

• Group 9 (xpdf): AFL++ and Radamsa without ASan found more 

bugs than AFL++ with ASan
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Group 8 – PDF text extraction

• Unexpected:  AFL++ with ASan could not find bugs                                        

but Honggfuzz without ASan could

– but code was left uninstrumented using AFL++??

• Honggfuzz could not be made to work with ASan
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Group 9 - xpdf

• Unexpected: AFL++ and Radamsa without ASan found more bugs than 

AFL++ with ASan

– but: Ramamsa commonly reports the same bug many times

8



Group 2 - picojpeg

• Minimal JPEG (107 bytes) vs Radboud logo (40kB) makes little difference

• One bug because of malloc returning null

• Still open question if hangs were bugs or not 
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Group 2 – picojpeg – root cause analysis
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Group 3 – Svg2ass

• ASan slows things down by factor (but it usually worth it?) 

• Every crash attributed to the same error: 
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Group 4  – exiv2

• Speed-up from 20 to 1000-2000 execs/sec by using persistent mode

• As expected, no bugs in most recent version as project uses fuzzer now
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Group 12 - Tifig

• Many (all?) ‘unique ’ crashes found by Honggfuzz were the same bug

• Root cause analysis: 

– 1 heap buffer overflow, 

– 1 SEGV on unknown address (found using MSan rather than ASan)

– 1 heap use-after-free?

Some bugs already submitted, but project abandonded
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Group 3 – svg2ass – root cause analysis

• inspected using GDB

• error in free() statement

• problem in parsing of (malformed) XML structure, with no tag behind <

– This probably qualifies as shotgun parsing?

• Was this is the latest release of svg2ass?

• If so, did you report the bug / the fix?
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Group 4 – exiv – older versions using Radamsa
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Group 4 – exiv – latest versions using Radamsa
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Does fuzzing find different bugs for different operations?
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group 21 had different experience



Group 13 - Sox

• Radamsa finds many more duplicates  

• Was this the latest version & did you report the bugs?
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Group 13 – SoX – root place & cause analysis

19



Group 17 - Lepton

But crashes are gentle crashes, ie. crash with error messages. No memory 

corruption bugs found

Were hangs found new & in the latest version? Did you report them?
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Group 17 - Lepton
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Different next year?

• Brightspace forum & class discussion of potential targets

– to steer clear off uninteresting targets 

• Suggestions of projects to avoid? Eg mplayer, mpv, 

FFmpeg? Others?

• Demo & discussion session early November  

• Other suggestions?
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