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Fuzzing – case studies

SUT input formats

1 Blurhash jpeg, png, webp, gif

2 Gifdiff gif

3 ExrTools OpenEXR

4 OpenJPH jpeg2000

5 pngquant png

6 Fleet-protocol ???

7 libemf2svg EMF  

8 pdf2htmlEx pdf

9 nsxiv image

10 cJSON json

11 collapse image

12 PDFio pdf

14 WaveCollapseFunction png

16 Godot .godot .tcsn .escn .pack .tres

17 OpenJPG jpeg

20 Poppler pdf

22 Gifsicle gif
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Fuzzing – tools used

SUT tools

1 Blurhash afl++, honggfuzz, radamsa

2 Gifdiff afl++, honggfuzz, zzuf

3 ExrTools afl++, honggfuzz, zzuf, radamsa

4 OpenJPH afl++, honggfuzz, zzuf

5 pngquant afl++, zzuf, honggfuzz, Radamsa

6 Fleet-protocol afl++ with custom mutator

7 libemf2svg afl++, honggfuzz, zzuf

8 pdf2htmlEx afl++, honggfuzz, zzuf

9 nsxiv afl++, formatfuzzer,  honggfuzz

10 cJSON afl++, radamsa, zzuf

11 collapse afl++, honggfuzz, zzuf

12 PDFio afl++, honggfuzz,zzuf

14 WaveCollapseFunction afl++, honggfuzz

16 Godot afl++, honggfuzz, zzuf, OSSfuzz

17 OpenJPG afl++, honggfuzz, afl

20 Poppler afl++, honggfuzz, zzuf, libfuzzer

22 Gifsicle afl++, honggfuzz, zzuf
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Fuzzing – results

SUT tools tools that found crashes

1 Blurhash afl++, honggfuzz, radamsa afl++, honggfuzz, radamsa?  

2 Gifdiff afl++, honggfuzz, zzuf afl++, honggfuzz

3 ExrTools afl++, honggfuzz, zzuf, radamsa -

4 OpenJPH afl++, honggfuzz, zzuf afl++, honggfuzz, zzuf

5 pngquant afl++, zzuf, honggfuzz, Radamsa honggfuzz with MSan

6 Fleet-protocol afl++ with custom mutator -

7 libemf2svg afl++, honggfuzz, zzuf afl++, honggfuzz, zzuf

8 pdf2htmlEx afl++, honggfuzz, zzuf afl++, honggfuzz, zzuf

9 nsxiv afl++, formatfuzzer,  honggfuzz afl++, format fuzzer

10 cJSON afl++, radamsa, zzuf -

11 collapse afl++, honggfuzz, zzuf afl++, honggfuzz

12 PDFio afl++, honggfuzz,zzuf zzuf

14 wcf afl++, honggfuzz afl++ ,  honggfuzz

16 Godot afl++, honggfuzz, zzuf, OSSfuzz afl++, honggfuzz, OSS-Fuzz

17 OpenJPG afl++, honggfuzz, afl afl++, honggfuzz, afl

20 Poppler afl++, honggfuzz, zzuf, libfuzzer -

22 Gifsicle afl++, honggfuzz, zzuf zuff
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Fuzzing – new flaws found

SUT input formats

1 Blurhash 

2 Gifdiff

3 ExrTools

4 OpenJPG

5 pngquant

6 Fleet-protocol yes

7 libemf2svg yes

8 pdf2htmlEx yes

9 nsxiv yes?

10 cJSON

11 collapse yes

12 PDFio yes

14 WaveCollapseFunction

16 Godot

17 OpenJPG yes?

20 Poppler

22 Gifsicle yes?
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Overheads of ASan and MSan (group 5)
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Unexpected outliers (group 5)

honggfuzz with MSan finding bugs in less than a minute
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Overheads of ASan & MSan (group 17)
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Dumb fuzzers being dumb  (group 17)
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Uniqueness

Does unique really mean unique?

Often not!
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Hangs / time-outs

Are hangs/time-outs really hangs?

Often not!
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Time-outs (group 22)

My guess: time-out too short for honggfuzz
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zuff not worse than ‘smart’ fuzzers

group 4
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zuff better than ‘smart’ fuzzers!

group 22

but... different seed files were used

group 12 
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Flaws programs vs inherently dangerous inputs?

Maybe these PDF files are inherently complex, and would 

cause problems for other PDF viewers too?
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CmpLog (group 4)

Alternative to using branch coverage to guide fuzzing:

CmpLog instruments code to record values used in comparisons & then 

using these values in mutations
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Beware of different goals of instrumentation

Instrumentation is used for two very different purposes in fuzzing:

1) to provide feedback to guide the mutation process

eg afl’s standard instrumentation to observe branch coverage 

and CmpLog

2) to detect bugs

eg the instrumentation added by sanitisers

such as ASan, MSan, UBSan

17



Watch your prose
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