
Fuzzing results

Patrick Lodeweegs

Faiz Muhammad

Erik Poll

Digital Security group

Radboud University Nijmegen

1



Case studies & input formats
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Case study Formats  

1 gifsicle gif

1 gifview gif

2 TinyEXIF jpg

3 Lorina Verilog

4 PoDoFo pdf

6 Zlib gz, 

6 TinyTiff tiff

7 Mini-XML XML, ZST

7 TInyZZZ LPAQ8, LZMA, LZ4, ZSTD

8 HTMLDOC HTML

9 tinyexr EXR

10 GIL jpg png

11 tPNG PNG

12 jpegoptim jpeg

13 LibGD BMP, GIF, WBMP

16 pdfresurrect pdf

17 stb_vorbis ogg

19 DjVuLibre DjVu 

20 libnsgif gif

23 mupdf pdf

24 Dav1d ivf

25 Lib3mf 3mf



Tools used
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Group Fuzzers Sanitizers Afl-options

1 AFL++, Radamsa, Honggfuzz ASan

2 AFL++, Radamsa, Honggfuzz ASan

3 AFL++, Honggfuzz, zzuf ASan

4 AFL++, Honggfuzz, zzuf ASan, UBSan CmpLog, MOPT

6 AFL++, Radamsa, zzuf ASan

7 AFL++, Libfuzzer, MOPT ASan, UBSan 

8 AFL++, Honggfuzz, zzuf ASan CmpLog, CompCov

9 AFL++,HongFuzz, zzuf  Asan

10 AFL++, zzuf, Honggfuzz, FormatFuzzer ASan

11 AFL++, HongFuzz, zzuf  ASan, UBSan

12 AFL++, Radamsa ASan, MSan deterministic mode

13 AFL++, Honggfuzz, zzuf ASan

16 AFL++, AFL, Honggfuzz, zzuf ASan, Msan, UBSan

17 AFL++, zzuf, Radamsa, Hongfuzz ASan, MSan, UBSan

19 AFL++, zzuf, Honggfuzz ASan

20 AFL++, zzuf, Honggfuzz ASan, MSan

23 AFL++, Honggfuzz, zzuf ASan

24 AFL++,HongFuzz, zzuff  ASan

25 AFL++, zzuf, Hongfuzz ASan



New/known bugs found?
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Group Case study In Oss-Fuzz? New bugs? Known bugs?

1 gifsicle No No Yes

2 TinyEXIF No Yes Yes

3 Lorina No ?

4 PoDoFo No Not sure

6 Zlib Yes No Yes

TinyTiff Maybe Maybe

7 Mini-XML No Maybe Maybe

TinyZZZ Yes

8 HTMLDOC No Yes Maybe

9 tinyexr No Probably

10 GIL No Maybe Yes

11 tPNG No Yes

12 jpegoptim Yes No No?

13 LibGD Yes Yes Yes

16 pdfresurrect No No Yes

17 stb_vorbis No Yes Yes

19 DjVuLibre No No Yes

20 libnsgif No No No

23 mupdf Yes Yes Maybe

24 Dav1d Yes Yes No

25 Lib3mf No Yes No



Did anyone report bugs? 

 

Or commit bug fixes?
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Crashes vs bugs

Were the reported crashes always bugs?
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Hangs / time-outs

Are hangs/time-outs really hangs?
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Hangs / time-outs

Are hangs/time-outs really hangs?

Often not!
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Is ASan worth using?
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Are ASan, MSan, UBSan worth using?

Bad for performance, in #tests/minute, 

good for detection 

• How big was the performance hit?

• Was the performance hit worth it?
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Typical ASan, MSan, UBSan performance hit    

                                                                       (group 16)

Note: this performance hit is also a rough indication of the cost of 

memory-safety checks
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ASan overhead can pay off (group 25)

More crashes with ASan 

But... fuzzing is random, so results can be a coincidence, as 

shown by,

(Style side note: consistent conventions for times, numbers… are nice)
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No success with ASan (group 19)

But ...

• Location of error will be more precise with ASan

• Several crashes without ASan may map to one crash with ASan 

(that is the root cause)
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ASan impact on coverage? (group 13)

Interesting that ASan improved coverage for Honggfuzz 

Not sure why/how that could happen?
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Are dumb fuzzers 

(zzuf, Radamsa,...)

still worth using?

15



Success with zzuf (group 13)

The bug found involved an integer overflow:
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Success with Radamsa and zzuf (group 17)

stb_vorbis operating on Ogg Vorbis format
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Success with Radamsa + UBSan (group 17)

Radamsa + UBSan finds plenty of bugs
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Success with Radamsa + MSan or ASan (group 17)
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Random nature of fuzzing (group 2)

Sometimes short runs find bugs that long ones miss

(I think the 34 seeds were identical, right?)

Experiment #8 used different (cloud) server, Digital Ocean
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Sweet spot for zzuf mutation rate (group 4)



Advantage of coverage guided (aka greybox) fuzzers

• Dumb mutational fuzzers, but also grammar-based 

fuzzers, tend to produce many instances of the same bug

• Coverage-guided fuzzers can weed out (some? many?) 

duplicates than to the observation of execution paths/code 

coverage



CmpLog & CompCov

(group 8 & 10)
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AFL++ flag  CmpLog      (group 8)

New crash only found by afl++, when using CmpLog option

Also, 

• Typical slowdown with ASan

• Extreme slowdown with Honggfuzz

• Does afl++ still find new paths after 500+ hrs?
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HTMLDOC  

New crash found by afl++ with CmpLog

• HTML input with  very deeply nested tags

         <a><a><a><a><a><a>..........

causes a crash, because deep recursion leads stack overflow

• Such a test case is interesting for any program processing HTML 

or XML

A problem might be unavoidable in such cases, 

but gracefully exiting may mitigate DoS issues

(Eg, does your entire browser crash on such a file              

  or will the rendering in one tab be aborted because of time-out?)
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CmpLog in afl++

•  Values used in comparisons, eg

      if (input == 2025) {...}

 are recorded & used in further mutations

• The comparison value recorded & used was probably <

• Adding < or <a>  to the dictionary of afl++ might also help the 

fuzzer to find the problematic input?

• The way afl(++) observes branch coverage means each nested 

call is seen as new branch coverage; this is important to discover 

this problem with deep nestings
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CompCov

Another afl++ option is CompCov aka laf-intel

This splits comparisons. 

  For instance 

       if (input <= 2025) {...}

  becomes

  if (input < 2025) { if (input == 2025 {..}}

AFL++ docs suggests CmpLog works better than CompCov,

as was the case for group 8
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CompCov was used by group 4

● Impact of corpus: only Mozilla corpus reveals crashes

● Weirdly consistent edge coverage

● MOpt seems less effective compared to CompCov



Some exotic fuzzing options



Formatfuzzer group 10

So it seems adding this grammar-based FormatFuzzer paid off?

• Not quite clear from report if some (one?) seg-faults were also 

found without any use of FormatFuzzer.

Maybe a better seed collection might have helped?



group 4 used dashboard to monitor progress

● Dashboard

● Executions per second decrease over time



group 1

Only group to encounter a GUI, an work a way around it 



Some findings
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TinyEXR (group 9)

Unusual to find so many issues;

     (Were these unique issues? Or are 'mutations' the issues?)
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TinyEXR (group 9)

Bug revealed by afl++ is a double-free issue

Proposed fix to make the code more defensive
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zlib (group 6)

● Typical performance differences with AFL beating others

● Known double free bug found in old version 1.1.3 



zlib (group 6)

Analysed bug + found the solution in the next version



group 12

Mac OS much slower than Ubuntu (with WLS)



Different goals of instrumentation

Instrumentation is used for two very different purposes  

1) to provide feedback to guide the mutation process

eg afl’s or Honggfuzz’s instrumentation for coverage guidance 

of the mutation process

2) to detect bugs

eg the instrumentation added by sanitisers  

such as ASan, MSan, UBSan
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Two benefits over coverage guidance

1) improving the mutation process to find new paths

 

2) less duplication of bugs

unique bugs might not be quite unique, but alf will produce far 

fewer duplicates than Radamsa or zzuf
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How to ensure covering enough code?

Different features are likely to use the same parser,

buit some features may not need to parse all data.
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Writing tips

• Always number pages & sections

• Think about your audience

– What do the people who will read this want to know?
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Some end of year reflection

-

not exam material
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Why software remains insecure

 

Daniel Miessler, 

                      https://danielmiessler.com/p/the-reason-software-remains-insecure/
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Maybe software is secure enough?

• adsd
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[Slide by Christiaan Brand, BlackHat 2019; data from Google Transparency Report]



ENISA 2025 Threat Landscape

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2025 46
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