
Software Security

Fuzzing project



Fuzzing group project

• Form a team with 4 students

• Choose an open-source C(++) application that can take input from 

the command line in some complex file/input format

– For instance, any graphics library for image manipulation

– Check on http://lcamtuf.coredump.cx if it has already been fuzzed with 

afl; if so, you will have to test old release 

– Check that the build process is not too complex given your C/C++ 

experience

• Try out fuzzing tools – afl/afl++, zuff, HongFuzz, … - to look for 

security vulnerabilities (esp. memory corruption)

– with/without instrumentation  - ASan, MSan, UBSan, valgrind,…   for 

additional checks on memory safety 

– Optional variations: 1) investigate bugs; 2) check against known CVEs, 

3) introduce bugs; 4) test older releases; 5) try different settings or 

seed inputs; 6) try other fuzzing tools;  …
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afl trophy list  https://lcamtuf.coredump.cx/afl/
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IJG jpeg 1 libjpeg-turbo 1 2 libpng 1 

libtiff  1 2 3 4 5 mozjpeg 1 PHP 1 2 3 4 5 

Mozilla Firefox 1 2 3 4 Internet Explorer 1 2 3 4 Apple Safari 1 

Adobe Flash / PCRE 1 2 3 4 sqlite 1 2 3 4... OpenSSL 1 2 3 4 5 6 7 

LibreOffice 1 2 3 4 poppler 1 freetype 1 2 

GnuTLS 1 GnuPG 1 2 3 4 OpenSSH 1 2 3 

PuTTY 1 2 ntpd 1 2 nginx 1 2 3 

bash (post-Shellshock) 1 2 tcpdump 1 2 3 4 5 6 7 8 9 JavaScriptCore 1 2 3 4

pdfium 1 2 ffmpeg 1 2 3 4 5 libmatroska 1 

BIND 1 2 3 ... QEMU 1 2 lcms 1 

Oracle BerkeleyDB 1 2 Android / libstagefright 1 2 iOS / ImageIO 1 

FLAC audio library 1 2 libsndfile 1 2 3 4 less / lesspipe 1 2 3 

strings (+ related tools) 1 2 3 4 5 6 7 file 1 2 3 4 dpkg 1 2 

Info-Zip unzip 1 2 libtasn1 1 2 ... OpenBSD pfctl 1 

NetBSD bpf  1 man & mandoc 1 2 3 4 5 ... IDA Pro [reported by authors] 

clang / llvm 1 2 3 4 5 6 7 8 ... nasm 1 2 ctags 1 

mutt 1 procmail 1 fontconfig 1 

pdksh 1 2 Qt 1 2... wavpack 1 

redis / lua-cmsgpack 1 taglib 1 2 3 privoxy 1 2 3 

perl 1 2 3 4 5 6 7... libxmp radare2 1 2 

SleuthKit 1 fwknop [reported by author] X.Org 1 2 

exifprobe 1 jhead [?] capnproto 1 

Xerces-C 1 2 3 metacam 1 djvulibre 1 

exiv 1 Linux btrfs 1 2 3 4 6 7 8 Knot DNS 1 

curl 1 2 wpa_supplicant 1 libde265 [reported by author]

dnsmasq 1 libbpg (1) lame 1 

 1 1  1 2 

1  1  1 

 1 1 2 3 4 -html5 1 

1 1  1 

 TLS 1 netlink 1 1 

xfs 1  1 1 2 

1  1  1 

 kernel 1  1  1 2 

 1 1 2 3 4 5 6 7 ...  1 
1 2 3 4 1 

http://seclists.org/fulldisclosure/2013/Nov/83
http://seclists.org/fulldisclosure/2013/Nov/83
http://seclists.org/fulldisclosure/2013/Nov/83
http://tfpwn.com/files/libpng_heap_overflow_1.6.15.txt
http://www.asmail.be/msg0054698178.html
http://www.conostix.com/pub/adv/CVE-2014-8127-LibTIFF-Out-of-bounds_Reads.txt
http://www.conostix.com/pub/adv/CVE-2014-8128-LibTIFF-Out-of-bounds_Writes.txt
http://www.conostix.com/pub/adv/CVE-2014-8129-LibTIFF-Out-of-bounds_Reads_and_Writes.txt
http://www.openwall.com/lists/oss-security/2015/01/24/16
https://github.com/mozilla/mozjpeg/issues/141
https://bugs.php.net/bug.php?id=68799
https://bugs.php.net/bug.php?id=68545
https://bugs.php.net/bug.php?id=69139
https://bugs.php.net/bug.php?id=70083
https://bugs.php.net/bug.php?id=70385
http://lcamtuf.blogspot.com/2014/09/cve-2014-1564-uninitialized-memory-when.html
http://lcamtuf.blogspot.com/2014/10/two-more-browser-memory-disclosure-bugs.html
https://www.mozilla.org/en-US/security/advisories/mfsa2015-02/
https://www.mozilla.org/en-US/security/advisories/mfsa2015-10/
http://lcamtuf.blogspot.com/2014/10/two-more-browser-memory-disclosure-bugs.html
http://lcamtuf.blogspot.com/2015/02/bi-level-tiffs-and-tale-of-unexpectedly.html
http://lcamtuf.blogspot.com/2015/03/another-round-of-image-bugs-png-and.html
http://lcamtuf.blogspot.com/2015/03/another-round-of-image-bugs-png-and.html
https://support.apple.com/en-us/HT205030
https://code.google.com/p/google-security-research/issues/detail?id=225
https://code.google.com/p/google-security-research/issues/detail?id=208
https://blog.fuzzing-project.org/29-Heap-Overflow-in-PCRE.html
https://bugs.exim.org/show_bug.cgi?id=1780
https://www.sqlite.org/src/info/a59ae93ee990a55
https://www.sqlite.org/src/info/9e6eae660a0230
https://www.sqlite.org/src/info/e098de69100
http://lcamtuf.blogspot.com/2015/04/finding-bugs-in-sqlite-easy-way.html
https://mta.openssl.org/pipermail/openssl-announce/2015-March/000026.html
https://www.openssl.org/news/secadv_20150611.txt
https://jbp.io/2015/06/11/cve-2015-1788-openssl-binpoly-hang/
https://blog.fuzzing-project.org/15-Out-of-bounds-read-in-OpenSSL-function-X509_cmp_time-CVE-2015-1789-and-other-minor-issues.html
https://openssl.org/news/secadv/20151203.txt
https://marc.info/?l=openssl-dev&m=145890788100691&w=2
https://www.openssl.org/news/secadv/20160503.txt
http://sourceforge.net/p/libwpd/tickets/3/
http://listarchives.documentliberation.org/www/discuss/msg00102.html
http://listarchives.documentliberation.org/www/discuss/msg00099.html
http://comments.gmane.org/gmane.comp.documentfoundation.libreoffice.devel/63005
https://bugs.freedesktop.org/show_bug.cgi?id=86854
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=b94381134efd41c6885d38e08d14106feec7284b
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=c9ca6ffc9442b4b127f948e2d993454aa7791e59
https://bugzilla.redhat.com/show_bug.cgi?id=1161443
http://lists.gnupg.org/pipermail/gnupg-announce/2014q4/000359.html
https://blog.fuzzing-project.org/2-Buffer-overflow-and-other-minor-issues-in-GnuPG-and-libksba-TFPA-0012014.html
https://blog.fuzzing-project.org/5-Multiple-issues-in-GnuPG-found-through-keyring-fuzzing-TFPA-0012015.html
https://blog.fuzzing-project.org/7-Multiple-vulnerabilities-in-GnuPG,-libksba-and-GpgOL-TFPA-0032015.html
http://lists.mindrot.org/pipermail/openssh-commits/2014-November/004134.html
http://cvsweb.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/krl.c.diff?r1=1.18&r2=1.19&f=h
http://marc.info/?l=openbsd-cvs&m=141680037829200&w=2
http://www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln-ech-overflow.html
http://www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln-ecdsa-newkey.html
http://support.ntp.org/bin/view/Main/NtpBug2922
http://dumpco.re/cve-2016-7434/
http://hg.nginx.org/nginx/rev/22ee99422329
http://hg.nginx.org/nginx/rev/b6a665bf858a
http://hg.nginx.org/nginx/rev/60f916da7294
http://lcamtuf.blogspot.com/2014/10/bash-bug-how-we-finally-cracked.html
http://lcamtuf.blogspot.com/2014/10/bash-bug-how-we-finally-cracked.html
http://seclists.org/bugtraq/2014/Nov/89
http://seclists.org/bugtraq/2014/Nov/90
http://seclists.org/bugtraq/2014/Nov/88
http://marc.info/?l=openbsd-cvs&m=141645584025575&w=2
http://marc.info/?l=openbsd-cvs&m=141645608125637&w=2
http://marc.info/?l=openbsd-cvs&m=141645675525861&w=2
http://marc.info/?l=openbsd-cvs&m=141761276914482&w=2
https://github.com/the-tcpdump-group/tcpdump/issues/446
https://github.com/the-tcpdump-group/tcpdump/issues/496
https://bugs.webkit.org/show_bug.cgi?id=141070
https://bugs.webkit.org/show_bug.cgi?id=141187
https://bugs.webkit.org/show_bug.cgi?id=141028
https://bugs.webkit.org/show_bug.cgi?id=141194
https://code.google.com/p/chromium/issues/detail?id=459654
https://code.google.com/p/chromium/issues/detail?id=459654
https://github.com/FFmpeg/FFmpeg/commit/e8714f6f93d1a32f4e4655209960afcf4c185214
http://git.videolan.org/?p=ffmpeg.git;a=commitdiff;h=2a983ff7fe076ae93926eb33cfb44ca49183dacc
https://github.com/mpv-player/mpv/issues/1448
https://github.com/mpv-player/mpv/issues/1420
http://obe.tv/about-us/obe-blog/item/26-fuzzing-ffmpeg-for-fun-and-profit
https://trac.bunkus.org/changeset/1ed73349c565132b68ccc1819795e51aa917c865
https://kb.isc.org/article/AA-01272
https://kb.isc.org/article/AA-01287
https://kb.isc.org/article/AA-01291
http://lists.nongnu.org/archive/html/qemu-devel/2015-07/msg05188.html
http://lists.nongnu.org/archive/html/qemu-devel/2015-07/msg05421.html
https://github.com/mm2/Little-CMS/issues/43
http://download.oracle.com/otndocs/products/berkeleydb/html/changelog_6_1.html
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
http://events.linuxfoundation.org/sites/events/files/slides/ABS2015.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Drake-Stagefright-Scary-Code-In-The-Heart-Of-Android.pdf
https://support.apple.com/en-us/HT205030
http://www.openwall.com/lists/oss-security/2015/02/13/6
https://git.xiph.org/?p=flac.git;a=commit;h=43ba7ad05f1656e885ce2f34a9a72494f45705ae
https://github.com/erikd/libsndfile/commit/a8ab5b375bf7faa040ae0dd4743f8c99a027574a
https://github.com/erikd/libsndfile/commit/e67d42d5585d4e14973b773293054545a377691b
https://github.com/erikd/libsndfile/commit/a0177b4076642fd92a3bc6409debcbd0ae7f32ac
http://www.nemux.org/2015/10/13/libsndfile-1-0-25-heap-overflow/
http://seclists.org/fulldisclosure/2014/Nov/74
https://lists.gnu.org/archive/html/bug-unrtf/2014-11/msg00001.html
http://seclists.org/oss-sec/2014/q4/870
http://lcamtuf.blogspot.com/2014/10/psa-dont-run-strings-on-untrusted-files.html
https://sourceware.org/bugzilla/show_bug.cgi?id=17512#c91
https://lists.fedorahosted.org/pipermail/elfutils-devel/2014-October/004215.html
https://lists.fedorahosted.org/pipermail/elfutils-devel/2014-November/004230.html
https://sourceware.org/bugzilla/show_bug.cgi?id=17531#c31
http://seclists.org/oss-sec/2014/q4/629
https://sourceware.org/bugzilla/show_bug.cgi?id=17605
https://www.freebsd.org/security/advisories/FreeBSD-SA-14:16.file.asc
http://bugs.gw.com/view.php?id=409
http://bugs.gw.com/view.php?id=454
http://bugs.gw.com/view.php?id=459
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=768485
https://blog.fuzzing-project.org/30-Stack-overflows-and-out-of-bounds-read-in-dpkg-Debian.html
http://seclists.org/oss-sec/2014/q4/489
http://www.openwall.com/lists/oss-security/2015/02/17/4
https://blog.fuzzing-project.org/6-Stack-overflow-in-libtasn1-TFPA-0022015.html
https://blog.fuzzing-project.org/9-Heap-overflow-invalid-read-in-Libtasn1-TFPA-0052015.html
http://marc.info/?l=openbsd-cvs&m=141646270127039&w=2
http://mail-index.netbsd.org/source-changes/2015/02/11/msg063056.html
http://marc.info/?l=openbsd-cvs&m=141653478623314&w=2
http://mdocml.bsd.lv/ChangeLog
http://marc.info/?l=openbsd-cvs&m=141868697709991&w=2
http://marc.info/?l=openbsd-cvs&m=141869291513288&w=2
http://marc.info/?l=openbsd-cvs&m=141870196617371&w=2
http://lists.cs.uiuc.edu/pipermail/llvmdev/2014-December/079421.html
http://lists.cs.uiuc.edu/pipermail/llvmdev/2014-December/079456.html
http://lists.cs.uiuc.edu/pipermail/cfe-dev/2015-January/040705.html
http://llvm.org/klaus/llvm/commit/018347762188a984d9c76dfb68b6140261b99f2c/
http://llvm.org/klaus/llvm/commit/5d8bb5c7c5412fa6f54d5c9d6cf1878ed772a240/
http://llvm.org/klaus/llvm/commit/1897b5c08c96777547de1c71e617757314a991ca/
http://llvm.org/klaus/llvm/commit/deedba2a369a693905c467b805449a3109fca6c7/
http://llvm.org/klaus/llvm/commit/8b2199e2a28b75ff3edf36fc7157085da31301cf/
http://bugzilla.nasm.us/show_bug.cgi?id=3392290
http://bugzilla.nasm.us/show_bug.cgi?id=3392292
http://marc.info/?l=openbsd-cvs&m=141801116304828&w=2
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=771125
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=769937
http://cgit.freedesktop.org/fontconfig/commit/?id=fc7e1a9497919c88d790d9395eb01cd7d5121507
http://marc.info/?l=openbsd-cvs&m=141804880915781&w=2
http://marc.info/?l=openbsd-cvs&m=141836050810413&w=2
https://bugreports.qt.io/browse/QTBUG-43513
https://bugreports.qt.io/issues/?jql=labels%20%3D%20found_by_afl
https://github.com/dbry/WavPack/commit/5d4e146c9f40b08c6a2a6c35dd8340f7fb1d837c
https://github.com/antirez/redis/issues/2210
https://github.com/taglib/taglib/issues/468
https://github.com/taglib/taglib/issues/480
https://github.com/taglib/taglib/issues/483
https://www.fabiankeil.de/talks/fuzzing-on-freebsd/index.html
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/filters.c?r1=1.196&r2=1.197
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/parsers.c?r1=1.302&r2=1.303
https://rt.perl.org/Public/Bug/Display.html?id=123539
https://rt.perl.org/Public/Bug/Display.html?id=123677
https://rt.perl.org/Public/Bug/Display.html?id=123542
https://rt.perl.org/Public/Bug/Display.html?id=123617
https://github.com/Perl/perl5/commit/b3725d49f914ef2bed63d7eb92a72ef6e886b489
http://www.gossamer-threads.com/lists/perl/porters/317228
https://groups.google.com/d/msg/afl-users/4XGI5WccJUo/ll9RH7AIz8UJ
https://github.com/radare/radare2/issues/1833
https://github.com/radare/radare2/issues/1839
https://sourceforge.net/p/sleuthkit/bugs/218/
http://www.openwall.com/lists/oss-security/2015/03/17/5
http://www.vuxml.org/freebsd/f7d79fac-cd49-11e4-898f-bcaec565249c.html
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=779525
https://capnproto.org/news/2015-03-02-security-advisory-and-integer-overflow-protection.html
http://xerces.apache.org/xerces-c/secadv/CVE-2015-0252.txt
http://xerces.apache.org/xerces-c/secadv/CVE-2016-0729.txt
http://xerces.apache.org/xerces-c/secadv/CVE-2016-4463.txt
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=779696
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=781255
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=781123
https://bugzilla.kernel.org/show_bug.cgi?id=96971
https://bugzilla.kernel.org/show_bug.cgi?id=97191
https://bugzilla.kernel.org/show_bug.cgi?id=97171
https://bugzilla.kernel.org/show_bug.cgi?id=97271
https://www.mail-archive.com/linux-btrfs@vger.kernel.org/msg48448.html
https://www.mail-archive.com/linux-btrfs@vger.kernel.org/msg48976.html
https://www.mail-archive.com/linux-btrfs@vger.kernel.org/msg49011.html
https://gitlab.labs.nic.cz/labs/knot/blob/v1.6.3/NEWS
http://curl.haxx.se/docs/adv_20150422C.html
http://curl.haxx.se/docs/adv_20150422D.html
http://w1.fi/security/2015-3/0001-AP-WMM-Fix-integer-underflow-in-WMM-Action-frame-par.patch
http://thekelleys.org.uk/gitweb/?p=dnsmasq.git;a=commit;h=5d07d77e75e0f02bc0a8f6029ffbc8b371fa804e
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=775959
http://seclists.org/oss-sec/2015/q2/597
https://blog.fuzzing-project.org/13-Stack-out-of-bounds-read-access-in-uudecode-sharutils.html
http://bugs.ghostscript.com/show_bug.cgi?id=696012
https://blogs.gentoo.org/ago/2016/09/22/mupdf-use-after-free-in-pdf_to_num-pdf-object-c/
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=785369
http://www.libraw.org/node/2106
https://jira.mongodb.org/browse/CDRIVER-700
https://github.com/sass/libsass/pull/1266
https://github.com/plusvic/yara/commit/cf4746dd2228d22aa961e67c8447e90c6917a14d
https://github.com/plusvic/yara/commit/2bd7c65d41944e704b8c16aa06425a859579e9d0
https://github.com/plusvic/yara/commit/c666ae1e1a4ecfc1eb536f6aa1b58f3305b6679c
https://github.com/plusvic/yara/commit/6fff18a475cf021b273156342ef43482a7f7f7f6
https://github.com/htacg/tidy-html5/issues/217
https://www.pysol.org:4443/hg/upx.hg/rev/31cab6acb12a
https://lists.gnu.org/archive/html/bug-indent/2015-03/msg00004.html
https://github.com/uclouvain/openjpeg/issues/476
https://blog.gdssecurity.com/labs/2015/9/21/fuzzing-the-mbed-tls-library.html
https://lkml.org/lkml/2015/12/17/666
https://lkml.org/lkml/2015/12/13/187
https://marc.info/?l=linux-xfs&m=144904267207656&w=2
http://botan.randombit.net/security.html#id1
http://seclists.org/oss-sec/2016/q2/360
https://marcograss.github.io/security/android/chromium/2016/06/17/expat-xml-heap-overflow.html
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1116
https://bugzilla.libav.org/show_bug.cgi?id=921
http://www.openwall.com/lists/oss-security/2016/06/24/2
http://marc.info/?l=oss-security&m=146853062403622&w=2
https://github.com/collectd/collectd/commit/b589096f907052b3a4da2b9ccc9b0e2e888dfc18
https://sourceware.org/bugzilla/show_bug.cgi?id=19728
https://sourceware.org/bugzilla/show_bug.cgi?id=19729
http://www.tripwire.com/state-of-security/security-data-protection/cyber-security/flawed-matrixssl-code-highlights-need-for-better-iot-update-practices/
https://github.com/mdadams/jasper/issues/28
https://github.com/mdadams/jasper/issues/29
https://github.com/mdadams/jasper/issues/30
https://github.com/mdadams/jasper/issues/31
https://github.com/mdadams/jasper/issues/32
https://blogs.gentoo.org/ago/2016/11/20/jasper-stack-based-buffer-overflow-in-jpc_tsfb_getbands2-jpc_tsfb-c/
https://blogs.gentoo.org/ago/2016/11/19/jasper-signed-integer-overflow-in-jas_image-c/
http://seclists.org/oss-sec/2016/q4/411
https://github.com/tats/w3m/issues/29
https://github.com/tats/w3m/issues/38
https://github.com/tats/w3m/issues/41
https://github.com/tats/w3m/issues/43
https://xenbits.xen.org/xsa/advisory-195.html


Fuzzing group project

1. Coming week: pick an application and hand in Brightspace 

assignment with application & its input format

• If needed, next week we can discuss suitability & feasibility

2. For the rest of Oct & Nov: spend  4hrs per week to see how far you 

get & collect results in some report

• Good to pick one day to work and/or sync on this with your groups

3. We will discuss & compare experiences at the end 

• And maybe along the way

For the fuzzing you can use your university Azure account, Google cloud - and 

you own computer, of course. 

More important than using the maximal processing power is using the same 

processing power for experiments to compare tools & options.
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Picking project

• Must be an open-source project written in C or C++

• Ideal project has

– complex input format

– process single inputs, one at a time - so no protocols

– simple build process

– is not too mature, so it has not been thoroughly fuzzed before

• If the application has a GUI, fuzzer will have to by-pass the GUI

• Look for evidence of fuzzing in the code repository

• Steer clear of  FFmpeg and ImageMagick
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