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Biggest cyber bank robbery to date

$ 951 million stolen via SWIFT global payment system
from the Bangladesh Central Bank

 Most of the money recuperated
« ‘Only’ $ 81 million really lost, via casinos on the Philippines

« Attackers installed custom malware on computers at bank & clearly
had insider knowledge

 malware removed transactions from local database & physical
print outs

These are no script kiddies, but serious organised crime

[http://baesystemsai.blogspot.com/2016/04/two-bytes-to-951m.html]
[http:/Iwww.reuters.com/assets/iframe/cmsyovideo?videold=370707923]

[https:/Iwww.nettitude.com/wp-content/uploads/2016/12/Nettitude-SWIFT-Threat-Advisory-Report-client.pdf]
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Carbanak hack

How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak
backdoor sent

as an attachment Online-banking

Money was transferred
to fraudsters’ accounts

Bank E-payment systems

employee » Money was transferred
to banks in China and the US
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Darknet Diaries podcast https://darknetdiaries.com/episode/35
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Overview

1. Skimming

[ e

2. EMV and complexities of EMV

3. Online banking

4. Contactless payments

Things that go wrong: Complexity, backward compatibility

Techniques to combat this: formal specification using finite state
machines, fuzzing



Skimming



Skimming

Magnetic-stripe (mag-stripe) on bank card contains digitally signed

information

BEes| ) o []

but... this info can be copied




Do you see anything suspicious?




Skimming

Camera to see
PIN being entered

Fake cover
that makes
copy of the
magnetic stripe




More skimming equipment

Fake keyboard Fake cover
to intercept PIN code that copies magnetic stripe



Skimming fraud in the Netherlands

Skimming Fraud (million €)
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[Source: NVB & Betaalvereniging]
Fraud under control thanks to

« better monitoring & response (incl. blocking cards)

- replacing of mag-stripe by chip = |
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EMV (Europay-Mastercard-Visa)

« Standard used by all chip cards for banking

« Specs controlled by E«@o which is owned by

« Unlike magstripe, a smartcard cannot be cloned

. secret,,
. key KB mmm) c encrypted with K

« Payment terminal sends a different challenge c every time,
so card gives a different response each time

« Card proves it knows the secret key K without revealing it
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Does EMV chipig reduce skimming?

UK introduced EMV in 2006
2005 2006 2007 2008

domestic 79 46 31 36
foreign 18 53 113 134

Skimming fraud with UK cards, in millions £
Copied magstripes can still be used in countries that don’t use the chip
Blocking cards for use outside EU (geoblocking) helps a lot!

Skimmers have now moved to the US, and the US is now migrating to

EMV 1\
Such water bed effects are a recurring phenomenon \l,‘
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Recurring problem: BACKWARR FQMFATWHTT

* In 2009, criminals put tampered card readers
inside Dutch bank branches to skim cards

* For backwards compatibility, the chip
reports the mag-stripe data...

« Both mag-stripe data and PIN code sent
unencrypted from card to this reader

« Criminals caught & convicted in 2011

« Cards have been improved to avoid this:
mag-stripe data should now be different from info on the chip

13



Shims to eavesdrop on communication

https://krebsonsecurity.com/tag/atm-shimming/
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Problem: QQMFHEX‘TV

EMV is not a protocol, but a ‘protocol toolkit suite’ with /ots of
configuration options

« Original EMV specs : 4 books, > 700 pages

« 3 types of cards (SDA,DDA, CDA), 5 authentication mechanism (online PIN,
online PIN, offline encrypted PIN, signature, none), 2 types of transactions
(offline, online), ....

« Contactless EMV: 7 books, > 2000 pages

Sample sentence

“If the card responds to GPO with SW1 SW2 = x9000 and AIP byte 2 bit 8 set to
0, and if the reader supports qVSDC and contactless VSDC, then if the
Application Cryptogram (Tag '9F26') is present in the GPO response, then the
reader shall process the transaction as qVSDC, and if Tag '9F26' is not present,
then the reader shall process the transaction as VSDC.”
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Complexity: example protocol flaw

Terminal can choose to do offline PIN

 je. terminal asks the card to check the PIN code

The response of the card is not authenticated
(not cryptographically signed)
so terminal can be fooled by a Man-in-the-Middle attack

The transaction data will reveal the transaction was PIN-less,
so the bank back-end will know the PIN was not entered

[Stephen Murdoch et al., Chip & PIN is broken, FC’2010]
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Criminal Man-in-the-Middle set-up

Chips from stolen cards inserted under another chip,
which faked the PIN OK response

PBO
BEL

GND

RESET

AT90S8515A

XTAL1
PB5
PB7

PB&

ICP

3SDA
SCL

AT24Ce4

W L = 00

i

W8 1
||

xray reveals
green stolen chip under
blue microcontroller

[Houda Ferradi et al., When Organized Crime Applies Academic Results: A Forensic
Analysis of an In-Card Listening Device, Journal of Cryptographic Engineering, 2015]
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Complexity of EMV specs

« Specifications very complex to understand
* long documents

* no discussion of security goals or design choices

 little abstraction or modularity

 Who really takes responsibility for ensuring these specs are secure?

EMVCo, the credit card companies behind EMVCo, or individual
banks?

« Can we provide some scientific rigour?
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Formalisation of EMV in F#

R

I‘ﬂl ‘EI
:u Powtr
ﬁ'lﬂﬁw L

AR

ul-m-u-wmw:—

TR L
mﬁ
wv"w

1 et W trwcn w WL trvcall
#F Dnarty th 00 wlyeprt for Ty g
2 :

L]
I
Rt &

Tt ST wwin o

T
e i
&w“n' FpEEp s
I‘--mmw.mh
A = Rty B kg

T N, e e BN S (ST el W D, BN,
, GLT] = s ke &) L

(-7 l"‘
i -?' v oty I i
[T e
o -
h = pper ] o
7t ot
Farca,riliry e
L o
pm.gi'“-hf" oty IO i e Krowinact e g W Doty BE, wix,
, L] . ey gty Pt ] s
e g Bt TC i e erwinact e ng vE Dita. X, wix,

L, W] .
{F Partors 1 thigpeion 1 Trlg 39 thy bt mATr BTRTEINN
.

ugﬁiﬁ_
3 IR S IR e Ry ] o e

L
[ 1 !
tr [yl
lwi'ml
5 fpim b
Wu;u;rwwmmw
i .
%h%?ﬂ%%’sﬁﬁm':wﬁ*“
jyumd—-ﬁum
Tt petalog
‘%:.tmqn.
H‘l=w
ey
£t
'ﬂgtﬂﬂl‘h
o Tl T
18 g e
e 2 tnin Ly mpportg!

Bt e © [y B ENE WL G
- [ e Bt TC et wALL

[ty ] in

et s Wote. X pix e Dbt mwiq o Dy, T8, pis kL,

Pl L, ol ]
R T T o et B e ]
Lkt i) ™
milﬁ_‘mummw.un—w-ﬂzm.u i
l#w u By S Mg
X [ urrptn_x_rwprre Sply. B yix; mec ¥]
Lk th =l ppartd ™
iy TR LT SR, T ey
,%ﬂ_
R TR
e

=

.
2l e
=

L I, v, K w-nmm-uuh
it

2anmuwm D] gy &

"o ety
1 gy o £

T, P R § ST r L e (et v ]

11 ety = Bty T Eg
by
— [0t o R PRt
i s o)
" v sty

R
LTy = Rgly . K tap
i
P r————
T o g e
"W - A
g
1uﬁw‘wl
et [Trpmmertpmblalealmi oo ot b oL 1

frezmn Trmwtion Gamtr
o e rotes 3w com e
ﬂal ﬁj"—jw et o dn
Hpr
ﬁ: e [—"
u&im'm.wrwm. Dy _owti Hortn oI BT, sl
17 Pontors o 21

Wil

L g = e ki NS EED] e i e
¥ Porfoars FIN wgrifigrtion i
Lt mg = iy G,

i P
o,

A1 g dn
AL
ummwwnpwmu
15 tr ey

o=

el teban o g byecngl
L ¢ Bgt Lign s =

in

. e
"ty

:mm FEiE, e S R wowen sarwnr,

,";,M‘l S, L] B et ks

TR PRV I curween
A

uglﬁ'ﬁ-dwﬂu-ﬁwm

M\.'*U- ol urwiied] = B.rpw gl
IR, m_ypic] = [y, Al 2
1 orwin W0 ) o)

oy byl

ok

gt et s e
i B e e

e AT

Essence of EMV in
functional programming
language F#

19



Formal Analysis of EMV

« Essence of EMV (all variants) can be formalized in less than 700 lines
of F# code

« This model be analysed for security flaws using ProVerif tool

 No new attacks found, but existing attacks inevitably (re)discovered

[Joeri de Ruiter and Erik Poll, Formal Analysis of the EMV protocol suite, TOSCA 2012]

This still leaves the question if the software implementing these
standards is correct!
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Finite State Machines

A bank card, like any program implementing a protocol,
implements a finite state machine

PIN code ’Q do payment ’O

do payment

Such a state machine specifies (dis)allowed sequence of actions

21



Finite State Machines

do payment

22



Finite State Machines

do payment

PIN code

do payment

Finite state machines is a great formalism!
Easy to understand & precisely
captures subtle differences

23



Automated inference of state machines

Just try out many sequences of inputs, and observe outputs

Suppose input A results in output X OA—/X>

A/X o~ A/Y
« If second input A results in differentoutput Y G o, >

+ If second input A results in the same output X @ A/X

Now try more sequences of inputs with A, B, C, ... B/error

to e.g. infer A/X  B/Y Q C/X 0O
33
B/error A/error A/error

The inferred state machine is under-approximation of real system

24



State machine inference of w card

Using the LearnLib tool
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State machine inference of @ card

merging arrows resulting
in error response

SELECT

ET PROCESSING OPTIONS (valid)
; ET DATA / READ RECORD setect

(GET PROCESSING OPTIONS (valid) ,/GENERATE AC / GET PROCESSING OPTIONS \INTERNAL AUTHENTICATE SELECT

) ET DATA / INTERNAL AUTHENTICATE / READ RECORD SELECT

GET PROCESSING OPTIONS (valid) GENERATE :i(;? TC / ARQC

CENERATE 2 1 MC T ARQC requested Y GET DATA /INTERNAL AUTHENTICATE / READ RECORD

\ GENERATE AC 2nd TC /GENERATE AC 2nd AAC
TC AAC

Finished (DDA)  y*OTTEd

We found no bugs, but lots of variety between cards.

INTERNAL AUTHENTICATE | GENERATE AC 2nd / GET PROCESSING OPTIONS

[Fides Aarts et al., Formal models of bank cards for free, SECTEST 2013]



Using state machine to check security properties

entering PIN with VERIFY obligatory

. . ege . Other
before doing security-critical actions

GPO performed Y OGET DATA (valid) / READ RECORD (valid)

Verify performed S SGET DATA (valid) / READ RECORD (valid) / VERIFY

aEEEENNy
gunt® Ny
%4 a,

>
GENERATE AC 1st 1 GENERATE AC 1st ARQE
*

GENERATE AC 2nd TC/ AAC
AAC

: Transaction finished

State machine of SecureCode application on Rabobank card
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Understanding & comparing EMV implementations

SELECT
=
——— Selected .
—___,_—-"'_'__ = o //" — o ——
—_ E —~~TET PROCESSING (PTI o
- /’ff;ﬂ/ GET PROCESSING OPTIONS e, A
o PR . ~
S HBHT T &R0 perfymed ‘:_r (IATA  READ RECORD \SELECT . 1
.'.. ,_:-'"__F'_ _:-'—'_ '\-\_\_ — —\______ \\.
f":';f e .
/{[GET PROCESSING OFTIONS fra o /GENERATE AC {GET PROCESSING OFTIONS™ INTERMAL AUTHENTICA [ \.\':f.li':'
N ___j\ o 1y , \
.: ™ ;,,.- w0 00k} ‘)'yn,{ D04 pert :lrg;\-\,”:»l | INTERMAL AUTHENTICATE | READ REC: --0 SELECT
- N
_.To— /“———F"\\‘ -.____\_‘
' o N N GBI T ARG
(GET PROCESSING OPTIORS. (vald) s . GENEF e : C/ARDC |
/ \ s ARDC
\ ITERNAL AUTHENTICATE | GENERATE AC 204 GET PROCESSING OFTIONS ”“Tai BRARE (T anqc et~ GET ATA INTERMAL AUTHENTICATEBEAD ECOR0.
— . S
GENBATEAC I TC GENERATE & Ind MG _—~

R /
ki Ot
o T/ oM =

g | \
T . \"‘---.. \__‘\\
__\--\_""\-\__\_ H\-\--"--_\_\_\_ v g 7
— ——_l“:;—;______:":_._x:__*/,_*_;_\ e
T Fished (D0 ,43"“";"’__

Volksbank Maestro
implementation

— e T
((:{__lnhal.sanun___;_;-l._mthe«
SELECT
. Ok
‘:} Seocted &Ou.m= —_—
(_,_-’ ;/’ = ___"—--_____ T e
Other /GET PROCESSING OPTIONS (valid) e,
e T —
e i \‘
k-.. & [‘PO perfnrmsd -I SGET DATA (valid) / READ RECORD (valid) / VERIFY Olr'er
i — S ;
\ — INTEHNJL AUTHENTICATE //
\ -
/ . GENERATE AC 15t TC 1 ARQC > =
/ AROC Q uDa. perfnrmen :] GET DATA (valid) / READ RECORD (valid} / VERIFY
‘\ —

|
GENERATE AC 1st ﬂA(.\‘\ J/K'I:NEHATE AC 15t TC f ARQC |
ARQC |

\ |e
\\'-\ AAC _\g-_ N

|GENERATE AC 1st AAC
AALC

.;‘_{_____ =
— —
“, S ARQC requested _) |
\\\ i -I — |II
8 \ GENERATE AC Znd TC | AAC ,"
L-‘h"""-\. \, AAC
e _‘,/ e

T —— el
d Transan ion finished

Rabobank Maestro
implementation

Are both implementations correct & secure? And compatible?

Presumably they both pass a Maestro compliance test-suite...

So some paths (and maybe some states) are superfluous?
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Internet banking




Fraud with internet banking in NL

Fraud (million €)
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[Source: NVB & Betaalvereniging]
Fraud under control thanks to

« better monitoring - for suspicious transactions & money mules

« finding money mules, to extract money from the system without being
caught, is the bottleneck for attackers

- awareness compaigns

« criminal switching to ransomware as better business model?
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Strong authentication for online banking

For authentication, most Dutch banks use stronger mechanisms than
just username & password

« TAN codes: one time passwords on a printed list
« m-TAN: one time password received by SMS

* hand-held reader that generates one-time code
using bank card

aka two-factor authentication

Still, these mechanisms are not fool-proof...

* eg. criminals have resorted to phoning people, pretending to be
from the bank, to obtain these one-time codes
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Example attack on internet banking (1)

Your online bank statement shows you received 3000 euro from some
company you never heard of

You get a phone call from the bank, saying that this is a mistake and
asking you to transfer the money back

You never received 3000 euro, but malware in your browser inserts the
fake transaction

* this is a so-called Man-in-the-Browser attack

When you transfer the money back, that is not a fake transaction...

32



Example attack on internet banking (2)

how much for  [Mkbiahaby web shop

an iPhone ?

200 €

—
Cd

< 200 € worth of

cool, | want one bitcoin, please

v

7

redirect to bank redirect to bank

<

Y
v

bitcoins

<

* Problem: messages to user not very informative, so user does not
spot the attack

» Solution: better monitoring, and banks impose extra rules on
bitcoin shops & online casinos for allowing internet payments
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Example attack on internet banking (3)

For banks that use m-TANs, ie. one time passwords sent by SMS,
criminals can obtain a second SIM card for your phone number aka

SIM swapping
How?

« bribe someone at the Vodaphone shop!

Typical countermeasure:

o banks make deal with telco to be told about re-issued SIMs, and
then block internet payments for that SIM

34



iHe

Internet banking

Computer display of
cannot be trusted

(despite |5 )

This reader can be trusted.
But can the user understand
the meaning of numbers?




A Internet banking

This display can be
trusted & understood

“What You Sign is o
What You See”
(WYSIWYS)

isha Tetebaskiien - Mzt Inkemet Dglers:

4 Mijn barskeakern

36



Reverse-Engineered Protocol

reader

~
7

display:‘enter pin’

-
_ user enters PIN ) —

< PIN-OK <
SIGN (amount, account nr )
display:‘text’
USER-OK (user presses OK)
<€
COMPLETE
> | GENERATE AC (account, acc nr)
cryptogram

. cryptogram N
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Reverse-Engineered Protocol

reader m

~
7

display:‘enter pin’

-
_ user enters PIN )

< PIN-OK <
SIGN (amount, account nr )
display:‘text’
USER-OK (user presses OK)
<€
COMPLETE
> | GENERATE AC (amount, acc nr)
cryptogram

. cryptogram )
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Attack!

N

display:‘enter pin’

PIN-OK

-
_ user enters PIN )

PIN

\ 4

OK

N

SIGN (amount, account nr)

———

COMPLETE

cryptogram

display:‘text’

GENERATE AC (amount, acc nr)

cryptogram

~

N
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Problem with Todos/Gemalto e.dentifier2

It’s possible to press OK via
USB cable...

Malware on an infected PC could
change all the transaction details
and press OK

This is a flaw in the state machine!
Can we find it automatically?

40



41

Operating the keyboard using
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Our Lego movie online: https:/tinyurl.com/legolearning

[Automated Reverse Engineering using LEGO, WOOT 2014]
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State machines of old vs new e.dentifier?2

DISPLAY _DATA / ERROR
GEN_CRYPTOGRAM / ERROR
PRESS_OK / TIMEOUT

DISPLAY_DATA / ERROR
GEN_CRYFTOGRAM / ERROR
PRESS_OK / TIMEOUT

PRESS_OK / OK

o GEN_CRYPTOGRAM /
ERFFEIL SN Ok CRYPTOGRAM

GEN_CRYPTOGRAM / CRYFTOGRAM

ENTER_PIN / OK
PRESS_OK / TIMEOUT

ENTER_PIN /OK
ENTER_FPIN / OK
PRESS_OK / TIMEOUT

ENTER_PIN / OK

DISPLAY _DATA [/ OK PRESS_OK / OK

ENTER_FIN / OK
PRESS_OK / OK

Wait for confirmation Unconfirmed cryptogram

DISPLAY_DATA / ERROR

GEN_CRYPTOGRAM / GEN_CRYPTOGRAM / ERROR

CRYPTOGRAM
DIS PL_AY_DATAI DISPLAY _DATA / ERROR
ERROR GEN_CRYPTOGRAM / ERROR
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Would you trust this to be secure?
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Full state machine of the handheld card reader

. i

Do you think whoever designed or
implemented this is confident that
this is secure?

N

Or that all this behaviour is necessary?
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Contactless payments



Contactless payments )

Contactless version of EMV with bank card or NFC smartphone

In Netherlands, for a maximum of 25 euro per individual transaction
and a cumulative total of 50 euro until PIN has to be entered again.
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Contactless payments 1))

Who thinks that contactless payments without PIN
are less secure than contact payment with PIN?
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Security of contactless payments

« |tis not possible to clone a contactless card

« |tis possible to do a relay attack

 Butis there a good criminal business model? Probably not...

« Max. distance to activate card =40 cm

activation distance
communication range

reply distance

[René Habraken et al., An RFID Skimming Gate
Using Higher Harmonics, RFIDSec 2015]
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Risks of contactless payments

1. Risks of contactless payment without PIN

a) Youloose max. € 50 if your card is stolen
b) Youloose max. € 25 euro if you fall victim to a relay attack

Dutch banks typically cover these losses.

2. Risks of contact payment with PIN

a) Youdon’tloose any money if your card is stolen

b) Youcan loose €1000 or more if your card is stolen after attacker snooped
on your PIN code

Banks will typically not cover these losses...

So the ‘extra security’ of the PIN probably /ncreases risk for customers.

Note: technical weakness in the security & risk

where risk = likelihood x impact
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Configuration flaws

Mistake on the first generation contactless
cards issued in the Netherlands:

« functionality to check the PIN code,

which should only be accessible via the contact interface =y

was also accessible via the contactless interface ))))

Possible risk for DoS attacks, rather than financial fraud?

Flaw discovered by Radboud students Anton Jongsma, Robert Kleinpenning, and Peter
Maandag.



Software bugs

Contactless payment terminals of one manufacturer
could be crashed with a legal — but unusual - input

 Probably due to a buffer overflow

« Bug might be used for more interesting attacks than just Denial-of-Service,
eg. to get malware on the terminal

[Jordi van den Breekel, A security evaluation and proof-of-concept
relay attack on Dutch EMV contactless transactions, MSc thesis, 2014]

e

« The input format of smartcard terminals is very simple:
Command APDU

 how can you implement this wrong? Header (required) Body (optional)

Data
Field

CLA | INS P1 P2 Le Le

» ifyou do, how do you miss it in testing?

Apparently, certification schemes for terminals such as

are not testing for such basic flaws... E_I_E gméé



Side-channel attacks
on smartcards



Side-channel attacks

« Side-channel = any other channel than the normal input-output channel
that may be observed

Possible side-channels

« sound

« timing

¢ power consumption

» electro-magnetic radiation

Side channels are very hard to avoid!

Prof. Lejla Batina in our group does research into side-channels

With Spectre & Meltdown, these attacks are no longer just a concern for
smartcards & other cryptographic hardware
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Power consumption of a smartcard

What is this card doing?
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This is a DES encryption!

716 rounds, so probably DES

What is the key?
In a really poor implementation, you might be able to read it off...
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Power analysis
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Side channel analysis using EM radiation
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Power trace




Power trace detail of RSA encryption

10 mvolt

FProcessed Strangth Carrier Signal

signal processing to highlight dips

msec

1
10
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—
an

35 ' 40 ' 45

-40

-50++

Processed Strength Carrier Signal
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RSA implementation

RSA involves exponentiation s = (x¥) mod n

Fast implementation with square & multiply:

eg x¥ = x1 *x2 * x8 x x16 jnlog(y) steps

result = 1; xi = x;
for i = 1 to length(key) do
{ if (bit i of key is 1) then result = result*xi ;
Xi = xi*xi;
}

return result;
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Reading key of the power trace?

mvuin Frocessed Swengtn Carrier signal

40 variatian of interval between dips




Reading key of the power trace?

40 variatio

mvuin Frocessed Swengtn Carrier signal

h of interval between dips

llllllllllll

What are the squares & what are the multiplications?
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Reading key of the power trace?

mvuin Frocessed Swengtn Carrier signal

40 variation of interval between dips
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Reading key of the power trace!

Frocessed Swengtn Carrier signal

40 variatiogn of interval between dips
O e T T T e e I T T T e T e '*13?9?0}1'
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Easier attacks?



PHISWING

Criminals have sent emails asking people to return their bank card & pin
code by post to the bank

Rabobank waarschuwt voor nieuwe phishing:
stuur nooit je pas op

De Rabobank waarschuwt voor een nieuwe vorm van phishing, waarbij het
slachtoffer wordt gevraagd om een zogenaamd verlopen betaalpas op te

sturen.
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Stealing credit card numbers on web sites

Ticketmaster Blames Third Party Over Data
= Breach

Hotel websites infected with

skimmer via supply chain
SECURITY 89.11.2818 B3:88 AM pp y
attack

How Hackers Slipped by British Airways' Defenses

Sep 19,2019
Security researchers have detailed how a criminal hacking gang used just 22 lines of code to steal credit card data NEWS by Bradley Barth
from hundreds of thousands of British Airways customers.

BRIAN BARRETT SECURITY B7.11.2819 B6:88 AM

Hack Brief: A Card-Skimming Hacker Group Hit 177K
Domains—and Counting

Magecart hackers are casting the widest possible net to find vulnerable ecommerce sites—but their method could
lead to even bigger problems.

https://Iwww.wired.com/story/magecart-amazon-cloud-hacks/
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Supply chain attack by Magecart

Trick used by criminal Magecart group

1. Look for misconfigured S3 buckets in Amazon cloud that are
world-readable & world-writeable

2. Add malicious code to any JavaScript files in that bucket

 namely code that looks for credit card numbers being entered
& reports this back to criminal

3. Sit back & wait for credit cards to be reported

https://www.riskig.com/blog/category/magecart
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RFID cards used at EV charge points

are Mifare Classic cards (with uses a flawed self-designed crypto
algorithm instead of standard solution like AES)

worse still: authentication does not use challenge-response
mechanism, but only uses the card’s serial number

This serial number can be eavesdropped and
can be replayed (eg. with an NFC smartphone)

so cards are trivial to clone
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Conclusions



Conclusions

General trend: from prevention to better detection & response

A technical security flaw not always a serious security risk.
The real issue: can attackers find a good business model?

 The bad news here: ransomware is a great business model for
almost any security weakness

Some silly security flaws by reputable companies & vendors

 Who is really taking responsibility for the security ?

* Individual banks? Their suppliers? 3" parties doing certification?
MasterCard & Visa, who also approve vendors & certifiers?

« How much security is just Cover-Your-Ass secu?/?
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Why banking security is easy!

Banks can measure attacks & quantify their costs euros, so

* Trends in attacks can be monitored
« Success of defensive measures can be measured

« This provides a rational basis for security decisions

In other industries this is MUCH harder

« Eg for critical infrastructures or hospitals:
« How much can cyber protection of the electricity grid cost?
 How much can patient privacy cost?

« Ransomware may play a ‘useful’ role here...
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Thanks for your attention
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