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Overview

1. Wider context: LangSec
2. State machine learning as form of security testing

3. More general forms of fuzzing for stateful systems

Erik Poll



1. LangSec (Language-Theoretic Security)



LangSec

Important root cause of security problems:
overly complex, expressive, poorly specified, ambiguous, input languages

(aka formats, protocols,...)

Eg PDF, JPEG, Word, Bluetooth, TCP/IP, TLS, 5G, ....
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behind enemy lines

Sergey Bratus & Meredith Patterson
‘The science of insecurity’ CCC 2012
http://lwww.youtube.com/watch?v=3kEfedtQvVOY



Typical bug categories
OWASP Top 10 20171 CWE TOP 25 [2022] CWE TOP 1000

1. Injection 1 Out-of-bounds Write
2 Cross-site Scripting
2. Broken Authentication 3 SQL Injection
4 Improper Input Validation
3. Sensitive Data Exposure 5 Out-of-bounds R.ead.
6 OS Command Injection
- 7 Use After Free
4. XML External Entities (XXE) 8 Path Traversal
9 Cross-Site Request Forgery (CSRF)
5. Broken Access Control 10 Unrestricted Upload of File with Dangerous Type
11 NULL Pointer Dereference
6. Security Misconfiguration 12 Deserialization of Untrusted Data
13 Integer Overflow or Wraparound
7. Cross-Site Scripting (XSS) 14 Improper Authentication
15 Use of Hard-coded Credentials
8. Insecure Deserialization 16 Missing Authorization
17 Command Injection
9. Using Components with 18 Missing Authentication for Critical Function

19 Improper Restriction of Bounds of Memory Buffer
20 Incorrect Default Permissions
10. Insufficient 21 Server-Sidg Bequest Forgery (SSRF)
. L. 22 Race Condition
Logging & Monitoring 23 Uncontrolled Resource Consumption
24 Improper Restriction of XML External Entity Referenc
25 Code Injection

Known Vulnerabilities




ONE main bug category: '"P“T handling

malicious |NPUT
[
g CE—— Vo

application

More in particular: FAR;'"G of input is dangerous

Garbage In, Garbage Out
becomes Malicious Garbage In, Security Incident Out

or Garbage In, Evil Out



Parsing of many languages in many places

Parsing aka decoding, interpreting or processing
Input languages aka protocols or file/data formats *
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Two sub-categories: 1) bugs & 2) features

1. Processing Flaws

2 a bug!
m'a’;ﬁ"?rus Kapplication\
g & eg. buffer overflow in
\_ ) PDF or JPG viewer

2. Injection Flaws
(abuse of) a feature !

malicious

'"P“T /application back-end\
g ervice

- Y,
eg. SQL injection, XSS,
Word Macros




Or 1) insecure parsing and 2) unintended parsing

1. Insecure, buggy parsing

o a bug!
g m'a’;;:‘lﬁ‘us Kapplication\
& eg. buffer overflow in
= / PDF or JPG viewer

2. Unintended parsing
(abuse of) a feature !

malicious

'"P“T /application back-end\
g ervice

- Y,
eg. SQL injection, XSS,
Word Macros




LangSec: tackling buggy parsing

Adding input validation is not the (best) solution,

« as we are only adding another parser

More structural ‘LangSec’ solutions to address root causes

1. Provide clear, formal spec of input language

ideally as regular expression or (E)BNF grammar

2. Generate parser code

using a parser generator tool

3. Separate parsing (of raw bytes and strings into some structured datatype)

from subsequent processing (of that structured data)

See langsec.org
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Tackling unintended parsing

« Using more specific data types instead of STR'"GS

« different types to distinguish different formats
« eg URL vs file name
« to distinguish different trust levels

« eg compile-time constants and escaped input
vs raw user input ‘

Exemplified by
Google’s Trusted Type API

[Erik Poll, Strings considered harmful, USENIX :login; 2019]
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2. State machine learning for security

12



Sessions, i.e. sequences of inputs

Many protocols not only involves a language of input messages

but also a notion of session, ie. sequence of messages

Client

J

Paddi _ /
Length Lﬂ |nhE Message | Padding |
- = = Engt e s = Establish TCP Connection
4 bytes | byte  Variable  4.255

$SH-protoversion-softwareversion

Identification String
Exchange - $8H-protoversion-softwareversion

Y

A

SSH_MSG_KEXINIT

Algorithm Negotiation
SSH_MSG_KEXINIT

A

Y

 Most specs only describe the happy flow...
« For security, getting unhappy flows correct is crucial

« Fortunately, we can extract state machines from
implementations using state machine inference aka active
learning using just black box testing

13



Active Learning aka State Machine Inference

Just try out many sequences of inputs, and observe outputs

Eg. suppose input A results in output X ( >_,Alx

« If second input A results in differentoutput Y O AlX O ATY
« If second input A results in the same output X
Now try more sequences of inputs with A, B, C, . B/error
to e.g. infer Q
AIX B/Y
8 f\ u VO
Blerror A/error A/error

The inferred Mealy machine is an under-approximation of real system

L* algorithm [Angluin 1987], implemented (in improved form) in e.g. LearnLib

14



Case study: EMV

« Most banking smartcards implement a variant of EMV

« EMV = Europay-Mastercard-Visa
« Specification in 4 books totalling > 700 pages

« Contactless payments: another 7 books with > 2000 pages

15


http://www.google.nl/imgres?imgurl=http://blog.italki.com/wp-content/uploads/2009/10/jcb_logo_13.jpg&imgrefurl=http://blog.italki.com/2009/10/jcb%25E3%2582%25AB%25E3%2583%25BC%25E3%2583%2589%25E3%2581%258C%25E3%2581%2594%25E5%2588%25A9%25E7%2594%25A8%25E3%2581%2584%25E3%2581%259F%25E3%2581%25A0%25E3%2581%2591%25E3%2582%258B%25E3%2582%2588%25E3%2581%2586%25E3%2581%25AB%25E3%2581%25AA%25E3%2582%258A%25E3%2581%25BE%25E3%2581%2597%25E3%2581%259F%25EF%25BC%2581-italki/&usg=__KaST-tLomeNZuPHd3Vj35XTa5y8=&h=164&w=164&sz=6&hl=nl&start=2&itbs=1&tbnid=SLevQLEQ-rqtXM:&tbnh=98&tbnw=98&prev=/images%3Fq%3Djcb%2Bcredit%26hl%3Dnl%26gbv%3D2%26tbs%3Disch:1
http://www.google.nl/imgres?imgurl=http://www.clinicdirector.com/Images/mastercard_logo.jpg&imgrefurl=http://www.clinicdirector.com/registration.php&usg=__DfMSWlRDGBitLl47dUVNwO01CrE=&h=374&w=591&sz=97&hl=nl&start=3&itbs=1&tbnid=eVLa94tuirmjcM:&tbnh=85&tbnw=135&prev=/images%3Fq%3Dmastercard%26hl%3Dnl%26gbv%3D2%26tbs%3Disch:1
http://www.google.nl/imgres?imgurl=http://www.casinoportaal.net/casino/staatscasino/visa.png&imgrefurl=http://www.casinoportaal.net/casino/staatscasino/&usg=__1Ld2zuR6JQCL37eOjSCbg-Q9Cjw=&h=503&w=800&sz=19&hl=nl&start=1&itbs=1&tbnid=E7U-FAmcMAMVPM:&tbnh=90&tbnw=143&prev=/images%3Fq%3Dvisa%26hl%3Dnl%26gbv%3D2%26tbs%3Disch:1
http://www.google.nl/imgres?imgurl=http://banks.com/blogs/credit/wp-content/uploads/2008/07/105_american_express.jpg&imgrefurl=http://www.banks.com/blogs/credit/category/american-express-credit-cards/&usg=__kBKGAPm2h-XfXbnQVt5_k3rhrhw=&h=381&w=522&sz=92&hl=nl&start=3&itbs=1&tbnid=0cb-EeGvS4KE-M:&tbnh=96&tbnw=131&prev=/images%3Fq%3Damerican%2Bexpress%26hl%3Dnl%26gbv%3D2%26tbs%3Disch:1
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State machine inference of @ card

merging arrows
with identical
response _—c

INTERNAL AUTHENTICATE
3000

(invaS GET DATA (i3 GET DATA fvald) | READ RECORD (vatd
82 U %00

9000 | s

-~ -- e
| GENEMATEAC Ind TC), GENBATE AC 2GANC | ﬁm“lﬂmlw GET PROCESSING 0PTIONS m(lm
0T \ A
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State machine inference of @ card

SeLecr merging arrows with
same start & end state

o GPOperformed 3DGET DATA /READ RECORD

ENERATE AC / GET PROCESSING OPTIONS \INTERNAL AUTHENTICATE SELECT

; ET DATA /INTERNAL AUTHENTICATE / READ RECORD

GENERATE AC 1st TC / ARQC
ARQC

GET PROCESSING OPTIONS (valid)

Finished (no DDA) 2>

GET PROCESSING OPTIONS (valid)

SELECT

INTERNAL AUTHENTICATE  GENERATE AC 2nd / GET PROCESSING OPTIONs \ CENERATE AC 1t AAC S )GET DATA / INTERNAL AUTHENTICATE / READ RECORD

AAC

GENERATE AC 2nd TC /GENERATE AC 2nd AAC

Finished (DDA)  Y®OtTE

We found no bugs, but lots of variety between cards.

[Fides Aarts et al., Formal models of bank cards for free, SECTEST 2013]
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Using state machines for comparison

INTERNAL AUTHENTICATE

DDA performed 3 OGET DATA (valid) / READ RECORD (valid) / VERIFY

GENERATE AC 1st TC/ ARQC
ARQC

GENERATE AC 1st TC / ARQC
ARQC

GENERATE AC 1st AAC
AAC

ARQC requested

GENERATE AC 2nd TC / AAC
AAC

.Transamon finished

\ e paocessnG oemons i)\
\ \

GENERATE AC 1st AAC
AAC

, f
ITERAAL AUTHENTIATE | GENBRATE €20 GET ROCESSNG OFIONS \ O LIN

Finished (DDA

Volksbank Maestro Rabobank Maestro
implementation implementation

Are both implementations correct & secure? Or compatible?

19



Using state machine for security analysis

Which actions are guarded by PIN check? f, 'y

o )
L ‘Wi 3
Initialisation Other )')}“))‘2 e
13

SELECT

Selected ) >Other

GET PROCESSING OPTIONS (valid)

GPO performed Y OGET DATA (valid) / READ RECORD (valid)

Verify performed Y DGET DATA (valid) / READ RECORD (valid) / VERIFY

GENERATE AC 1st
AAC

GENERATE AC 1st ARQC
ARQC

ARQC requested

GENERATE AC 2nd TC / AAC
AAC

GENERATE AC 1st TC
TC

GENERATE AC 1st AAC
AAC

Transaction finished



State machines inferred for flawed & patched device

DISPLAY_DATA / ERROR
GEN_CRYPTOGRAM / ERROR
PRESS_OK / TIMEOUT

DISPLAY_DATA / ERROK
GEN_CRYPTOGRAM / ERROR
PRESS_OK / TIMEOUT

PRESS_OK / OK

GEN_CRYPTOGRAM /

ENTER AINYOR CRYPTOGRAM

GEN_CRYPTOGRAM / CRYPTOGRAM

ENTER_PIN / OK
PRESS_OK / TIMEOUT

ENTER_PIN /OK
ENTER_PIN / OK
PRESS_OK / TIMEOUT

ENTER_PIN / OK
PRESS_OK / OK

DISPLAY_DATA / ERROR

CRYPTOGRAM GEN_CRYPTOGRAM / ERROR

DISI’L.:\Y_D-‘“"‘\ / DISPLAY _DATA / ERROR
ERROR GEN_CRYPTOGRAM / ERROR

[Georg Chalupar, Stefan Peherstorfer, Erik Poll,
Joeri de Ruiter, Automated reverse engineering
using Lego, WOOT 2014]

Movie at http://tinyurl/legolearn
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State machine of Gemalto internet banking device
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Complete inferred state machine
Would you trust this to be secure?

Did designers of Gemalto SWYS (Sign What
You See) really intend all this complexity?

24



State machine inference of TLS implementation

| =" !
‘ ’ ________ g w

All implementations we analysed are different!
Why doesn’t the TLS spec include a state machine?

[Joeri de Ruiter and Erik Poll, Protocol state fuzzing of TLS implementations, Usenix Security 2015]
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State machine inference of SSH implementations

Modelchecker NuSMV used to verify that Inferred models ez ober
meet requirements stated in the RFC specs,

by expressing these requirements in temporal logic.

DEELG, INDJPL}:

KEXINT- DISEQNNECT

[Paul Fiterau-Brostean, Toon Lenaerts, Erik Poll, Joeri de Ruiter, Frits Vaandrager and Patrick Verleg,
Model Learning and Model Checking of SSH Implementations, SPIN 2017]
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Typical prose specifications: SSH ©®

Quote from the RFCs defining SSH:

“Once a party has sent a SSH_MSG_KEXINIT message for key exchange or re-exchange,
until it has sent a SSH_MSG_NEWKEYS message,
it MUST NOT send any messages other than:

* Transport layer generic messages (1 to 19) (but SSH_MSG _ SERVICE_REQUEST and
SSH_MSG_SERVICE_ACCEPT MUST NOT be sent);

* Algorithm negotiation messages (20 to 29) (but further SSH_MSG KEXINIT messages
MUST NOT be sent);

» Specific key exchange method messages (30 to 49).

The provisions of Section 11 apply to unrecognised messages”
Understanding state machines from prose is hard!

This is another instance of the issues raised by LangSec: poor, informal
specification of input formats

[Erik Poll, Joeri de Ruiter and Aleksy Schubert, Protocol state machines and session languages,
LangSec 2015]
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There is some progress: TLS 1.3 [RFC 8446]

START <----- +
Recv ClientHello | | Send HelloRetryRequest
v I
RECVD_CH ----+
| Select parameters
v
NEGOTIATED

| Send ServerHello
| K_send = handshake
| Send EncryptedExtensions
| [Send CertificateRequest]
Can send | [5end Certificate + CertificateVerify]
app data | Send Finished
after --> | K_send = application
here Fommmmme +

K_recv = handshake K_recv = early data

I
[Skip decrypt errors] | R > WAIT_EOED -+
| | Recv | | Recv EndOfEarlyData
| | early data | | K_recv = handshake
| S + |
I I
+> WALIT_FLIGHT2 <-------- +
I
[ Fomm = +
No auth | | Client auth
I I
| v
[ WALT_CERT
| Recv | | Recv Certificate
I empty | v
| Certificate | WALIT_CV
| | | Recv
| % | CertificateVerify
+-> WAIT_FINISHED <---+

| Recv Finished
| K_recv = application
v

CONNECTED



3. Fuzzing of stateful systems
(work in progress)
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Stateful fuzzing

« State machine inference is a limited form of fuzzing:

it does not use strange/malformed input messages,

but only strange sequences of normalinput messages

« Given the success of fuzzing, how can we combine this with fuzzing
for fuzzing stateful systems?

* Note: fuzzing is successful because of the problems signalled by LangSec

* Not only for cryptographic protocols!

» In fact, fuzzing cryptographic protocols is hard,
as it requires a custom test harness that is labour-intensive to make

Erik Poll 31



Survey of fuzzers for stateful systems [Arxiv:2301.02490]

There are many fuzzers around, but not that many for stateful systems
7 categories of stateful fuzzers
« Using different combinations of white box, grey box, black box

« Some infer a state machine,
using active or passive learning

"u’t ) \ GRAMMAR
[ EVOLUTIONARY | NbmmcARNER

}‘ GRAMMAR

LEARNER

EVOLUTIONARY
EVOLUTIONARY GRAMMAR GRAMMAR

Open questions:

« What are the optimal combinations?

« Should implementations be made “fuzzer-friendly”?

[Cristian Daniele, Seyed Andarzian, Erik Poll, Fuzzers for stateful systems: Survey and
Research Directions, ArXiv:2301.02490, 2023] 32



Conclusions

« Most security flaws are 'NF“T processing flaws
 These flaws arise in FARS'NG of many input languages / formats

1) buggyl/insecure parsing or 2) unintended parsing

« LangSec identifies root causes and points to structural solutions

« Particular case of input format: sequence of messages in a protocol

 We can automatically extract state machine of such behaviour using
state machine learning (aka active learning)

« State machine learning is limited form of fuzzing.
How can we best fuzz stateful systems?

Should protocols be implemented in a fuzzer-friendly way?

Also use passive learning using FlexFringe? [Verwer & Hammerschidt, 2022
arXiv2203.16331]

Erik Poll 33
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