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“What we should change in 5 to 10 years from now in design,
development, etc. of loT products to be able to deliver products that are
more cyber resilient with less human intervention ?”

What has the software industry changed in the past 20 years in terms of
design, development, etc. to deliver products that are more secure?

NB ‘resilient’ is just a confusing synonym for ‘secure’
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Security: 1) the process — ‘methodologies’
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Attention to security throughout the SLDC
All of these subsume Security by Design, Privacy ~, ~ by Default
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Security: 2) the product - ‘guidelines’
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What’s new?

 Methodologies haven’t really changed for 2 decades
Organisations still struggle to introduce them & then shift left

* Risein Agile & DevOps increases need to shift left
* More acronyms: SAST, DAST, IAST, RASP
» Shifting down is a good way to shift left

« Many many many more security guidelines & requirements
with OpenCRE as effort to compare/relate them

* More security worries due to 1) increased code reuse
hence SBOMs and SCA (Software Composition Analysis)

and 2) increased service reuse (aka SaaS/cloud APIs/micro-services)
hence SAST tools for secret scanning

 Improvements in some of the SDLC security steps

eg fuzzing to test input handling and - shifting left - LangSec to get
input handling right from start
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What’s new?

More regulatory pressure

EU Cyber Resilience Act
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What’s different about loT ?

« More heterogeneity

* in platforms, tech stacks, applications, industry traditions, and scale
« eg. fridge vs nuclear powerplant vs national infrastructures
» less capable platforms when it comes to security

 incl. security controls, security monitoring, support for updating, ...

« Clash in engineering traditions

« Getting used to becoming a software company &
beginning with introducing secure software methodology
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