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Software (in)security



Software as weakest & most dangerous link
| don’t have an Achilles’ heel, | have an Achilles’ body

-- Woody Allen




Software

Software is key to the success of computers
but also key to security failures of computers

If something contains software, it can usually be hacked

Why?



Why is software so hard to secure?
« Complexity o

This causes bugs
but also unwanted (interaction of) features

* x
ABUG A FEATURE

 Programmability

The power & flexibility of software is great for users,
but also for attackers

 More security controls, more software, more security problems?

Access control, intrusion detection, VPNs, firewalls, crypto ...
all introduce more software... and hence more vulnerabilities

Eg. recall HeartBleed or Crowdstrike



Fuzzing



The idea

Please enter your username

>

How would you test the security of this C/C++ program?
1. Try admin,admin
2. Ridiculous long inputs, say a few MB
If there’s a buffer overflow, this is likely to trigger a SEG FAULT
3. Y%x%x%x%xX%0X%0X%X%0XY0X Y0XY0XY0XY0X YoXY0XY0X

To see if there is a format string vulnerability

4. Other malicious inputs, depending on back-end APIs used:
‘DROP TABLES; ../../..I[devlurandom, <script>... </script>
to test for SQL injections, path traversal, XSS, XXE ...

2-4 can be automated by fuzzing:
(semi)automatically generate ‘random’ inputs to cause problems
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memory safety vs non-memory safety bugs at Microsoft

Security-related assert

Of 130 critical security flaws .,
in Chrome, 5 were not due
to memory-corruption

Other memory unsafety
32.9

Only solution: move to memory safe languages, eg Rust

in Chrome

security flaws

Use-after-free



Histo ry of fuzzin O (aka fuzz testing or monkey testing)

1. Random fuzzing
random - long or short — inputs
possibly with special characters & keywords: \0 %x %n DROP

2. Mutational fuzzing
mutate normal inputs (eg network packet)

3. Grammar-based fuzzing
use grammar of input format to generate inputs & mutate these

4. SAGE: using symbolic execution aka white box

5. The real breakthrough!
afl: using evolution aka grey box

To help with finding memory-corruption bugs, code can be
instrumented with sanitisers (ASan, MSan, UBSan, valgrind, ...)



1. Random Fuzzing
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Random fuzzing of UNIX utilities 119881
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Google Project Zero found 119 CVEs by fuzzing fonts in the Windows kernel

Four decades later, OS utilities still suck

Tracker Memory Crashing function CVE
ID access type at
crash
1022 Invalid write of usplO!otlList::insertAt CVE-2017-0108
n bytes
(memcpy)
1023 Invalid read / uspl0!AssignGlyphTypes CVE-2017-0084
write of 2 bytes
1025 Invalid write of uspl0!otlCacheManager: :GlyphsSubstituted CVE-2017-0086
n bytes
(memset)
1026 Invalid write of uspl0!MergelLigRecords CVE-2017-0087
n bytes
(memcpy)
1027 Invalid write of usplO!ttoGetTableData CVE-2017-0088
2 bytes
1028 Invalid write of uspl0!UpdateGlyphFlags CVE-2017-0089
2 bytes
1029 Invalid write of uspl0!BuildFsM and nearby functions CVE-2017-0090
n bytes
1030 Invalid write of usplO!FillAlternatesList CVE-2017-0072

n bytes

https://googleprojectzero.blogspot.com/2017/04/notes-on-windows-uniscribe-fuzzing.html
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2. Mutational Fuzzing
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Fuzzing OCPP [research internship lvar Derksen]

OCPP is a protocol for charge points
to talk to a back-end server

OCPP can use XML or JSON messages

Example message in JSON format

{ "location": NijmegenMercator215672,
"retries": 5,
"retryInterval": 30,
"startTime": "2018-10-27T19:10:11",

"stopTime": "2018-10-27T22:10:11"

}
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Fuzzing OCPP server

Mutational fuzzer generated 26,400 variants from 22 sample OCPP messages
taken from the spec

Bugs detected:
* 945 malformed JSON requests resulted in malformed JSON response

« 75 malformed JSON requests and 40 malformed OCPP requests
resulted in valid OCPP response that is not an error message.

Contributing root cause of problems: Google’s gson library for parsing JSON
by default uses lenient mode rather than strict mode

—  Why does gson even have a lenient mode, let alone by default?

Fortunately, gson is written in Java, not C(++), so these flaws do not result in
exploitable buffer overflows
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2. Grammar-based Fuzzing
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Grammar-based fuzzing

Generate malformed inputs that hit corner cases,
based on knowledge of input format/protocol

) 0 4 8 16 19 24 11
Eg using Version [Header Length Tos Total length
regular expression identifier Flags Fragment offset
context free grammar, or TTL Protocol Header checksum

Source IP address

some other description
Destination IP address

Options (variable length)

Data

Tools: SNOOZE, SPIKE, Peach, Sulley, antiparser, Netzob, ...

Also some commercial tools with built-in support for specific protocols
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Example: grammar-based fuzzing of GSM

GSM is arich & complicated protocol
Short , Supple- Group Broadcast
Call Location
Message : mentary Call Call
CM Control : Services :
(CC) Service (LCSs) Services Control Control
’ S
MM (SMS) (SSs) (GCC) (BCC)
(SMS Transport Layer)
ik Teleservice Identifier soe Bearer Reply B Dat
Option earer Data
------------------ CDMA SMS Deliver Report Message | SMS Submit Report Message ™,
______________ 7 {SMS Teleservice Layer) AN
- TP-Failure Multiple Enceding
Message Identiffer Success Cause User Data Language User Dala
TP-Failure Msg_ |Message| Num_ . ,
*** |cause value oo Encoding] _Type { Fields CHAR Padding
SMS-Submit-Report TPDU to 7 .
SMS Submit Report Message -“.' \
SMS Deliver Report Message g :" A
to SMS-Deliver-Report TFDU ',-'
e TP-FCS e TP-DCS TP-UDL TP-UD
(Failure-Cause) (Data-Coding-Scheme)| (User-Data-Length) (User-Data)

[Fabian van den Broek, Brinio Hond, Arturo Cedillo Torres, Security Testing of GSM Implementations, ESSOS 2014] 18



Example: grammar-based fuzzing of GSM

We can fuzz phones over the the air usinga USRP

et el b

with open source cell tower software (OpenBTS)
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Example: grammar-based fuzzing of GSM

Fuzzing SMS layer of GSM reveals bugs & weird functionality
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Example: grammar-based fuzzing of GSM

Fuzzing SMS layer of GSM reveals bugs & weird functionality

you have a fax!

Only way to get rid if this icon; reboot the phone

21



Example: grammar-based fuzzing of GSM

Many malformed SMS message crashed phones

Or triggered the phone to
display raw memory content

Eg names of games would
appear /inside an SMS
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Other SMS problems

# NEWS INTERVIEWS TECH BUSINESS SOCIALMEDIA DIGITAL MED

k

iPhone /

This text message called the
‘Unicode of Death’ will crash
your IPhone

By Jacques Coetzee: Staff Reporter on 28 May, 2015
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[Mulliner et al., SMS of Death, USENIX 2011]

Example dangerous
SMS text message
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4. White-box Fuzzing
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Whitebox fuzzing using SAGE

SAGE from Microsoft Research uses symbolic execution of
x86 binaries to generate test cases.

Key idea: analysis of code can suggest interesting test inputs

What are good inputs to test for code below?
int foo(int x) {
y = x+3;

if (y==13) abort(); // error

25



Whitebox fuzzing
What are good inputs to test code below?
m(int x,y) {
X =x +y;
Yy =Y - X;
if (2*y > 8) {
}

else if (3*x < 10) {

}



Symbolic execution

m(int x,y) {
X =Xx +y;
Y =Y - X,
if (2*y > 8) {
}
else if (3*x < 10) {

} }

Suppose x =Nand y =M.

x becomes N+M

y becomes M - (N+M) = -N

if-branch taken if 2* -N> 8, i.e. N <-4

209 jf-branch taken if
N>-4 AND 3 *(M+N) < 10

Given a set of constraints, an SMT solver (Yikes, Z3, ...)
produces values that satisfy it, or proves that it are not satisfiable.

This generates test data (i) automatically and (ii) with good coverage
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Whitebox fuzzing using SAGE

SAGE succcesfully used on Office and Windows 7 & later.
Sample bug found

Microsoft Security Bulletin MS07-017 aka CVE-2007-0038: Critical
Vulnerabilities in GDI Could Allow Remote Code Execution

Stack-based buffer overflow in the animated cursor code in Windows allows
remote attackers to execute arbitrary code ... via a large length value in the
second anih block of a RIFF .ANI, cur, or .ico file, that results in memory
corruption when processing cursors, animated cursors and icons

[Godefroid et al., SAGE: Whitebox Fuzzing for Security Testing, ACM Queue 2012]

[Patrice Godefroid, Fuzzing: Hack, Art, and Science, Communications of the ACM, 2020]
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5. Evolutionary fuzzing
aka

Grey box fuzzing
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Evolutionary Fuzzing

Aka greybox fuzzing or coverage-guided fuzzing

Pioneeredby afl

Starting with some sample inputs,
1. Make random mutations to some input
2. Observe the effect on the execution
Do we see a nhew code path?
3. Keep the ‘interesting’ mutations to let them evolve further

4. Repeat
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alf: observing jumps to find interesting inputs/input changes

input
mw afl bitmap shared mem

code | g —

2 _ J1]2]3]45]6[7]8]9]10] 11

3 1 bt

4. 2

5 JZ (Jump If Zero) 7 3

6 . &

7 arraycopy (dst, inputfi..jl ); S b3

8 6

9 . {

10 JCXZ2 8

11 9

2 . 10 M

13 printin (part of input); 11

14 12

13

15 JNE 103131

—

o
|_\
N

|
-
J1



a fl [http:/[Icamtuf.coredump.cx/afl]

Code instrumented to observe execution paths:

— if source code is available, by using modified compiler

— if source code is not available, by running code in an emulator

Fuzzing guided by code coverage
or -- more accurately: branch coverage

— 64KB bitmap to record jumps: each control flow jump is mapped to a
change in this bitmap

— different executions could result in same bitmap, but chance is small

Big win: no need to specify the input format,
but evolution will lead to good code coverage

aflis fast!

Moral of the story: it can be better to be fast & simple (evolution in afl)
than trying to be very clever (symbolic execution in SAGE)
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american fuzzy lop 2.52b (dnsmasq)

0 days, 20 hrs, 31 min, 27 sec
0 days, 0 hrs, 48 min, 28 sec
0 days, 2 hrs, 22 min, 39 sec
none seen yet

3138* (92.05%) 0.34% / 4.51%
0 (0.00%) 2.92 bits/tuple

user extras (insert) 686 (20.12%)
509k/1.38M (36.79%) 1022 (29.98%)
29.4M 363 (12 unique)
464.9/sec 54 (18 unique)

151/1.22M, 104/1.22M, 47/1.22M 17
0/152k, 2/61.4k, 4/59.8k 2326
133/3.47M, 0/1.04M, 0/286k 7
32/264k, 29/1.62M, 10/2.55M 1887
103/2.43M, 48/5.49M, 176/1.58M n/a
1060/6.14M, 0/0 100.00%
40.91%/56.3k, 58.16%

~C 150%

+++ Testing aborted by user +++
[+] We're done here. Have a nice day!




Cool example: learning the JPG file format

Fuzzing a JPG library, starting with hello world as initial test input,
afl automatically learns the JPG file format

Along the way producing/discovering error messages such as

— Not a JPEG file: starts with 0x68 0x65

— Not a JPEG file: starts with Oxff 0x65

— Premature end of JPEG file

— Invalid JPEG file structure: two SOI markers

— Quantization table 0x0e was not defined

and then JPGslike """ oo oo s nne =
I I AC N NI T W AT I T Y
CICIC A IC I TED@i]@LJMiLL@@ﬁH_D
WEDD - O
@D I ) O =
EJE2 M= I e e I
QL@D@@@@M@%[EIQ@@@@
TIJiME_K]:I]bﬂﬂgﬂﬂ!@ﬂ@!ﬂgﬂﬁ]!ﬂg
o e 1 - -

[Source http:/llcamtuf.blogspot.nl/2014/11/pulling-jpegs-out-of-thin-air.html]
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IJG jpeg

libtiff

Mozilla Firefox
Adobe Flash / PCRE
LibreOffice

GnuTLS

PuTTY

bash (post-Shellshock)
pdfium

BIND

Oracle BerkeleyDB
FLAC audio library
strings (+ related tools)
Info-Zip unzip
NetBSD bpf

clang/ llvm

mutt

pdksh

redis / lua-cmsgpack
perl

SleuthKit

exifprobe

Xerces-C

afl trophy list

libjpeg-turbo
mozjpeg

Internet Explorer
sqlite

poppler

GnuPG

ntpd

tcpdump

ffmpeg

QEMU

Android / libstagefright
libsndfile

file

libtasn1

man & mandoc
nasm

procmail

Qt

taglib

libxmp

fwknop [reported by author]
jhead [
metacam

libpng

PHP

Apple Safari
OpenSSL
freetype
OpenSSH
nginx
JavaScriptCore
libmatroska
Icms

iOS / ImagelO
less / lesspipe
dpkg
OpenBSD pfctl
IDA Pro [reported by authors]
ctags
fontconfig
wavpack
privoxy
radare2

X.Org
capnproto
djvulibre
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http://seclists.org/fulldisclosure/2013/Nov/83
http://seclists.org/fulldisclosure/2013/Nov/83
http://seclists.org/fulldisclosure/2013/Nov/83
http://tfpwn.com/files/libpng_heap_overflow_1.6.15.txt
http://www.asmail.be/msg0054698178.html
http://www.conostix.com/pub/adv/CVE-2014-8127-LibTIFF-Out-of-bounds_Reads.txt
http://www.conostix.com/pub/adv/CVE-2014-8128-LibTIFF-Out-of-bounds_Writes.txt
http://www.conostix.com/pub/adv/CVE-2014-8129-LibTIFF-Out-of-bounds_Reads_and_Writes.txt
http://www.openwall.com/lists/oss-security/2015/01/24/16
https://github.com/mozilla/mozjpeg/issues/141
https://bugs.php.net/bug.php?id=68799
https://bugs.php.net/bug.php?id=68545
https://bugs.php.net/bug.php?id=69139
https://bugs.php.net/bug.php?id=70083
https://bugs.php.net/bug.php?id=70385
http://lcamtuf.blogspot.com/2014/09/cve-2014-1564-uninitialized-memory-when.html
http://lcamtuf.blogspot.com/2014/10/two-more-browser-memory-disclosure-bugs.html
https://www.mozilla.org/en-US/security/advisories/mfsa2015-02/
https://www.mozilla.org/en-US/security/advisories/mfsa2015-10/
http://lcamtuf.blogspot.com/2014/10/two-more-browser-memory-disclosure-bugs.html
http://lcamtuf.blogspot.com/2015/02/bi-level-tiffs-and-tale-of-unexpectedly.html
http://lcamtuf.blogspot.com/2015/03/another-round-of-image-bugs-png-and.html
http://lcamtuf.blogspot.com/2015/03/another-round-of-image-bugs-png-and.html
https://support.apple.com/en-us/HT205030
https://code.google.com/p/google-security-research/issues/detail?id=225
https://code.google.com/p/google-security-research/issues/detail?id=208
https://blog.fuzzing-project.org/29-Heap-Overflow-in-PCRE.html
https://bugs.exim.org/show_bug.cgi?id=1780
https://www.sqlite.org/src/info/a59ae93ee990a55
https://www.sqlite.org/src/info/9e6eae660a0230
https://www.sqlite.org/src/info/e098de69100
http://lcamtuf.blogspot.com/2015/04/finding-bugs-in-sqlite-easy-way.html
https://mta.openssl.org/pipermail/openssl-announce/2015-March/000026.html
https://www.openssl.org/news/secadv_20150611.txt
https://jbp.io/2015/06/11/cve-2015-1788-openssl-binpoly-hang/
https://blog.fuzzing-project.org/15-Out-of-bounds-read-in-OpenSSL-function-X509_cmp_time-CVE-2015-1789-and-other-minor-issues.html
https://openssl.org/news/secadv/20151203.txt
https://marc.info/?l=openssl-dev&m=145890788100691&w=2
https://www.openssl.org/news/secadv/20160503.txt
http://sourceforge.net/p/libwpd/tickets/3/
http://listarchives.documentliberation.org/www/discuss/msg00102.html
http://listarchives.documentliberation.org/www/discuss/msg00099.html
http://comments.gmane.org/gmane.comp.documentfoundation.libreoffice.devel/63005
https://bugs.freedesktop.org/show_bug.cgi?id=86854
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=b94381134efd41c6885d38e08d14106feec7284b
http://git.savannah.gnu.org/cgit/freetype/freetype2.git/commit/?id=c9ca6ffc9442b4b127f948e2d993454aa7791e59
https://bugzilla.redhat.com/show_bug.cgi?id=1161443
http://lists.gnupg.org/pipermail/gnupg-announce/2014q4/000359.html
https://blog.fuzzing-project.org/2-Buffer-overflow-and-other-minor-issues-in-GnuPG-and-libksba-TFPA-0012014.html
https://blog.fuzzing-project.org/5-Multiple-issues-in-GnuPG-found-through-keyring-fuzzing-TFPA-0012015.html
https://blog.fuzzing-project.org/7-Multiple-vulnerabilities-in-GnuPG,-libksba-and-GpgOL-TFPA-0032015.html
http://lists.mindrot.org/pipermail/openssh-commits/2014-November/004134.html
http://cvsweb.openbsd.org/cgi-bin/cvsweb/src/usr.bin/ssh/krl.c.diff?r1=1.18&r2=1.19&f=h
http://marc.info/?l=openbsd-cvs&m=141680037829200&w=2
http://www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln-ech-overflow.html
http://www.chiark.greenend.org.uk/~sgtatham/putty/wishlist/vuln-ecdsa-newkey.html
http://support.ntp.org/bin/view/Main/NtpBug2922
http://dumpco.re/cve-2016-7434/
http://hg.nginx.org/nginx/rev/22ee99422329
http://hg.nginx.org/nginx/rev/b6a665bf858a
http://hg.nginx.org/nginx/rev/60f916da7294
http://lcamtuf.blogspot.com/2014/10/bash-bug-how-we-finally-cracked.html
http://lcamtuf.blogspot.com/2014/10/bash-bug-how-we-finally-cracked.html
http://seclists.org/bugtraq/2014/Nov/89
http://seclists.org/bugtraq/2014/Nov/90
http://seclists.org/bugtraq/2014/Nov/88
http://marc.info/?l=openbsd-cvs&m=141645584025575&w=2
http://marc.info/?l=openbsd-cvs&m=141645608125637&w=2
http://marc.info/?l=openbsd-cvs&m=141645675525861&w=2
http://marc.info/?l=openbsd-cvs&m=141761276914482&w=2
https://github.com/the-tcpdump-group/tcpdump/issues/446
https://github.com/the-tcpdump-group/tcpdump/issues/496
https://bugs.webkit.org/show_bug.cgi?id=141070
https://bugs.webkit.org/show_bug.cgi?id=141187
https://bugs.webkit.org/show_bug.cgi?id=141028
https://bugs.webkit.org/show_bug.cgi?id=141194
https://code.google.com/p/chromium/issues/detail?id=459654
https://code.google.com/p/chromium/issues/detail?id=459654
https://github.com/FFmpeg/FFmpeg/commit/e8714f6f93d1a32f4e4655209960afcf4c185214
http://git.videolan.org/?p=ffmpeg.git;a=commitdiff;h=2a983ff7fe076ae93926eb33cfb44ca49183dacc
https://github.com/mpv-player/mpv/issues/1448
https://github.com/mpv-player/mpv/issues/1420
http://obe.tv/about-us/obe-blog/item/26-fuzzing-ffmpeg-for-fun-and-profit
https://trac.bunkus.org/changeset/1ed73349c565132b68ccc1819795e51aa917c865
https://kb.isc.org/article/AA-01272
https://kb.isc.org/article/AA-01287
https://kb.isc.org/article/AA-01291
http://lists.nongnu.org/archive/html/qemu-devel/2015-07/msg05188.html
http://lists.nongnu.org/archive/html/qemu-devel/2015-07/msg05421.html
https://github.com/mm2/Little-CMS/issues/43
http://download.oracle.com/otndocs/products/berkeleydb/html/changelog_6_1.html
http://www.oracle.com/technetwork/topics/security/cpujul2015-2367936.html
http://events.linuxfoundation.org/sites/events/files/slides/ABS2015.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Drake-Stagefright-Scary-Code-In-The-Heart-Of-Android.pdf
https://support.apple.com/en-us/HT205030
http://www.openwall.com/lists/oss-security/2015/02/13/6
https://git.xiph.org/?p=flac.git;a=commit;h=43ba7ad05f1656e885ce2f34a9a72494f45705ae
https://github.com/erikd/libsndfile/commit/a8ab5b375bf7faa040ae0dd4743f8c99a027574a
https://github.com/erikd/libsndfile/commit/e67d42d5585d4e14973b773293054545a377691b
https://github.com/erikd/libsndfile/commit/a0177b4076642fd92a3bc6409debcbd0ae7f32ac
http://www.nemux.org/2015/10/13/libsndfile-1-0-25-heap-overflow/
http://seclists.org/fulldisclosure/2014/Nov/74
https://lists.gnu.org/archive/html/bug-unrtf/2014-11/msg00001.html
http://seclists.org/oss-sec/2014/q4/870
http://lcamtuf.blogspot.com/2014/10/psa-dont-run-strings-on-untrusted-files.html
https://sourceware.org/bugzilla/show_bug.cgi?id=17512#c91
https://lists.fedorahosted.org/pipermail/elfutils-devel/2014-October/004215.html
https://lists.fedorahosted.org/pipermail/elfutils-devel/2014-November/004230.html
https://sourceware.org/bugzilla/show_bug.cgi?id=17531#c31
http://seclists.org/oss-sec/2014/q4/629
https://sourceware.org/bugzilla/show_bug.cgi?id=17605
https://www.freebsd.org/security/advisories/FreeBSD-SA-14:16.file.asc
http://bugs.gw.com/view.php?id=409
http://bugs.gw.com/view.php?id=454
http://bugs.gw.com/view.php?id=459
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=768485
https://blog.fuzzing-project.org/30-Stack-overflows-and-out-of-bounds-read-in-dpkg-Debian.html
http://seclists.org/oss-sec/2014/q4/489
http://www.openwall.com/lists/oss-security/2015/02/17/4
https://blog.fuzzing-project.org/6-Stack-overflow-in-libtasn1-TFPA-0022015.html
https://blog.fuzzing-project.org/9-Heap-overflow-invalid-read-in-Libtasn1-TFPA-0052015.html
http://marc.info/?l=openbsd-cvs&m=141646270127039&w=2
http://mail-index.netbsd.org/source-changes/2015/02/11/msg063056.html
http://marc.info/?l=openbsd-cvs&m=141653478623314&w=2
http://mdocml.bsd.lv/ChangeLog
http://marc.info/?l=openbsd-cvs&m=141868697709991&w=2
http://marc.info/?l=openbsd-cvs&m=141869291513288&w=2
http://marc.info/?l=openbsd-cvs&m=141870196617371&w=2
http://lists.cs.uiuc.edu/pipermail/llvmdev/2014-December/079421.html
http://lists.cs.uiuc.edu/pipermail/llvmdev/2014-December/079456.html
http://lists.cs.uiuc.edu/pipermail/cfe-dev/2015-January/040705.html
http://llvm.org/klaus/llvm/commit/018347762188a984d9c76dfb68b6140261b99f2c/
http://llvm.org/klaus/llvm/commit/5d8bb5c7c5412fa6f54d5c9d6cf1878ed772a240/
http://llvm.org/klaus/llvm/commit/1897b5c08c96777547de1c71e617757314a991ca/
http://llvm.org/klaus/llvm/commit/deedba2a369a693905c467b805449a3109fca6c7/
http://llvm.org/klaus/llvm/commit/8b2199e2a28b75ff3edf36fc7157085da31301cf/
http://bugzilla.nasm.us/show_bug.cgi?id=3392290
http://bugzilla.nasm.us/show_bug.cgi?id=3392292
http://marc.info/?l=openbsd-cvs&m=141801116304828&w=2
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=771125
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=769937
http://cgit.freedesktop.org/fontconfig/commit/?id=fc7e1a9497919c88d790d9395eb01cd7d5121507
http://marc.info/?l=openbsd-cvs&m=141804880915781&w=2
http://marc.info/?l=openbsd-cvs&m=141836050810413&w=2
https://bugreports.qt.io/browse/QTBUG-43513
https://bugreports.qt.io/issues/?jql=labels%20%3D%20found_by_afl
https://github.com/dbry/WavPack/commit/5d4e146c9f40b08c6a2a6c35dd8340f7fb1d837c
https://github.com/antirez/redis/issues/2210
https://github.com/taglib/taglib/issues/468
https://github.com/taglib/taglib/issues/480
https://github.com/taglib/taglib/issues/483
https://www.fabiankeil.de/talks/fuzzing-on-freebsd/index.html
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/filters.c?r1=1.196&r2=1.197
http://ijbswa.cvs.sourceforge.net/viewvc/ijbswa/current/parsers.c?r1=1.302&r2=1.303
https://rt.perl.org/Public/Bug/Display.html?id=123539
https://rt.perl.org/Public/Bug/Display.html?id=123677
https://rt.perl.org/Public/Bug/Display.html?id=123542
https://rt.perl.org/Public/Bug/Display.html?id=123617
https://github.com/Perl/perl5/commit/b3725d49f914ef2bed63d7eb92a72ef6e886b489
http://www.gossamer-threads.com/lists/perl/porters/317228
https://groups.google.com/d/msg/afl-users/4XGI5WccJUo/ll9RH7AIz8UJ
https://github.com/radare/radare2/issues/1833
https://github.com/radare/radare2/issues/1839
https://sourceforge.net/p/sleuthkit/bugs/218/
http://www.openwall.com/lists/oss-security/2015/03/17/5
http://www.vuxml.org/freebsd/f7d79fac-cd49-11e4-898f-bcaec565249c.html
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=779525
https://capnproto.org/news/2015-03-02-security-advisory-and-integer-overflow-protection.html
http://xerces.apache.org/xerces-c/secadv/CVE-2015-0252.txt
http://xerces.apache.org/xerces-c/secadv/CVE-2016-0729.txt
http://xerces.apache.org/xerces-c/secadv/CVE-2016-4463.txt
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=779696
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=781255

Quick security assessment of C/C++ code

ﬁﬁﬁﬁﬁ crashes with a dumb fuzzer
ggg%g crashes with afl
ﬁ % %ﬁﬁ crashes with afl & ASan

does not crash with any fuzzer
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OSS Fuzz

Google’s OSS-Fuzz initiative discovered over 36,000 bugs
in over 1000 open source projects since 2016

« Using the evolutionary fuzzers afl++, Honggfuzz and Libfuzzer

Kostya Serebryany, OSS-Fuzz - Google’s continuous fuzzing service for open source software,
invited talk at USENIX 2017

https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/serebryany
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Other strategies in evolutionary fuzzing

Evolution can be guided by different properties than code coverage.

Eg maximum value of some variable, eg x-coordinate of Super Mario

[Aschermann et al., IJON: Exploring Deep State Spaces via Fuzzing, |EEE S&P 2020]

https://www.youtube.com/watch?v=3PyhXIHDkNI
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Why is fuzzing so successful?
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Root cause: QQMFHEX'TY of input formats

Fuzzing finds flaws in 'NP“T handling

The more complex the input format, the more bugs there are to find

Example complex input formats:
« any graphics, audio or video format: Flash, JPEG, MPEG, mp3, ...
« PDF, Word, SMS, animated cursors in Windows, HTML, URLs, ....

Searching the CVE list gives an indication of complexity
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=PDF

as do stories in news ERE=Ne« ] 201! October 2, 2018

Security Update for Foxit PDF Reader
Fixes 118 Vulnerabilities
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Why is input handling often so insecure?
Not just COMPLEX input formats/languages, but also

- MANY input formats gt <
. Fﬂﬂmﬂ' ﬁ?ﬁmﬂﬁp input formats
. Exmﬁﬁ,ﬁ!\lﬁ input formats

eg. database commands in SQL
JavaScript in HTML
macros in Office formats
JavaScript & ActionScript in PDF

Complexity & poor specs lead to memory corruption bugs in parsers,
expressivity leads to injection attacks
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The many input languages of a typical application

-4

PDF viewer

[ other web

(micro) services

HTTP
TLS
TCP/IP

Attack surface in the underlying tech stack

and in libraries & ‘services’
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Two main types of input problems

1. Buggy, insecure parsing
a bug!

malicious

INPUT /application\
g _ & eg buffer overflow

in PDF viewer

\_ /
2. Injection attacks (abuse of)
a feature !
malicious
INPUT /application\ back-end A
g — rvice

\_ _/ egSQL %
query
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Two main types of input problems

1. Buggy, insecure parsing
a bug!

malicious

INPUT /application\
g _ & eg buffer overflow

in PDF viewer

\_ /
2. Correct, but unintended parsing (abuse of)
a feature !
malicious
INPUT /application\ back-end h
g ' rvice

\_ _/ egSQL %
query
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LangSec (Language-Theoretic Security)

LangSec approach highlighted the role of input languages on security
problems, identifying root causes & countermeasures:

1. precisely defined input languages
ideally with regular expression or context-free grammar (eg EBNF)

generated parser code

complete parsing before processing

keeping the input language simple & clear
to make bugs are less likely

to give minimal processing power to attackers

‘The science of insecurity’

Sergey Bratus & b E ™
Meredith Patterson L'} ;‘,

~— ¥

presenting LangSec at CCC 2012 ‘ behind enemy lines

=
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Example coMPLEXITY & EXPRESSIVITY : Windows file names

What can a Windows file name (incl. path) look like?

« classic MS-DOS notation C:\MyData\file.txt

« file URLs file:///Cl/MyData/file.txt
« UNC (Uniform Naming Convention) \\192.1.1.\MyData\file.txt

which can be combined in fun ways, eg file://///192.1.1.1/MyData/file.txt

This makes input validation of file names tricky.

To make matters worse: some formats can trigger unexpected behaviour
« UNC paths to remote servers are handled by SMB protocol

« SMB sends password hashes to authenticate: pass the hash

This can be exploited by SMB relay attacks
- CVE-2000-0834 in Windows telnet
- CVE-2008-4037 in Windows XP/Server/Vista
- CVE-2016-5166 in Chromium
- CVE-2017-3085 & CVE-2016-4271 in Adobe Flash
- ZDI-16-395 in Foxit PDF viewer
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Example: X.509 certificates

This X.509 formatis COMPLEX and was PFOORLY SPECIFIER

« The Common Name in a certificate, eg paypal.com,
can be a comma-separated list, eg paypal.com, mafia.com

Parsers in browsers and used by Certificate Authorities parsed this
differently: some took all names, some the first, some the last ...

« The Common Name is a string in ANS.1 format, which uses a length
field instead of a string terminator \0

Some X.509 parsers read www.paypal.com\0.mafia.com
as www.paypal.com

Using differential fuzzing we can try to find such differences

These bugs were used to spoof certificates in SSL-strip (by Moxie Marlinspike)
[Dan Kaminsky, Meredith L. Patterson and Len Sassaman, Kl Layer Cake: New Collision Attacks
against the Global X.509 Infrastructure, FC’2010]
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Protocol state fuzzing
aka
state machine inference
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Protocol sessions

Many protocols not only involve input messages

Length ‘ T;?_Zi;g Message | Padding
: 4 bytes 1 | byte g5 Variable & 4.255 :
bytes
but also sequence of input messages Gl Sorver
- 4

Establish TCP Connection

S$SH-protoversion-softwareversion

Y

Identification String
Exchange - S$SH-protoversion-softwareversion

A

SSH_MSG_KEXINIT

Y

Algorithm Negotiation
SSH_MSG_KEXINIT

A

Normal interactions follow the happy flow
For security, getting unhappy flows correct can be crucial!

A secure implemention implements a protocol state machine to
detect and abort unhappy flows
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Example security flaw due to flawed state machine

CVE-2018-10933

libssh versions 0.6 and above have an authentication bypass vulnerability
in the server code.

If client sends SSH2_MSG_USERAUTH_SUCCESS message to the server,
in place of the SSH2_MSG_USERAUTH_REQUEST message which the server

would expect to initiate authentication,
the attacker successfully authenticates without credentials.

https://Iwww.libssh.org/security/advisories/CVE-2018-10933.txt
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Finding such bugs?

We can find such bugs by active learning aka state machine inference

Basic idea: we try random sequences of commands to see if
something weird happens
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State machine inference

Just try out many sequences of inputs, and observe outputs

AIX
Suppose input A results in output X O ”

A/X AlY
« If second input A results in differentoutput Y O ’O >

« [|fsecond input A results in the same output X CO AlX

Now try more sequences of inputs with A, B, C, ...

Bl/error
to e.g. infer AIX By O CIx
Bl/error Alerror Alerror

The inferred state machine is an under-approximation of real system
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Case study: the USB-connected e.dentifier2
Can we use state machine learning with
« USB commands
« user actions via keyboard
to obtain the state machine

internet banking device?
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(Manually) reverse-engineered protocol

PG skn * card

display:‘enter pin’

p
| user enters PIN ) -

PIN-OK
SIGN (number, text)

N

N

~
7

display:‘text’

USER-OK (user presses OK)

N

COMPLETE

v

GENERATE AC f(number, text)
cryptogram

N

g(cryptogram)

AN




ASK-PIN

Spot the defect!

s Coard

PIN-OK

display:‘enter pin’

(

| user enters PIN )

N

N

SIGN (number, text)

~

USER-OK

7

display:‘text’

(

user presses OK)

N

COMPLETE

o e.dentifier2 ’- 3

g(cryptogram)

v

GENERATE AC f(number, text)

cryptogram

N

AN




ASK-PIN

Attack!

PIN-OK

o

display:‘enter pin’

(

_ user enters PIN )

PIN

OK

\ 4

N

N

SIGN (number, text)

~

7

COMPLETE

g(cryptogram)

displéy:‘text’

GENERATE AC f(number, text)

cryptogram

N

AN




Operating the keyboard using
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OMWY NaV

59



State machines of old vs new e.dentifier2

DISPLAY_DATA / ERROR
GEN_CRYPTOGRAM / ERROR
PRESS_OK / TIMEOUT

DISPLAY_DATA / ERROR
GEN_CRYPTOGRAM / ERROR
PRESS_OK / TIMEOUT

PRESS_OK / OK

R GEN_CRYPTOGRAM /
ENTER_PIN / OK CRYPTOGRAM

GEN_CRYPTOGRAM / CRYPTOGRAM

ENTER_PIN / OK
PRESS_OK / TIMEOUT

ENTER_PIN /OK
ENTER_PIN / OK
PRESS_OK / TIMEOUT

ENTER_PIN / OK

DISPLAY_DATA / OK PRESS_OK / OK

ENTER_PIN / OK
PRESS_OK / OK

Wait for confirmation DISPLAY_DATA / ERROR

SEN_CRYPTOGRAN :
e e ok e e GEN_CRYPTOGRAM / ERROR

CRYPTOGRAM
DlSPleY_DA1'A / DISPLAY_DATA / ERROR
ERROR GEN_CRYPTOGRAM / ERROR

https://www.youtube.com/watch?v=hyQubPvAyq4 60



Would you trust this to be secure?

v
- -
- -
e et -
- " : A
e —
- E L e e
et | e—ie
e - Y
T~ — {
-——— .- . e
- - -
- — - ———— - R R
L e ———— \ - R ——————
S —— W — i e - AN RN -
4 PRI WY N A R - o 2 - MRS R ROATEE RIS R - - -
- - — - - - -
- - ———— - ':4h-~w-
- - -y A s ———
- - - .-
A - . - -

- ———— - —— R T

ey A - - ——

- .- ——
e - ——— ————
P -~ o — p—

More detailed inferred state machine,
using richer input alphabet.

Do you think whoever designed or
implemented this is confident that
this is secure?

Or that all this behaviour is necessary?

[Georg Chalupar et al., Automated Reverse Engineering using Lego, WOOT 2014]
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Case study: TLS

ClientHello ClientKeyExchange ChangeCipherSpec Finished
ServerHello / Certificate / ServerHelloDone Empt Em ChangeCipherS / Finished
0 $(2) £ » (54 = »(s5 ) s s »(56)
Other Other Other Other :
Alert Fatal (Unexpected message) Alert Fatal (Unexpected message) Alert Fatal (Unexpected message) Alert Fatal (Unexpected message) ClientHello
Alert Fatal (Handshake failure)
Other ApplicationData

Alert Fatal (Unexpected message)

ApplicationData / Alert Warning (Close notify)

> sl €
All
mpty

All

ConnectionClosed

State machine inferred from NSS implementation

Comforting to see this is so simple!
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TLS... according to GnuTLS

Other
Alert Fatal (Unexpected message)

Other \
Alert Fatal (Unexpected message)
f Other \
Alert Fatal (Unexpected message)
Other \
Alert Fatal (Unexpected message)
ClientHello ClientKeyExchange ChangeCipherSpec Finished \
ServerHello / Certificate / ServerHelloDone ~~ Empty Empty ChangeCipherSpec / Finished 7\
»( s2 »>{ s4 »{ s6 ={ s9
X s
HeartbeatRequest
Heartbeal uest HeartbeatResponse Other
Empty Alert Warning (Close notify)
ApplicationData
HeartbeatRequest HeartbeatRequest ClientHello HeartbeatRequest|  applicationData / Alert Warning (Close notify)
Empty Empty Empty Empty ClientHello
Alert Fatal (Handshake fail
= Alert Fatal (Unexpected message) preEslaliancioke N el
HeartbeatRequest Hear P
Heartbeathequest ClientKeyExchange EMPtY ChangeCipherspec —PY /Ny Finished
pty =N Empty Empty Alert Fatal (Internal error)
s5 s8 s10 sl &
~ Otver
Alert Fatal (Unexpected message)
ClientHello Other All
Empty Alert Fatal (Unexpected message) Empty
All
Alert Fatal (Unexpected message)
s7 > s3
Al
ConnectionClosed
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TLS... according to GnuTLS

Other
Alert Fatal (Unexpected message)

Other \
Alert Fatal (Unexpected message)
f Other \
Alert Fatal (Unexpected message)
Other \
Alert Fatal (Unexpected message)
ClientHello ClientKeyExchange ChangeCipherSpec Finished \
ServerHello / Certificate / ServerHelloDone ~~ Empty Empty ChangeCipherSpec / Finished 7\
»( s2 »>{ s4 »{ s6 ={ s9
X s
HeartbeatRequest
Heartbeal uest HeartbeatResponse Other
Empty Alert Warning (Close notify)
ApplicationData
HeartbeatRequest HeartbeatRequest ClientHello HeartbeatRequest|  applicationData / Alert Warning (Close notify)
Empty Empty Empty Empty ClientHello
Alert Fatal (Handshake fail
= Alert Fatal (Unexpected message) preEslaliancioke N el
HeartbeatRequest Hear P
Heartbeathequest ClientKeyExchange EMPtY ChangeCipherspec —PY /Ny Finished
pty =N Empty Empty Alert Fatal (Internal error)
s5 s8 s10 sl &
~ Otver
Alert Fatal (Unexpected message)
ClientHello Other All
Empty Alert Fatal (Unexpected message) Empty
All
Alert Fatal (Unexpected message)
s7 > s3
Al
ConnectionClosed
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TLS... according to OpenSSL

ChangeCipherSpec
Empty

Other
Alert Fatal (Unexpected message)

Other
Alert Fatal (Unexpected message)

Other
Alert Fatal (Unexpected message)

f

ServerHelio / Certificate / ServerHelloDone

ChangeCipherSpec
Empty

ClientKeyExchange
Empty

Alert Fatal (Handshake failure)

ChangeCipherSpec Al
/\@hnnqulpherSpec I Decryption lmledf'\ Empty @ Decryption failed

ClientHello

ClientHello

ChangeCipherSpec
Empty

1
L
4

{7 e

D Other
Alert Fatal Unexpected message;
ServerHello / Certificate / &wemdhbﬂr\( { ) Decryption failed

D)

ApplicationData
ApplicationData

ClientHello ClientKeyExchange ChangeCipherSpec Finished ChangeCipherSpec
Cso\ ServerHello / Certificate / ServerHelloDone %3 Empty »{cs Empty ) ChangeCipherSpec / Finished (13 Empty
o s g N \
ClientHello

Other
Alert Fatal (Unexpected message)

All
Alert Fatal (Bad record MAC)

o

\
\
\
\

s7 Other
Alert Fatal (Unexpected message)
Other
Alert Fatal (Unexpected message)

ott ClientKeyExchange RJ
E Empty w7z 52 &

mpty ClientHello NS

Empty A

Other
= Alert Fatal (Unexpected message) /
ChangeCipherSpec fished J
Alert Fatal
Empty atal (Decrypt error)
ClientKeyExchange Other
Empty %o Alert Fatal (Unexpected message)
ClientHello
K Empty
Other
R Alert Fatal (Unexpected message) j
N All
Empty

Al
ConnectionClosed
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TLS... according to Java Secure Socket Exension

Finished
Alert Fatal (Internal error)

ClientHello

Heartbeat msgs

ServerHello / Certificate / ServerHelloDone Cx) Empty
s8

ClientKeyExchange
Empty

ClientHello

~

Heartbeat msgs Heartbeat msgs ServerHello / Certificate / ServerHelloDone| Heartbeat msgs
Empty Empty Empty
ClientHello ClientKeyExchange . ChangeCipherSpec
ServerHello / Certificate / ServerHelloDone Empty Empty
s0 »{ 52 = »{ s5
2 7 \\\
Other Finished
Alert Fatal (Unexpected message) ChangeCipherSpec / Finished
Finished

Finished
ChangeCipherSpec / Decryption failed

-

Other
Alert Fatal (Unexpected message)

ApplicationData | Certificate
Alert Fatal (Unexpected message)

ClientKeyExchange
Alert Fatal (Internal error)

All Other
Empty Alert Fatal (Unexpected message) /
Finished
Alert Fatal (Internal error) j
ClientHello
Alert Fatal (Handshake failure)
Al
ConnectionClosed ClientKeyExchange

Handshake msgs
Alert Fatal (Handshake failure)
Other
Alert Fatal (Bad record MAC)
v,
1 )

- ChangeCipherSpec / Finished
—_—— e ————

ClientHello \
ClientKeyExchange ServerHello / Certificate / ServerHelloDone
Empty '
Heartbeat msgs Heartbeat m: I
Empty Empty
ChangeCipherSpec
Empty ClientHello

ServerHello / Certificate / ServerHelloDone

ApplicationData | Certificate
Alert Fatal (Unexpected message)

Alert Fatal (Handshake failure)

J S

S

A

ApplicationData
ApplicationData

Alert Fatal (Internal error)

Other
Alert Fatal (Unexpected message)

Other
Alert Fatal (Unexpected message)

Finished
Alert Fatal (Handshake failure)
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Which TLS implementations are correct? or secure?
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[Joeri de Ruiter et al., Protocol state fuzzing of TLS implementations, Usenix Security 2015]
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Wrap-up
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Conclusions
Fuzzing is a great technique to find security flaws

State machine inference - fuzzing sequences of inputs - is a great
technique to find logic flaws in protocols

Input handling problems are caused by many, complex, poorly
specified, expressive input languages

Input handling flaws involve phgﬁmq

— Insecure parsing (eg. buffer overflow in PDF viewer)

— unintended parsing (eg. injection attacks: SQLi, XXS, ...)

— Incorrect parsing (resulting in parser differentials)
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Give a man an Oday and he'll have access for a day,
teach a man to phish and he'll have access for life

-- the grugq
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