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•
– Privacy enhancing technologies

– Applied cryptography

– Internet of Things

•

•

•
– Online tracking

•
– Online tracking

– Physical tracking

•
– Cross device ; multiple users

•

•
– Not good pointer: Bill Stewart

•

•
– Online: IP, cookies

– Physical world : MAC, Rfid, Bluetooth

•
– There is a register that links the identifier to the named individual (civil

identity)
– Names, telephone numbers, passport numbers, social security numbers, 

and IP addresses

•
– Individual can be recognised, but not linked to civil identity
– Cloak-room tokens, cookies

•
– Individual can be classified to belong to predetermined group/profile
– Not typically issued to a user – only used in “backoffice”

•
– Individual can be recognised, but only during lifetime of a “session”
– Session cookie

R.E. Leenes Do They Know Me? Deconstructing Identifiability, 
University of Ottawa Law & Technology Journal, Vol. 4, Nos. 1-2, p. 135, 2007 

•

•

•
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•
– So how to maintain a session?

Logged-in user

Shopping cart

•
– Name / value pairs

•

•
– Different browsers have different cookies

•
– The name of the cookie

– The value of the cookie

– The expiry of the cookie

– The path the cookie is good for

– The domain the cookie is good for

– The need for a secure connection to use the cookie

– Whether or not the cookie can be accessed through other 
means than HTTP (i.e. JavaScript)

•

•
GET / HTTP/1.1

Host: www.google.nl

Cookie: PREF=ID=9cccfed350fbaffe:FF=0:TM=1365930398:LM=1365930398:S=

RtdZ-IMEZjGpz2PG; NID=67=F5Q2Fobbs6yAml-2

H9qVX0qK_nOx9CiKuBZWDzumCjLe3RyhbIFYKwuhHgRKdtM82-

VnBWZe6aVrkQqAgQNOngr029HeBzUwwqlA0pBCYTVmOgYhW_rGY8jrNL16mePS

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8

Set-Cookie: PREF=ID=9cccfed350fbaffe:FF=0:TM=1365930398:LM=1365930398:S=

RtdZ-IMEZjGpz2PG; expires=Tue, 15-Apr-2015 09:06:38 GMT; path=/;

domain=.google.nl

Set-Cookie: NID=67=F5Q2Fobbs6yAml-2

H9qVX0qK_nOx9CiKuBZWDzumCjLe3RyhbIFYKwuhHgRKdtM82-

VnBWZe6aVrkQqAgQNOngr029HeBzUwwqlA0pBCYTVmOgYhW_rGY8jrNL16mePS;

expires=Mon, 15-Oct-2013 09:06:38 GMT; path=/; domain=.google.nl;

HttpOnly

•
– Website learns URL of page reached from

– In so called HTTP Referer

•
– Visiting website learns how I reached it

Result of a search query (including the query!)

Useful for logging

•
– Also with remote content embedded in a webpage

•

•
GET /adj/P4442.Nu.nl/home;sz=728x95;tile=4;kw=;tt=0945;gr=10;rg=0;nk=0;

ord=8874230931700769? HTTP/1.1

Host: ad.nl.doubleclick.net

Referer: http://www.nu.nl/

Cookie: _drt_=NO_DATA; id=22dd811a95010037||t=1366012234|et=730|cs

=002213fd481b706f5481e478de

“Web bug”

•

•
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•

– HTTP Redirect (302)

•
– Third party scripts have access to first party cookies

•
– Flash

– “Evercookies”

– HTML5
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•
– Empty cookie jar

– Block cookies

– Disallow third party cookes

•
– Ghostery

– NoScript

•
– Source (i.e. uour IP address) included in all Internet 

packets

– Can be inspected by website

•
– Roaming users change IP address

– Home users may have dynamic IP address

•

•

•

•
– Android ID: unique persistent device identifier

To be phased out ion 2014

– Advertising ID: unique device identifier
User can reset and limit its use

– AdID (?)
For Chrome (not restricted to Android)

•
– UDID: unique persistent device identifier

No longer accessible since May 2013

– IDFA: Identifier for advertisers: unique device identifier
Changed when device is reset
User can reset and limit its use

– IDFV: Identifier for vendors: different per app/vendor

•
– Device ID

– Location

– Shared with third parties

•
– GPS, assisted with WiFi
– iBeacon

•
– Accelerometer
– Gyroscope
– Compass

•
– Microphone

•
– Camera

Dynamic, context sensitive
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•
– WiFi

– BlueTooth

– even GSM

•

•
– Switch off Bluetooth and Wifi? GSM? (E.g. “Airplane mode”)

•

•

•
– Send special link from web to mobile of user

•
– Signing in to Google/Facebook etc on each device

– Limited with current more restricted device identifiers

•
– Statistical analysis of browsing/apppatterns

Determine that a cellphone, work computer, home 
computer and tablet belong to the same person

•
– Precise enough to distinguish multiple users on single 

device

[Monty Python’s 

Argument Clinic sketch]
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