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Privacy 

what is privacy  
according to you? 
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Dimensions 

 

10-02-2012 Privacy: an overview 

informational privacy / 
self determination 

the right to be  
let alone 

corporeal privacy 

locational/spatial 
privacy 

relational privacy 

privacy spheres 



Jaap-Henk Hoepman // TNO / Radboud University Nijmegen // 

Don’t confuse these concepts! 
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security 
privacy 

data protection 
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“Privacy is essential for 

  freedom, democracy, 

  psychological  

  well-being, individuality 

  and creativity” 

Daniel J. Solove. “Understanding Privacy.”  

Harvard University Press, 2008. 
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Privacy: violations 
Solove, Daniel J., "A Taxonomy of Privacy" 2006. 

Information collection 

Information processing 

Information dissemination 

Invasion 

1. Surveillance 
2. Interrogation 

1. Aggregation 
2. Identification 
3. Insecurity 
4. Secondary Use 
5. Exclusion 

1. Breach of Confidentiality 
2. Disclosure 
3. Exposure 
4. Increased Accessibility 
5. Blackmail 
6. Appropriation 
7. Distortion 

1. Intrusion 
2. Decisional Interference 
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Privacy 

computing 

(1950-) 

•searching becomes efficient 

•data kept forever 

networking 

(1980-) 

•datasharing becomes easy 

•data accessible on-line 

“network effect” 
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Searching for the right metaphor 

orwell / big brother chandler / little sister kafka / the trial 
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You’ve got nothing to hide 
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Have you!!?? 
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I have nothing to hide.... 

 Everybody has something to be embarrassed about 

 Assumes that the problem is data you want to hide 

● even “innocent” data can harm you 

 Freedom of thought 

● That job offer looks interesting... 

● That woman looks “interesting”... 

 No distinction between illegal (legal) vs disgraceful 
(moral) vs …: data is data 

 What is the data used for: investigation, anti-
terrorism, or …?? 

● Function creep 
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Wrong assumption 
 

The point is not that there is data that 
is apriori “wrong” or illegal 
 
 (as seen by the “sender”) 
 
The point is that “innocent” data can 
(later) be used wrongly  
 
 (by the current “receiver”) 
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Resources 

 Websites 
● http://wiki.science.ru.nl/privacy/ 

● https://www.eff.org/ 

 

 Books 
● Agre & Rotenberg: Technology and Privacy: The New 

Landscape, MIT Press, 1998 

● Ilija Trojanow, Juli Zeh “Aanslag op de vrijheid”, de 
Geus,2010 

● Daniel J Solove "Understanding Privacy", Harvard 
University Press, 2008.  

● Bart de Koning "Alles onder controle", Uitgeverij Balans, 
2008.  
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