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Privacy friendly 
location based services



Location based services introduction



How much are you willing to sacrifice in terms of service for privacy?

Do you trust Google to responsibly handle you location data?

Questions



• Location based services
• Privacy Enhancing Technologies

• Privacy policy mechanisms
• Obfuscation mechanisms
• Cryptographic mechanisms
• Cooperation and cached mechanisms

• Practical case: Google Maps
• Discussion
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Location-based 
services



• Services that integrate a mobile device’s location or position 
with other information so as to provide added value to the 
user [Schiller, Jochen; Voisard, Agnès (2004)]

• Mobile users: the users of the LBS that send the query
• Location positioning system: infer location of the user
• Communication network: transfers the query from the 

user to the LBS server
• LBS server: processes the query and returns the result

• Snapshot LBS: one query to the server (restaurants, hotels)
• Continuous LBS: continuously report to server (navigation, 

sharing location)

What are location-based services (LBS)?

[Location Privacy-preserving Mechanisms in 
Location-based Services: A Comprehensive Survey]



Applications of LBS



Value of location data

How sensitive is your location data to you?



• LBS providers …
• … selling data to data brokers and private investigators
• … selling data to governments and law enforcement
• … gathering more data than required or the user has agreed
• … being a single point of failure for malicious parties

• Location data …
• … can be used alongside public data for de-anonymization
• … can reveal user’s sensitive attributes

Dangers of LBS



Dangers of LBS



Privacy enhancing 
technologies



• Term coined by the Dutch Data Protection Authority and the Ontario Information Commissioner.
• Variety of technologies that safeguard personal privacy by minimizing or eliminating the 

collection of identifiable data [Privacy-Enhancing Technologies: the path to anonymity (1995)]
• Third Party-based architecture: mobile users communicate with third party (anonymizer), that 

protects sensitive location information in queries, and forwards these to the LBS server.
• Third Party-free architecture: mobile users communicate directly with the LBS server.

Privacy enhancing technologies (PET) in the context of LBS

[Location Privacy-preserving Mechanisms in Location-based Services: A Comprehensive Survey]



• Privacy policy mechanisms
• ePrivacy Directive
• General Data Protection Directive

• Obfuscation mechanisms
• Cloaking
• Dummy locations

• Cryptographic mechanisms
• Space Transformation
• Secure Multiparty Computation

• Cooperation and cached mechanisms
• Caching
• MobiCache

Privacy enhancing techniques (PET)



Privacy policy 
mechanisms



Privacy policy mechanisms - Definition

common privacy management rules and trusted privacy 
agreements, constraining the service provider and the third 

party to fairly and securely access, store, and use the 
location information in LBS queries submitted by users.

(Hongbo Jiang, Jie Li, Ping Zhao, Fanzi Zeng, Zhu Xiao, and Arun Iyengar. 2021. Location Privacy-preserving Mechanisms in Location-based Services: A Comprehensive Survey.)



Privacy policy mechanisms - Question

Who has every fully read a privacy policy, 
before agreeing to it?



• Protects electronic communications from individuals inside the EU
• location data means any data processed in an electronic communications 

network, indicating the geographic position of the terminal equipment of a user 
of a publicly available electronic communications service (Article 2(c)).

• Processing of location data for a value added service is only allowed (Article 
9(1)):
• … when the information is made anonymous or
• … with the consent of the users or subscribers to the extent and for the 

duration necessary for the provision of a value added service
• Users and subscribers are given the possibility to withdraw consent for 

processing at any time
• Prior to processing, users and subscribers have to be informed about:

• the type, purposes and duration of processed location data
• whether the location data will be transmitted to a third party

Privacy policy mechanisms - ePrivacy Directive (2002)



• Protects personal data from individuals inside the EU
• ‘personal data’ means any information relating to an identified or identifiable natural 

person (‘data subject’); an identifiable natural person is one who can be identified, directly 
or indirectly, in particular by reference to an identifier such as (...) location data.

• Thus the location data of the data subject:
• …has to be processed according to the principles of the GDPR, described in Article 5
• … can only be processed once the controller can proof that one of the legitimate 

bases applies, described in Article 6

Privacy policy mechanisms - General Data Protection Regulation (2016)



Privacy policy mechanisms - General Data Protection Regulation (2016)



Privacy policy mechanisms - General Data Protection Regulation (2016)



Requirements for legitimate interest:

1. The interest must be legitimate
2. The processing must be necessary for that purpose
3. The legitimate interest must outweigh the data subject’s rights and interest:

Privacy policy mechanisms - General Data Protection Regulation (2016)

Applied to selling location data for money:

1.  Making money is a legitimate interest

2. Selling location data is not necessary for making money

3. Making money certainly does not outweigh the privacy rights of data subjects



• ePrivacy Directive was originally meant for protection of telecommunication services 
and hard to incorporate new technologies into regulatory framework
• ePrivacy Regulation is in the making to tackle this problem, but dead in the water 

due to lobbying
• ePrivacy Directive and GDPR restrictions do not apply to anonymous data, but creating 

truly anonymous data is hard
• ‘information which does not relate to an identified or identifiable natural person or to 

personal data rendered anonymous in such a manner that the data subject is not or no 
longer identifiable’

• People do not read privacy policies, since they are hard to digest for the average user
• Enforcement of ePrivacy Directive and General Data Protection Regulation is lacking
• High level of trust allocated to LBS providers to correctly implement and conform to rules

Privacy policy mechanisms - Shortcomings



Obfuscation 
mechanisms



Obfuscation mechanisms

‘The act of (intentionally) making something less clear 
and less easy to understand’

https://dictionary.cambridge.org/dictionary/english/obfuscation

https://dictionary.cambridge.org/dictionary/english/act
https://dictionary.cambridge.org/dictionary/english/clear
https://dictionary.cambridge.org/dictionary/english/easy
https://dictionary.cambridge.org/dictionary/english/understand


• In the context of LBSs: doing something with the location data in such a way that a service provider 
is no longer able to identify or follow you

Obfuscation mechanisms



● Conceals the precise position of an individual by using a cloaking region
● Cloaking can be performed spatially or temporarily

○ In spatial cloaking, the user sends a generalized region to the server, instead of a precise 
point

○ In temporal cloaking, the user intentionally delays their query
■ Note: this makes services needing real-time data unusable

● Being in a cloaking region doesn’t ensure that you are not identifiable
○ To ensure this, we need some type of measurement: k-anonymity

Obfuscation mechanisms - Cloaking

https://doi.org/10.1145/3423165



• Each person possesses several identifying points, such as name, address and IP
• Next to these identifiers, we also possess quasi-identifiers 

• How many % of the United States population do you think is identifiable using solely these 3 
quasi-identifiers?

• K-anonymity means that an individual’s quasi identifiers have to be equivalent to at least k-1 other 
individuals

Obfuscation mechanisms - Cloaking

K-anonymity: a way to ‘measure’ the degree of 
identification

https://www.youtube.com/watch?v=Q0DNOIGUzMc



K-anonymity example

Obfuscation mechanisms - Cloaking



• K-anonymity does have some limitations:
• If the data is not diverse, an individual can still be identified
• The cloaking region may be too small, meaning the location of an individual can be recovered
• The cloaking region may be too large, resulting in unusable restaurant recommendations

• These limitations can be further addressed using techniques like l-diversity (out of scope for this 
presentation)

Obfuscation mechanisms - Cloaking

https://doi.org/10.1145/3423165



• Generalize location information by spamming the LBS server with fake locations, with one being 
(close to) your actual location

• Retrieve the correct information by filtering out the responses
• Dummy locations also imply certain limitations:

• Dummy locations that are too close reveal the actual location of the user
• Dummy locations that are too far again results in unusable query results
• An increasing number of dummy locations increase the server overhead

• Dummy locations are nice, because
• No third party is required (like the anonymizer in the previous PET)
• Allows accurate query results (restaurant recommendations)
• Follows Kerckhoffs principle

Obfuscation mechanisms - Dummy locations



● Mix zones are a spatial region where applications cannot access specific location information 
of users therein

● Example spaces are hospital grounds, university spaces, etcetera
● The user identity is mixed with all other users in the mix zone

○ Third party only sees obfuscated version of location

Obfuscation mechanisms - Mix zones

https://doi.org/10.1145/3423165



● Uses the interaction between users to achieve privacy protection
● When crossing another LBS user, send query to the anonymizer

○ The anonymizer delays user’s queries to increase the probability of users crossing with more 
users

○ When anonymizer then releases query to LBS, data will be randomized

Obfuscation mechanisms - Path confusion

https://doi.org/10.1145/3423165



Cryptographic 
mechanisms



• CIA+P
• Confidentiality
• Integrity
• Availability
• Privacy

• Cryptography works well for Confidentiality and Integrity
• What about privacy?

Cryptographic mechanisms



• Only applicable for Snapshot LBS (restaurants)
• Limited application in Continuous LBS (traffic info)

• Cryptography too much overhead 
• Fast response time is prioritized for

situations like location sharing
• Thus limited use in LBS 

Cryptographic mechanisms



• Applicable Snapshot LBS
• Third-party free LBS
• Protect the location data of the user
• Transform location data points to different space

• Using one-way hash function
• K-nearest-neighbor query

• User wants to know location of nearby restaurant
• User location is encoded and send with the query
• LBS server searches in encoded space the points of interests

• Distance is preserved in the encoded space
• LBS server sends encoded points of interest back to user
• User can ‘reverse’/decode the encoded data using the trapdoor to get the results

• Trapdoor/ Key is given extra knowledge

Cryptographic mechanisms - Space Transformation

https://dl.acm.org/doi/proceedings/10.1145/
3469830



• Space Filling Curves 
• Family of curves which pass through all points in space without crossing themselves
• Retain proximity and neighboring aspects of data

- Hilbert Curves 
- Most used class due to superior clustering and distance preserving properties
- We define Hd

N  as the Nth  order Hilbert curve for a d-dimensional space
-  Hd

N  is a linear ordering with H-value: H = L(P) with P a coordinate in a d-dimensional space and L a 
mapping function

- In our case we H = L(X, Y) for 2-D coordinates
- Mapping function L becomes similar to a one-way function if curve-parameters are unknown

- Curve starting point: (X0,Y0)
- Curve orientation θ, order N and scale factor T
- These parameters become our key called Space-Decryption-Key (SDK)

- How we distribute the SDK to the user in order to decode the query can depend on implementation
- Use of trusted entity which distributes keys based on indexes of POI
- Embed keys on devices 

Space Transformation - decryption phase

https://dl.acm.org/doi/proceedings/10.1145/
3469830



• Applicable for snapshot LBS
• Cryptography-based scheme used to confuse an untrusted third or LBS servers in LBS

• Multiple parties compute output of a function
• Each party does not know the input of the other party and does not learn it from doing the 

computation

Cryptographic mechanisms - Secure Multiparty Computation



- Scenario: Alice wants to know if Bob is nearby
- Third party free LBS 
- Alice and Bob encrypt their location data using public key crypto

- Alice and Bob each calculate C= Ab = Ba

- Alice sends her location εA(x2 + y2) to Bob
- Bob computes the distance D and sends it back to Alice
- Alice can learn the distance using her private key

- Alice reveals her location to Bob
- For mutual exchange of information, protocol needs be done twice. 

- Based on trust of both parties.
- Bob can send fake distances by computing D with a fake (u, v)

Secure Multiparty Computation: approach 2 (Zhong et al.)



Cooperation & Caching 
mechanisms



- Idea: reduce the amount of trust to third parties
- Cache important/relevant location data periodically before it is needed
- User gives preferred areas which are then cached for later
- Possible challenges:

- Storage requirements
- Data freshness 
- Data consistency 
- User moving outside the boundary of the cached content
- Cache misses

- No cache for specific area of interest at the moment
- Not applicable for real-time applications like traffic flow or nearby-friends

Cooperation & Caching mechanisms: (Amini et al.)



- Idea: let other nearby users answer the location query
- Informed users: users with valid information of a certain regions
- Seekers: users interested in getting information of that region
- Send information through an ad-hoc wireless interface of the device
- Analogous to the epidemic, where information of “infected” users are spread to nearby users
- Disadvantage

- User still need to query to LBS if other users fail to answer 
- Freshness of cached data

Cooperation & Caching mechanisms: MobiCrowd scheme (Shokri et al)



Practical case: 
Google Maps



- One of the most popular maps application on mobile devices
- Pre-installed on Android devices

- How privacy friendly is Google Maps already?
- How can we make Google Maps more privacy friendly using PETS?

Google Maps



- Google Maps already implements multiple PETs: obfuscation via cloaking
- K-anonymity / L-diversity
- Adding noise by means of differential privacy

- Mostly applicable for snapshot-based services in Google Maps:
- Queries like “Closest restaurant in Nijmegen”

Google Maps: how is data anonymized



Google Maps: how is location data used?

● Make experiences useful
● Help people remember places
● Get queries faster
● Show relevant ads 
● Show trends in certain communities 



- Google provides many services
- Youtube (What you watch)
- Search (What you search)
- Office Suite  (What you create)
- Maps (Where you want to go)
- Android Activity

Google Maps: what data does Google keep track?



Google Maps: what data does Google keep track?

● They get your IP-address and infer 
the general location

● Can be used for detection of 
unauthorized use of Google 
account



Google Maps: what data does Google keep track?



-

Google Maps: what data does Google keep track?

● Everything you do with Google services is 
saved

● Web & App Activity can be disabled



-

Google Maps: what data does Google keep track?

● You can’t save you work or home address 
on Google Maps without enabling location 
history.



- Google can still infer your location if you have Location History disabled
- Users must remember to delete the history or set an earlier deletion period

Google Maps: what data does Google keep track?



- Continuous LBS application
- Multiple users share anonymous bits of location data

- User’s location
- Speed of the vehicle
- Speed Limit 

- PET: mixed zones
- Google Maps only knows that a pool 

of people are not driving very fast

Google Maps: traffic congestion



Google Maps: traffic congestion



• User Approach
• User Alice wants to go on vacation to New York
• Alice downloads the entire region of New York on Google Maps and only uses Maps offline.
• Alice deletes the cache when she is back home
• Still limitations:

- Data freshness
- Cache misses 

- What Google can implement?
- Users get the option to only use location data using

Cooperation if other cached users are nearby
- For snapshot applications

Approach for a more privacy friendly Google Maps: Caching & Cooperation



• Use dummy locations to send fake locations to Google Maps and still get accurate query results
• Use a VPN and query Google Maps before visiting certain region

• Does not help when Location History & Web App Activity enabled.

Approach for a more privacy friendly Google Maps



- Besides requirements by law, why would Google be more privacy friendly?
- Where is the competition?

- Apple Maps?

Why should Google protect your privacy? 



- Users find their location data more valuable due to law

Why should Google protect your privacy? 



Discussion



How much are you willing to sacrifice in terms of service for privacy?

Do you trust Google to responsibly handle you location data?

Questions?


