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1 Talk at BruCON Security Conference 2010

The security features of Near Field Communication (NFC) compatible mobile phones needs
to be seriously revised. NFC mobile phones can communicate with other NFC mobile phones,
NFC readers, or RFID tags in so-called smart posters, for instance to exchange of small files
with photos or contact details. To exchange files, two devices should be within the proxim-
ity coupling distance of 5 cm, besides this phisical constraint there is no user interaction
required. We show that feature interaction between NFC and bluetooth, where an NFC con-
nection starts a bluetooth connection without any request for permission, can be abused to
surreptiously install software on an NFC phone [1]. This results in a serious vulnerability,
when, for instance smart posters start acting smarter and install malicious applications in-
stead of providing some harmless information. We verified this vulnerability on the recently
released Nokia 6212 Clasic phones.
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deployed MIFARE Classic RFID tag [2-4]. This is a contactless smartcard that is sold more
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he demonstrated how to recover the secret cryptographic keys of vehicle immobilizers which
are used by most car makes [7].

Roel is currently a member of the Digital Security group at the Radboud University
Nijmegen. His research covers a variety of security topics which include (but are not limited to)
the electronic passports, contactless smartcards, Radio Frequency Identification (RFID) [§],
Near Field Communication (NFC) [9], secure storage [10,11], access control systems [12,13],
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3 About the conference

BruCON is an annual security and hacker conference providing two days of an interesting
atmosphere for open discussions of critical infosec issues, privacy, information technology
and its cultural/technical implications on society. Organized in Brussels, BruCON offers a
high quality line up of speakers, security challenges and interesting workshops. BruCON is a
conference by and for the security and hacker community.
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