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Abstract To monitor crime and law enforcement, databases of several organiza-
tions, covering different parts of the criminal justice system, have to be integrated.
Combined data from different organizations may then be analyzed, for instance, to
investigate how specific groups of suspects move through the system. Such insight
isuseful for several reasons, for example, to define an effective and coherent safe-
ty policy. To integrate or relate judicial data two approaches are currently em-
ployed: a data warehouse and a dataspace approach. The former is useful for ap-
plications that require combined data on an individual level. The latter is suitable
for data with a higher level of aggregation . However, developing applications that
exploit combined judicial data is not without risk. One important issue while han-
dling such data is the protection of the privacy of individuals. Therefore, severa
precautions have to be taken in the data integration process. use aggregate data,
follow the Dutch Personal Data Protection Act, and filter out pri-
vacy-sensitive results. Another issueisthat judicial datais essentially differ-
ent from datain exact or technical sciences. Therefore, data mining should be used
with caution, in particular to avoid incorrect conclusions and to prevent discrimi-
nation and stigmatization of certain groups of individuals.
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12.1 Introduction

In the Netherlands, many organizations work together to ensure the enforcement
of law and public safety of people. Each of these organizations covers a specific
area in the field of crime and law enforcement. For instance, the police focus on
reported crime and hand over suspects to the prosecution service. The Public Pros-
ecution Service then decides whether to prosecute or drop acase. The court can ei-
ther convict or acquit a suspect, and may impose sanctions such as imprisonment.
When a sentence is pronounced by court, the execution of sanctions follows. To-
gether, these steps from reporting a crime to the execution of sanctions are re-
ferred to as the criminal law chain. This chain thus consists of four phases: inves-
tigation, prosecution, trial, and execution. The police, prosecution service, courts,
and the organizations that execute sanctions collaborate in this chain. Each organi-
zation registers relevant data, for instance, about the case and the suspect, in its
own data source.

To define an effective and coherent safety policy, policymakers have a practi-
cal need for statistical insights into the registered data [3, 4, 10, 11]. Such insights
can only be gained by relating and integrating the data in a coherent manner. For
instance, when data from the different co-operating organizations are integrated
and compared, it can be investigated how specific groups of suspects or criminal
proceedings move through the chain. Also, by monitoring flows within or between
organizations in the chain, policymakers are able to observe whether there are po-
tential problems in a certain part of the chain.

In the Netherlands, combined crime data have already been distributed offline
in book form [9, 12] for severa years. Although the statistical yearbook is very
useful inits current form, there is a growing demand for online data from different
groups of users. Therefore, several attempts have been made to develop tools or
information systems that collect and process safety-related data from relevant
sources and present them in an integrated and uniform way to the users [4, 5].
Such tools obviously have potential, but should be developed with care, as they
may also provoke undesired effects. One of the core issues here is the protection
of the privacy of individuals. Data should be processed, collected, and combined
in away that respects privacy law and regulations. In general, privacy has a sub-
jective nature and is open to different interpretations depending on its context. In
the context of public safety, privacy is primarily focused on the non-disclosure of
the identity of individuals. A related issue is the discrimination of groups of indi-
viduals, that is, the prejudicial treatment of individuals because they belong to a
certain group. To minimize the risk of discrimination or stigmatization, combined
crime data should be presented and analyzed with caution.

In this chapter, it will be described how judicial data can be collected, com-
bined, and analyzed such that the privacy of individuals in society is not violated.
Although IT offers great potentials to automate the collection and combination of
data, still asignificant manual effort is required to ensure data quality and to avoid
undesired effects. A dataspace approach is presented that allows one to efficiently
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relate and exploit data from different sources. It is demonstrated how the informa-
tion needs of judicial policymakers can be fulfilled using this approach. To ana-
lyze data, besides traditional statistical techniques, contemporary techniques such
as data mining can be employed. However, it is argued that the straightforward ap-
plication of such data analysis techniques on judicia datais not without risk. The
main reason for thisisthat the nature of these datais essentialy different from the
nature of datain exact or technical sciences.

The remainder of this chapter is organized as follows. Section 12.2 is devoted
to a brief description of the major databases in the Dutch criminal justice system.
In Section 12.3, it is described how data from these databases are currently col-
lected and combined. In this section two approaches to combining judicial data are
presented: a data warehouse approach and a dataspace approach. Section 12.4
elaborates upon the problems that may occur in the data integration process due to
the nature of crime data. Subsequently, in Section 12.5, potential privacy-related
risks of integrating and presenting crime data are described and methods that en-
force privacy law and regulations are listed. Section 12.6 explains how combined
crime data may be analyzed and which risks are entailed by applying dataanaysis
techniques to them. Finally, Section 12.7 concludes this chapter.

12.2 Databases in the Dutch criminal justice system

The Dutch criminal law chain consists of various organizations, each of which op-
erates relatively autonomoudy and independently. This means that each organiza-
tion registers data in its own way and in its own operational system. The most im-
portant databases of these organizations are described below.

The national database of the Dutch police is called the Identification Service
System (Herkenningsdienstsysteem, HKS). HKS contains information about crime
reports and suspects. Additional information is provided by Statistics Netherlands
(Centraal Bureau voor de Satistiek (CBS), anational institute that provides statis-
tical information). The CBS Police Statistics also contains information about
crime reports and suspects.

Information about judicial cases is stored in the registration system of the Pub-
lic Prosecution Service (Openbaar Ministerie (OM); the information system is
called OM-data) and in CBS Court Statistics. Note that these databases register in-
formation on a case level, while the police databases register crime reports. As
more than one crime report may be handled in a single case, numbers obtained
from these sources should be combined and compared with care.

Sanctions are registered by the different organizations involved in the execu-
tion of sanctions. Among these organizations are the Custodia Institutions Agen-
cy (Dienst Justitiéle Inrichtingen, DJI), the Child Care and Protection Board
(Raad voor de Kinderbescherming, RvdK), after-care and resettlement organiza-
tions, and the Central Fine Collection Agency (Centraal Justitieel Incassobureau,
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CJIB). All of them have their own information system. For instance, DJl uses the
Execution of Sanctions Program (Tenuitvoerleggingprogramma, TULP) to regis-
ter the duration of detentions, while the Dutch Probation and After-care Organiza
tion (Reclassering Nederland, RN) uses a Client Follow System (Cliént Volg Sys-
teem, CVS). A schematic overview of the databases maintained in the Dutch crim-
inal law chainisgivenin Figure 12.1.

Fig. 12.1 Databases in the Dutch criminal law chain
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12.3 Collecting and combiningjudicial data

The database systems described above have in common that they contain data
about individuals and their actions. Each of these individuals came into contact
with the police or the crimina justice system. Each organization involved registers
privacy sensitive attributes such as name, address, and identifying numbers, but
aso other data regarding a person. The different databases thus store the same, or
similar, information and, therefore, they are partially redundant. Consider, for in-
stance, the database systems of the police and the prosecution service that both
contain data about people who are suspected of a crime and about the crimes they
supposedly committed. If someone is suspected of a murder, both the database of
the police and the database of the prosecution service will contain information re-
garding the date and place where the body is found and (if known) the date and
place where the murder is committed. Other information, however, is registered in
only one of the databases. For example, the police database contains detailed in-
formation about the suspect (such as whether he isfirst offender or not), while the
database of the prosecution service contains detailed information about the case
(such as the sections of the law that were violated). This is due to the fact that the
police and the organizations involved in the execution of sanctions are individual-
oriented, while the prosecution service and the courts are case-oriented.
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To perform their tasks in an effective and efficient manner, the police and jus-
tice organizations not only require access to their own data; they also have a great
demand for a combination of relevant data from other organizations in the crimi-
nal law chain. Organizations with operational tasks (such as the police and the
prosecution service) require combined data at an individual level, while organiza-
tions with strategic or knowledge transfer tasks (such as policymakers and crimi-
nologists) require data at a higher aggregation level.

As an example of the former, assume that a Public Prosecutor wants to prose-
cute a suspect for his actions, then all relevant data (from different sources) that
pertain to this suspect should be collected and combined. In this way, the prosecu-
tor can build the strongest case possible, because all information about the suspect
is gathered; including evidence for the fact that he is a criminal. Thus, integrating
data on an individual level involves data reconciliation, that is, the identification
of data in different sources that refer to the same entity. In Subsection 12.3.1 it is
shown how this can be established using a data warehouse approach.

Alternatively, policymakers need combined data at an aggregate level. They
want to gain insight into the criminal law system as a whole, for instance, to an-
swer the question of which kinds of suspects are brought to court and which kinds
of cases are settled out of court. Such insight may be relevant to them in order to
be able to define an effective policy. To provide them with this information, the
different databases also have to be combined, but not on an individual level, in
this case a higher level view is more useful as will be shown in Subsection 12.3.2.
In this subsection, a dataspace approach will be presented in which aggregate data
arerelated.

12.3.1 A data warehouse approach to combining judicial data

A data warehouse [13] is a centra repository of data collected from different
sources. These data are stored and structured in such a way that querying and re-
porting are facilitated. It provides a uniform data model for all data regardless of
their source. Generally, a data warehouse consists of three layers that provide stor-
age of the original data sources, integration, and access (see Figure 12.2). Firdt,
the raw data from different databases are extracted. Subsequently, these data are
cleaned, transformed, and loaded into the data warehouse. The data warehouse
then contains data from different databases that are combined and ordered. In ad-
dition, information about the data in the data warehouse is stored in a meta-
database. This database contains information about the sources and history of the
data. Findly, as a last step, data from the data warehouse are provided to end-
users through data marts. The key step in developing a data warehouse is data in-
tegration; therefore, data reconciliation is of crucial importance [3].

The main problem with combining and integrating crime datais that only afew
organizations with an operational task are allowed (by law) to combine data on the
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basis of unique identifiers or a set of privacy sensitive attributes. For this reason,
before making crime data available for research purposes, privacy sensitive at-
tributes are stripped from the databases. Hence, for data reconciliation other over-
lapping information in the to-be-combined databases has to be exploited. This can
either be information about the database schemata or information that is extracted
from the database content. Furthermore, in order to be able to utilize this informa-
tion, domain knowledge from experts is needed.

In practice, to establish whether two records from different database system de-
note the same object, the following general rule of thumb can be applied [3, 6]: the
larger the number of common attributes with the same values for two records from
two different systems, the higher the chance that the records relate to the same ob-
ject in reality. Note that this rule of thumb requires that the selectivity factors of
the common attributes are small [2].

Fig. 12.2 An overview of the data war ehouse approach
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Example: An offender-oriented data war ehouse

An example of a data warehouse in the Dutch criminal law chain is the of-
fender-oriented data warehouse [ 3, 6]. In this data warehouse data from different
judicial databases (HKS and OM-data) were integrated by applying the rule of
thumb explained above. Additionally, the data was structured and combined in
such away that all data relate to individuals.

In the data warehouse the ‘intersection’ of the to-be-combined databases is ex-
ploited. HKS stores information on three entities. suspects, the official reports
about them, and the offences of which they are suspected. OM-data also records
information about suspects and offences. Additionally, it registers case-related in-
formation. Thus, the databases are integrated based on the attributes concerning
the two common entities, that is, suspects and offences. To do so, the databases
are compared to each other and the probability that two records relate to the
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same person based on common attributes is determined. While doing so, domain
knowledge is considered, for instance, the fact that an offence is usually reported
to the police on the same day as it is committed. The date of an official report in
HKSis, therefore, considered to be the same as the date of an offence in OM-da-
ta.

As an example, assume that HKS contains a record relating to a person who
residesin Amsterdam and in respect to whom an official report has been filed on
September 1, 2010. Additionally, assume that OM-data contains a record of a
person residing in Amsterdam who committed an offence on September 1, 2010.
Then, itis likely that both records concern the same person. Alternatively, if HKS
would show that the date of the official report is unknown because it is not en-
tered correctly, this probability would be considerably lower. Note that in the ex-
ampl e the residence of the suspect is not very selective and that it is surely possi-
ble that multiple residents of Amsterdam commit an offence on the same day. If
thisisthe case, additional or different attributes are needed to ensure that the
records are combined properly. After all, if more attributes overlap, the probabili-
ty that the two records denote the same person increases.

The data in a data warehouse can be made available through data marts. An
example that is based on the offender-oriented data warehouse is the Drug Crime
Data Mart [6, 14] which consists of a selection of the data concerning drug-relat-
ed crime. This data mart can be used for analysis and reporting purposes, such as
National Drug Monitor publications.

12.3.2 A dataspace approach to combining judicial data

In a dataspace approach [7], aso three layers are distinguished (see Figure 12.3): a
dataspace layer, a space manager layer, and an interface layer. The dataspace layer
contains a set of (cleaned) databases that are complement to each other and may
be related. Although these databases are related there is no need for data reconcili-
ation. Alternatively, the relations that exist between the databases are stored in a
relationship manager in the space manager layer. This layer maintains data quality
(the plausibility and consistency of the data) by providing rules to which the data
must adhere. For this purpose the relationship manager contains different types of
rules:

1. Rulesto handle similar data coming from different sources.
2. Rulesto deal with missing data.
3. Rulesto alow for incomplete or tentative data.

4. Rulesto record semantic changesin attributes.
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5. Rulesto filter out results that should not be shown to the user.

6. Rules to determine whether large deviations exist between past and future data
or between values from the same or different databases.

All in al, a combined set of rules in the relationship manager serves to com-
plete incomplete data sets, determine whether they are acceptable, and warn users
when they are less reliable. The relationship manager also serves to minimize the
chances of misinterpreting data. To do so, this layer maintains the relations be-
tween attributes in the different databases and keeps track of changes in the mean-
ing of these attributes. Based on this history of changes, the space manager may
decide to reorganize or convert a database, in particular if the semantics of major
attributes changed considerably over the years.

Another task of the space manager (besides providing a relationship manager)
is to serve as a communicator between the database and the user interface. As
users define questions at the interface level, the query scheduler of the space man-
ager decides which databases to query in order to answer each question. Once the
answer is retrieved from the databases, it is displayed to the user through the inter-
face. Before presenting the output, rules (of the fifth type) may be applied to
check whether it can be shown to the user. This can, for instance, be used to pre-
serve the privacy of individuals aswill be explained in Section 12.5.

The interface layer not only contains mashups of crime data, but also provides
features that are more tailored to the needs of specific users. An example is a pub-
lishing on demand module which provides users with the possibility to generate
and print reports. Such a module should insert automatically updated tables and
graphs in a preformatted report. A feature of this kind is particularly useful for
standardized research reports (see, for instance, [14]).

Fig. 12.3 An overview of the dataspace approach



Example: A public safety monitor

An example of the dataspace approach at work in the Dutch justice system is the
public safety monitor [5]. This monitor shows the development of the input and
output of cases in the different organizations in the criminal law chain. In addi-
tion, it provides a comparison of the actual data with forecasts. The data in the
monitor’s dataspace is extracted and aggregated from the various databases in
the field of crime and law enforcement described in Section 12.2.

With respect to the relationship manager of the monitor, it should be clear that
the data in the monitor are closely related. The output of one organization in the
criminal law chain often serves as the possible input of another organization. For
instance, the input of cases into the prosecutorial level largely depends on the
number of suspects handed over by the police. Therefore, a plausible rule in the
manager would be: number of suspects handled by the police > number of case
handled by the prosecution service; meaning that the police usually do not send
all cases to the prosecution service. Using such rules the plausibility and consis-
tency of the data is maintained. Smilar rules can be formulated in order to handle
variables coming from different sources. Take, for instance, the number of com-
munity services agreed with the Public Prosecutor. This information comes from
two organizations in the chain: the prosecution service and the organization re-
sponsible for executing sentences. As a rule, the number of community services
registered by the executing organization is lower than the number of community
services registered by the prosecution service, as suspects may die or ‘ disappear’
before the sentence is executed. Such rules are typically based on historical data
and domain knowledge and can be extended with error values to allow for incom-
plete or tentative data (see [5]).
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The primary goal of the monitor is to alert users when there are large differ-
ences between input and output, or between the actual input or output and the
forecasted input or output. In this way, policymakers are able to indentify poten-
tial capacity problems at an early stage. Therefore, rules are added to the rela-
tionship manager that detect large deviations. Based on these rules, three types of
alerts are provided to the users:

1. large deviations in the proportion of organization X's output to its own input;

2. large deviations in the proportion of organization X' s input to organization Y's
output;

3. largeforecasting errors.

The user interface presents the user with an overview of the input and output
data and the corresponding alerts in either table or graph format, depending on
the user’s preference. In this way a quick overview of the irregularities in the data
is provided. In these views, the user is able to zoom in on specific parts of the
criminal law chain by selecting a subset of data categories. More specifically, the
user can subdivide the data into various categories including age, gender, and re-
gion of the suspect, and type of crime committed by the suspect. Thus, the user
can, for instance, choose to only show the input and output of male suspects who
are older than 18 years or the input and output in a specific region. Additionally,
the monitor periodically produces written reports through a printing on demand
module as described above.

In this section it was shown how data from various judicial databases may be
combined and integrated using two different approaches: a data warehouse and a
dataspace. In the first approach, datais linked explicitly on an individua level. In
the second approach, more dynamic relations or rules are established to link data
and maintain data quality. Thus, a dataspace differs from a data warehouse in the
sense that a common data model is not required and that there is no need to link
data based on unique identifiers. As aresult, in a dataspace approach not only mi-
cro data but also aggregate data may be used. This does not alter the fact that a
dataspace layer may contain a data warehouse as a data source.

The worked-out examples from the Dutch criminal justice chain illustrate that
data integration can be executed in a variety of ways. For instance, depending on
the needs of the users or the availability of the data, parts in this process may have
to be altered. In the next section it is shown how potential problems associated
with linking (crime) data affect the data integration process and the choices made
init.
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12.4 Challengesin combining judicial data

The main problem with data integration is that, although it can be automated for a
large part, a significant amount of manual effort is still required. The main reason
for thisisthe nature of crime data: redundancy, inconsistencies, dependencies, and
semantic changes are not uncommon. In the remainder of this section, these poten-
tial problems and their consequences for the data integration process are described
in detail.

Taking care of quantitative and qualitative dependencies

One of the problems with reconciling judicial data is the fact that quantitative de-
pendencies between different data sources exist. For example, the date on which a
crime is reported is usually the same as the date on which the crime is committed
or the output of the police is usually greater than the input into the prosecutorial
level. Though some of this knowledge may be exploited for data reconciliation (to
compare records from different sources), it requires manual effort and the partici-
pation of domain experts.

Qualitative dependencies also exist within databases. For instance, it is general-
ly assumed that the value of a certain attribute does not change dramatically in a
few years. Therefore, it is recommended to compare the value of an attribute in a
certain year to its value in preceding years in order to detect large deviations.

Thus, when data from different sources are combined, both quantitative and
gualitative dependencies have to be managed in order to avoid unreliable data. In
a data warehouse this has to be done manually by domain experts. In a dataspace
approach it can be automated fully using dynamic rules that check the reliability
of the data and detect deviations.

M anaging semantic dependencies

Besides quantitative and qualitative dependencies, aso semantic dependencies ex-
ist in and between judicial databases. These arise because different organizations
in the crimina law chain store data about the same events, but often label or clas-
sify these data differently. For example, in case of arobbery avictim may classify
it as a violent crime, while the police may classify it as a crime against property.
Additionally, for asingle case in court that contains several offences, the severest
case is taken as the classification criterion. As aresult, less severe offences ‘ disap-
pear’ in the data reported by the court.

It is important that existing semantic dependencies between attributes (if any)
are preserved while integrating data. Therefore, in a data warehouse domain ex-
perts need to keep track of semantic dependencies. In a dataspace these may be
captured in rules.

Resolving inconsistencies

The different judicial databases have overlapping or redundant attributes. Redun-
dancy may introduce inconsistencies that have to be detected and solved manually
based on domain expertise. Take for example the nationality of a suspect that is
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recorded by different organizations. It is known that, in practice, foreigners tend to
provide a wrong nationality when they are not able to show identification papers.
As aresult, inconsistencies may arise between different databases of different or-
ganizations. This can be resolved by utilizing the domain knowledge.

Prior to loading data into a data warehouse, inconsistencies have to be indenti-
fied and resolved. This means that all values of overlapping or redundant at-
tributes have to be in agreement with each other. In a dataspace approach incon-
sistencies can be detected automatically and on the fly using rules that check at-
tributes coming from different sources. .

Handling semantic changes

Data evolve over time as rules and regulations are changing. Therefore, certain
values on certain attributes may have gotten a different meaning over time. For in-
stance, due to municipal reorganizations in the Netherlands, names of municipali-
ties and cities have changed, while the old registered names were not always up-
dated. Over time, the meaning of the old names may become unknown. Moreover,
in case cities are expanded, their names mean something different before the reor-
ganization than after. If these changes are not recorded, data may be combined im-
properly or wrong conclusions may be drawn based on them. To keep track of the
‘history’ of the attributes, semantic changes have to be recorded. In a dataspace
this can be done in the relationship manager.

Concluding example

In general, a dataspace approach may be considered to be more efficient and prac-
tical than a data warehouse approach, because in the former it is easier to combine
data and add new sources, as thereis no need for data reconciliation. Additionally,
using a dataspace approach dependencies, inconsistencies, and changes can be
managed more effectively.

As an illustration, assume that one wants to know how many of the suspects
questioned by the police are handed over to the prosecution and how many of
them are actually prosecuted. To answer this question, the databases of the police
(HKS) and the prosecution (OM-data) have to be integrated. However, OM-data
only contains data of cases that are handled by the prosecution. This means that
not al individuals in HKS are present in OM-data and, therefore, combining on an
individua level, which is needed in a data warehouse approach, is impossible for
these individuals. In a dataspace approach, however, aggregate data can be used,
so the database may contain the total number of suspects questioned by the police
(aggregated from HKS) and the total number of suspects (cases) handled by the
prosecution (from OM-data). Then, a comparison can be made between the two
totals, and the difference between output and input can be calculated. This task
can be performed easily by the public safety monitor (described in Subsection
12.3.2). Thus, for this type of questions, a dataspace is more efficient as the heavy



13

computational and troublesome task of uniquely linking individuals does not have
to be performed.

12.5 Protecting privacy when combining judicial data

Tooals or information systems that collect, relate, and present safety-related data,
pose a serious privacy threat as the identity of individuals or groups of individuals
may be exposed. For instance, assume that in the public safety monitor (see Sub-
section 12.3.2) the number of sex offenders is presented, and that it is possible to
categorize them by age, gender, and city. If there is only one female sex offender
in a certain city, then the age of this female is exposed. Depending on the addi-
tional information that is shown about her, or the information that can be gathered
from alternative sources, it is likely that her full identity is exposed. If thisis in-
deed the case, privacy laws are violated.

In the data integration process several precautions can be taken to respect the
privacy of individuals and to minimize the risk of exposing someone’s identity.
First, a data source that contains crime data should only record
attributes that are in line with the Dutch Personal Data Protection
Act (PDPA). This act defines a set of sensitive attributes that
should be handled with care, namely data on someone’s religion
or life conviction, ethnic origin, political opinions, health, sexual
orientation, and memberships of (trade) unions [15]. Such sensi-
tive attributes should not be stored. Second, aggregate data has
a clear advantage over micro data as data on a higher aggrega-
tion level does not provide personal information. Therefore, for
privacy reasons, it is recommended to use aggregate data in-
stead of micro data when possible. Finaly, whenever there is a
risk of exposing the identity of an individual to a user of a tool,
the result of the user’s question or selection should not (or only
in part) be shown. For example, if a user wants to view the num-
ber of sexual offenders per region, and if there are just two of-
fenders in a certain region, this number should not be presented
to the user. After all, in this case there is a reasonable chance
that with additional information, the identity of the offenders con-
cerned can be deduced.

When all three precautions are followed, the risk of disclosing
personal data and thereby violating the privacy of individuals are
minimized.

The preceding sections focused on ways to combine and integrate data from
various judicial databases. Combined crime data may help in gaining insight into
the criminal law chain and in developing new policies. An even deeper under-
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standing of crime and delinquency may be acquired by applying data analysis
techniques to such data. In this way, profiles of criminals or offenders may be
constructed. In the next section, potentials and challenges of analyzing combined
crime data will be described.

12.6 Risks of analyzing judicial data

Statistics may be considered as a standard tool for the analysis of police and jus-
tice data. However, as in many organizations, the amount of data collected and
stored by the judicial organizations has grown exponentially. In many fields, espe-
cialy technically oriented fields, data mining [16] has been proven to have an
added value over statistics in analyzing large amounts of data [1, 8] (see [1] for a
summary of the differences between statistics and data mining). Data mining is the
process of searching for statistical relations, or patterns, in large data sets. It is of -
ten used to gain a different perspective on the data and to extract useful informa-
tion from them. Commonly used methods include rule learning (searching for re-
lationships in the data), clustering (discovering groups in the data that are similar),
and classification (generalizing known structures to new data). Thus, data mining
is able to reveal useful knowledge that is hidden in a large amount of data. There-
fore, there is a growing interest in applying data mining techniques to crime data.

However, the straightforward application of statistical techniques, and data
mining in particular, may be risky. As has been pointed out in the literature [8],
data mining results need to be evaluated by experts to determine whether they
hold in the real world. The main reason for thisis that data mining is based on in-
duction and, therefore, the results may be true given the data, but not in the real
world. For example, assume that all swans in a given databases are white, then it
may be induced from the database that all swans are white. However, it is very
well possible that only features of white swans are stored in the databases and that
the very small group of black swans is neglected. As a result, the induced knowl-
edge with regard to swans does not hold in the real world. Therefore, it is of vital
importance to evaluate the truthfulness of data mining results.

For police and justice data, evaluation is even more important and that because
of the following reasons. Opposed to findings in exact or technical sciences, find-
ings in socia sciences may be subject to change in the course of time. For in-
stance, Newton's laws of maotion were true decades ago and do still hold today,
while the age-crime distribution in crime science is changing over time. For in-
stance, in 2000 minors were responsible for roughly 17% of the committed crimes
(that is, of al interrogated suspects, 17% was between 12 and 17 years old), while
in 2007 they were responsible for around 19% of the committed crimes [9].

Another reason to be cautious with data mining results in social sciencesis the
fact that, since data collection is a time-consuming and difficult process, often
legacy databases are used for data mining. Such databases contain large amounts
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of data that were collected and stored in the past; sometimes decades ago. Asare-
sult, these databases mostly reflect the situation in the past, so mining these data-
bases results in knowledge about the past. Evaluation of such data mining results
isimportant for three reasons:

It hasto be determined whether this knowledge corresponds with the real world
of the past; and

¢ it has to be determined whether the knowledge till holds in the real world of
today; and

* it has to be determined whether it is useful to apply the obtained knowledge
(for instance, in developing new palicies).

As an example, assume that data mining is applied to a database containing
data about juveniles and nuisance offences from 1975 to 2005. By doing so, pro-
files of youngsters who cause annoyance may be found. A hypothetical result may
be that young men born in a particular country have a higher probability to cause
nuisance. However, it may be the case that this was true in the seventies, but not
today, as since then they may have adapted their behavior to the Dutch society and
norms. Thus, although the result corresponds to the real world of the past, it does
not correspond to the real world of today. It is surely possible that nowadays
young men from other countries show nuisance behavior. In this case, the fact that
young men in general cause nuisance does hold in today’s world, and can be use-
fully applied, but using the country of origin of these men is dangerous.

Contrary to data mining, the chances that such issues are encountered when ap-
plying statistics on crime data are small. Statistics requires carefully formulating
hypotheses that are tested on newly collected data. Thus, the data used for stan-
dard statistical analyses always reflect the real world as it is today and do not in-
volve the issues relating to legacy data.

Another important issue is that, since data mining tools are developed to find
patterns based on any correlation in data, they can find patterns that use personal
characteristics of groups of individuals. This may lead to discrimination and
stigmatization of these groups. For instance, assume that data mining agorithms
are employed on a database of sex offenders that is enriched with demographical
and economical data. A likely data mining result may be that unemployed white
men are responsible for 80% of the sex offences. There are two problems with
such a statement. First, it could lead to stigmatization as the relation to the total
population of unemployed white men is not made clear. Second, using it to dis-
cover new (unknown) sex offenders leads to discrimination because suddenly al
unemployed white men are suspects, while only a few of them are actual sex of-
fenders.

In sum, in this section it was shown that although applying data mining tech-
niques to crime data seems promising, there are some issues regarding the applica-
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bility and generdizability of the obtained results. Additionally, data mining may
lead to discrimination and stigmatization. Therefore, data mining methods should
be used with caution.

12.7 Concluding remarks

In this chapter it was illustrated how data from judicia databases in the Nether-
lands are currently processed, combined, and analyzed. It was explained how pre-
cautions in the data integration process should be taken to better respect privacy
law and regulations. When such measures are taken, the risks of exposing the
identity of individuals are minimized. Subsequently, it was shown that applying
data analysis methods to judicial data is not straightforward and that data mining
results should be considered with caution. When these reservations are taken into
account and the precautions mentioned are taken, applications that exploit com-
bined crime data and provide statistical overviews are vauable tools for judicial
policymakers in developing new and effective policies. An example is the recently
developed public safety monitor. This monitor fulfills the information needs of
policymakers and advisors and allows them to timely identify potential capacity
problems.
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