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Dynamic Logic: Syntax and Semantics

@ Basis: (Typed) first-order predicate logic

@ Modal operators (p) and [p] for each program p
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Dynamic Logic: Syntax and Semantics

@ Basis: (Typed) first-order predicate logic

@ Modal operators (p) and [p] for each program p

Semantics

@ Operators refer to the final state of p

o [p]F: If p terminates, then F holds in the final state

@ (p)F: p terminates and F holds in the final state

Formulas contain unaltered program source code
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Dynamic Logic Example Formulas

(balance > 1 A amount > 1) — (charge(amount);)(balance > 1)
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Dynamic Logic Example Formulas

(balance > 1 A amount > 1) — (charge(amount);)(balance > 1)

(x :=1;) ([while(x = 1);]false)

@ Program formulas can appear nested

vval (((p)x = val) < ({q)x = val))

@ p, g equivalent relative to computation state restricted to x
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Why Dynamic Logic?

Application-specific Universal
=< >
Type system Dynamic Logic Logical Framework
Static Analysis Hoare Logic HOL
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Why Dynamic Logic?

Application-specific Universal
=< >
Type system Dynamic Logic Logical Framework
Static Analysis Hoare Logic HOL
@ Transparency wrt target programming language, no encoding

@ More expressive and flexible than Hoare logic

@ Rule for each program construct in calculus

@ Symbolic execution is a natural interactive proof paradigm
@ Proven technology that scales up
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Essential ODL Feature 1: Type System

Type system

T
I
bject int
PN
Date String
AN /
Null

1
1

o\

nat

@ built-in types

@ object types (finitely many)
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Essential ODL Feature 2: Object Creation

Constant domain assumption

All objects “exist” from the beginning
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Essential ODL Feature 2: Object Creation

Constant domain assumption
All objects “exist” from the beginning

Object enumerator symbols

obj. :nat — C (disjoint bijections for object-types C)

Implicit static field next;

nextc : — nat (index of next object to be created)
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Essential ODL Feature 3: Non-rigid Symbols

Non-rigid function symbols

@ Value can change during program execution

@ Represent object attributes
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Essential ODL Feature 3: Non-rigid Symbols

Non-rigid function symbols

@ Value can change during program execution

@ Represent object attributes

[xa=3]~ [a(x):=3]
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The ODL Programming Language

Programming constructs

oy
if(¢) aelsey
while(¢) a

f(t):=t,g(r)=r

concatenation
conditional
loop

atomic (parallel) state update

Also: Extension for method invocation
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Outline

Q@ Java - ODL
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Java ~~ ODL

Simple & natural translation of

Object creation
Dynamic dispatch
Side-effects
Exception handling
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Java ~~ ODL: Object Creation

Transforming “new”

X := obj.(nextc),

X = new C() nextg := nextg + 1
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Java ~~ ODL: Object Creation

Transforming “new”

x = new C()

| x= objq(nextc),
nextg := nextg + 1

Transforming “instanceof”

-
nat Ob}ect Ao ’ tinstanceof String ‘
SN
Date  String 3
N . - -
Null dn:nat t = obj String;(n)
|
|
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Calculus: State Updates

Merge updates
W) =t)o ~ (U F(U)D):= W)t )o

Example:

(g(a) :=t)(f(eg (g(a))d ~ (gla):=t,f(t):=h(t))¢
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W) =t)o ~ (U F(U)D):= W)t )o

Example:
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Calculus: State Updates

Merge updates
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Calculus: State Updates

Merge updates

Example:

(g(a) :=t)(f(eg (g(a))d ~ (gla):=t,f(t):=h(t))¢

U
(f(t):=t, g(t):=c, f(s):=5) f(a)
f
(f(t):=t, f(s):=5) f(a)
~—__—

ifs = (U)athens' elseift = (U)athent elsef((U{)a) fifi

Kﬁy Dynamic Logic with Non-rigid Functions: Calculus Challenges in Java Program Verification 12 /18



Calculus: First-order Part
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Calculus: Program Logic Part

(@) (e
(7)o Fobjg(i) = objc(j) — i =
(e = ()¢) A (me — (1)9)
(if(e) aelsev)¢ = —(obje(i) = objp()))
(e = 6(1)) A (me — ¢(1))
¢(ife thent elset’ fi) F Vo:C (o instanceof CV o = null)
(if(e) {a;while(e) a})e r= Up, A p,et [a]p p,—el ¢
(while(e) o) I+ (U)[while(e) a]p, A
A B A- B
IxAF 3IxB ()A+ (a)B

(UYF(u) ~» ifs; = (U)uthent; else ...ifs; = (U)uthent; elsef(U)u)fi...fi

Ty Uyp ~ (U, 4(UYs1) = Uit ..., fa({U)sn) = U ta)
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Verification Example

class E { static int g;

int

E generate() {E r=new E();

id;
r.id=g;g=g+5; return r;}}

Vx:E (x.id < g — [generate] (x.id < r.id))
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Verification Example

class E { static int g;
E generate() {E r=new

int

E():

id;
r.id=g;g=g+5; return r;}}

Vx:E (x.id < g — [generate] (x.id < r.id))

Xid<g, on=X FXid<g

Xid<g,on)=X Fg<g

Xid<g F(-on)=X — Xid<g) A (o(n)=X — g<g)

Xid < g F (ifo(n) = XthengelseX.idfi) < g

Xid<g F (r:=o(n),n:=n+1,0(n).id:=g,g:=g +5) (X.id < r.id)
Xid<g F (r:=o(n),n:=n+1,0(n).id:=g)[g:=g + 5] (X.id < r.id)
Xid<g F (r:=o0(n),n:=n+1)[rid:=g]lg:=g + 5] (X.id < r.id)
Xid<g F (r:=o(n),n:=n+1)[rid:=g;g:=g + 5] (X.id < r.id)

Xid<g F lo] (Xid < rid)

F X.id < g — [o] (X.id < r.id)

FVxE(x.id < g — [o] (x.id < r.id))
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Soundness and Relative Completeness

Theorem (Soundness)
The ODL calculus is sound:

- ¢ implies E ¢
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Soundness and Relative Completeness

Theorem (Soundness)
The ODL calculus is sound:

- ¢ implies E ¢

Theorem (Relative completeness)

The ODL calculus is complete wrt first-order arithmetic:

E ¢ implies Tautpa.m b ¢
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Outline

@ The Logic ODL (Details)
@ Syntax
@ Semantics
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The Logic ODL: Syntax

Definition (Type system)

Type lattice with natural numbers N and finite subtypes
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The Logic ODL: Semantics

Definition (Semantics of programs)

O (s,8)epp(A(th,.. ., t1) i =t1,... fot},... th) =t,) =
e s=s5y,5 =s,, and
o si=s;_1[fi(val (s, th), ..., val) 5(s, t;(")) — val; g(s, t;)] (1 < i< n).
Q (s,s) € piglaiy) = (s,u) € prp(e) and (u,s") € p; () for
some state u.
O (s,5') € p1p(if(¢p) celsery) <=
o val g(s,¢) = true and (s,s’) € p; (), or
o val; g(s, ¢) = false and (s, s’) € p; 5(7).
O (s,5) € p; p(while(¢) o) iff there are n € N and s=sp, ..., s,=s'
o for 0 < i < n, val) g(si, ) = true and (s;,si+1) € p15(a), and
o val g(sn, @) = false.
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@ Object Creation
@ Side-effects
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Java ~~ ODL: Object Creation

Transforming “new”

X := obj.(nextc),
nextg := nextg + 1

x=newC() | ~

Transforming “instanceof”

-
nat Object int ’ t instanceof String ‘
/N
Date String 3
N s ) P
Null dn:nat t = obj String(n)
|
1
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Java ~~ ODL: Side-effects

a[i++] = b— + b

$
vi:=i; i:==i+1, vb:=b; b:=b—1; a(vi):=vb+ b

$
i=i+1,b:=b—1a(i):==b+(b—1)

Kﬁ)’ Dynamic Logic with Non-rigid Functions: Transformation (Details) Challenges in Java Program Verification 9 /18



Java ~» ODL: Exception Handling

try { while (d !'= 0)
{if (d < 0) {throw new RangeEx(d);} else {d=d-1;}}
/x do something x/
} catch (RangeEx r) {/x handle range x/}

Exception r = null;
while (r = null && d !'= 0)

{if (d < 0) {r = new RangeEx(d);} else {d=d—1;}}
if (r = null) {/x do something x/}
else if (r instanceof RangeEx) {/« handle range x/}
else {return r; /x pass up the call trace x/}
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Java ~» ODL: Dynamic Dispatch

class Car { int follow(Car d) {...} }
class Van extends Car { int follow(Car d) {...} }
return b.follow(d);

§

class Car { int Car_follow(Car d) {...} }
class Van extends Car { int Van_follow(Car d) {...} }

if (b instanceof Van) {return ((Van)b).Van_follow(d);
else if (b instanceof Car) {return ((Car)b). Car_follow(d);
else {/x cannot happen when all types are known x/}

Type-casts expressible as
dv:Vanv = b

Kﬁ)’ Dynamic Logic with Non-rigid Functions: Transformation (Details) Challenges in Java Program Verification 13 /18



Outline

© Calculus (Details)
@ Calculus of Object Creation - Details
@ Calculus of State Updates - Details
@ Completeness Proof
@ Misc
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Calculus: Object Creation

tinstanceof C := dn:nat \/ t = obj. (n)
Null<7<C

R31
(R31) F Vo:C (o instanceof CV o = null)

(R32) o036 = ob3el) = 1=

Kﬁ)’ Dynamic Logic with Non-rigid Functions: Calculus (Details) Challenges in Java Program Verification
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Calculus: State Updates

Merge updates

Example:

(g(a) = t)(f(g(a)) := h(g(a)))p ~ (g(a):=t,f(t):=h(t))¢

Apply updates

U
(f(t):=t', g(t):=c, f(s):=5') f(a)
f'
(f(t):=t', f(s):=9") f(a)
~__

ifs = (U)athens' elseift = (U)athent elsef((U)a) fifi
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Calculus: State Updates

U)f(u) ~
ifsi, = (U)u thent; else ...ifs; = (U)uthent; elsef((U)u)fi...fi
where i1 < --- < i, are all those indices with f,-j = f, for some r >0

Example (State updates with aliasing)

(f(s):=t)g(f(r))
g({f(s):=1)f(r))
~  g(ifs = rthentelsef(r) fi)
“s” (s=r—g(t))A

(s # r — g(F(r)

(R3) @)o ~ (U A(@)s1):= @)ts,..., fo({Dsn) = (Ut )0

§

Kﬁy Dynamic Logic with Non-rigid Functions: Calculus (Details) Challenges in Java Program Verification 16 / 18



Relative Completeness Proof

F ¢ implies Tauty F ¢

© propositionally complete

@ first-order complete

© first-order expressible: V¢ dF € FOL E ¢ < F
Q term rewrites are Noetherian

@ (rel.) complete for first-order F — (a)G

O (rel.) complete for first-order dynamic typing
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Use Cases in Java Card DL

@ Use ODL object enumerators for object creation.

@ Use quicker and rel. complete ODL within KeY in automatic
verification scenarios. (Trafo combined with compiler construction
technology)

@ Import simpler ODL calculus into JAvaA CARD DL, for formulas that
are “sufficiently” ODL.
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