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Overview

• How are systems hacked?

• Why are systems hacked?

• What can be done to prevent hacking? 

• What can be done to detect  hacking? 

• digital forensics & anti-forensics
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What is hacking?

Definition (1)

Using a system in a clever, unexpected way to get better performance or 

better fuctionality

• Not necessarily something bad,                                                                                 

not necessarily a computer system

Definition (2)

Abusing a system 

• to get (unauthorised) access to it , or

• to get extra rights on it, aka privilige escalation
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How are systems hacked?



How are computer systems hacked?

Two basic techniques

1. stealing, eavesdropping, or guessing credentials,                                              

eg. username/passwords, PIN codes, cookies,...

2. exploiting a security flaw in the software                                                                  

by feeding malicious input to the victim’s software

Often combined with social engineering to trick the human victim into

• revealing passwords (eg. phishing) 

• opening a malicious email attachment

Hacks often involve a combination of both techniques, in several stages.
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Attack techniques for stealing credentials

• brute force guessing, eg with a dictionary attack, 

• online on the live system

• offline on a stolen password file (with hashed passwords)

• fake websites, and phishing email to trick people into going there

• compromising the real website

• installing a physical keylogger or keylogging software 

• eavesdropping on network connections

• eg on public, unprotected wifi connection

• shoulder surfing

• phoning victims and asking them 

• ....

After breaking into any system, the attacker will try to obtain more credentials to 

attack other systems
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Security flaws in software

Software is the most complex artifact produced by mankind.

By feeding malicious input to some software an attacker may crash the 

software or trigger unintended behaviour

Sometimes infecting a computer requires getting the victim

• to open a malicious PDF document, to then exploit a security flaw in 

Adobe Acrobat Reader

• to visit a website, to then exploit a security flaw 

• in their browser (eg. Internet Explorer) 

• or in some browser plugin (eg Flash video player)

Virus scanners can detect signatures of known exploits in downloaded 

files or in attachments, but not for new zero day attacks.
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buffer overflow attack
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buffer overflow attack

A classic security is the buffer overflow:

some user input to a program too long for the memory reserved to it

The overflow will corrupts some bits in memory, which may trigger all 

sort of strange behaviour.

Optimal scenario (for the attacker): remote code execution, where the 

malicious input gives the attacker complete control of that program

9

NETHERLANDSAMSTERDAM\0\ EXPLOIT CODE



command injection attack

Suppose we program a waiter robot

1   Wait for customer

2   Ask (“What do you want to drink?”)

3   Input($drink)

4   Give($drink)

5   Goto 1

An attacker may give malicious input to the waiter robot

a coffee and the content of the till

Software will happily execute this, without realising anything is wrong
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example command injection: SQL injection
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Instructions for the database included in a malicious user input, eg. username



Security flaws everywhere !

Software – and hence security flaws - are everywhere:                                             

not just in laptops, phones, and servers,             

but also in cars, printers, ATMs, routers, firewall equipment,...

To get an impression of the problem,  look at  weekly security bulletins of 

US-CERT (http://www.us-cert.gov/ncas/bulletins) 
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market values of zero-days security vulnerabilities 
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After a hack

Once attackers have access, they will try to

• look for further applications, user accounts, and systems to attack

• eg crack password file & try these passwords on other systems

• install a backdoor

• with  malicious software for remote control & remote access

• install additional malware for (ab)using the machine

• for using the machine, eg for spam of DoS attacks

• for eavesdropping on other credentials

• erase traces

• to hide the hack and information about the hack

14



Why are systems hacked?



Why do hackers hack?

• Amateurs, interested in fun, vandalism, kudos

• hobbyists, script kiddies, university researchers, ...

• Professionals

• Criminals, interested in money

• by stealing it from victims, or getting paid for services to other 

criminals

• Nation states, interested in power, information, ...

Who do they attack? Attacks can be targetted (eg spear-phishing) or 

undirected (eg spamming lots of people hoping someone will fall for it)
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Online vandalism – web site defacement

www.zone-h.org monitors and archives web site defacements

typically > 100,000 sites per month
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Monetisation

The big challenge for the criminal hacker:                                                         

how to make some money out of hacked machines?

• direct financial gain, by stealing credit card info, using paypal 

accounts, online banking, ...

• use the machine as part of a botnet to sell services to other criminals & 

non-criminals

• spamming 

• DDoS attacks (Distributed Denial of Service)

• selling Facebook likes, YouTube views, ...

• ransomware

• probably the most successful criminal business model to date
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Internet banking fraud in Netherlands

Note: this is serious organized crime, not teenage hackers.

Fraud brought under control by

• better detection of suspicious transactions                                                 

• better detection of money mules
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2008 2.1  M€

2009 1.9  M€

2010 9.8  M€ (7100€ per incident)

2011 35   M€ (4500€ per incident)

2012 34.8 M€

2013 9.6 M€

2014 4.7 M€

2015   3.7 M€

[Source: NVB & Betaalvereniging]



Carding sites

for trading dumps of stolen credit cards data & magstripe data
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Criminal business models: selling YouTube likes 

21



Criminal business models: selling internet traffic

which other (non?)criminals can use for phishing, advertisements, or 

spreading their own malware 

22



Criminal business models: selling traffic for ads
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scaring or forcing victim into paying
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Ransomware: CryptoWall
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Inside the CryptoWall code
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Exempted countries: Russia, Bellorussia, Kazachstan, Ukraine.                                     

Later also Armenia and Iran

Goal: remain a low-priority problem for your local law enforcement.



Ransomware franchising 
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Prevention & Detection



Preventing attacks

• Be on your guard for social engineering

• Updating software  to patch known & fixed  security flaws

• Virus scanners, which look for

1. signatures of known attacks in email attachments, downloads, ..

2. malicious files on your file system, incl. suspicious executables 

3. look for malicious or suspicious processes on a  machine

• Firewalls and Intrusion Detection Systems (IDS)                                                   

which look for / block suspicious patterns in network behaviour

• Browsers & search engines warnings                                                                   

which warn about known malicous web sites

NB most of this only protects against known attacks 
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Example browser warning
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Example search engine warning
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But... warnings can be faked

For social engineering attacks using scareware

No need for the attacker to hack anything!

• as victim willingly installs malware (as part of the “free scan”) 
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Detection

& digital forensics
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Detecting attacks

• ‘live’, as the computer is running

• suspicious processes

• eg on Windows computer, look in the Processes and Services in the 

Task Manager 

• suspicious network traffic

• incl. suspicious destinations, traffic volumes, times
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Detecting attacks: Windows Task Manager

35



Detecting attacks

• ‘live’, as the computer is running

• suspicious processes

• eg on Windows computer, look in the Processes and Services in the 

Task Manager 

• suspicious network traffic

• incl. suspicious destinations, traffic volumes, times

• after the fact: digital forensics
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Digital forensics

Actions & connections leave traces, eg.

• if an application is started or a file is opened, this leaves traces:                

on the file system, in the operating system, and in that application

• if two computers communicate over the network, information from 

each will appear in processes & log files of the other 

• if removable media (eg. USB stick) is connected to a computer, 

information about it will remain on that computer

Such information can be volatile or persistent,

• volatile storage, ie. RAM, disappears when computer is switched off

• persistent storage, on hard disk or USB sticks, remains when 

computer is switched 
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Example digital traces: USB

For example, log files on a Windows machine reveal list of all USB storage 

devices that has ever been plugged into  a computer

• incl. vendor, product number, version number, serial number,     

first time used, last time used
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Digital forensics – where to find digital traces

• on a computer or phone, esp. in  log files

Also embedded computers, eg. in cars, houses,..

• on the network

• in log files logs of servers, for internet or mobile phone

• in de cloud

• data & log files at online services                                                                             

gmail, facebook, google-docs, flickr, picasa, twitter,..          

NB also Office 365

• online backup & synchronisation:                                                                   

Google Drive,  iCloud, Firefox Sync, ...
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Digital evidence on a computer

At different levels

• hardware level

esp. hard disk and other persistent data storage (USB sticks)

• operating system level

incl. log files, the file system and file system explorer

• applications

eg. web browser, Office, mp3 players, video players, ...
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Forensically interesting locations on a Windows PC

Windows OS 

• Temp folder

• Recycle Bin

• Event logs & Register entries

• thumbnail images in Thumbs.

• Installed USB devices

• Printer spool folder

Windows Explorer

• Recently opened files & folders

• Recent searches

• Network Shortcuts

• Recently run from the "Run" bar

• User Assist
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Web browser

• Cache & downloads

• Cookies

• History

• Typed URLs

• Forms AutoComplete

• Passwords (not) remembered

Other applications

• Recently Opened Office Docs

• Files recently accessed by Windows 

Media Player

• Offline Outlook Mailbox

• Temp folder for Outlook attachments



Log files kept by the OS

The operating system keeps time-stamped logs of all sorts of events

• on Windows, so-called artifacts in Event Logs & the Windows Registery

incl.

successful/failed logon, type of logon (interactive, network, batch, service, 

remote desktop) 

screen saver invoked/dismissed, remote desktop session dis/connected, 

user account created/deleted, password change, security permission change

request to authenticate to a wireless/wired network, 

networks connected to,

external devices connected,

installation/updating of software,

....
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Example info in Windows Registry

• HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMRU

records file names selected in Save As or Open dialog box                                     

by any application

• HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\LastVisitedMRU

records application used to open file & folder last used by that application
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(Cached) thumbnail images of file system explorer 

Thumbnails images used by Windows Explorer are cached by default
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‘Old’ data kept by web browser
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not of  the web browser

but of  the file browser



Historical data kept by applications
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Information about installed software
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Meta-data in the file system

Time a file is created, last accessed, last modified, MTF record last 

modified

Some, but not all, of this info is visible in eg. Windows Explorer.                           

Forensic tools will show it.

48



Meta-data inside  files

A file will contain meta-data, about

• file name

Possibly including location on file system

• file type 

Eg Windows 2007 Office .doc

• authors

Eg username

• history

Eg revision history, track-changes
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How meta-data can ruin your day...

The UK intelligence report on Iraq’s weapons of mass destruction,                             

distributed as .doc file, contained

Rev. #1: "cic22" edited file 

"C:\DOCUME~1\phamill\Temp\AutoRecovery save of Iraq -

security.asd" ...

Rev. #6: "ablackshaw" edited file 

"C:\ABlackshaw\Iraq - security.doc" ...

Rev. #10: "MKhan" edited file 

"C:\WINNT\Profiles\mkhan\Desktop\Iraq.doc" ...

revealing some of the people who edited this file, incl.

• Paul Hamill - Foreign Office official

• Alison Blackshaw - personal assistant of Tony Blair’s press secretary

• Murtaza Khan - Junior press officer for Tony Blair
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Old data on disk: ‘delete’ is not delete
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Old data on disk: ‘delete’ is not delete

‘delete’ only removes reference to the file & changes first bytes.

To really delete the info, this part of the hard disk has to be overwritten 

with new information. On a big hard disk, this may take time.

• Also, ‘save’ may well leave a ‘deleted’ copy of the old file.
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After deleting Forensics.ppt

and emptying the  Recycle Bin



Hibernation

When computer hibernates, 

a snapshot of the volatile memory (RAM)                    

is written to persistent disk

Forensic analysis of disk later can reveals the exact state of all 

applications that were running at that time.

• Crashes of software can also leave persistent traces, eg in crash 

reports
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Digital forensic tools

There is a vast  amount of log entries and meta-data, of operating system, 

file system, and all applications.

Digital forensic tools collect and present this data to facilitate analysis

• for instance to construct a timeline
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Example: processing using log2timelime
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Example timeline constructed from log
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Trend: more (meta) data in the cloud
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Meta-data of Windows Office 365
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Trend: from prevention to detection & reaction

Instead of trying to prevent problems, trying to detect and respond to 

problems often more (cost) effective way to improve security.

• Example: breaking into a Dutch house, which huge glass windows on 

the ground floor, is trivial. Only the risk of detection and the reaction

then (ie. getting caught) is deterring criminals.

• Example: banks have combatted skimming fraud & online banking 

fraud with better detection.

Note: this is often related to making the criminal business model less 

attractive.

This means that cloud service providers are collecting more info to 

detect abuse.
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meta-data in the cloud
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so Yahoo mail

tracks 

user locations

and devices



meta-data in the cloud
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so Google checks

which browser

and operating 

system I use



meta-data in the cloud
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so Google Drive tracks user devices & synchronisation



Anti-forensics
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Anti-forensics

All these digital traces can be erased or altered!

• to hide evidence that a hack occurred,                                                                               

and to prevent analysis of what happened

There is anti-forensics software to do this. But: 

• big changes or deletion of log files will be easy to detect;               

subtle changes will not not be, but are more work.

• anomalies (eg in time stamps on files) may stand out.

Practical problems for the attacker 

• the attacker usually wants to keep a backdoor open                                         

• which requires some persistent malware on the sytem

• the attacker cannot clear evidence in external logs in the cloud
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Anti-forensics (on criminal’s computer)

To hamper analysis of his own computer, in case it is seized

• turn off logging, turn of use of thumbnails,...

• encrypt hard drives and backups

• overwrite disks to make sure deleted data is wiped

• quantity

have lots of data, on many computers, hard disks, USB drives,...

• never let your computer hibernate

• regularly reset the system time

• to complicate analysis of meta-data and any remaining logs 

• use anonimising Tor browser or a proxy

• to hide your real IP address on the web

65



Anonymity on the internet: proxy

Countermeasure to revealing IP address (and location):                                                    

ues proxy as intermediary for internet traffic 

Downside: the proxy server can see everything:                                                                  

who is connecting to whom & all traffic
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Anonymity on the internet: Tor 

Layered encryption and traffic relayed via multiple nodes 
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Thanks for your attention!

Questions?
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