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Abstract

This paper investigates avalanche effect on the permutation proposal Atra-
pos that operates on digits of a large finite field. To our knowledge, pre-
viously avalanche tests have not been evaluated in a non-binary domain.
Evaluation is done specifically by the avalanche entropy (Hav) that mea-
sures the uncertainty of output digit changes from changing a single digit in
the input. Atrapos permutation operates in the domain Fp with some prime
number p. It is intended to be used in post-quantum cryptographic schemes
such as CRYSTALS-Dilithium where p = 8380417 and CRYSTALS-Kyber
where p = 3329. The study shows propagation at the bit and byte levels of
the Advanced Encryption Standard (AES) by introducing input differences
in a 128-bit input. Observing the established avalanche behavior of AES
provides a baseline on analyzing the behaviour of Atrapos. This research
suggests values for undecided parameters in Atrapos, assessed how closely
the observed output behavior aligns with strict avalanche criteria.

Keywords: permutation-based cryptography · Atrapos·avalanche crite-
ria·
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Chapter 1

Introduction

Modern cryptographic primitives are constructed from permutations to en-
sure randomization of input by repeatedly applying a round function. A
permutation is a bijective mapping on a state consisting of discrete ele-
ments. Elements are digits from the finite field Fq where q can be either a
prime number or a power of a prime number. We look at the cases with
q = 2, q = 2e for some integer e > 1 and q = p where p is a prime number
greater than 2.

Given a state over Fb
q, the round function is an iterative sequence of

transformations on a state with width b [10]. A single round consists of
non-linear, shuffle, and linear mixing steps. Non-linearity is obtained from
substitution of elements through usage of S-boxes. The shuffling state rear-
ranges the positions of elements in the state. Finally, the linear mixing step
combines elements of the state using linear operations over the given finite
field. Combination of these three steps ensure that small input differences
propagate rapidly across the entire state. The specifications of each step will
be introduced in Chapter 3, in perspective of 128-bit permutation named
Advanced Encryption Standard.

In permutation-based cryptography, the unknown key is absent from
the internal application of rounds [5][4]. Therefore, the ideal behavior of
unkeyed permutations can’t be defined [4]. To introduce secrecy, a key is
injected externally to the state before the round function. Well-known cryp-
tographic permutations are KECCAK -p standardized by NIST as part of
SHA-3, Xoodoo, and Ascon-p [?][11][6]. More information can be found on
Related Work Section. A primary example of described permutation usage
is the Sponge construction introduced in Preliminaries 2.3.
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1.1 Security Objectives

The aim for iterated permutations is to achieve dependency of each output
digit to every input digit in a complicated way. The relation is tested based
on Strict Avalanche Criterion (SAC), introduced in Chapter 5.2. Assessing
the degree of vulnerability for binary permutations begins with finding re-
quired number of rounds to satisfy the criteria SAC. Then, extended on a
deeper level by using the avalanche entropy to measure the uncertainty of
the change on output elements. However, avalanche tests are always con-
ducted on primitives operating on bits as far as we know. The permutation
Atrapos operates on states consists of digits in a larger finite field Fp with
prime number p. The design intent is usability in post-quantum protocols
such as CRYSTALS-Kyber in F3329 and CRYSTALS-Dilithium in F8380417.
To evaluate such permutations, analyses must be conducted over non-binary
fields. Due to it’s design properties and intended use in post-quantum pro-
tocols, Atrapos becomes a suitable candidate for the research aim.

1.2 Research Intent

Main purpose in this research, is to have meaningful generalization of fine-
grained avalanche tests for permutations that operate on elements from finite
fields other than F2. The avalanche probability array P∆F contains, the
probabilities of each output digit to take every possible value in the finite
field Fp by the application of the permutation F on some input difference ∆.
Since the target cryptographic primitive F operates on a non-binary field,
the existing algorithm to compute P∆F requires modifications.

This research suggests the optimal value selection for undetermined pa-
rameters in Atrapos among all possible combinations. Suggestions are made
based on the results provided by the Hav analysis.

Main contributions to already existing knowledge in this thesis are:

1. Generalization P∆F into a two-dimensional array containing a distri-
bution for each output digit.

2. Analyzing effectiveness of our modifications on output digits using
Avalanche Entropy (Hav).

3. Comparison of the outcome of bit-avalanche tests and byte-avalanche
tests for AES.

4. Suggestions of Atrapos parameters based on conducted the Avalanche
tests.

4



Chapter 2

Preliminaries

The foundation of permutations and cryptographic primitives are based on
polynomial operations such as addition and multiplication. For different
finite fields said operations perform differently. To better understand the
analyses in this research, operations are defined elements from finite fields
F2, F28 , and Fp with a prime number p.

2.1 Polynomial Operations on Different Finite Fields

In the design of the Rijndael cipher, addition and multiplication on finite
fields is defined through polynomial representations [9]. According to the
specific finite field, operations differ. Elements of a finite field Fpe where p is
any prime number and e is indicating the power of p. The highest exponent
that appears in a polynomial is called its degree. We can express F with the
equation b(x) where bi ∈ F represents the coefficients of x [9].

b(x) = bn−1.x
n−1 + bn−2.x

n−2 + b2x
2 + b1x+ b0

Bits work on the finite field F2 where coefficients bi can only be 0 or 1.
A single byte can be represented by 8 bits which is a polynomial with 8
coefficients. We can store them as an 8-bit number [9]:

b(x) = b7b6b5b4b3b2b1b0

Each bi represents whether the corresponding power of x appears in the
polynomial. An example transformation on bytes is having the polynomial
x6 + x4 + x2 + x+ 1 as the bit string 01010111.

2.1.1 Addition on Finite Field F2e

Addition on the finite field F2 defines bit addition. Adding two bits is done
by applying XOR to the bit sequence on modulo 2. In modulo 2 arithmetic,
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addition follows the rules 1 + 1 ≡ 0 (mod 2), 1 + 0 ≡ 1 (mod 2), 0 + 1 ≡ 1
(mod 2), and 0 + 0 ≡ 0 (mod 2).

Addition on the finite field F28 defines byte level addition that can be
done by applying bitwise XOR on polynomials with coefficients in F2. For
example, adding the bytes 01010111 and 10000011 results in 0101110110.

2.1.2 Addition on Finite Field Fp

On permutation using modular arithmetic with finite field Fp where p is a
prime number larger than 2, addition takes (a + b) mod p. As an example
we can assign p = 5.

+5 0 1 2 3 4

0 0 1 2 3 4

1 1 2 3 4 0

2 2 3 4 0 1

3 3 4 0 1 2

4 4 0 1 2 3

Table 2.1: Addition table over Z5

2.1.3 Multiplication on Finite Field F2e

Multiplication on the finite field F2 corresponds to bit level multiplication
by Boolean AND operation. This means the result is 1 only if both input
bits are 1; otherwise, the result is 0.

Multiplication on the finite field F28 corresponds to byte multiplication
by algebraic product of corresponding polynomials. Then reducing the result
modulo with a fixed irreducible polynomial [9]. The polynomial used for
reduction in this research is

m(x) = x8 + x4 + x3 + x+ 1

Each polynomial with a degree smaller than that of m(x) is the co-prime
polynomial of m(x). Therefore, multiplicative inverse modulo of m(x) can
be computed with the extended Euclidean algorithm. This property is used
for the S-box construction in AES.

2.1.4 Multiplication on Finite Field Fp

In finite fields with prime order of p, every non-zero element must have a
unique multiplicative inverse under multiplication modulo p. Going back to

6



example p = 5, we will have the table:

x5 0 1 2 3 4

1 0 1 2 3 4

2 0 2 4 1 3

3 0 3 1 4 2

4 0 4 3 2 1

2.2 Sponge

The Sponge construction builds an eXtendable- Output Function (XOF)
from a permutation and a padding rule. An eXtendable-Output Function
(XOF) is a cryptographic primitive that maps a variable-length input to a
variable-length output [11]. SHAKE128 and SHAKE256 are XOFs built on
the sponge construction which absorb input data into a fixed-size state and
squeeze out a variable-length output.[11]. Relevant parameters to under-
stand the sponge structure are:

• Amount of bits absorbed/squeezed per permutation, rate r

• Capacity c

• Permutation width b that can be computed as b = c+ r

In the absorbing phase, variable-length input data is injected into the
permutation’s state and the squeezing phase extracts pseudorandom out-
put bits. The security against collision approximately takes 2c/2 number
of operations determined by birthday bound on binary fields [8]. Capac-
ity c ≥ 256 achieves minimum 128-bit security against collisions, which is
desired in Advanced Encryption Standard introduced in Chapter 3.

A popular example of this design is Keccak which utilizes the sponge
construction to create a secure hash function on Keccak-f permutations [6].
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Figure 2.1: Sponge Structure

In permutations operating on digits, b is defined by row length ℓ as
b = 3ℓ. The rate on digits and capacity can be calculated by ℓ and 2ℓ
respectively. The formula for collision resistance bound is computed based
on the prime order p as pc/2.

2.3 ML-KEM Scheme

Key Encapsulation Mechanisms (KEMs) are fundamental public-key cryp-
tographic primitives used to establish a shared secret over an insecure public
channel [2][11]. ML-KEM (Module-Lattice-Based Key Encapsulation Mech-
anism), formerly known as CRYSTALS-Kyber and standardized in FIPS
203, is a post-quantum key encapsulation mechanism based on module-
lattice problems [2][11]. Keccak-based functions are essential components
for the ML-KEM.
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Chapter 3

Advanced Encryption
Standard

Block ciphers are an encryption mechanism defined over blocks of length
n. They take a n-bit input and use a secret key to provide a n-bit output
[4]. The goal of block ciphers is to be hard to distinguish from a random
n-bit permutation by an adversary that is unaware of the key. Block ciphers
are frequently designed as iterated ciphers. The core principle is to achieve
a high level of randomization through the repeated application of a round
function. In each round, the round function is combined with a unique round
key derived from the main secret key [3][10].

Best known example of block ciphers is the Advanced Encryption Stan-
dard (AES) that can be represented on either bit or byte level. On bit level
the operation domain is (F2)

128, whereas on byte level it’s (F28)
16. For both

representations the desired collision resistance is 128 bits determined by the
collision resistance bound formula introduced in Chapter 2.2

Advanced Encryption Standard (AES) Structure

The Advanced Encryption Standard (AES) is a subset of the submission Ri-
jndael developed by Joan Daemen and Vincent Rijmen that got established
by NIST in 2001 [4][11]. AES has fixed block size of 128 bits and can have
different sized keys such as 128, 192, 256 bits. With block size of 128 bit,
operation of AES takes place on 16 bytes that are arranged into a 4 x 4
matrix, called the state.

AES applies a round function repeatedly to transform the internal state
where each round consists of multiple steps. Before applying the round
function, the original key is expanded using the Rijndael key schedule to
produce a sequence of round keys [9]. Then, adding the round keys to all
bytes of the state by bitwise XOR, before starting round operations. All
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rounds except the last round has the sequence of operations

SubBytes −→ ShiftRows −→MixColumns −→ AddRoundKey (3.1)

Operational overview:

• SubBytes replaces each byte with another non-linearly according to a
lookup table, S-box.

• ShiftRows, shifts the last three rows of the state cyclically.

• MixColumns, mixes columns such that a change in one byte affects all
bytes in the column by combining the four bytes in each column.

• AddRoundKey, adding the round key to all bytes of the state by bit-
wise XOR.

On the final round, operation order is the same except MixColumns step
is skipped [11]. Before doing any experiments on AES, a more detailed
understanding of it’s internal work is necessary.

3.1 SubBytes

SubBytes step is the only non-linear transformation of the round function.
Every byte in the grid is swapped for a completely different byte using a fixed
”lookup table” called an S-box as seen on Figure 3.1 [9][12]. The goal with
non-linear transformation is ensure minimal correlation between input and
output bits/bytes. The purpose of S-boxes is to create algebraical structure
with no fixed points or opposite fixed points.

Figure 3.1: SubBytes

3.2 ShiftRows

ShiftRows is a linear step that cyclically shifts the rows of the state over
different offsets. For AES on 128-bit block length, each row is shifted by
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different amounts. The first row stays put, while the second, third, and
fourth rows are shifted to the left by offsets of 1, 2, and 3 bytes, respectively
[7][9]. This ensures that bytes the bytes in same column are now scattered
into different columns as visualized by Figure 3.2. When combine with
SubBytes step, the cipher achieves both non-linear confusion and byte-level
diffusion simultaneously.

Figure 3.2: ShiftRows

3.3 MixColumns

MixColumns is a linear mixing operation within the Rijndael round trans-
formation that provides diffusion by treating each 4-byte column of the state
as a polynomial over F28 .

Each column is multiplied modulo x4+1 by a fixed, invertible polynomial
c(x) that is co-prime with the modulo, defined by c(x) [9]

c(x) = 03.x3 + 01.x2 + 01.x+ 02 (3.2)

This can be seen as matrix multiplication as explain in Section 2.2. Let b(x) =
c(x) · a(x) (mod x4 + 1). Then we can represent as

b0

b1

b2

b3

 =


02 03 01 01

01 02 03 01

01 01 02 03

03 01 01 02

 .


a0

a1

a2

a3


The specific coefficients (02,03,01,01) in c(x) were selected to maximize

the branch number to five, which is the mathematical upper limit for a trans-
formation of these dimensions [9]. By mixing the bytes within each column
a change in single input byte is guaranteed to affect all four bytes of the
output column. The combination of SubBytes, ShiftRows and MixColumns
ensures nonlinearity, permutation and diffusion.
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Figure 3.3: MixColumns

3.4 AddRoundKey

AddRoundKey is the step where the round keys derivated from the secret
key, are combined with the state by bitwise XOR operation [9][7]. Each
round key has the same length as the block length. This thesis takes the
secret key as ”0000000000000000”. Hence, AddRoundKey loses it’s signifi-
cance because XOR operation with 0’s gives the state without any change.
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Chapter 4

Atrapos

In this section, we introduce the permutation proposal Atrapos, designed
to operate on elements over the finite field for different post-quantum di-
mensions. We describe the structure of Atrapos and the underlying round
function.

4.1 Atrapos Proposal

Atrapos is a permutation proposal operating on digits on a state a in the
domain Fp with a prime number p. The state can be structured as a 2-
dimensional array indexed by x and y to indicate positions as (x, y). An
element on the state position can be denoted in 2-dimension as ax,y or in
1-dimension with the digit index i as ai. Terms on the x-coordinate are
evaluated modulo ℓ, and those on the y-coordinate with the number of rows
modulo 3.

4.1.1 Atrapos in 2-Dimensional Space

The round function used by Atrapos in 2-dimension consists of 4 steps, where
each step modifies at least one element ax,y. Additional parameters are the
number of rounds j, the round Constant cj and shift offset denoted as an
array of size 3, r[3]. The four steps are defined as

θ : ∀x, y : ax,y ← ax,y + ax+1,y+1 + ax+4,y+4 + ax+5,y+5

ρ : ∀x, y : ax,y ← ax+ry ,y

ι : ∀x, y : a0,0 ← a0,0 + cj

γ : ∀x : ax,0 ← ax,0 + ax,1.ax,2

The desired capacity c is between 320 bits and 384 bits. The lower bound
is determined based on providing 128 bits of generic collision resistance
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taking account of quantum computers. The upper bound is a conservative
choice. Row length ℓ should be a prime number to prevent symmetries. The
values for parameters r1 and r2 are yet to be determined, while r0 is always
fixed to 0.

4.1.2 Atrapos in 1-Dimensional Space

Throughout this research, analyzes are conducted on 1-dimensional repre-
sentation of Atrapos for simplicity. Therefore, the steps of round function
are redefined. The size of 1-dimensional array is equal to permutation width
b. Current structure of Atrapos has 4 steps but our employment consists of
three steps by skipping step ι.

The step θ is modified accordingly as

θ : ∀i : ai ← ai + ai+1 + ai+4 + ai+5

For the steps ρ and γ, first a new state ax,y is generated, and then each
element position is realigned to a one-dimensional array. Two approaches
can be used to convert the positions from two-dimensional space to one-
dimensional representation.

1. if ℓ mod 3 = 1 : i = x + ((y - x) mod 3) . ℓ

2. if ℓ mod 3 = 2 : i = x + ((x - y) mod 3) . ℓ

A third method is unnecessary to define because of two main reasons. First,
prime numbers greater than 3 can be assigned to ℓ. Second, only prime
number that can satisfy ℓ mod 3 = 0 is 3.

4.2 Atrapos Algorithm

Algorithm 1 to1D

Parameters: Positions of x and y in 2-dimensional array
Output: Position index for 1-dimensional array
if ℓ mod 3 = 1 then

index = x + ((y - x) mod 3) . ℓ
else if ℓ mod 3 = 2 then

index = x + ((x - y) mod 3) . ℓ
end if
return index

We rewrite the round function to operate on 1-dimensional state of b
digits as shown in Algortihm 2 by using Algorithm 1. On step ρ, row
shuffling phase requires shifting constants per row. As mentioned previously,
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first value r0 is fixed to 0. Based on the outcome from avalanche tests, values
for row parameters r1 and r2 will be suggested.

Algorithm 2 Round Function F using a state

Parameters: A state of b digits as a 1D array A[0 . . . b− 1], shift offsets r as an
array with size corresponding to the number of rows
Output: Permuted state on modulo p
Initialize a temporary b-bit vector B to all zeroes ▷ B is used for step θ
Initialize a temporary b-bit vector C to all zeroes ▷ C is used for step ρ and
step γ
Initialize fixed sized array r to store shift constants
r0 ← 0
for all state bit positions i do ▷ Step θ

B[i]← A[i] +A[i+ 1] +A[i+ 4] +A[i+ 5]
end for
for all state bit positions i do ▷ Step ρ

x← i mod ℓ
y ← i mod 3
Compute new index← to1D(x + r[y], y)
C[index]← B[i]

end for
for all state bit positions i do ▷ Step γ

if index is in first row when turned to 2D then
row0 ← to1D(i, 0)
row1 ← to1D(i, 1)
row2 ← to1D(2, p)
C[i]← row0 + row1.row2

end if
end for
return C

Each step in Algorithm 2 relies on values derived from the previous step,
making temporary b-bit vectors B and C essential. Vector B plays a role
in step θ for the calculation of new bit positions based on the values from
previous positions. Without vector B some new bit positions of new A[i+1]
will overwrite previously stored values required for computation of other bit
positions.

Column shifting process on step ρ requires a temporary vector, namely
Vector C in Algorithm 2. It prevents new column values to overwrite previ-
ous values essential for the computation of other columns. As an example,
let’s say column 1 will shift to new column position 4. The values in old
column position 4 needs to be in the position of new column 7, based on
Algorithm 1. However, without vector C, column position 4 will be overwrit-
ten by the values of newly computed column 1 and previous stored values
of column 4 will disappear.
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4.3 Atrapos Post-Quantum Dimensions

As mentioned earlier, Atrapos can operate on different post-quantum dimen-
sions, namely Dilithium and Kyber. This section describes the structure of
Atrapos based on dimension parameters defined over distinct finite fields.

4.3.1 Atrapos-Dilithium

Atrapos-Dilithium operates on the finite field F8380417. The aim is to en-
sure collision security strength at least equivalent to that of AES. Based on
chosen prime number, capacity (2ℓ) and rate (ℓ) can be computed from the
inequality of pc/2 ≥ 2128.

pc/2 = 83804172ℓ/2 = 8380417ℓ

8380417ℓ ≥ 2128

log2(8380417
ℓ) ≥ 128

ℓ.log2(8380417) ≥ 128

ℓ.(22, 9985) ≥ 128

ℓ ≳ 5, 5

The smallest prime number larger than 5 is 7. Therefore, research will
be conducted on ℓ = 7 for the dimension Atrapos-Dilithium.

4.3.2 Atrapos-Kyber

Atrapos-Kyber operates on a smaller dimension than Atrapos-Dilithium
with the finite field F3329. The same inequality used for Atrapos-Dilithium
is applied for computing ℓ value on Atrapos-Kyber.

pc/2 = 33292ℓ/2 = 3329ℓ

33297ℓ ≥ 2128

log2(3329
ℓ) ≥ 128

ℓ.log2(3329) ≥ 128

ℓ.(11.7008) ≥ 128

ℓ ≳ 11

In this research, ℓ is chosen as 17 for the dimension Atrapos-Kyber.
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Chapter 5

Avalanche

Avalanche criterion (AC) measures the sensitivity of an algorithm to input
modifications by analyzing the bit-level behavior of the permutation or ci-
pher. A permutation satisfies AC when a single bit input change causes
change on approximately half of the output bits [1][10]. An algorithm
not satisfying AC implies poor randomization and vulnerability to possible
cryptography attacks.

5.1 Strict Avalanche Criterion (SAC)

AC is insufficient towards advanced attacks as it doesn’t fully capture the
uniformity of output changes. In response to this limitation, the Strict
Avalanche Criterion (SAC) was introduced in 1985 by Webster and Tavares
[12]. The advantage of SAC over AC comes from ensuring independency
between output bit changes [10]. Specifically, SAC requires each output
bit to change independently with probability 1

2 whenever a single input
bit is flipped [12][10].

However, the standard SAC definition doesn’t fully apply to non-binary
domains. Generalization is necessary, since output elements can take on
more than two possible values.

Definition 5.1 (Strict Avalanche Criterion (SAC)). Each output element
should change in such a way that every possible value occurs with equal
probability of 1

q when a single input element is changed, where q is the
number of elements in the finite field.

SAC ensures uniform distribution across each output element by given
Definition 5.1. In a finite field with q elements, the probability of an element
remaining unchanged in a uniform propagation is 1

q . Hence, the probability

that an element changes to any other value is 1− 1
q = q−1

q .
AES satisfies SAC differently when assessed at the bit level versus the

byte level. On bit level, q = 2 and the fraction 1
2 is enough to satisfy the
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criterion. On byte level, the desired probability becomes 255
256 from applying

the formula on q = 28 = 256.
For Atrapos to satisfy SAC, the desired probability of change is deter-

mined based on prime p. For Atrapos-Dilithium, p is set to 8380417 as
specified in Section 4.3.1. Therefore, SAC is satisfied if each output digit
has the probability change of 8380416

8380417 . For Atrapos-Kyber, p is established
as 3329 in Section 4.3.2. The desired probability for each output digit is
3328
3329 to satisfy SAC in dimension Kyber.

5.2 Avalanche Metrics

In order to understand the operation of avalanche tests, it is necessary to
define several terms and properties. Avalanche metrics extend the SAC
concept at a fine-grained level by using the effects of input changes on the
output of an algorithm. Three avalanche metrics are utilized in fine-grained
analysis, namely Avalanche Dependence, Avalanche Weight, and Avalanche
Entropy derived from the avalanche probability vector P∆F .

Each metric analyzes different aspects regarding output elements con-
cluded from given input. First metric, Avalanche Dependence is defined by
how many output elements may change. Second metric, Avalanche Weight
is defined by expected weight of output elements, meaning the average num-
ber of elements that actually do change. Last metric, Avalanche Entropy,
which generalizes SAC, defines the uncertainty of output elements changed
by a given input difference. Since Avalanche Entropy is the core metric on
our analysis, only the formula of Avalanche Entropy is specified. The math-
ematical expression for Avalanche Entropy is given below on binary domain,
where pi denotes the probability of output bit flips with index i:

Hav(F,∆) =
∑
i

(−pi log2(pi)− (1− pi) log2(1− pi))

To conduct tests on Atrapos, Hav needs to be defined over larger finite
fields. Given the permutation and input difference ∆, the probability that
the output difference j occurs on the output digit indexed by i from ∆ can
be computed as:

Hav(F,∆) = −
∑
i

∑
j∈Fq

Pr(Bi = j) log2 Pr(Bi = j)

5.3 The Choice for Avalanche Entropy

Avalanche Dependence and Avalanche Weight, present a simpler assessment
on output elements thanHav. On their own, both metrics do not capture the
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independence and uniformity of output element changes. Avalanche Depen-
dence, does not account for the properties of distribution or independence,
and focuses on the amount of changed elements. Avalanche Weight, focuses
on the magnitude rather than the unpredictability of output change. In con-
trast, Hav incorporates both the amount and the probability distribution of
changed output elements. For explained reasons, Avalanche Entropy is cho-
sen as the primary metric in this research, as it provides a deeper evaluation
of robustness.

5.4 Defining the Avalanche Probability Array

Avalanche probability array is defined to store probabilities of every output
change on each output element. The algorithm is initialized as a vector to
be applicable on every finite field that will be analyzed upon. However,
after determining the permutation width, avalanche probability vector will
be used as an array. The algorithm requires slight changes depending on
the chosen finite field.

Algorithm 3 computes the avalanche probability vector P∆F of a cryp-
tographic primitive F that operates on a state of b elements due to the
application of input difference ∆ on the input. All possible values that an
output element can take in its domain is represented by j. The probability
of observing a change of j to output element i from the application of ∆, is
denoted as P∆F [i][j].

The procedure begins by initializing each output probability temporarily
as zero in vector count. Then, the round function F is applied to a randomly
selected input state A both with and without ∆. Subtracting computed
output states indicates the impact of ∆. Whenever there is an occurrence
of some possible value j for the output element i, specific count[i][j] value
gets incremented by 1.

The computation is iterated over a total of M randomly generated input
states. Randomly sampling M states ensures the results to representative
of the entire input space, rather than being biased by a particular state A.
After processing M states, the occurrences are converted to probabilities by
division on M .
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Algorithm 3 Computation of the avalanche probability vector P∆F in non-
binary
Parameters: a permutation operating on b-digit state in Fp applying a round
function F
Inputs: An input difference ∆, number of samples M
Output: The avalanche probability vector P∆F

Initialize the probability b × p bit vector of state probabilities count[i][j] to all
zeroes
for M randomly generated states A do

Compute B = F (A+∆)− F (A)
for all state bit positions İ do

let Bi be the i-th digit of B
count[i][Bi]← count[i][Bi] + 1

end for
end for
for all state bit positions i do ▷ Conversion to probabilities

for all values of j do
count[i][Bi]← count[i][Bi]/M

end for
end for
return P∆F

5.4.1 Definition on Bit and Byte Level

For both bit and byte level computations the primitive F is defined as AES
with block length of 128-bit. The round function takes the internal steps
described in Chapter 3, specifically with the order of (3.1). In our avalanche
analyses, experiment are conducted by the sample size 1000000 and initial
key fixed to 0. Fixing the secret key makes the block cipher act as a permu-
tation.

On bit level, the domain is (F2)
128 and the avalanche probability array

of size 128 x 2. A bit can either have the value 0 or 1. Thus, only meaningful
possible value for ∆ is 1.

On byte level, the domain is (F28)
16 which is a different representation for

the block length 128. A byte can take 256 possible values by the definition
of the finite field F28 . The probability array has the size 16 x 256 which
differs significantly from it’s variation on bits level. Unlike bit level, on byte
level ∆ can have possible values from 0 to 255.

5.4.2 Definition on Non-binary Field

Computations of avalanche probability vector of a cryptographic primitive
F is done on binary fields. To observe advanced results, modifications on the
algorithm are required to be used for non-binary fields, specifically Atrapos
permutation in the scope of this research.
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In binary cryptography, addition (+) is equivalent to the bitwise XOR
operation (⊕)[10]. Unlike in binary fields, addition (+) and subtraction (-)
over non-binary elements behave differently, demonstrating complications in
finite fields beyond F2. Therefore, in Algorithm 3 subtraction operation is
employed for linear cryptanalysis and modular differential cryptanalysis.

Output Digit

0 1 2 3 4 5 6 7 8 9 10 11 12 13

0 0.195 0.220 0.194 0.190 0.221 0.221 0.194 1.000 0.217 0.203 0.217 0.217 0.198 1.000

1 0.199 0.201 0.198 0.191 0.192 0.192 0.205 - 0.181 0.198 0.181 0.181 0.198 -

2 0.205 0.202 0.191 0.198 0.190 0.190 0.201 - 0.208 0.193 0.208 0.208 0.199 -

3 0.198 0.171 0.194 0.246 0.183 0.183 0.193 - 0.209 0.187 0.209 0.209 0.190 -

4 0.203 0.206 0.223 0.175 0.214 0.214 0.207 - 0.185 0.219 0.185 0.185 0.215 -

Table 5.1: Toy Example of Avalanche Probability Array

For visualization, a toy example of avalanche probability array is created
when the prime p is 5. The probabilities of each difference occurrence for
each 13 output digit. The probabilities of output change across all output
digits should sum to 1, as presented in Table 5.1. Entries corresponding to
a probability of zero are denoted by ”-” to aid legibility.
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Chapter 6

Experiments on AES

The research is conducted by applying the Avalanche effect, specifically the
Hav measure, to analyze the diffusion properties of AES and the Atrapos
permutation proposal. The analysis on this chapter first examines AES at
the bit level, where the effects of single-bit input changes are observed on
output bits, and is later extended to byte level.

6.1 AES Experiments With F2

First, we apply avalanche tests on AES for bit level. AES on 128-bit block
has the mapping of (F2)

128 → (F2)
128. As explained on section 3.1, every

round except the last applies the MixColumns step. To include the case
where MixColumns is absent on the last round, we introduce the term ”half
round”. For a detailed analysis, AES has been applied on

• Half Round which is a single round without MixColumns

• 1 full round with MixColumns

• 1,5 rounds with 1 full round and 1 Half round

• 2 full rounds with MixColumns

• 2,5 rounds with 2 full rounds and 1 Half round

The analysis focuses on the probabilities of flipping bits from 0 to 7 individ-
ually over the specified rounds. Every probability table in below subsections
for bit flipping experiments, presents only the probabilities where the output
bit is 1, P (bit = 1). Given the binary nature of bits, the probability for a
bit to be 0, P (bit = 0), can be computed directly from 1− P (bit = 1).
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6.1.1 Flipping Bits With Half Round

When flipping input bit x by half a round, the probabilities of the output
bits are shown in Table 6.1. Independent of the flipped input bit, always
exactly 8 output bits flip.

Output Bit Flipped Input Bit x

0 1 2 3 4 5 6 7

0 0.515 0.469 0.515 0.531 0.453 0.453 0.531 0.516

1 0.516 0.485 0.516 0.531 0.500 0.516 0.532 0.562

2 0.453 0.563 0.500 0.470 0.454 0.515 0.469 0.516

3 0.563 0.501 0.468 0.453 0.515 0.468 0.516 0.531

4 0.453 0.483 0.562 0.500 0.499 0.469 0.469 0.484

5 0.484 0.453 0.500 0.531 0.500 0.547 0.531 0.531

6 0.454 0.500 0.533 0.499 0.547 0.531 0.531 0.484

7 0.501 0.532 0.499 0.547 0.532 0.532 0.485 0.515

Table 6.1: Output Bit Flip Probability Table Half Round

To satisfy SAC, each output bit should be equally likely to be 0 or 1
by definition in section 5.1. Table 6.1 indicates noticeable deviations from
intended probability value. For instance, certain bits take the value 1 12.4%
more frequently with a probability of 0.562, while others may occur 9.4%
less frequently with a probability of 0.453. These results shows significant
imbalance from applying only half a round, indicating poor SAC behaviour.

6.1.2 Flipping Bits With 1 Round

Output Bit Flipped Input Bit x

0 1 2 3 4 5 6 7

0 0.501 0.516 0.516 0.484 0.562 0.454 0.485 0.453

1 0.531 0.516 0.484 0.563 0.485 0.485 0.454 0.500

2 0.499 0.499 0.515 0.500 0.500 0.562 0.500 0.531

3 0.548 0.531 0.531 0.500 0.484 0.499 0.531 0.500

4 0.531 0.469 0.500 0.468 0.500 0.500 0.500 0.546

5 0.530 0.516 0.516 0.469 0.547 0.469 0.547 0.531

6 0.484 0.532 0.532 0.484 0.469 0.469 0.532 0.530

7 0.516 0.548 0.563 0.453 0.500 0.483 0.532 0.485

Table 6.2: Output Bit Flip Probability Table 1 Round

23



The probabilities of the output bits for flipping input bit x on 1 full round
are shown in Table 6.2. Independent of the flipped input bit, from the out-
put bits, always the first 32 bits get flipped. The reason on the increase for
the number of flipped output bits is due to the application of MixColumns.
A single input bit flip affects multiple bytes simultaneously, causing the in-
crease in output bit flips. Using only half round, the flipped input bit affects
only the positions determined by the SubBytes and ShiftRows operations
described in section 3.1 and 3.2. Only 8 bits are effected because both steps
operates on a single byte.

As the probability tables grow increasingly large, only the probabilities
of the first 8 bits will be reported rather than presenting each 128 bit. Even
after one round, significant imbalances remain due to the frequently high
deviations observed from Table 6.2.

6.1.3 Flipping Bits With 1.5 Rounds

Output Bit Flipped Input Bit x

0 1 2 3 4 5 6 7

0 0.503 0.500 0.499 0.504 0.502 0.503 0.504 0.504

1 0.503 0.501 0.502 0.498 0.502 0.503 0.500 0.498

2 0.501 0.502 0.497 0.502 0.504 0.506 0.499 0.501

3 0.502 0.503 0.502 0.500 0.500 0.499 0.506 0.503

4 0.502 0.506 0.504 0.506 0.501 0.497 0.499 0.502

5 0.506 0.503 0.504 0.503 0.504 0.504 0.504 0.499

6 0.500 0.503 0.505 0.504 0.499 0.504 0.501 0.501

7 0.499 0.500 0.500 0.506 0.503 0.506 0.503 0.502

Table 6.3: Output Bit Flip Probability Table 1,5 Rounds

This time we apply 1 full round and 1 half round on AES. The first 8 bits
are flipped regardless of the flipped input, similar to applying only half a
round. On 1,5 rounds MixColumns step is included to AES. In the first full
round, MixColumns mixes the bits of each column, causing the initial input
bit flip to affect multiple positions within that column. However, the half
round after that depends on steps SubBytes and ShiftRows which operates
within individual rows. Therefore, one single input bit flip doesn’t affect
more than it’s initial byte group.

Compared to Table 6.1 and 6.2, significant improvement can be observed
to satisfy SAC. The highest observed bit probability exceeds 1.2%, while the
lowest falls 0.6% below the desired SAC behaviour. On average, output bit
probabilities drifts approximately 0.5% from ideal probability value. How-
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ever, it is necessary to apply more rounds for complete SAC satisfaction
across each output bit.

6.1.4 Flipping Bits With 2 Rounds

Output Bit Flipped Input Bit x

0 1 2 3 4 5 6 7

0 0.505 0.500 0.501 0.503 0.502 0.502 0.502 0.505

1 0.499 0.506 0.502 0.503 0.502 0.502 0.502 0.500

2 0.501 0.504 0.503 0.501 0.504 0.503 0.505 0.499

3 0.504 0.502 0.502 0.503 0.504 0.501 0.500 0.505

4 0.503 0.501 0.506 0.505 0.502 0.502 0.498 0.499

5 0.499 0.501 0.504 0.502 0.500 0.504 0.505 0.504

6 0.501 0.503 0.504 0.505 0.501 0.498 0.505 0.502

7 0.502 0.503 0.499 0.500 0.496 0.503 0.506 0.504

Table 6.4: Output Bit Flip Probability Table 2 Rounds

Flipping input bit 0 to bit 7, across 2 full rounds caused all 128 output bits
to be flipped. The probabilities are extremely close to 0.5 for every output
bit similarly to applying 1,5 rounds. In previous experiments, flipping a
single bit caused only a small number of output bit flips. The maximum
observed number of flipped output bits is 32 bits that is not even half of the
output bits.

Here MixColumns is applied twice, causing the input bit flip to spread
across all 128 bits of the state almost uniformly. In the second round, the
shifted bytes from the first round now are in different columns by the second
ShiftRows operation. Then, second MixColumns spreads the new column
values to the entire state. As a result, all 128 bits got affected.

The avalanche effect is clear after 2 rounds by ensuring bit flips on every
output bit. Even though it is not shown by Table 6.4, similar probabilities
observed across all output bits. Considering minor deviation on entire 128-
bit output, SAC is sufficiently satisfied.

6.1.5 Flipping Bits With 2.5 Rounds

Applying the analysis to 2.5 rounds allows us to investigate any improvement
on output bits compared to application of 2 rounds. Both applications were
able to propagate the initial bit flip across the entire 128-bit state. The
advantage of 2,5 rounds compared to 2 rounds is further alteration of the
output state by the steps SubBytes, ShiftRows, and AddRoundKey.
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6.2 AES Experiments With F28

Now, we take the analyses a bit further by applying the mentioned rounds
on bytes. AES on bytes has the mapping of F28 → F28 , which indicates
256 value possibilities for each byte. The larger domain results in more
complicated analysis. This section explores the effect of ∆ values across
rounds on:

• The number of fixed output bytes when the difference of 1 is applied
on each byte separately.

• The entropy results of output bytes when each possible difference value
from the domain F256 applied to input byte 0.

• Probabilities of output byte change.

6.2.1 Number of Fixed Output Bytes

The difference of 1 is applied to each byte individually in this subsection.
For each round, a separate byte table is presented for deeper analysis. The
left side shows the input byte where the difference is applied. Fixed bytes
are shown by the symbol ”-” and bytes with entropy values between 0 and 1
are shown by ”x”. The right side of the table indicates the number of fixed
bytes for that round.

Change of Bytes With Half Round

Output bytes

1 at 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 # fixed

0 x - - - - - - - - - - - - - - - 15

1 - - - - - - - - - - - - - x - - 15

2 - - - - - - - - - - x - - - - - 15

3 - - - - - - - x - - - - - - - - 15

4 - - - - x - - - - - - - - - - - 15

5 - x - - - - - - - - - - - - - - 15

6 - - - - - - - - - - - - - - x - 15

7 - - - - - - - - - - - x - - - - 15

8 - - - - - - - - x - - - - - - - 15

9 - - - - - x - - - - - - - - - - 15

10 - - x - - - - - - - - - - - - - 15

11 - - - - - - - - - - - - - - - x 15

12 - - - - - - - - - - - - x - - - 15

13 - - - - - - - - - x - - - - - - 15

14 - - - - - - x - - - - - - - - - 15

15 - - - x - - - - - - - - - - - - 15

Table 6.5: Half Round on AES
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Table 6.5 shows that each input byte change causes a change on only a single
output byte from applying half a round of AES, without MixColumns. This
means the transformation only permutes the input bytes.

Change of Bytes With 1 Round

Output bytes

1 at 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 # fixed

0 x x x x - - - - - - - - - - - - 12

1 - - - - - - - - - - - - x x x x 12

2 - - - - - - - - x x x x - - - - 12

3 - - - - x x x x - - - - - - - - 12

4 - - - - x x x x - - - - - - - - 12

5 x x x x - - - - - - - - - - - - 12

6 - - - - - - - - - - - - x x x x 12

7 - - - - - - - - x x x x - - - - 12

8 - - - - - - - - x x x x - - - - 12

9 - - - - x x x x - - - - - - - - 12

10 x x x x - - - - - - - - - - - - 12

11 - - - - - - - - - - - - x x x x 12

12 - - - - - - - - - - - - x x x x 12

13 - - - - - - - - x x x x - - - - 12

14 - - - - x x x x - - - - - - - - 12

15 x x x x - - - - - - - - - - - - 12

Table 6.6: 1 Round on AES

Table 6.6 shows that when MixColumns applied once, 4 output bytes get
effected. The effected bytes always appear in groups of four consecutive
positions. This behavior is predicted, since MixColumns spreads the change
to the column and impacting 4 bytes. Still more than half of the bytes are
fixed which isn’t enough for satisfying the avalanche behaviour.

Change of Bytes With 1.5 Rounds

As seen on Table 6.7, the amount of fixed numbered output bytes are the
same as applying 1 round. 4 output bytes are affected from a single input
byte change. The clear difference from Table 6.6 is the distribution of im-
pacted bytes across the state by the extra permutation round, instead of
appearing in groups of four.
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Output bytes

1 at 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 # fixed

0 x - - - - - - x - - x - - x - - 12

1 - - - x - - x - - x - - x - - - 12

2 - - x - - x - - x - - - - - - x 12

3 - x - - x - - - - - - x - - x - 12

4 - x - - x - - - - - - x - - x - 12

5 x - - - - - - x - - x - - x - - 12

6 - - - x - - x - - x - - x - - - 12

7 - - x - - x - - x - - - - - - x 12

8 - - x - - x - - x - - - - - - x 12

9 - x - - x - - - - - - x - - x - 12

10 x - - - - - - x - - x - - x - - 12

11 - - - x - - x - - x - - x - - - 12

12 - - - x - - x - - x - - x - - - 12

13 - - x - - x - - x - - - - - - x 12

14 - x - - x - - - - - - x - - x - 12

15 x - - - - - - x - - x - - x - - 12

Table 6.7: 1,5 Rounds on AES

Change of Bytes With 2 Rounds

Output bytes

1 at 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 # fixed

0 x x x x x x x x x x x x x x x x 0

1 x x x x x x x x x x x x x x x x 0

2 x x x x x x x x x x x x x x x x 0

3 x x x x x x x x x x x x x x x x 0

4 x x x x x x x x x x x x x x x x 0

5 x x x x x x x x x x x x x x x x 0

6 x x x x x x x x x x x x x x x x 0

7 x x x x x x x x x x x x x x x x 0

8 x x x x x x x x x x x x x x x x 0

9 x x x x x x x x x x x x x x x x 0

10 x x x x x x x x x x x x x x x x 0

11 x x x x x x x x x x x x x x x x 0

12 x x x x x x x x x x x x x x x x 0

13 x x x x x x x x x x x x x x x x 0

14 x x x x x x x x x x x x x x x x 0

15 x x x x x x x x x x x x x x x x 0

Table 6.8: 2 Rounds on AES

The input difference on a single input byte spreads across all 16 output bytes
after 2 rounds. Observations from Table 6.8 demonstrates the strongest
possible avalanche behavior among the examined experiments in section
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6.3.1.

Change of Bytes With 2.5 Rounds

Since 2 rounds already provides alteration of every output byte, increas-
ing the round number won’t improve avalanche effect further than permut-
ing the state. This supports our assumption that AES achieves complete
avalanche within just two rounds at byte level. Further rounds reinforce
security through permutation and nonlinear mixing to increase complexity.

6.2.2 Entropy Calculation For Each Possible Difference Value

The highest avalanche entropy Hav for the finite field F256 is computed by
log2(256) = 8, considering all possible values are equally likely to occur.
However, ∆ value of 0 should be excluded from the input difference set.
If the input difference is 0, the two inputs are identical which makes the
outputs identical. The zero element includes it’s own entropy of 0 that
results in a slight reduction from ideal entropy 8 to log2(255) = 7.9943.
The aim is to get an entropy as closest to 7.9943 as possible. The following
analysis is performed on comparing all possible ∆ values on input byte 0.
Maintaining the same input byte where the difference is applied is essential
to eliminate the influence of other variables.

Entropy From Half Round

Table 6.5 already shows that the change of input byte 0 by ∆ = 1, im-
pacts only the output byte 0. Every other ∆ value influences the out-
put bytes on a per-byte basis. From applying half a round without Mix-
Columns step, observed maximum entropy on output byte 0 by ∆ = 118 is
6.98464 ≈ log2(127). The behaviour is far from reaching ideal entropy, since
approximately half of the output bytes remain the same.

Entropy From 1 Round

Similar to the outcome of Table 6.6, 12 bytes remain fixed with 1 round
of application. From all possible ∆ values, the highest total entropy was
observed from ∆ = 78. Table 6.9 shows entropy values per 4 effected bytes,
which are identical to the entropy obtained after a half round.

Output Byte 0 1 2 3

Hav 6.98464 6.98464 6.98464 6.98464

Table 6.9: Hav values for 1 Round
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Entropy From 1.5 Rounds

Our previous tests support that 1,5 rounds impact 4 output bytes. However,
with the additional half round of nonlinearity and permutation, the values
for Hav measure are increased to approximately 7.991. Even though all
possible ∆ choices have similar entropy values, ∆ = 52 produces the best
entropy with a slight difference among all entropy results from distinct ∆
values. Entropy values for each affected output byte can be found in Table
6.10 for mentioned ∆ choice.

Output Byte 0 7 10 13

Hav 7.99134 7.99128 7.99151 7.99148

Table 6.10: Hav values for 1,5 Rounds

Table 6.10 indicates approximately ideal values of entropy compared
to Table 6.9, even though the number of changed output bytes are equal.
Taking SAC into consideration, more rounds will be applied to test if the
Hav values can be increased.

Entropy From 2 Rounds

2 rounds is enough for to propagate ∆ on all output bytes based on the
observations from Table 6.11. Across all experiments involving every pos-
sible ∆, the resulting total entropy values remain nearly identical. With a
minor increase, the maximum entropy is achieved by ∆ = 133 across every
∆ value.

Output Byte 0 1 2 3 4 5 6 7

Hav 7.99122 7.99122 7.99122 7.99122 7.99150 7.99150 7.99150 7.99150

Output Byte 8 9 10 11 12 13 14 15

Hav 7.99151 7.99151 7.99151 7.99151 7.99134 7.99134 7.99134 7.99134

Table 6.11: Hav values for 2 Rounds

Entropy From 2.5 Rounds

Increasing the round number might seem unnecessary considering propa-
gation of ∆ across all output bytes. However, the change in Hav values
indicates otherwise. The additional half round provides slight increase on
maximum achieved entropy from 7.99139 to 7.99417. Although this techni-
cally represents an improvement in the measured propagation, Hav values
are still below desired entropy of 7.9943.
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6.2.3 Probability of Output Bytes

Application of Algorithm 3 on byte level, gives the avalanche probability
array that contains probabilities of all possible output differences. P∆F aids
in analyzing the uniform behaviour of the distribution. If the round function
behaves ideally, each output difference should appear with roughly uniform
frequency and sum up to 1. However, if the probability values are higher
than others, it indicates a bias towards certain ∆ value. This subsection
observes P∆F based on the applications of round function. In the same way
as the experiments on entropy calculation, all possible ∆ values are applied
to only input byte 0. Sample size M is taken as 1000000 throughout this
subsection. It is worth noting that, such small probabilities tend to round
up to slightly higher values on larger M . When M is set to 10000, the sum
of all output difference probabilities equals exactly 1, as expected. If M is
increased to 1000000, then the sum slightly exceeds 1.

This subsection is a continuation of subsection 6.3.2 on a deeper level.
The desired difference probability for each output byte is 1

256 ≈ 0.004 based
on SAC.

Half Round

As found on subsection 6.3.2 by the application of Half Round, only im-
pacted output byte is 0. Observing the contents of P∆F , each 126 output
differences contributes approximately with a probability of 0.008 = 1

125 ,
while one difference contributes a probability of 0.016 ≈ 1

64 . This behaviour
shows that byte 0 is strongly biased without the use of MixColumns.

The distribution of probabilities on the changed output byte consists of
126 occurrences of 0.008, 129 occurrences of 0, and a single occurrence of
0.016, which is far from ideal setting. The results indicates that avalanche
effect is not uniform without MixColumns.

1 Round

Only the first four bytes are affected from ∆ as seen from Table 6.6 by
applying 1 round. The probability distribution of these 4 bytes remains
the same as applying only half a round. For a single output byte, 126
occurrences of 0.008, 129 occurrences of 0, and a single occurrence of 0.016
were observed. Applying 1 round is still insufficient to satisfy SAC because
of the noticeable imbalance between probabilities.

1.5 Rounds

Table 6.7 shows that output bytes 0, 7, 10 and 13 are the only bytes im-
pacted by ∆ on input byte 0. Analyzing P∆F supports Table 6.7 by revealing
that all other bytes have probabilities equal to 1, except for the specified
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ones. Compared to the probabilities achieved previously, the ideal proba-
bility value of 0.004 appeared on mentioned bytes. However, most output
bytes still have complete certainty on their predicted values.

2 Rounds

As supported by Table 6.8, by 2 full rounds ∆ propagates to every output
byte. However, P∆F contains deviation from ideal behaviour with proba-
bilities such as 0.003 and 0.005. It indicates that impacting every output
byte doesn’t necessarily guarantee satisfaction of SAC. Some differences are
slightly more likely to occur due to the structure of the S-box and column
mixing. Hence, observation of adding half a round is helpful to see whether
the desirable avalanche effect can be completely satisfied.

2.5 Rounds

Applying 2 full rounds and one half round, results in the ideal probability
0.004 to occur exactly 4080 times. It is worth mentioning that, 4080 is
not the full size of P∆F as 4080 = 16 x 255. This is due to absence of
probabilities from ∆ = 0. As explained before, applying ∆ = 0 to the input
bytes does not alter the input value. Overall, the aimed behaviour of full
uniform distribution is accomplished by 2.5 rounds on Round function of
AES.
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Chapter 7

Experiments on Atrapos

The research proceeds to its primary focus of conducting avalanche tests
on Atrapos permutation, which will be used on Dilithium and Kyber di-
mensions. This section evaluates the effectiveness of Atrapos in propagating
input differences across its state by the same avalanche-based methodology
applied to AES. The current Atrapos proposal contains undecided parame-
ters that are yet to be set, specifically sample size M , r1 and r2. Conducting
avalanche tests on different combinations of parameter values will assist in
reducing ambiguity. To recommend optimal values for r1 and r2, tests were
conducted using the Dilithium and Kyber dimensions. Whereas tests on
identifying suitable values for M were carried out solely on Atrapos-Kyber.
Further details about each experiment can be found in their devoted sub-
sections.

7.1 Finding Optimal Shift Offsets

The shift offset values r determines which digits participate in the non-linear
or mixing operations during that round. The phase for shuffling the rows
in a round function requires as many random parameters as the row size,
that is fixed to 3. The first value of r0 is fixed to 0. Remaining parameters
r1 and r2 are determined based on which combination of 3 values provides
most uncertainty on output digits. The state is conceptually arranged into 3
rows, so each digit position belongs to a row determined by its index modulo
3. Digits that give the modulo result y, will be referred as modulo group y.
An example would be digit 5 to be in group modulo 2 because 5 mod 3 ≡ 2.

In Atrapos proposal, two dimensions are mentioned Atrapos-Dilithium
with row length ℓ = 7 and Atrapos-Kyber with ℓ = 17. For both dimen-
sions tests will be conducted on two different cases of computation of r2
values. Then, the number of remaining fixed output digits will be analyzed
depending on the round number. The optimal shift offsets are determined
by identifying the minimum value within the set of row-wise maximal values

33



for the best propagation. The maximum value is taken from the number of
remaining fixed digits across all modulo groups per r1 and r2 combination.

7.2 Shift Offsets For Atrapos-Dilithium

The analysis is conducted on Atrapos-Dilithium where ℓ = 7. Therefore,
the feasible set of values for the initial row index is r1 ∈ {0, 1, 2, 3, 4, 5, 6}.
The evaluation proceeds by systematically examining all valid assignments
of r2 computed from r1 in two separate cases.

7.2.1 First Case of Atrapos-Dilithium

Determining r2 is done by the given equation r2 = r1 + 1, ensuring that
the two selected row indices are consecutive. For each combination of off-
set values the experiment is carried out across rounds. This fine-grained,
round-by-round inspection enables a precise analysis on elimination of fixed
digits. Thereby determining the minimum number of rounds required for
the avalanche criterion to be satisfied.

0 rounds

This is the test case where round function is never applied. It indicates the
initial state without any change on the output digits. For ℓ = 7, 21 digits
are fixed.

1 round

Round function is applied only once with different combination of r values.
The output was affected either one digit or two digits depending on their
modulo group, regardless of r choices. Digits from group modulo 1 interacted
with fewer digit positions, leading to 19 digits to remain fixed. Whereas,
digits in both groups of modulo 0 and modulo 2, contains 18 fixed digits.

2 rounds

Digit x
r1 = 0

r2 = 1

r1 = 1

r2 = 2

r1 = 2

r2 = 3

r1 = 3

r2 = 4

r1 = 4

r2 = 5

r1 = 5

r2 = 6

r1 = 6

r2 = 7

x mod 3 = 0 6 6 6 6 6 6 6

x mod 3 = 1 9 10 9 10 9 9 9

x mod 3 = 2 6 6 6 6 6 6 6

Table 7.1: Results modulo 3 for 3 rounds
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Table 7.1 shows that application of 2 rounds, impacted digits in group mod-
ulo 1 differently depending on the r combinations. Output digits in group
modulo 0 and modulo 2 indicates consistent behavior across all tested con-
figurations, each having 6 fixed digits. The maximum values of every offset
combination are {9, 10}. Taking min(9, 10) = 9, the suggestions can be
made from combinations of
r ∈ {{0, 0, 1}, {0, 2, 3}, {0, 4, 5}, {0, 5, 6}, {0, 6, 7}}

3 rounds

Applying the round function 3 rounds, indicates every combination of r
results in 0 fixed digits for all input digits. This means that any input
difference introduced into the state propagates to all digits of the output
state. Therefore, 3 rounds are enough to satisfy avalanche behaviour for the
dimension Dilithium.

7.2.2 Second Case of Atrapos-Dilithium

The analysis is next conducted under an alternative formulation for the
computation of r2 from r2 = r1 + 4. The increased difference of 4 yields a
distinct set of corresponding r2 values compared to those examined in the
prior analysis. This modification introduces a greater separation between
the two selected row indices which observes the sensitivity of the avalanche
characteristics depending on index spacing.

1 round

Round function is applied only once with different combination of r values
with the new equation. Same observations from previous equation can be
seen on second case. Digits from group modulo 1 interacted with fewer digit
positions, which leads to 19 fixed digits. Whereas, digits in both groups
of modulo 0 and modulo 2, 18 fixed digits remained regardless of modulo
group.

2 rounds

Digit x
r1 = 0

r2 = 4

r1 = 1

r2 = 5

r1 = 2

r2 = 6

r1 = 3

r2 = 7

r1 = 4

r2 = 8

r1 = 5

r2 = 9

r1 = 6

r2 = 10

x mod 3 = 0 6 6 6 6 6 6 6

x mod 3 = 1 9 8 8 8 8 8 8

x mod 3 = 2 6 6 6 6 6 6 6

Table 7.2: Results modulo 3 for 2 rounds for second method

35



Table 7.2 shows that application of 2 rounds indicates slight improvement
on the number of fixed digits compared to Table 7.1. Both tables have the
similarity on showing consistent behaviour for the output digits in group
modulo 0 and modulo 2 across all tested configurations, each having 6 fixed
digits. The improvement of Table 7.2 is containing less fixed digits for
group modulo 1. All configurations except r = {0, 0, 4}, leads us to the
same number of remaining fixed digits, thus any combination can be used
for better entropy among them.

3 rounds

Upon applying 3 rounds of the round function, all fixed digits are eliminated
across every combination of r values. This means that any input difference
introduced into the state propagates to all digits of the output state. There-
fore, 3 rounds are enough to satisfy avalanche behaviour for the dimension
Dilithium for both methods.

7.3 Shift Offsets of Atrapos-Kyber

After concluding our analysis with smaller ℓ, the scope is extended to ℓ =
17 on Atrapos -Kyber. This transition allows for an assessment of how
the observed behaviour scales with increasing ℓ values. In this setting, the
feasible set of values for the initial row index expands accordingly r1 ∈
{0, 1, . . . , 16}.

7.3.1 First Case of Atrapos-Kyber

This subsection applies the same equation used in section 7.2.1 on Atrapos-
Kyber. Exhaustively examining all valid choices of r1 enables a direct com-
parison with the findings obtained under subsection 7.2.1.

0 rounds

This test case indicates the initial state without any change on the output
digits. For ℓ = 17, 51 digits are fixed on any input digit.

1 round

Similar to Dilithium dimension, applying 1 round to the input is insufficient.
The same number of digit change occurred on Atrapos-Kyber, even though
ℓ is larger. Digits from group modulo 1 interacted with fewer digit positions,
which leads to 49 digits to remain fixed. Whereas, digits in both groups of
modulo 0 and modulo 2, 48 fixed digits remained.
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2 rounds

Digit mod 3 r1 and r2 values

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

0 31 31 31 31 31 30 30 29 29 29 29 29 29 30 30 30 31

1 36 35 35 36 35 34 33 34 35 33 33 34 33 35 34 35 36

2 30 30 29 29 29 29 28 29 29 28 29 29 29 29 30 30 31

Table 7.3: Results modulo 3 for 2 rounds

Contrast to analysis of 2 rounds on Atrapos-Dilithium, no consistent behav-
ior is observed across all tested configurations. The Table 7.3 shows that
digits in group modulo 1 are more resilient to propagate then modulo groups
0 an 2. Considering all configurations, 33 is the minimum number that can
be taken from the highest fixed digits sets. The suggestions can be made
from
r ∈ {{0, 6, 7}, {0, 9, 10}, {0, 10, 11}, {0, 12, 13}}

3 rounds

Digit mod 3 r1 and r2 values

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

0 5 5 5 5 5 5 4 3 4 2 3 3 2 5 4 3 5

1 8 6 7 6 6 4 4 6 3 4 5 2 5 7 3 6 9

2 3 2 3 1 3 2 1 2 3 1 2 3 1 3 3 3 4

Table 7.4: Results modulo 3 for 3 rounds

The effects of having a larger ℓ is noticeable, since there are still remaining
fixed digits after application of 3 rounds. Table 7.4 shows that having 3
rounds improved the uncertainty for each modulo group. However, more
rounds are required to satisfy avalanche by it’s description in Chapter 3.
For now, the minimum of the highest remaining fixed digits is 3, occurring
from the offsets r = {0, 11, 12}.

Even though r = {0, 9, 10} has the least amount of remaining digits,
2 + 4 + 1 = 7, compared to 3 + 2 + 3 = 8 achieved by r = {0, 11, 12},
the distribution of r = {0, 11, 12} is more uniform. Therefore, the choice
r = {0, 11, 12} is preferred against r = {0, 9, 10}
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4 rounds

Upon exhaustive evaluation of all combinations of r values across every input
digit, it is observed that no fixed digits remain after 4 rounds. This indicates
that the input difference has fully propagated throughout the entire state,
leaving no output position unaffected. Consequently, it can be concluded
that the avalanche criterion is satisfied within 4 rounds for the configuration
corresponding to ℓ = 17. This result demonstrates that, regardless of the
choice of row indices r1 and r2, the differential effect uniformly diffuses across
all output positions within 4 rounds.

7.3.2 Second Case of Atrapos-Kyber

The analysis of is extended to Atrapos-Kyber, following the same equation
introduced in 7.2.2. Conducting analysis of the same test cases on Atrapos-
Kyber enables a direct comparison of the avalanche characteristics between
the two schemes under identical index spacing conditions.

1 round

The remaining number of fixed digits is the same as the observations from
7.3.1. Digits from group modulo 1 have 49 fixed digits, while, digits in both
groups of modulo 0 and modulo 2 still contains 48 fixed digits.

2 rounds

Digit mod 3 r1 and r2 values

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

0 32 32 30 30 31 32 31 30 31 31 31 30 30 32 32 30 31

1 36 35 35 33 34 35 34 33 35 34 34 34 33 36 36 34 35

2 32 30 29 29 31 31 28 28 31 31 29 29 30 32 30 28 30

Table 7.5: Results modulo 3 for 2 rounds for second method

The outcome is similar to the usage of first case on ℓ = 17. However, on
groups modulo 0 and modulo 2 Table 7.5 shows slight increase in the number
of fixed digits compared to Table 7.3.

Observations on Table 7.5 indicates that 33 is the minimum number
that can be taken from the highest fixed digits sets. The offset suggestions
can be made from any combination that has 33 as their highest number of
remaining fixed digits
r ∈ {{0, 3, 7}, {0, 7, 11}, {0, 12, 16}}
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3 rounds

Digit mod 3 r1 and r2 values

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

0 5 5 5 3 3 5 4 3 4 3 5 4 2 5 5 2 5

1 5 7 6 2 5 5 4 5 4 5 7 4 5 8 6 6 6

2 4 3 3 0 2 3 0 2 4 3 3 2 1 4 2 1 4

Table 7.6: Results modulo 3 for 3 rounds for second method

In contrast to Dilithium dimension, 3 rounds is insufficient for both methods
based on Tables 7.4 and 7.6. Most significant difference seen from comparing
these two tables is removal of fixed digits for some digit in modulo group
2, specifically with the combinations of r = {0, 3, 7} and r = {0, 6, 10}.
Even though the table is improved, not all output digits are affected by the
introduced ∆. This indicates that the input differences have not yet fully
propagated across the state, requiring additional rounds to satisfy SAC.
Considering Table 7.6, the minimum of the highest remaining fixed digits is
3, occurring from the offsets r = {0, 3, 7}.

4 rounds

As it was observed from the first method, there are no fixed digits remaining
after 4 rounds. This means the input difference has propagated to the entire
state.

7.3.3 Conclusion From Both Methods

Various configurations of r values were tested through avalanche tests. The
results indicate that increasing the row length ℓ requires an increase on the
round numbers. Two different ℓ dimesnisons were tested by distinct cases
of computing r2 values. Some configurations showed similar performance
across both dimensions, while others offered improvements for a particular
dimension. After analyzing the combined results, a common set of r config-
urations was identified to provide impact on every output digit.

The criteria when selecting the configurations are to maximize propaga-
tion and minimize fixed digits for ensuring strong avalanche behavior. Based
on these criteria, on Atrapos-Dilithium the optimal shift offsets can be cho-
sen from r ∈ {{0, 1, 5}, {0, 2, 6}, {0, 3, 7}, {0, 4, 8}, {0, 5, 9}, {0, 6, 10}}.

For Atrapos-Kyber, the increase on ℓ requires more rounds to satisfy the
avalanche criterion compared to Atrapos-Dilithium. Different combinations

39



can be suggested based on the number of rounds applied. Based on our
findings on 7.3.2, the only suggested shift offset combination is r = {0, 3, 7}.

Across both dimensions, multiple r configurations are tested to satisfy
SAC. Upon examining the intersection of the recommended r configurations
for both dimensions, it is found that the sole common combination is r =
{0, 3, 7}. Given that this configuration achieves the desired propagation
properties across both dimensions, the continuation of this research shift
offsets are assigned as such.

7.4 Changing Sample Size

Now that r values are established in the scope of this thesis, we can look
at the relation between sample size M and ∆. Avalanche tests are con-
ducted with the metric Hav described in Chapter 5.3. The aim is to test our
suggested r combination with different settings to get the highest entropy.
Since Atrapos-Kyber is defined by finite field F3329, the highest entropy can
be log(3329) = 11.7009. The analysis should indicate how close we can get
to the highest entropy without downgrading the performance. For efficiency
purposes even though there remains 3 fixed digits, tests are conducted on 3
rounds. Therefore, total entropy will never be exactly 11.7009.

Previously discovered optimal shift offset values are used in the calcula-
tion of PF .

The input difference ∆ is a randomly selected integer, restricted by the
range [0, 3329]. This bound is imposed to prevent collisions arising from re-
duction modulo 3329. Selecting values outside this range would risk produc-
ing collisions. The randomly selected values that will be used in the exper-
iments are introduced as the set ∆ = {1, 3, 17, 29, 61, 302, 837, 1438, 2843}.

M diff1 diff3 diff17 diff29 diff61 diff302 diff937 diff1438 diff2843

1000 9.68116 9.68523 9.68690 9.68033 9.68361 9.68166 9.67940 9.68394 9.68703

10000 11.43824 11.43877 11.43983 11.43781 11.43962 11.43930 11.43813 11.43718 11.43834

100000 11.67666 11.67656 11.67677 11.67677 11.67677 11.67677 11.67666 11.67677 11.67666

250000 11.69122 11.69122 11.69133 11.69133 11.69133 11.69133 11.69122 11.69122 11.69122

1000000 11.69844 11.69844 11.69844 11.69844 11.69844 11.69844 11.69844 11.69844 11.69844

2000000 11.69972 11.69972 11.69972 11.69961 11.69972 11.69972 11.69961 11.69972 11.69961

2500000 11.69993 11.69993 11.69993 11.69993 11.69993 11.69993 11.69993 11.69993 11.69993

3500000 11.70014 11.70014 11.70014 11.70014 11.70014 11.70014 11.70014 11.70014 11.70014

5000000 11.70036 11.70036 11.70036 11.70036 11.70036 11.70036 11.70036 11.70036 11.70036

Table 7.7: Effect on Total Hav by changes on ∆ and M

Table 7.7 shows that all the ∆ values behaves nearly identical on each
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sample size. It can be concluded that total Hav results are independent
from ∆ choice. Until the sample size 1000000, improvements on the to-
tal entropy are noticeable. On the other hand, sample sizes larger than
1000000 have minor contributions to Hav values with excessive overhead.
As seen in Table 7.7, the total entropy values remain largely stable, with
minor variations on individual digits. For instance, slightly better entropy
can be achieved by M = 5000000. However, computational cost increases
drastically from significant time consumption. Given the negligible gain in
entropy on overall assessment and excessive overhead, increasing the sample
size beyond 1,000,000 is not necessary. Therefore, reaching entropy 11.69844
is considered to be sufficient enough for satisfying avalanche behaviour. As
a conclusion, the suggestion for parameter sample size M is 1,000,000.
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Chapter 8

Related Work

This chapter reviews the cryptographic primitives and supporting mecha-
nisms that form the foundation for our work. In particular, iterated permu-
tation Keccak-p and the lightweight permutation Xoodoo. Understanding
the design principles behind the related work provides context for deeper
understanding of our analyses discussed in previous chapters.

8.1 Xoodoo

Xoodoo is an iterated permutation parameterized on number of rounds
nr. The design is inspired by the permutation Keccak-p used in Kec-
cak, SHAKE128 and SHAKE256 [6][11]. The state it is iterated on consists
of 3 equally sized horizontal planes where each one made of 4 parallel 32-bit
lanes. The state can be represented as a set of 128 columns of 3 bits in a 4 x
32 array [6]. The bits of the state are indexed by (x, y, z) where y represents
planes; x represents lanes within a plane; z represents index bits in a lane
[6]. These planes interact through mixing and nonlinear operations that
occur per 3-bit columns. Outside of these specific interactions, the planes
move independently from each other to incorporate the wide trail strategy.

The design idea of Xoodoo was adapted from Keccak-p. The wide trail
strategy is the core architectural approach used in Xoodoo alongside weak
alignment property. This combination results in minimal trail clustering in
differentials and correlations, making the permutation resistant to specific
classes of attack, such as truncated differentials [6]. Xoodoo maintains this
behavior while running efficiently on many types of devices, from low-end
microcontrollers to high-end processors with vector instructions [6].

One of the principal improvements over earlier permutations is the no-
tably rapid complete propagation of the input difference across all output
elements. Statistical analysis of Xoodoo introduces several avalanche met-
rics to satisfy SAC with a rapid speed. From the introduced metrics, this
research utilizes Hav metric as the core methodology.
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8.2 Xoodoo Relation to Atrapos

The Atrapos permutation proposal is inspired by Xoodoo, particularly in
its state organization and the iterative structure of its round function. Both
primitives configures their internal state by structures on base 3, three-row
in Atrapos and three-planes in Xoodoo. The difference is that Xoodoo uses
three 128-bit planes, whereas Atrapos arranges digits in Fp into three rows
across ℓ columns. The composition of round function in Atrapos by steps θ,
ρ, ι, and γ that was described in section 4.1, mirrors the bit-oriented opera-
tions used in Xoodoo (θ, ρ, ι, χ). Nonlinearity step γ in Atrapos aligns with
nonlinear transformations in Xoodoo. These similarities allows Atrapos to
reach a high algebraic degree and rapid randomization. As a result, it is
well suited for post-quantum standards like Kyber and Dilithium, much like
how Xoodoo serves as the high-speed engine for parallelizable deck functions.

The Atrapos permutation differs from Xoodoo by some characteristics.
First, the choice of main component that the operations are performed on.
Atrapos uses digits within a finite field on modulo p which in this thesis
taken as 3329, when Xoodoo operates on single bits.

Second, the flexibility of permutation’s state size. While Xoodoo has a
fixed 384-bit(48-byte) state [6], the width b of Atrapos can vary based on
the choice of the prime p and the number of columns ℓ. As experimented
in section 6.4.1, width b varies depending on the dimension where ℓ = 7 or
ℓ = 17.

Third, the state geometry used for the structure. Xoodoo takes 384
bits into three planes of 128 bits. Atrapos arranges the digits into a two-
dimensional array of 3 rows and ℓ columns.
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Chapter 9

Conclusions

This research evaluated the propagation properties of the Advanced Encryp-
tion Standard and the Atrapos permutation proposal by applying the Hav

avalanche measure. Conduction of avalanche tests aids in decision-making
for selecting uncertain parameters. Moreover, the effectiveness of propaga-
tion in a chosen permutations can easily be assessed by this methodology.

9.1 Conclusion From Experimenting on AES

The results obtained from the bit-level analysis provide an assessment of
propagation on individual bits. On the other hand, the byte-level experimen-
tal results yield a more informative characterization of the overall avalanche
behaviour. At both levels of analysis, AES conducted on 0.5 and 1 rounds
exhibits similar behaviour. This indicates that the AES S-box has a short-
age, as no S-box achieves perfection. At 1.5, 2, and 2.5 rounds, the differ-
ential propagation improves considerably. However, the exclusion of output
difference zero prevents reaching ideal behaviour. Nevertheless, AES demon-
strates a high degree of sensitivity to input changes and is observed to satisfy
the Strict Avalanche Criterion within as few as 2 rounds.

9.2 Conclusion From Experimenting on Atrapos

After validating the methodology using AES, the same avalanche-based anal-
ysis was applied to the Atrapos permutation proposal. Considering that the
current proposal has not yet determined values for certain variables, this the-
sis recommends optimal values by conducting avalanche tests on different
parameter combinations and observing how these choices influence propa-
gation on output digits.

For the 3 shift offsets r0, r1, r2 required for the round function, two dif-
ferent cases were considered on Atrapos-Dilithium and Atrapos-Kyber. The
desired configuration should ensure that small changes in the input quickly

44



propagate through the internal state and eventually affect all output dig-
its. Avalanche tests provided guidance on the effectiveness of each possible
combination.

9.2.1 Suggestions on Atrapos-Dilithium

On Atrapos-Dilithium, omission of all fixed digits ensured in 3 rounds.
Therefore, we analyzed r configurations based on the least total fixed-digit-
occurrence in 2 rounds. Experiments conducted under the second case
yielded results that are closer to a uniform distribution over the output dig-
its. Considering every test experimented, the suggested shift offset configu-
rations are given by r ∈ {{0, 1, 5}, {0, 2, 6}, {0, 3, 7}, {0, 4, 8}, {0, 5, 9}, {0, 6, 10}}.

9.2.2 Suggestions on Atrapos-Kyber

On Atrapos-Kyber, a larger set of possible ∆ values is present compared to
Atrapos-Dilithium. Only after 4 rounds, propagation of ∆ is spread across
all output digits. The results obtained under the second case demonstrate
reduction in the number of remaining fixed digits relative to those observed
in the first case. For the first time across all experiments, one of the modulo
groups achieved omission of fixed digits in some cases. Upon comparing
every outcome across all evaluated r combinations, the optimal r values are
selected as r = {0, 3, 7}.

9.2.3 Final Suggestions of r Values

From the possible suggestions of r combinations on both dimensions, it can
be concluded that the second method provided greater change on the output.
The suggested shift offset values of separate dimensions intersect only with
the configuration r = {0, 3, 7}. Therefore, the final suggestions on each
offset value r0, r1, r2 are {0, 3, 7} respectively.

9.2.4 Suggestions on Sample Size M

Finally, avalanche tests are conducted to observe the relation between sam-
ple size M and ∆ by using our suggested r combination. The observation
that entropy values remain nearly identical for various ∆ choices suggests
entropy values are depending on sample size rather than the choice of ∆.
The progress on reaching the hightest entropy slows down after increasing
the sample size to larger values than 1000000. Slowing down corresponds
to both time aspect in seconds and entropy changes. As a conclusion, the
optimal sample size is suggested as 1000000.
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