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Abstract

In this thesis, we investigate the extent to which the empirical collision probability of the Far-
falle construction differs from the weight-based approximation predicted by the dominant trail,
and how trail clipping, trail clustering, and spurious trails account for this divergence in the
Subterranean 3.0-P round transformation. Using an empirical analysis of all differential trails
in a 24-bit toy model, MiniSubterranean-24, we evaluate these three phenomena and track how
collision probabilities evolve across one to five transformation rounds. In MiniSubterranean-24[1]
and MiniSubterranean-24[2], empirical measurements match the dominant trail approximation
closely, showing no trail clipping, no clustering, and a small sign of spurious trails. Starting
from MiniSubterranean-24[3], the dominant trail model breaks down across all three metrics:
trail weights exceed the 24-bit state space, causing trail clipping. Non-linear branching causes
trail clustering where observed differential hits significantly exceed the single dominant trail
approximation, causing millions of secondary trails to emerge, driving a sharp increase in the
spurious ratio. In MiniSubterranean-24[4] and MiniSubterranean-24[5], this divergence reaches
its extreme as the empirical collision probability flattens out at 2722-1?, while the dominant trail
prefix approximation continues to drop exponentially toward zero, causing the spurious ratio to
explode. These results demonstrate that relying solely on dominant trail approximations sig-
nificantly overestimates Farfalle collision security by underestimating the collective contribution
of weaker secondary trails. For the tested MiniSubterranean-24 inputs, the collision probability
reaches an apparent plateau by four rounds, with no further reduction observed in the fifth round
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Chapter 1

Introduction

1.1 Background and Motivation

In this thesis, we explore the Subterranean 3.0-P transformation, a lightweight cryptographic
primitive designed for resource-constrained environments. Subterranean 3.0-P can achieve pow-
erful cryptographic capabilities when combined with the Farfalle construction (2.2). The Farfalle
construction uses this transformation to construct a deck (Double-Extendable Cryptographic
Keyed) function. A deck function is highly versatile, as it accepts arbitrary-length input strings
and produces arbitrary-length output strings.

The deck function becomes a secure deck function that is computationally indistinguishable to a
random oracle if it is used with a secret key. A random oracle can be seen as a black box, given
a specific string of input, it will produce a random sequence of bits. The oracle is deterministic,
providing the same input will always produce the same sequence. Therefore, to an adversary who
does not know the secret key, the oracle’s output is unpredictable. Because of these properties,
this construction can be flexibly deployed as a stream cipher, a Message Authentication Code
(MAC), or applied to various other symmetric encryption tasks.

1.2 The Problem Statement

The security of a deck function built with the Farfalle construction cannot be formally proven.
However, it can be evaluated by analyzing its resistance against known cryptographic attacks.
One of the most effective attacks against Farfalle is the generation collision. A collision occurs
when a pair of distinct inputs generates the same output. The most efficient method to achieve
this is by processing two short messages that share a chosen input difference.

The probability of such a collision occurring (taken over all keys) is defined by an expression
that depends on the differential properties of the transformation (2.2.1). However, evaluating
this expression can be computationally infeasible for large state transformations. Therefore, in
practice, the collision probability is often estimated using a simplified approximation that is
much easier to compute.

The Subterranean 3.0-P transformation operates on a 384-bit state, arranged in a two-dimensional
array of 3 rows and 128 columns, resulting in a state space of 238 possible values. Because of



this vast state space, evaluating all 2334 input pairs for a given input difference using exhaustive
search is computationally infeasible.

For this reason, cryptographers rely on Differential Cryptanalysis (4.1) to estimate the resis-
tance against collision attacks. This field studies how an input difference propagates through
a cryptographic primitive that results in an output difference. Specifically, analysts evaluate
differential trails, which are the sequences of intermediate differences that form the trail through
the successive rounds of the Subterranean 3.0-P transformation.

However, approximate differential analysis often assumes that the non-linear components of
the transformation, specifically the active S-boxes (4.1.3), operate entirely independently in each
round. When the internal geometry of the transformation causes this generally made assumption
to fail, it results in trail clipping (4.2) where the actual probability of a trail diverges from its
expected probability.

Furthermore, the approximation often assumes the existence of a single dominant trail and fails
to account for trail clustering (4.3), in which multiple distinct trails converge on the same output
difference. When estimating the collision resistance of the construction, analysts typically rely on
a single dominant trail prefix. However, this approach completely ignores thousands or millions of
secondary trails that, while individually much weaker, collectively dominate the actual collision
resistance of the transformation, a phenomenon known as spurious trails (4.4.2).

The problem addressed in this thesis is the divergence between these two calculations. By making
use of a scaled-down toy model, we evaluate both the collision probability and the theoretical
approximation. This allows us to investigate and describe the specific phenomena that cause the
approximation to deviate from the observed collision probability.

1.3 Methodology: The 24-bit Toy Model

In this thesis, we perform empirical research on a scaled-down toy version of the Subterranean 3.0-
P transformation using an exhaustive approach. The toy version, MiniSubterranean-24, shares
the same structural proportions as the original transformation. It maintains the architecture of
3 rows, but is scaled down to a total state size of 24 bits (3 rows of 8 columns).

Difference propagation is the process of tracking how an initial difference between a pair of inputs
evolves as it passes through the linear and non-linear layers of a transformation. The vast state
space of the original 384-bit Subterranean 3.0-P prevents us from evaluating all 2384 input pairs
for a given input difference. However, because MiniSubterranean-24 has a state space of 224, we
can iterate through all possible input pairs for a given input difference to evaluate this difference
propagation. We do this by making use of an exhaustive search on the smaller toy model, where
we can compute the collision probability, the probability that an input difference injected into
two independent blocks results in identical output differences that cancel each other out in the
accumulator of the Farfalle construction (5.8).

1.4 Research Questions

We aim to answer the following research question:

To what extent does the collision probability of the Farfalle construction differ from



the weight-based approximation predicted by the dominant trail prefix, and how do
spurious trails account for this difference in the MiniSubterranean-24 transforma-
tion?

To answer this main question, we investigate the following sub-questions:

1. How can we evaluate the Differential Probability (DP) distributions for the MiniSubterranean-
24 transformation through exhaustive evaluation?

2. To what extent do specific cryptographic phenomena, namely trail clipping, trail clustering,
and spurious trails, contribute to the divergence between the weight-based approximation
and empirical collision probabilities?

3. How does increasing the number of transformation rounds (from one to five) affect the
progression of the clipping ratio, cluster ratio, and spurious trail ratio, and what does this
reveal about the minimum rounds required for optimal Farfalle collision resistance?



Chapter 2

Preliminaries

2.1 Notations, Symbols and Definitions

We specify the mathematical notation used to express strings, operations, and blocks to maintain
clarity throughout this thesis.

Strings and Bitwise Operations

We operate primarily on strings of bits. We denote arbitrary-length bit strings using uppercase
italic letters (e.g., X, Y, Z) and their lengths as |X|. To address an individual bit at index j
within a string X, we use the notation X[j]. Constant strings of identical bits are denoted with
a superscript indicating their length, for example, 0™ represents a string of n zero bits where
n € N.

When combining strings, we use the following standard operations:

e Concatenation:
The operation Z = X || Y denotes the concatenation of string X and string Y, giving a
string of length |Z| = |X| + |Y|. An individual bit at index j (where 0 < j < |X|+ |Y]) of
the concatenated string is defined as:

L [x) if0<j<|X]|,
(X I = 9+ . .
Y[j =X if [ X[ <j < |[X[+]Y].
e XOR (Modulo 2 Addition):

The symbol @ represents bitwise exclusive-OR, addition, defined as Z = X @Y, for strings
of equal length (| X| =|Y).

e Truncation:
The truncation of a bit string X to its first ¢ bits is denoted by [ X ;.

Blocks and Padding

When processing data, strings are often divided into smaller chunks of n bits. We use lowercase
italic letters to denote these blocks, using a subscript ¢ to indicate their position in a sequence
(e.g., m; represents the i-th block of the message M).



To convert an arbitrary-length input string into a sequence of n-bit blocks, padding must be
applied. The notation 10* appends a single 1-bit to the end of the message, followed by the
minimum number of 0-bits. This is used to make the total length of the padded message a
multiple of n. We denote this padded string as P = M || 1 || 0*.

Hexadecimal representation
Bit strings are represented in hexadecimal notation. Because MiniSubterranean-24 has a state of
24 bits, we use a 6-digit hexadecimal representation, where each hexadecimal character represents
4 bits of the 24-bit state. The notation is formatted with a Ox prefix to indicate that it is a hex-
adecimal value, followed by the hexadecimal digits. These digits can be 0,1,2,...,9,a,b,...,f,
where a =10,b=11,...,f=15

In this 6-digit format, every two hexadecimal characters (1 byte, or 8 bits) correspond to one
row of the state matrix. The right-most two digits correspond to Row 0, the middle two digits
to Row 1, and the left-most two digits to Row 2. Within each 8-bit row, bits are indexed from
right to left, such that bit O represents the least significant bit (on the far right, index 0) and bit
7 represents the most significant bit (on the far left, index 7).

For example, the notation Oxaabbcc corresponds to the following bit structure:

Row 2 (aa): 10101010 (bits 7..0)
Row 1 (bb): 10111011 (bits 7..0)
Row O (cc): 11001100 (bits 7..0)

The total state space ranges from 0x000000 (where all bits are set to 0) to Oxff££ff, which is
equal to the state space of 224 — 1 (where all bits are set to 1).

2.2 The Farfalle Construction

Farfalle is a cryptographic construction used for building deck functions (Double-Extendable
Cryptographic Keyed functions) [1]. A deck function takes a secret key and a sequence of input
strings, and can produce an arbitrary-length output sequence that should be computationally
indistinguishable from a random oracle for an adversary that does not know the secret key.

Farfalle processes data blocks in parallel and relies on four cryptographic transformations (pp, pe,
pda, and p.), alongside two lightweight rolling functions (roll, and roll.) that efficiently generate
unique sequence masks.

For the scope of this thesis, we focus specifically on the compression layer of the Farfalle con-
struction. In this phase, an input message is divided into blocks m; and is padded with 10* so its
total length becomes a multiple of n, where n is the bit-width of the compression transformation
Pe- A unique mask K; is generated for each block using the rolling function. Each n-bit block
m; is XORed with its mask K; and independently processed through p.. Finally, the outputs of
all parallel p. operations are XORed together into the accumulator.
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Figure 2.1: The Farfalle construction [1].

2.2.1 Cryptographic Collisions in Farfalle

Farfalle is designed as a keyed deck function, a primitive that uses a secret key K to generate
arbitrary-length pseudo random output streams. While an adversary who does not know K
can attempt various attack vectors against the construction, a collision attack is among the most
dangerous. In a collision attack, the adversary aims to find two distinct input messages M # M*
that produce identical output key streams Z = Z*.

Because Farfalle processes input message blocks in parallel and sums the outputs into the accumu-
lator, forcing an internal collision inside this accumulator would be devastating, as it guarantees
matching output key streams regardless of the secret key.



Chapter 3

The Subterranean 3.0-P
Transformation

In this chapter, we explain the structure of Subterranean 3.0-P and present the design specifica-
tions for our toy model, MiniSubterranean-24.

3.1 The Subterranean 3.0-P Transformation

Subterranean 3.0-P is an iterated cryptographic transformation that repeatedly applies a fixed
non-linear round function R : Fy — F3 to an n-bit state. While Farfalle serves as the high-
level deck function construction, a primitive like Subterranean 3.0-P acts as the underlying
transformation engine, i.e., serving as the p. transformation step.

Subterranean 3.0-P consists of six internal operations executed sequentially: five linear operations
(Pwest, 0, L, Peast, ™) and one non-linear operation (x).

While section 2.1 introduces the state as a two-dimensional matrix of 3 rows and n/3 columns,
the operations of the round function are defined over a one-dimensional bit array indexed by
k € {0,1,...,n — 1}, with indices evaluated modulo n. The two representations are directly
linked, for any bit position k, its row index r € {0,1,2} is given by r = k mod 3, and its column
index c is given by ¢ = |k/3]. For the original Subterranean 3.0-P transformation, n = 384 bits
(3 x 128 columns), whereas for our MiniSubterranean-24 model, n = 24 bits (3 x 8 columns).

The round function is the composition of the following six steps, executed in order:

e Shift West (pwest): A linear step that moves bits to new positions by adding an offset
that depends on their row index (k mod 3).

Tk, for k mod 3 =0
Pwest : Tk < { Tkt3.94, for kmod 3 =1
Tk43.34, for kmod3 =2

e Mixing (0): A linear step that mixes bits across both rows and columns.

0: Tk < Tk + Thy1 + Thts + Thyoo



e Constant Addition (¢): A linear addition of a round-dependent constant ¢ to the first
bit to break symmetry:
L:XTg <4 Tg+cC

e Shift East (peast): Similar to the west shift, this linear step applies a different set of
row-dependent offsets to move each bit to a new position:

Tk, for k mod 3 =0
Peast : Tk < { Tk43.13, for kmod3 =1
ZTk4+3.70, for kmod 3 =2

e Transposition (7): A linear mapping that moves each bit to a new position by multiplying
its column index by the shuffling factor 19:

T Xk < T19-k

e Non-linear Mapping (x): The only non-linear step in the transformation, it serves as
the S-box layer. It updates each bit based on its neighbors in the same column.

X Tk Tk + (Tpg128 + 1) - Tpose

The notation MiniSubterranean-24r] specifies the execution of r rounds of the compression
transformation p., where r € {1,2,3,4,5}. In Farfalle, the message block difference is injected
directly before non-linear processing, meaning in the first round, r = 1, consists solely of the non-
linear x transformation. All subsequent rounds (2 < i < r) execute the full round transformation
combining Xs Ty Peasts Pwests 9; and ¢.

10



Chapter 4

Differential propagation

This chapter presents the methods used in differential propagation, which are the approximation
models that we compare our empirical findings with.

In Section 4.1, we formalize differential cryptanalysis, defining differential probability (DP),
intermediate trails, active S-boxes, and weight metrics. Section 4.2 and 4.3 introduce trail clip-
ping and trail clustering. These mechanisms cause observed empirical behavior to diverge from
approximation models. Section 4.4 links these differential properties to Farfalle’s accumulator
collision and spurious trails. Finally, Section 4.5 explains the dynamic lookup methodology for
exhaustive evaluation.

4.1 Theory of Differential Cryptanalysis

Differential cryptanalysis evaluates the security of cryptographic primitives by analyzing how in-
put differences propagate through internal transformation layers to produce output differences. In
this section, we formalize the methods to trace and approximate difference propagation through

Pe-

4.1.1 Differential Probability (DP)

The Differential Probability (DP) measures the likelihood that a given input difference A, prop-
agates to a specific output difference Aj through a transformation p..

Let p. : Z§ — Z5 denote a n-bit transformation operating on state space Z§. Consider two
distinct input states, X and X*. Their relationship is defined by their bitwise XOR, difference,
denoted as Ag:

Ay =XdX".

Given a base state X and a specified input difference A,, the paired state is determined as
X*=XaA,.

Passing both states through the transformation p. gives their respective output states:

Y =p.(X) and Y =p.(X B A,).

11



The resulting output difference Ay is the XOR difference of the outputs:

Ab:Y@Y* :pc(X)@pc(X@Aa)'

To measure how predictably an input difference A, propagates to the target output difference
A, across the entire state space, we compute its Differential Probability, denoted as DP(A,, Ap).

The Differential Probability DP(A,, Ap) of a differential (A, — A;) through transformation p,
is the number of input states X € Z% for which the input difference A, results in the output

difference Ay:

DP(Athb) = |{X < Zg |pC(X) GZ}:C(X @Aa) = Ab}‘ ]

4.1.2 Differentials vs. Differential Trails

In order to analyze the propagation of input differences through an r-round iterated transfor-
mation, we must distinguish between an end-to-end differential and a step-by-step differential
trail.

Differential:

A differential over an r-round transformation p. is defined by an initial input difference by and
a final output difference a,., written as (bo, a,). This describes the overall transition across the
transformation, regardless of what the intermediate differences are.

Differential Trail:

A differential trail, denoted as @, specifies the step-by-step sequence of intermediate state dif-
ferences across both the non-linear and linear layers. For an r-round transformation, the trail
propagates through the sequential chain:

A A
bo*'%x al*—%lh*—%x GQ*—%bz—%"*ﬁX Ay
where:

e bg is the initial input difference entering the non-linear x layer in the first round.
e a; represents the state difference exiting the non-linear x layer in round ¢ (for 1 <i <r).

e b; represents the state difference exiting the linear layers A = 7 0 peast 0106 0 pyest in round
i, entering x in round ¢ + 1 via b; = A(a;) (for 1 <i < 7).

e a, represents the final state difference exiting round r, forming the target output difference
v = Gy

Because operations in A commute with bitwise XOR addition, i.e A(z @ A) & A(z) = A(A), the
linear layers preserve differences independently of the base state . As a result, an entering state
difference a; maps deterministically to b; = A(a;) with a DP of 1 (and a DP of 0 for any other
target difference).

The output difference of the non-linear x layer depends on the base state x. Because differ-
ent base states produce different output differences, an incoming difference b; entering x splits
across multiple potential output differences a;y1, introducing transition probabilities DP < 1.
Measured by DP(b;, a;+1) of the x layer.

12



4.1.3 Active S-boxes

The non-linear x layer acts as the S-box layer of the Subterranean 3.0-P transformation, operating
independently on n/3 parallel columns. For a state width of n = 24 bits, this corresponds to 8
parallel S-boxes per round, indexed by column position j € {0,1,...,7}.

When a state difference enters the y layer, each column contains a 3-bit input difference A;, € Z3,
ranging from 000 to 111. Based on this incoming difference, each S-box is classified into one of
two categories:

e Inactive S-box:
An S-box is inactive if its incoming column difference is 000. When no difference exists
in a column, the output difference Ay, is guaranteed to be 000 with a probability of 1
(DP =1).

e Active S-box: An S-box is active if its incoming column difference contains at least one
non-zero bit (Aj, # 000). For an active S-box, the output difference A, depends directly
on the base input state z. As a result, the transition probability to any single output
difference is strictly less than 1 (DP < 1).

To illustrate this classification, consider an example state difference entering the y layer:

Column Index: 7 6
Row 2: 10
Row 1: 10
Row O: 01

Analyzing the state column-wise reveals that columns 2, 6, and 7 contain non-zero differences
(101, 001, and 110, respectively), making them active S-boxes. The remaining five columns (0,
1, 3, 4, and 5) read 000 and are inactive.

The number of active S-boxes in a state difference b; is determined by computing the bitwise OR

(V) across its three rows and taking the Hamming weight (HW) of the resulting vector:

Active S-boxes(b;) = HW(Rowg V Row; V Rows)

4.1.4 Cryptographic Weights

When evaluating differential propagation across multiple rounds, multiplying small probability
fractions can quickly become cumbersome. For convenience and readability, differential crypt-
analysis translates transition probabilities into an additive metric known as weight, denoted as
w.

The weight w of a differential transition with probability DP is defined as its negative base-2
logarithm:
w=—logy,(DP) < DP=27".

To see how DP is calculated and why the base-2 logarithm produces clean integer weights, we
must look at how the x S-box is defined. In Subterranean 3.0-P, the y transformation updates

13



each bit z;; using the following rule in Fy (the finite field with two elements, where addition
represents XOR and multiplication represents the logical AND gate):

X @ja = T+ (Tapn +1) - 742
The two cases, as mentioned before, are

e Inactive S-box:
For an incoming difference A;, = 000, the output difference is Ay, = 000 with probability
DP = 1. Tts weight contribution is w = —log,(1) = 0.

e Active S-box:
For any non-zero incoming difference A;, # 000, evaluating the 8 possible 3-bit input states
reveals that the non-linear AND logic splits the outcomes into 4 distinct output differences,
each with 2 inputs. The transition probability through an active S-box is therefore DP =
2 =272, Its weight contribution is w = —log,(272) = 2.

Every active S-box in a round difference b; contributes 2 to the round weight w(b;). To compute
the total round weight w(b;), we combine the three state rows using the bitwise OR (V) operation
and compute the Hamming weight (HW) of the resulting vector:

w(b;) = 2 x HW(Rowg V Row; V Rows) .

Because our 24-bit model consists of 8 parallel S-boxes per round, the weight w(b;) of a single
round transition is bounded between 0 (when all S-boxes are inactive) and a maximum of 16
(8 active S-boxes x 2).

The total weight of a trail @ = (bg, a1, b1, ..., a,) is the sum of the weights of its individual round
transitions:

wtotal(Q)

Il

g
—

>
S
N

Under the assumption that active S-boxes in consecutive rounds operate independently, the
approximate D P of trail () propagating from start to finish is called its Expected Differential
Probability (EDP) given as:

EDP(Q) = 9~ Weota1 (Q)

The Differential Probability of a trail, denoted as DP(Q), is the fraction of input states
X € Zy that follow trail Q:
N(Q
pp(Q) = <.
where N(Q) = |[{X € Z3 | X satisfies trail Q}| represents the observed number of hitting input

pairs (or hits). Under the independent S-box assumption, the approximate expected number of
hits, denoted as EN(Q), is given by:

EN(Q) = 2" x EDP(Q) = 2"~ te=(Q),
Throughout our empirical evaluation of the MiniSubterranean-24 model, we use N(Q) to denote

the observed hits and EN(Q) for the approximate expected hits to analyze deviations from the
independent S-box assumption.

14



To analyze the empirical distribution of output differences across the state space, we denote the
total pair hit count for an input difference A, resulting in an output difference v as N(A4,7):

N(Aaa’}/) = ’{X € Zg |pc(X) @pc(X@Aa) = 7}| .

The hit frequency distribution, denoted as f(N), measures the cardinality of output differences
~ that receive exactly N hits:

FIN) = |{y €2} | N(Aq,7) = N}|.

This distribution f(N) is used throughout our empirical results to visualize how hit counts
disperse and cluster across successive rounds.

4.1.5 Difference Distribution Tables (DDT)

In differential cryptanalysis, the differential properties of an n-bit non-linear transformation
F : 7% — 7% are characterized using a Difference Distribution Table (DDT). The DDT is a 2" x2"
matrix where rows represent input differences A, and columns represent output differences A,.

Each entry DDT(A,, Ap) records the number of base states X € Z for which an input difference
A, propagates to an output difference Ay:

DDT(A,, Ay) = #{X € Z1 | F(X & A,) & F(X) = Ay} .

Dividing each entry by the total state space size 2" gives the Differential Probability (DP):

DP(Ay, Ap) = W.

4.2 'Trail Clipping

Trail clipping is a property of a single differential trail ). It occurs when the empirical
probability DP(Q) diverges from its approximate Expected Differential Probability (EDP(Q)):

DP(Q) # EDP(Q).

While EDP(Q) assumes that S-box transitions in round 4 are independent of round 4 + 1, the
linear layer A deterministically routes bits between consecutive rounds. These dependencies cause
the actual state transition counts to diverge from independent probability calculations:

e If inter-round bit routing satisfies the S-box conditions of round i+ 1 more frequently than
predicted by independent probabilities, DP(Q) > EDP(Q).

o If inter-round bit routing creates conflicts between consecutive rounds, DP(Q) < EDP(Q).
In extreme cases, these conflicts make a trail impossible (N(Q) = 0), despite giving a
calculated EDP(Q) > 0.

A critical case of clipping occurs when a trail’s total weight equals or exceeds the state size
Wiotal (@) = M, 1., Wiotal(Q) > 24. For such heavy trails, the approximate expected hit count

drops below one pair:
EN(Q) = ON—Wotal (Q) <1.

15



Because base states evaluated with a non-zero input difference A, always occur in symmetric
pairs (X, X @ Aa), any active empirical trail must record at least an integer pair of hits N(Q) >
2. Therefore, an observed trail with wieta1(Q) > 24 exhibits severe clipping if its empirical
probability DP(Q) = % > 2723 is constrained by this discrete lower bound, significantly
exceeding its approximate expectation EDP(Q) = 2~ %ot (Q),

4.3 Trail Clustering

A differential (bg, a,) specifies only the initial input difference by and the final output difference
ar, abstracting away from the internal round transitions. Because different base input states
x may follow different trails before arriving at the same final output difference a,, a single
differential (bg, a,) consists of a set (or cluster) of distinct trails, denoted as Q(bg, a,.).

The Differential Probability of the differential, DP(bg, a,) , is the sum of the probabilities of all
trails belonging to that cluster:

_ Zocatnan V@)

DP(by,a,) = Y  DP(Q) on

QeQ(bo,ar)

Similarly, the approximate Expected Differential Probability, EDP(bg, a,), of the differential is
the sum of the expected probabilities of its constituent trails:

EDP(bg,a,) = »_  EDP(Q).
QeQ(bo,ar)

Trail clustering occurs when multiple distinct trails accumulate towards the same end-to-end
differential (bg, a,), causing the total DP to exceed that of any individual trail.

When significant clustering occurs, evaluating the security of a differential based solely on a
single dominant trail @ underestimates the differential probability DP(bg, a,), as the combined
contribution of all clustered trails elevates the overall DP of reaching the output difference a,..

4.4 Accumulator Collision attack

Farfalle splits an input message into sequence blocks mg, my, ..., my;_1. Each block m; is XORed
with a key-derived mask K;, processed through the compression transformation p. (Subterranean
3.0-P), and accumulated via bitwise XOR addition:

rx—1

Y = @Z%(mi S Kz) .
=0

For an adversary to perform a collision attack on the Farfalle construction, they would need to
construct a paired message M* from an original message M by introducing bit-flip masks into
specific blocks (m} = m; @ Am;). For any block 4, let X; = m; @ K; denote the input state

entering p. for Message 1, and X = m}® K; = (m; ® Am;) @ K; denote the input state entering
pe for Message 2.
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Because bitwise key addition is linear, the secret key K; and the original message content m;
cancel out completely when calculating the input difference AX; entering transformation p.:

Thus, the input difference entering p. is equal to the chosen bit-flip mask Am;, giving the
adversary control over AX; regardless of the unknown secret key K.

Two-Block Accumulator Collision Strategy

In this thesis, we focus exclusively on two-block accumulator collisions, which exploit the parallel
combination logic of Farfalle. We assume that an active input difference in a single block pro-
duces a non-zero output difference, meaning that accumulator collision requires matching output
differences across at least two distinct message blocks.

To force an accumulator collision AY = 0, an adversary must inject a non-zero difference ng # 0
into at least two distinct message blocks, for example setting Amg = by (m§ = mo @ by) and
Amy = by (m7 = mq @ by), while leaving all remaining blocks unmodified (Am; = 0 for ¢ > 2).

The input differences Amg and Amy do not need to be identical, collision occurs whenever both
blocks have matching output differences. Let Amg and Am enter p., producing non-zero output
differences 1 # 0 and 7, # 0:

Y1 = pe(mo ® Amg & Ko) & pe(mo ® Ko) .
Y2 = pe(my ® Amy & K1) @ pe(my @ Ky).

Inside the accumulator, all block output differences sum together:

AY =1 @7 @Ay @ =711 @07200--- =71 @72

If both independent blocks happen to propagate to the exact same target output difference
(71 =~ and ¥2 = ), they cancel each other out in the accumulator:

AY =71 @yp=70v7=0

When the accumulator difference cancels to zero (AY = 0), the expansion transformation p.
processes identical accumulator states for both messages (Y* = Y'), generating identical output
key streams (Z = Z*) and completing the key-independent collision.

4.4.1 Collision Probability Calculation (C'P)

In the general setting where two message blocks receive distinct input differences Amg and Amq,
the probability of an accumulator collision across all output differences 7 is:

CP(Amg, Amy) = Z DP(Amyg, ) - DP(Amq,7)
vEFY

In this thesis, we focus on the case where the adversary injects an identical baseline input
difference into both active blocks (Amg = Amy = by).
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Because p. is non-linear, the propagation of input difference by into a specific output difference
~ across all 2" base states is calculated with Differential Probability DP(bg, ).

For a specific target output difference ~:

e Block 0 yields output difference v; = v with probability DP(bg, 7).

e Block 1 yields output difference o = v with probability DP(bg, ).

Because message blocks are processed independently by p., the joint probability that both blocks
hit the same target difference vy (enabling collision v @ v = 0) is the product of their individual
probabilities:

DP(b057) X DP(b077) = DP(b037)2

An accumulator collision occurs if the two blocks match on any valid output difference v € F5.
Therefore, the total Collision Probability (CP) for a specified input difference by is calculated
by summing these squared joint probabilities across all 2™ possible output differences:

CP(bo) = Y DP(bo,7)*

YEZLyY

4.4.2 Spurious Trails

Weight-based approximations, such as those used in the security analyses of Farfalle [1] and
Xoodoo [2], estimate collision resistance using only the single dominant prefix differential trail
prefix Qgom, which has a prefix-restricted collision probability:

CPpreﬁx(bo) = 2_(2 Sizg wibi) + w(br,l)) .

Continuous mixing and shuffling of bits create the potential for state transitions to fragment
across thousands of alternative, non-dominant trails @ € Q(bg, ) \ {Qdom }- Due to this disper-
sion, the single dominant trail prefix assumption is not reliable, and evaluating only the collision
probability of Qgom risks underestimating the total accumulator collision probability.

For this reason, we define the Ratiogspurious to measure the total collision contribution of these
alternative trails relative to the dominant prefix as:

Ratiosmions(bo) = < remetlbo) _ > ezy DP(bo,7)”
om0l CPPreﬁx(bO) B 2_(2 Z:;Ozw(bi) +w(br_1)) !

A ratio of Ratiospurious(bo) /= 1 indicates that collision behavior is governed almost entirely by
the dominant trail prefix. When Ratiogpurious(bo) > 1, the vast majority of collisions originate
from secondary trails, demonstrating that single-trail prefix approximations underestimate the
true collision probability.

In our evaluation of the 24-bit MiniSubterranean-24 model, we compare collision resistance across
two distinct methods:

1. Exact Empirical Evaluation (CPexact):

We execute an exhaustive evaluation across all 224

base states to determine the exact pair
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hit counts N (bg, ). This yields the empirical differential probabilities DP(bg,y) = W,
from which the exact collision probability is calculated as:

CPexact(bO) = Z DP(b0a7)2 .
vEZY

2. Weight-Based Approximation (CPprefix):
To estimate collision probability without exhaustive measurement, approximate analyses
rely on a dominant trail prefix, a fixed sequence of minimal-weight state transitions across
early rounds (by — by — -+ — b,_1) assumed to carry the overwhelming majority of
differential probability:

CPPreﬁx(bO) = 2_(2 g w(ba) + w(b7‘71)) .
This weight-based estimation relies on three key assumptions:

e [t assumes S-box transitions across rounds operate independently, neglecting trail clipping.

e [t assumes probability is concentrated entirely within a single trail, neglecting trail clus-
tering.

e It ignores spurious trails, alternative, higher-weight trails starting at by that diverge from
the dominant trail prefix.

Comparing the empirical measurements of CP(by) against this weight-based approximation high-
lights the combined impact of trail clipping, trail clustering, and spurious trails on Farfalle’s
collision resistance.

4.5 FEmpirical Evaluation

Generating and storing a complete DDT, even for our MiniSubterranean-24 model, is impractical
under the available memory constraints. Because the state is 24 bits, a full 2D matrix would
require 224 x 224 = 248 entries, which exceeds memory limits. Therefore, we do not compute the
entire DDT.

Instead, we make use of a dynamic approach. We pre-compute a one-dimensional state transition
lookup table T of size 224 storing the output state for every possible input state T[X] = p.(X).
With this table loaded into memory, we evaluate differential propagation on the fly. For a given
input difference A,, we iterate across all 224 base states X to compute and dynamically tally the
resulting output differences AY = T[X]|®T[X & A,]. This procedure is formalized in Algorithm
1 . While this Algorithm outlines the core procedure for end-to-end output differences AY to
compute C Pyact, our implementation also logs the intermediate round differences (a1, ag, . . ., a;,)
on the fly to evaluate individual trail hits N(Q), trail clipping, and differential clustering.

The first round of p, is restricted solely to the x transformation, after which full round iterations
apply the complete composite transformation: 7 = x 0 T 0 peast © L © 8 0 Pyest
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Algorithm 1 Dynamic Output Difference Evaluation using State Lookup Table

Require: A, > Target input difference (e.g., active in a single S-box)
Require: T > Pre-computed state transition lookup table of size 2%
1: N  Array of size 2?4 initialized to 0

2: for X + 0 to 2** — 1 do

3 X"+~ XpA, > Derive the paired input state
4: Y « T[X] > Lookup output for the base state
5 Y* «— T[X*] > Lookup output for the paired state
6 Ay, <—YopY* > Calculate the resulting output difference
7: N[Ap]  N[A] +1 > Tally the occurrence N(Ag, Ap)
8: end for

9: return N > Entries represent N(A,, Ap); dividing by 224 yields DP(A, — Ay)

4.5.1 Target Input Differences: Single Active S-Box Baselines

In our empirical evaluation, we focus on three baseline input differences: 0x000001, 0x000100,
and 0x010000. These starting values represent the cases where one bit is flipped in the least
significant column (column 0) across Row 0, Row 1, and Row 2, respectively.

Due to the horizontal shift-invariance of the Subterranean 3.0-P round function, shifting an
input difference horizontally across columns returns identical differential properties. Therefore,
restricting the active bit to column 0 is done without loss of generality.

The baselines are represented as 3 X 8 bit matrices where rows correspond to Row 0, Row 1,
and Row 2 from top to bottom, and columns are indexed 0 to 7 from right to left. These three
starting input difference A, are:

e}
e}
o
=}
e}
e}
o
=

Agp=10 0 0 0 0 0 0 0] =0x000001
00 0 0 O0O0O0OO0
00 0O0O0O0O0O0

App=10 0 0 0 0 0 0 1| =0x000100
00 0 O0O0O0TO0O0
000 O0O0O0TO0OO0

Agp=10 0 0 0 0 0 0 0] =0x010000
000 O0O0O0TO0T1
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Chapter 5

Results & Analysis

In this chapter, we analyze the empirical differential propagation of MiniSubterranean-24[r] across
the rounds r € {1,2,3,4,5}. By executing the dynamic lookup evaluation presented in Algorithm
1 for minimal-weight input differences A,, we record the output hit counts N(A,, Ap) across all
224 paired states. Using these empirical measurements, we investigate how differences disperse
across rounds, examine the impact of trail clipping, trail clustering, and spurious trails, and
evaluate their effect on the collision probability within the Farfalle accumulator.

5.1 Experimental Setup and Evaluation Metrics

To compare weight-based theoretical approximations against our empirical measurements, we
define the following evaluation metrics:

Clipping Ratio
The clipping ratio, Ratioclipping(Q), measures the divergence of empirical trail hits from the
approximate expected hits, under the assumption of independent S-boxes:

N(Q)
EN(Q)

Ratioclipping (@) =

Clustering Ratio

The clustering ratio, Ratiociustering (@, y), measures the amplification of a differential transition
(a — 7) when multiple distinct trails merge into the same target output difference +, relative to
the EDP of dominant trail Qqom:

N(a,v)

Ratioclustering (@, Y) = W -

Spurious Trail Ratio
The spurious trail ratio, Ratiogpurious(bo), measures the proportion of collision-producing state
pairs that diverge into alternative trails outside of the dominant trail prefix:

. CP(b
Ratlospurious(bo) = C’Pf(io(?)O) .
prefix
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5.2 Empirical Measurements vs. Approximations in Early
Rounds

For the first two rounds r € {1,2}, the empirical measurements align closely with the weight-
based approximations, showing no evidence of trail clipping or clustering and only a negligible
contribution from spurious trails in round 2.

5.2.1 MiniSubterranean-24[1]

Single-round propagation of MiniSubterranean-24[1] consists solely of the non-linear layer x. For
a baseline input difference by, only a single S-box is active with w = 2, which splits the input
difference evenly across four valid output differences . Each valid output state accumulates a
cluster hit count of N(bg,v) = 22472 = 4,194,304, giving a frequency of f(N) = 4 for N =
4,194,304 and f(N) =0 for all N = 4,194, 304.

Figure 5.1 shows the single-round cluster hit count distribution f(NN). Table 5.1 details the four
differential trails propagating from baseline input difference A,y = 0x000001 — ~, alongside
their respective active trail weights w, approximate expected hits EN(Q), observed hits N(Q),
Expected Differential Probability EDP(Q), Differential Probability DP(Q), and clipping ratio
Ratiochpping.

Since N(Q) = EN(Q), the clipping ratio Ratiociipping = 1.0, meaning that empirical observa-
tions align perfectly with the weight-based approximation in the single-round propagation. The
differential probability of each valid trail is extremely high at DP(Q) = 0.25. This high proba-
bility occurs because a single-bit input difference activates only a single S-box (w = 2), and the
non-linear layer y interacts with its adjacent bits. A 1-bit input difference cannot spread across
the state space during x alone.

Also, no differential clustering occurs in single-round propagation, as each valid target output
difference + is reached by one isolated trail |Q2| = 1. The clustering ratio is Ratiociustering = 1.0.

Following the same reasoning as the clipping and clustering ratios, the spurious trail ratio is
Ratiogpurious (bo) = 1.0. Applying the empirical collision probability CP(A,) alongside the prefix-
restricted probability CPprefix(Ag):

: CP(A, 272
Ratlospurious(Aa) = CPEi(A)) = Qj =1.0.
prefix\Qa
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Hit Distribution: by = 0x000001 (r=1 Round)

101 4 Max: 4,194,304
(f = 4)

Frequency f(N) (logio Scale)

100 .

3,600,000 3,800,000 4,000,000 4,200,000 4,400,000 4,600,000 4,800,000
Hit Count N(bo, V)

Figure 5.1: Hit count distribution f(N) for baseline A,y = 02000001 in MiniSubterranean-24[1].

Y N(@ —w EN(Q) Ratiocipping EDP(Q) DP(Q)
010001 4,194,304 2 4,194,304 1.0 0.25 0.25
010101 4,194,304 2 4,194,304 1.0 0.25 0.25
000001 4,194,304 2 4,194,304 1.0 0.25 0.25
000101 4,194,304 2 4,194,304 1.0 0.25 0.25

Table 5.1: Single-round differential trail propagation for baseline input a = 0x000001.

5.2.2 MiniSubterranean-24[2]

In MiniSubterranean-24[2], the execution sequence of the transformation consists of x — A\ — x,
where A represents the linear layer 7 o peast © L 0 0 0 pyest- Across this sequence, we find around
74,000 unique trails for the three baselines, with a total trail weight ranging from W = 8 up to
a maximum of W = 18.

Figure 5.2 illustrates the resulting hit count distribution f(N) for baseline A, = 0x010000. Due
to the linear mixing layer, more S-boxes are activated, which causes the maximum individual
trail hit count to reduce from 4,194,304 (W = 2) down to N(Q) = 65,536 (W =38, f = 64).
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Hit Distribution: by = 0x010000 (r =2 Rounds)
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Figure 5.2: Hit count distribution f(NV) for baseline A,2 = 02010000 in MiniSubterranean-24[2)].

For all the unique trails in MiniSubterranean-24[2], the empirical hit count aligns with the
weight-based approximation N(Q) = EN(Q), which spans from N(Q) = 65,536 (W = 8) down
to N(Q) = 64 (W = 18), Table 5.2 shows this for A,2. This results in a clipping ratio of
Ratiociipping = 1.0 across all trails. This ratio is also observed for the other two baselines, Ay
& Agi. The only difference is a slightly higher minimum trail weight of W = 10, giving an
individual hit count of N(Q) = 16,384 with a frequency of f(16,384) = 256.

r=1 r=2 N(Q) W EN(Q) Ratiocipping FEDP(Q) DP(Q)
010000 410044 65,536 8 65,536 1.0 278 278
010101 1eae75 64 18 64 1.0 2-18 2-18

Table 5.2: Two-round differential propagation for baseline input A,5 = 0x010000.

Differential trail clustering also does not occur in MiniSubterranean-24[2]. Every target output
difference v is reached by one isolated trail (|Q2(A4,7)] = 1). For example, for baseline Az,
the cluster hit count for the dominant trail is N(Aa2,7) = N(Qdom) = 65,536. Relative to the
weight-based approximate hits EN(Qqom) = 2%~ = 65,536, this yields Ratiocustering = 1.0.
The same isolated single-trail behavior holds across all output differences for baselines Ao and
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A

The spurious trail ratio increases slightly. For example, for baseline A2, we observe Ratiogpurious (Qa2) =
1.0322 when comparing the empirical collision probability CPexact(Aq2) against the prefix ap-
proximation CPprerix(Aq2) using the dominant trail weights wo = 2 and w; = 6.

This subtle 0.0322 increase occurs because the linear mixing layer A disperses a small fraction
of transitions into higher-weight secondary trails that activate additional S-boxes across the two
rounds. Baselines A, and A,; have the same minimal deviation, confirming that while spurious
trails begin to emerge in round 2, their contribution to total collisions remains negligible.

5.3 Distribution of hits from MiniSubterranean-24[3] to
MiniSubterranean-24|5]

Before analyzing individual cryptanalytic phenomena in isolation, this section presents the overall
empirical hit count distributions for MiniSubterranean-24[3] through MiniSubterranean-24[5].
The figures below plot the hit frequency f(IV) against the observed pair hit counts N (bg,~)
across all 224 possible output differences.

These distribution plots provide the baseline reference for the subsequent sections, where we
examine the mechanics of trail clipping, differential clustering, and spurious trails separately.

5.3.1 MiniSubterranean-24[3]

In MiniSubterranean-24[3], the transformation sequence expands to five operations (x — A —
X — A — X). The repeated linear mixing between non-linear layers causes massive trail disper-
sion, generating roughly 5.7 to 6.5 million unique active differential trails per baseline: 5,729,020
trails for Ay, 5,844,684 trails for Age, and 6,493,992 trails for Ayg. The resulting total trail
weights span from W = 14 up to W = 34.

Figure 5.3 illustrates the hit count distribution f(N) for the second baseline input A, =
0x000100. The distribution plot is noticeably denser, showing a scattering of low-frequency
trails. Within this baseline, individual trail weights range from W = 16 (N(Q) = 512) to
W = 34 (N(Q) = 8), with the maximum observed hit count reaching N(A,1,v) = 976 at a
frequency of f(976) = 1.
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Hit Distribution: by = 0x000100 (r =3 Rounds)
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Figure 5.3: Hit count distribution f(N) for baseline A,; = 02000100 in MiniSubterranean-24[3].

Figure 5.4 displays the hit count distribution for the third baseline input A,3 = 0x010000. The
trail weights range from W = 14 (N(Q) = 1024) to W = 34 (N(Q) = 8). The highest observed
hit count is N(Ag2,v) = 3,072 with a frequency of f(3,072) = 8.
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Hit Distribution: by = 0x010000 (r =3 Rounds)
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Figure 5.4: Hit count distribution f(N) for baseline Ao = 02010000 in MiniSubterranean-24[3].

5.3.2 MiniSubterranean-24[4] & MiniSubterranean-24[5]

Moving to MiniSubterrancan-24[4] and MiniSubterranean-24[5], the hit count distributions flat-
ten out significantly as differences disperse across the state space.

In MiniSubterranean-24[4], large clusters mostly disappear. For baseline A,5 = 0x010000, shown
in figure 5.5, the peak hit count drops down to N(A,2,v) = 58, occurring only once (f(58) = 1).

The same occurs in MiniSubterranean-24[5], as illustrated for baseline A,; = 0x000100 in figure
5.6, the distribution decreases further, with the maximum observed hit count reaching only
N(Aq1,7v) = 20 with a frequency of f(20) = 3.
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Hit Distribution: by = 0x010000 (r =4 Rounds)
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Figure 5.5: Hit count distribution f(NV) for baseline A,o = 0x010000 in MiniSubterranean —
24[4].
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Hit Distribution: by = 0x000100 (r =5 Rounds)
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Figure 5.6: Hit count distribution f(NV) for baseline A,y = 0x000100 in MiniSubterranean —
24(5].

5.4 Trail Clipping Analysis

In this section, we look at trail clipping that starts to occur from MiniSubterranean-24[3] up to
MiniSubterranean-24[5].

5.4.1 The first sign of Clipping in MiniSubterranean-24[3]

Figures 5.7, 5.8 & 5.9 plot the observed trail hits N(Q) against approximate expected hits EN(Q)
for Ayo, Ag1, Ago over the total weights of MiniSubterranean-24[3]. From the graphs, we can
conclude the following;:

1. W< 24:
For trail weights below 24, the approximate weight-based hits remain at or above one
hit EN(Q) > 1. In this region, the measured trail hits (blue dots) closely track the
approximate expected line (red dashed line). However, we can still see several points
landing above the line. This upward scatter occurs because differential clustering is also
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active in MiniSubterranean-24[3], causing multiple combining trails to merge into the same
output difference and accumulate their hit counts. In section 5.5 we explore clustering in
more detail.

2. W > 24:
For heavy trails at or above W = 24, the approximate weight-based expectation drops
below one hit EN(Q) < 1. However, fractional hits cannot occur, so any active trail that
appears must register at least an integer pair of hits N(Q) > 2. The measured hits N(Q)
completely detach from the approximate EN(Q) red line and flatten along the lower bound
N(Q) > 2, providing clear visual evidence of trail clipping.

Round 3 — Baseline Input A,: 0x000001
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Figure 5.7: Observed N(Q) and the approximate EN(Q) in MiniSubterranean-24[3] over the
total weights w for Ay
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Round 3 — Baseline Input A,: 0x000100
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Figure 5.8: Observed N(Q) and the approximate FN(Q) in MiniSubterranean-24[3] over the
total weights w for Ay
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Round 3 — Baseline Input A,: 0x010000
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Figure 5.9: Observed N(Q) and the approximate FN(Q) in MiniSubterranean-24[3] over the
total weights w for Ags

Table 5.3 shows the different weight boundaries and how Ratiociipping reacts as the total trail
weights increase. Smaller total trail weights have fewer active S-boxes, allowing a larger volume
of state pairs to propagate along the trail. The weight-based approximation hits EN(Q) scale
with weight. This explains why trails with the lowest total weight have the highest overall hit
counts.

The amplification of Ratiociipping = 2, observed for the total weight W = 14 trail, is caused
by adjacent S-box dependencies across the x — A — x — A — x sequence. Because the non-
linear layer x operates on overlapping adjacent bits, the independent round assumption breaks
down when intermediate differences align more favorably. That is why the number of state pairs
N(Q) = 2048, exceeds the independent weight-based approximation:

N _ 2"
EN(Q) 210

EN(Q) =2**"" =2'=1024 = Ratiocipping = =20.

This example shows the first minor breakdown of the independent S-box assumption. As weight
increases, the independence assumption breaks down completely. For the state boundary W = 24,
the assumption predicts EN(Q) = 1 hit, but the measured hits are N(Q) = 2. By W = 34,
the assumption fails entirely. It predicts fractional hits of EN(Q) = 2710 ~ 0.000977, yet we
observe a trail with N(Q) = 8 hits, driving Ratioclipping to 8192.0.
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boundary 5 N(Q) W EN(Q) EDP(Q) DP(Q) Ratiocipping

(W <24) 088101 21T 14 210 2~ 2-13 2.0
(W =24)  Db98ae7 2! 24 20 22 2723 2.0
(W =28)  a23cf2 20 28 274 2728 2728 32.0
(W =30)  8d2bf9 20 30 276 2730 2723 128.0
(W =34)  55fe55 23 34 2710 273 272! 8192.0

Table 5.3: Representative differential trails in MiniSubterranean-24[3] with different total weight
boundaries.

5.4.2 Clipping in MiniSubterranean-24[4] & MiniSubterranean-24[5]
In MiniSubterranean-24[4] and MiniSubterranean-24[5], total trail weights far exceed the 24-bit

state, reaching maximum observed values of W = 50 in MiniSubterranean-24[4] and W = 66 in
MiniSubterranean-24[5], shown in Table 5.4 and Table 5.5.

Boundary 5 N(Q) W EN(Q) EDP(Q) DP(Q) Ratiocipping

W =20 444545 50 20 16 2~20 9—18.36 3.125
W =24 004566 14 24 1 =24 9—20.19 14
W =38 996d1ic 2 38 2714 2738 2723 215
W =44 9846f4 2 44 9—20 9—44 0—23 521
W =50 3cebbb 4 50 926 9—50 9—22 928

Table 5.4: Differential trails in MiniSubterranean-24[4] for baseline A,2 = 0x010000 across
different weight boundaries.

Boundary 0 N(Q) W EN(Q) EDP(Q) DP(Q) Ratiocipping
W =24 000000 4 24 1 2~ 222 4
W =30 018801 8 30 276 2730 92t 29
W =48 32£802 2 48 o~ 2148 272 225
W =56 005ba8 2 56 2732 9~56 2-23 233
W =66 ee99e9 4 66 242 2766 222 o4

Table 5.5: Differential trails in MiniSubterranean-24[5] for baseline A, = 0x010000 across
different weight boundaries.

The weight-based approximation decays exponentially to EN(Q) = 2726 hits at W = 50 in
Table 5.4 and EN(Q) = 2742 hits at W = 66 in Table 5.5. Because base states always hit in
symmetric pairs (X, X @ Aa), any active empirical trail that survives must register at least an
integer pair of hits N(Q) > 2. This establishes a discrete empirical floor at DP(Q) = 2/2* =
2723, For heavy trails with W > 24, where approximate expectations drop below one pair,
i.e,, EDP(Q) < 2% this resolution limit prevents empirical probabilities from decaying any
further. Whenever a high-weight trail records even a single pair of hits N(Q) = 2, its empirical
probability is locked at 2723, resulting in severe clipping where Ratioclipping €xplodes to 228 in
MiniSubterranean-24[4] and 2% in MiniSubterranean-24[5].

Figures 5.10 and 5.11 demonstrate this breakdown for baseline input A,;. In both figures,
the weight-based approximation FN(Q) is barely visible in the frame because of the high total
weights in MiniSubterranean-24[4] and is completely out of the frame in MiniSubterranean-24[5].

33



At the same time, we clearly see the flattening of empirical hits N(Q), where all surviving trails
stay below 10? in MiniSubterranean-24[4] and drop entirely below 10! in MiniSubterranean-245].

Round 4 — Baseline Input A,: 0x000100

107 4 Empirical Trails N(Q)
== Approximate EN(Q)
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105 -
104 -
103 <
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Observed Trail Hits N(Q) (Log Scale)
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e
"

10° S

20 25 30 35 40 45 50
Total Trail Weight (w)

Figure 5.10: Observed N(Q) and the approximate EN(Q) in MiniSubterranean-24[4] over the
total weights w for Agq
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Round 5 — Baseline Input A,: 0x000100
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Figure 5.11: Observed N(Q) and the approximate EN(Q) in MiniSubterranean-24[5] over the
total weights w for Ay

5.5 Trail Clustering Analysis

The effect of differential trail clustering becomes visible starting from MiniSubterranean-24[3]. As
the number of rounds increases, the differential probability D P(bg,y) can no longer be accurately
approximated by the probability of a single dominant trail DP(Qdom)-

5.5.1 Clustering in MiniSubterranean-24[3]

Table 5.6 summarizes the most prominent differential clusters observed across all three baseline
inputs Ao, Ag1, Agz in MiniSubterranean-24[3]. Showing how multiple intermediate trails || >
1 aggregate into a shared target difference 7, making the overall differential probability DP(a, )
higher than the weight-based approximation expectation N(a,vy) > EN(Qdom)-
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Aq i |Q| N(CL, ’Y) N(Qdom) w EN(Qdom) DP(CL, 'Y) Ratioclustering
0x000001 0x020082 2 128 64 18 64 2~ 1700 2.00
0xa0a803 6 98 32 20 16 Q1739 6.13
0x000100 0x2a0888 8 976 256 18 64 2~ 1407 15.25
0x000089 2 768 512 16 256 g~ 1441 3.00
0x010000 0x888988 2 3072 2048 14 1024 g~ 1241 3.00

Table 5.6: Differential clusters in MiniSubterranean-24[3] across all three baseline inputs, com-
paring empirical hits against weight-based approximation.

The cluster with the highest overall hit count occurs in the third baseline A2 where N(a,v) =
3072 across || = 2 trails. The cluster showing the highest trail diversity, |Q2] = 8, occurs
in the second baseline input A,1, accumulating a combined total of N(a,vy) = 976 hits. The
intermediate trail transitions contributing to this cluster are visualized in Figure 5.12. Each of
the eight trails shares the same sequence of round weights w; = 2, ws = 8, w3 = 8, resulting in a
total trail weight of W = 18.

The figure shows the origin of these colliding pairs starting from A,; going through MiniSubterranean-
24[1] to MiniSubterranean-24[3], where in the second round the trails split into eight intermediate
difference states that collide into the final target of 0x2a0888. These intermediate trails are:

e Intermediate state 0x333333 (N = 256 hits, w = 8)
e Intermediate state 0x332233 (N = 160 hits, w = 8)
e Intermediate state 0x313333 (N = 112 hits, w = 8)
Intermediate state 0x133333 (N = 112 hits, w = 8)

(
(
(
(
(
(
(
(

e Intermediate state 0x113333 (N = 96 hits, w = 8

Intermediate state 0x112233 (N = 96 hits, w = 8

Intermediate state 0x312233 (N = 80 hits, w = 8

)
)
)
)

e Intermediate state 0x132233 (N = 64 hits, w = 8
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Differential Trail Clustering Analysis
Input Aa: 0x000100 — Dominant Target: 0x2a0888

Figure 5.12: Sankey diagram showing trail clustering for baseline input A,; = 0x000100 —
0x220888 in MiniSubterranean-24[3].

The clustering is caused by the quadratic non-linear layer y, which allows active S-boxes in
intermediate rounds to branch into multiple valid output differences. In the example above,
the branching from baseline A,; = 0x000100 is not random. The eight intermediate states
combining in vy = 0x2a0888 (0x333333, 0x332233, ..., 0x132233) differ only in specific bit
positions toggling between 1, 2, and 3 (00015,00102,00115).

5.5.2 Cluster Ratio Across Rounds

Figure 5.13 shows the evolution of the clustering ratio Ratiociustering across MiniSubterranean-
24[1] up to MiniSubterranean-24[5], showing three distinct phases:

1. MiniSubterranean-24[1] & MiniSubterranean-24[2]:
In the first two rounds, the ratio remains at Ratiocustering = 1.0. The transitions follow
a single dominant path without branching (|©2| = 1), matching the approximate weight
model.

2. MiniSubterranean-24[3]
As shown in Table 5.6, the non-linear layer x begins branching into multiple trails, raising
the clustering ratio up to 15.25 for A,;.

3. MiniSubterranean-24[4] & MiniSubterranean-24[5]:
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In MiniSubterranean-24[4] and MiniSubterranean-24[5], due to all the mixing and shuffling
of the bits, more and more S-boxes are activated, forcing the total trail weights beyond
the 24-bit state limit W > 24. This causes the approximation EN(Qg4om) to drop to
fractional values, e.g., EN(Qdom) = 272° in MiniSubterranean-24[4] and EN(Qqom) =
2742 in MiniSubterranean-245].

Because the empirical clusters maintain discrete counts of N(a,v) > 2 while aggregating
branching trails become fractions, the Ratiociustering €scalates exponentially, reaching orders
of 107 in MiniSubterranean-24[4] up to 1013 in MiniSubterranean-24[5].

Clustering Ratio Evolution relative to EN(Qgom) (r=1...5)

-@- b, =0x000001
=jli- b, =0x000100
=d— by =0x010000
----|deal (1.0)

1013 4

1011 4

109 4

107 4

105 4

103 4

Clustering Ratio Ratiocyster(a, y) (log1o Scale)

101 4

Round (r)

Figure 5.13: Clustering ratio relative to weight-based approximation EN(Qgdom) across rounds
r =1...5 for all three baseline inputs.

5.6 Spurious Trails Analysis

Spurious trails play a crucial role in the security analysis of the Farfalle accumulator under the
single dominant trail assumption. Since this assumption breaks down in MiniSubterranean-24[3]
due to both trail clipping and trail clustering, this section investigates the resulting consequences
for collision security.

5.6.1 Spurious trail ratio

To evaluate how the dominant trail prefix weight-based approximation deviates across the three
baselines, Figures 5.14, 5.15, and 5.16 show the evolution of the empirical collision prob-
ability CP(bg)exact against the approximate dominant prefix probability CP(by)prefix across
MiniSubterranean-24[1] through MiniSubterranean-24[5] for the three baseline inputs Agg, Ag1, Ags.
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Collision Probability (log, CP)

Evolution of CP(bo)exact VS- CP(bo)prefix Across Rounds
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Figure 5.14: Ratiospurious(Nao) across rounds.
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Collision Probability (log, CP)

Evolution of CP(bo)exact VS. CP(bo)prefix Across Rounds
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Figure 5.15: Ratiospurious(Aa1) across rounds.
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Collision Probability (log, CP)

Evolution of CP(bo)exact VS. CP(bo)prefix Across Rounds
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Figure 5.16: Ratiospurious(Aaz) across rounds.

The graphs all seem to show the same pattern for all three baseline inputs. There is a close
match between weight-based approximation and empirical values for r € {1, 2}, begins to diverge
noticeably at r = 3, and diverges drastically in rounds » = 4 and r = 5. Observing each round
separately:

1. MiniSubterranean-24[1]:
In the first round, the ratio equals Ratiospurious = 1.0% across all baseline inputs. Because
only the non-linear layer y is applied with a single active S-box (w; = 2), the 22* state
pairs distribute evenly across 4 trails with N(Q) = 222 hits each. Both the exact collision
probability and the approximate dominant trail prefix model evaluate to:

4 222 2

CPaxact = Y (224) =4x271 =025, CPueix=2"""=2"2=10.25.
~y=1

The dominant trail prefix perfectly predicts the empirical collision probability of the prim-

itive.

2. MiniSubterranean-24[2]:
In r = 2, the ratio remains minimal at Ratiogpurious = 1.1Xx across all three baselines.
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Although the linear layer A activates additional S-boxes, the effect is still insufficient to
cause significant trail splitting. Conforming that state pairs remain concentrated along the
dominant trail prefix, allowing the dominant prefix approximation to match the empirical
collision probability.

. MiniSubterranean-24[3]:

In r = 3, a large jump occurs where the empirical and the approximate collisions no longer
match. The ratio jumps to 1.2kx (1,206.5x) for Ay, 46.6x for A1, and 6.6x for Ags.
This difference happens because branching in x produces over 6.5 million unique trails.
The dominant trail prefix alone can no longer predict the Farfalle accumulator collisions,
as the collision probability becomes driven by the aggregate sum of these millions of weaker,
secondary (spurious) trails.

. MiniSubterranean-24[4] and MiniSubterranean-24[5]:

Inr = 4 and r = 5, the spurious ratio explodes exponentially, reaching orders of 1.54x 103 x
in MiniSubterranean-24[4] and 6.77 x 10%°x in MiniSubterranean-24[5] for baseline Aay,
as illustrated in Figure 5.14 .

This extreme amplification is caused by two factors happening at the same time:

e Starting from MiniSubterranean-24[4], CPexact flattens out, reaching an empirical
plateat of C Payact = 272219 due to the pseudorandom dispersion of state pairs across
small even hit counts N € {2,4,6,...}.

e Meanwhile, the approximation C Ppeix continues to decay exponentially toward zero.
Because the prefix collision formula doubles all intermediate round weights in the ex-
ponent, CPprefix = 9—(232155 witwr—1) evaluating the dominant trail prefix specifically
for the baseline Aag example yields:

— In r = 4 with individual weights (wg = 2,w; = 16, w2 = 10, w3 = 10) and total
weight W = 38:

2(2+ 16+ 10) + 10 = 2(28) + 10 = 66 = CPprefix = 27 °.

Dividing the empirical plateau CPeyact ~ 27221 by CPprefix = 2766 directly
accounts for the spurious ratio:

2—22.1917

Ratiospurious (Aag) = —=% = 243-8083 ~ 1 5403 x 10*3.

— In r = 5 with individual weights (wy = 2,w1 = 16, wy = 14, w3 = 14, w4 = 16)
and total weight W = 62:

2(2+ 16 + 14+ 14) + 16 = 2(46) + 16 = 108 == CPpreix = 27 %%

Dividing the empirical plateau CPoxact = 272219 by CPprex = 271 yields:

2—22.1919

Ratiospurious (Aag) = 5 285-8081  6.7737 x 10%° .

Dividing the stable empirical plateau CPeoyact =~ 272212 by these small probabilities 2766
and 27198 causes Ratiogpurious to surge.
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The graphs also reveal a notable difference in Ratiospurious across the three baseline inputs. Be-
cause the prefix approximation is dictated by the round weights of the dominant trail, baseline
differences directly affect the denominator C'Ppefix. In MiniSubterranean-24[4], while the maxi-
mum observed trail weight across all three baselines reaches 50, the minimum trail weight for A,g
is Win = 24, compared to 22 for Aa; and 20 for Aas. This higher minimum weight significantly
suppresses CPpreix(Aa0), driving the denominator down and causing the pool of higher-weight
spurious trails to dominate the exact collision probability C'Pexact, which inflates Ratiospurious-
This pattern also holds in MiniSubterranean-24[5], where the lower minimum weights of A,; and
A,o preserve a relatively larger share for their dominant prefixes, resulting in smaller spurious
gaps across both rounds.

5.7 Weight distribution

To evaluate how the linear and non-linear operations spread active bits across the state space,
we trace the average per-round differential weight w, across MiniSubterranean-24[r].

Figure 5.17 illustrates the progression of average per-round weight w,. and the standard deviation
across rounds for all three baseline inputs.

The Average Active S-boxes (W) of MiniSubterranean-24[r]
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Figure 5.17: The average active S-boxes w, with standard deviation.

All baseline inputs start with a single active S-box (w1 = 2) in MiniSubterranean-24[1]. The lin-
ear layer mixes and shuffles the bits in MiniSubterranean-24[2], causing ws ~ 11. By MiniSubterranean-
24[3], the per-round weight flattens out at w, ~ 14. This indicates that from MiniSubterranean-
24[3] onward, an average of 7 out of 8 S-box columns (87.5%) are active in every round, causing
total trail weights W to increase linearly by approximately 14 per additional round. This explains
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why the maximum total trail weights reached W = 50 in MiniSubterranean-24[4] and W = 66
in MiniSubterranean-24[5].

5.8 Farfalle Accumulator Collision Probability

In the Farfalle construction, resistance against two-block collision attacks depends on the ac-
cumulator collision probability C Pexact(Aq) = Zw DP(A4,7)% To maximize security against
collision attacks, C Pexact(A,) must be minimized. As the rounds r increase, the transformation
mixes and shuffles active bits across the entire state space, driving CPexact(A,) down towards a
minimum.

Figure 5.18 plots the progression of C Peyact (A4 ) across MiniSubterranean-24[1] through MiniSubterranean-
24[5] for all three baseline inputs Agg, A1, Aga.

Farfalle Collision Probability ZDP(a, Y)? vs. MiniSubterranean-24[r]
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Figure 5.18: C'Poxact(A4) collision probability across MiniSubterranean-24]r]

In MiniSubterranean-24[1], the collision probability sits at its maximum value of CPexaet(Ag) =
0.25 = 272:90, This is because only a single S-box is active with weight w, = 2, distributing the
state pairs evenly across 4 valid output transitions.

As linear operations A are executed from MiniSubterranean-24[2] onward, bit mixing and shuffling
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activate multiple S-boxes, reducing collision probability down to the range of 27295 to 271183,

In MiniSubterranean-24[3], where trail clustering, trail clipping, and spurious trails first emerge,
CPoxact(A,) drops sharply to 272176 for A,g, 272946 for A,y, and 271927 for A,e. This steep
decline is driven by the expansion of active differential trails, jumping from roughly 74,000 unique
trails in MiniSubterranean-24[2] to over 6.5 million trails in MiniSubterranean-24[3]. The total
state pairs scatter across millions of distinct trails, making individual transition probabilities
fragment, pulling C Pexact(A,) down significantly.

By MiniSubterranean-24[4] and MiniSubterranean-24[5], C Pexact (A4) flattens out across all three
baseline inputs, reaching an empirical plateau of CPoyact(Aq) &~ 272219, The absolute minimum
collision probability across the 24-bit state space is 2723, which would occur only if every single
active output difference received exactly N(a,v) = 2 hits. However, in rounds 4 and 5, the
transformation behaves like a pseudorandom permutation, dispersing differences across discrete
hit counts such as {2, 4, 6,8}. Because calculating the collision probability squares each hit count
> N(a,v)?, the presence of these higher count pulls the sum up slightly, stabilizing C Peyact (Ad)
at this empirical plateau of 272219,

Security against two-block collision attacks

From a security perspective, these results show that for the three baselines tested with a single-
active S-box in MiniSubterranean-24, the two-block accumulator collision probability reaches its
empirical plateau of CPayaet(Aa) ~ 272219 by round 4. For these evaluated inputs, increasing
the round count to MiniSubterranean-24[5] yields no further reduction in collision probability.
These observations are specific to minimal-weight single-bit inputs within our 24-bit toy model
and do not constitute a formal proof for all possible multi-bit difference pairs or the full-scale
384-bit primitive. It only demonstrates that four rounds are sufficient for our tested baselines to
reach the empirical collision floor of a pseudorandom permutation.
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Chapter 6

Related Work

This thesis builds directly upon the parallel permutation framework of Farfalle [1] and the differ-
ential trail analysis methodology established in Xoodoo [2]. Using these two methods to analysis
the round transformation of Subterranean 3.0-P.

6.1 The Farfalle Construction and Collision Security

The Farfalle construction [1] is a parallel permutation-based construction for building pseu-
dorandom functions (PRFs) with arbitrary-length inputs and extendable outputs. In Farfalle,
variable-length input sequences are compressed by applying the permutation p. to rolling-masked
input blocks and XORing their outputs into a central accumulator. Resistance against two-block
differential collision attacks was formulated under the dominant trail prefix hypothesis, yielding
the approximation:

CP(ACL) ~ OPpreﬁx(Aa) == 2_(2 Z;;ll w71+wT) .

where intermediate round weights w; for i < r are doubled because two independent branches
must simultaneously follow the trail, while the final round weight w, is not double because it
accounts for the output collision. This hypothesis assumes that as the rounds increase differential
transitions are overwhelmingly dominated by a single optimal trail Q4om, ignoring the collective
contribution of secondary (spurious) trails.

6.2 Xoodoo and the Dominant Trail Assumption

To instantiate the Farfalle construction efficiently on modern processors, the paper The Design
of Xoodoo and Xoofff [2] introduced the 384-bit permutation Xoodoo and its associated deck
function Xoofff. Xoodoo introduced two key structural features:

1. 3-Bit Non-Linear Layer (x3):
By applying the non-linear y transformation to independent 3-bit columns, compatible
input and output differences form compact affine spaces of dimension 2. This property
significantly simplifies tree-search algorithms used to prove lower bounds on trail weights.
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2. Weak Alignment:
The permutation makes use of two plane-shifting steps, pwest and peast, before and after
the mixing layer 6 to continuously disrupt column alignment across rounds.

In the security analysis of Xoofff, resistance against two-block Farfalle accumulator collisions
was modeled under the hypothesis that as the rounds increase differentials are dominated by a
single optimal differential trail prefix Qqom, arguing that weak alignment renders trail clustering
negligible.

6.3 Positioning of This Thesis

The Subterranean 3.0-P round transformation inherits the 3-bit x non-linear layer and dual-shift
dispersion (pwest, Peast) introduced in Xoodoo. In this thesis, we investigate whether the dominant
trail prefix hypothesis—relied upon by Farfalle and Xoofff to estimate two-block accumulator
collision resistance also holds for the Subterranean 3.0-P transformation.

To evaluate this, we constructed a 24-bit toy model MiniSubterranean-24 to perform an empirical
census of all differential trails across the state space, computing both the exact accumulator
collision probability and the approximate collision probability of the dominant trail prefix.

Our analysis evaluates the boundaries of the dominant trail model, demonstrating where and
why empirical collision probabilities deviate from single-prefix predictions due to the combined
effects of trail clipping, differential clustering, and spurious trail accumulation.
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Chapter 7

Conclusions

In this thesis, we evaluated trail clipping, differential clustering, and the role of spurious trails in
the compression transformation of the Farfalle construction based on Subterranean 3.0-P. To as-
sess these phenomena, we performed an exhaustive empirical cryptanalysis on MiniSubterranean-
24, a 24-bit toy model preserving the structure of the cipher, across five transformation rounds
(re{l,...,5}).

To answer our primary research question: our findings demonstrate that while the dominant-trail
weight approximation is highly accurate at low round counts (r € {1,2}), it breaks down and
severely underestimates the empirical collision probability as the number of rounds increases.
This divergence occurs because the single dominant trail accounts for an increasingly negligible
share of the total differential probability mass, while secondary and alternative trails become
collectively dominant.

Our investigation of the three core metrics explains the mechanics behind this divergence:

e Trail Clipping:

In the first two rounds, empirical measurements matched the weight-based approximations
closely with no evidence of clipping. From round 3 onwards, total trail weights exceeded
the state width W > 24, where weight-based models approximate fractional hit counts of
EN(Q) < 1. However, because states hit in symmetric pairs X, X & Aa, any surviving
empirical trail must record at least an integer pair of hits N(Q) > 2, establishing a discrete
empirical floor at DP(Q) = 2723, In rounds 4 and 5, as total weights escalated to W = 50
and W = 66, making the approximations decayed to negligible fractions of EN(Q) = 2726
and 2742, causing the clipping ratio to explode.

e Differential Clustering:

Clustering became prominently visible from round 3 onwards. Driven by non-linear branch-
ing in the x layer, the number of observed unique differential trails surges from approxi-
mately 74 thousand in the second round to over 6.5 million in third round. These millions of
distinct trails converge toward identical output differences 7y, making the aggregated proba-
bility substantially larger than the probability of the dominant trail alone. As a result, the
dominant trail’s relative share shrinks drastically, demonstrating that single-trail heuris-
tics, relying exclusively on the dominant trail’s differential probability to assess security of
the cipher, fails to capture majority of the differential probability of the transformation as
the rounds increase.
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e Spurious Trails:
The dominant-prefix approximation increasingly fails to account for secondary trails as
the number of rounds grows. Although individual spurious trails are individually weaker
and possess higher weights, their vast collective majority dominates the exact collision
probability C Peyact- This divergence is most evident in rounds 4 and 5, where the prefix
probability continues to decay exponentially toward zero (C Ppyefix = 27¢ and 27108) while
the empirical collision probability stabilizes.

The evaluation of the three single-active S-box baseline differences Ao, An1 and A,o (exploiting
horizontal shift-invariance), showed that the two-block accumulator collision probability reaches
an empirical plateau of CPayact ~ 27221 by round 4, with no further reduction observed at
round 5. This plateau demonstrates that MiniSubterranean-24 behaves as a pseudorandom
permutation, where output difference pairs disperse across a distribution of small even hit counts
(N €{2,4,6,8,...}). If every active output had N = 2 hits, the collision probability would reach
the theoretical floor of 2723, However, because the cipher behaves pseudorandomly with varying
hit counts, N € {2,4,6,...}, the sum of squared probabilities settles slightly higher at 272219,
Thus, for the tested baselines in our 24-bit toy model, four rounds are sufficient to reach the
empirical collision floor of a pseudorandom permutation.
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