BACHELOR’S THESIS COMPUTING SCIENCE

Structured M(Q Challenges

TRISTAN LuMI
S1117772

August 10, 2026

First supervisor/assessor:
dr. Simona Samardjiska

Second assessor:
prof. dr. Peter Schwabe

AN,
‘CITe™

Radboud University : %

’ N
MiNe <

o



Abstract

The Multivariate Quadratic problem is an NP-complete problem that is used as the basis for
many multivariate cryptographic schemes. Often attacking these schemes reduces the problem
to a structured MQ instance, which becomes the limiting factor for the attack. Therefore, de-
veloping new methods for attacking these structured systems becomes vital for evaluating the
security of schemes that can be reduced to these systems. In order to improve current crypt-
analytical methods, we have created a number of challenges based on structured MQ systems,
with the aim of providing practical targets for testing new methods. For the structure of these
systems, we have chosen to create challenges based on bilinear MQ polynomial systems, multi-
homogeneous polynomial systems, and the Kipnis-Shamir modeling of MinRank. Given that
the difficulty of solving these structured systems is directly tied to the parameters with which
they are constructed, we explore the relation between different parameters and the estimated
time complexity to solve these structured systems. Using these estimations, we choose minimal
parameter sets with which to generate the challenges, ensuring that the challenges are not trivial
or impossible to solve.
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Chapter 1

Introduction

Ever since the theoretical foundations for quantum computing were first established in the latter
half of the 20th century, it became clear that developments in quantum computing could upend
modern cryptographic methods. This became apparent by the development of Shor’s algorithm in
1994 [25] and its implications on the vulnerability of schemes such as RSA and the Diffie-Hellman
key exchanges, as Shor was able to show that a capable-enough quantum computer would be able
to factor large integers in polynomial time. Over the following decade, further developments in
quantum computing theory fortified the expectation that contemporary public-key cryptography
would be broken by quantum computers. Therefore, NIST launched a standardization project
for post-quantum cryptography in 2016, where the main goal of the project was to prepare for
such a future where quantum computers can trivially solve modern public-key cryptoschemes.
While the first four standards were chosen and announced in 2024, three of the four standards are
lattice-based schemes, leading to a push for additional, non-lattice-based candidates to be added
to the standard through the Additional Digital Signatures for the PQC Standardization Process
competition. As of May 2026, NIST published their selection of 9 candidates to advance to the
third round of the process, of which many candidates are multivariate schemes. These include
UOV [20], MAYO [6], SNOVA [28] (which are based on UOV), and MQOM [5]. Prior to the third round
selection, GemSS [9] and Rainbow [11] were also considered promising multivariate candidates,
but did not advance to the third round.

These candidates are called multivariate public-key cryptosystems (MPKC’s) and rely on the
hardness of solving multivariate quadratic polynomial systems to remain secure. The problem
of solving these polynomial systems is known as the MQ problem and is known to be NP-
complete [17]. While many algorithms exist that are able to solve these systems [8, 29, 26,
15, 13, 16, 19], they only outperform exhaustive search reliably under certain upper bounds
on parameter choices. Therefore finding the correct parameters with which to generate these
polynomial systems is what guarantees the security of the cryptosystem against algebraic attacks
[12].

The MQ problem is defined as finding a solution to a system of equations for polynomials of
the following form:

n n

n
pi(T1, 22, ..., Tn) = Zzaj,kxjxk + Z@jﬂﬂj +v=0
j=1

j=1k=1

for i € [1,m] where m is the number of equations in the system and n the number of variables.
The broadness of the MQ problem is often used to generate schemes based on structured
variants of the problem. This is done in order to produce “trapdoor” structures in the schemes



themselves, which hide intermediate secrets. Attacking these schemes often reduces the problem
to solving structured (often bilinear) MQ polynomial systems, which becomes the limiting factor
in solving instances of the scheme. Therefore, the complexity of attacking the scheme is derived
from the ability to solve the structured systems produced by attacks.

In order to evaluate the efficiency of solving algorithms against the MQ problem, specific
parameters must be chosen to make this process feasible for regular (non-quantum) hardware.
For this purpose, many cryptography “challenges” have been proposed and published that aim
to generate problems that should be solvable by regular hardware. The Fukuoka MQ Challenge
[30] is based on the MQ problem, while many other such challenges also exist for other types
of candidates for the post-quantum cryptography standard, such as the TU Darmstadt Lattice
[21], Ideal Lattice [23], SVP [24], and LWE [18] challenges. The Technology Innovation Institute
in Abu Dhabi launched a similar challenge in 2024 for the McEliece cryptosystem, aimed at
evaluating its practical security [1]. In addition, the Ruhr-University Bochum released challenges
for the Kyber scheme in 2023, and the MAYO and McEliece schemes in 2025 [27].

We are interested in expanding the domain of MQ challenges to improve cryptanalytical
methods. For this we have created related challenges, based on bi- and multilinear variations
of the MQ problem. This allows us to explore the hardness of solving structured M(Q systems
often encountered in attacks against MPKC’s and potentially introduce new methods for tackling
them.

1.1 Related Work

The Fukuoka MQ Challenge is based on the encryption and signature cases for MPKC, which
serves as a challenge to break the cryptosystem, based on breaking the underlying MQ system
[30]. As the solving strategy for the Fukuoka MQ Challenge is based on the underlying polyno-
mials, due to it being an MPKC based challenge, there is an extra degree of difficulty in solving
these instances. In addition, the underlying polynomials are based on the standard MQ case
(defined as 1. in the Preliminaries), while most candidate schemes for the NIST PQC standard
use structured polynomial systems.

In addition to the Fukuoka M@ challenge, the TII McEliece [1], TU Darmstadt [18, 21, 23, 24],
and Bochum challenges [27] serve as interesting challenges for other quantum-resistant systems.

Therefore, we are interested in how non-standard variants of the this problem respond to these
same algorithms, and how solving algorithms for other structures behave with these non-standard
cases.

1.2 Our Contribution

In this work, we present new challenges for MQ cases with different types of structures. For this
challenge, we will look at three bilinear variations of the M@ problem, bilinear MQ systems,
multi-homogeneous M(Q systems, and one which is based on the Kipnis-Shamir modeling of the
MinRank problem [22].

In addition to outlining the instance generation of the challenge itself, we also provide esti-
mations for the hardness of solving the instances for certain parameters. This guarantees that
the instances are solvable and gives us insight into whether a solving algorithm over- or under-
performs the estimation. Knowing this, we can improve and optimize solving algorithms against
these systems.

This thesis outlines the types of polynomial systems we will be generating for the challenges,
as well as how the challenge generator was designed. We then outline the benchmarking process



used to decide on minimal parameters and present the estimations for the hardness of solving
these challenges. Finally, we explore the relation between the time complexity of solving these
systems and their different potential parameter sets, with which we justify the parameter choices
present in the challenges themselves.



Chapter 2

Preliminaries

The MQ (Multivariate Quadratic) problem is defined as the problem of solving multivariate
quadratic polynomials, which are elements of some polynomial ring.

Below we define the ”standard” system type of the M(Q problem used to construct multivari-
ate public key cryptosystems, as well as the systems used in the challenge instances. We generate
three different types of systems, each different from the standard case.

Background on Finite Fields and Rings A field is a set together with two binary op-
erations, addition and multiplication, such that the operations on that set satisfy field axioms.
Thus, the set forms an abelian group under addition, the nonzero elements form an abelian group
under multiplication, and multiplication distributes over addition. By extension, a finite field
(denoted F, for a field of order ¢) is a field with a finite number of elements. A ring, like a field,
is a set with the operations addition and multiplication, but instead satisfies the ring axioms. In
contrast to fields, rings do not require the existence of a multiplicative identity, multiplicative
commutativity, or multiplicative inverses for all nonzero elements.

A polynomial ring (denoted as Fy[z1, z2, ..., 2], with order ¢ and number of variables n) has
elements which are polynomials, with the property that the coefficients of the polynomials must
be in Fj,.

Definition 1. (Standard MQ System) Let g be a prime power, and F, o finite field of
order q. Let n,m € N, with n the number of variables and m the number of equations in the
system. Let a, B,y € Fy. Then p; with i € [1,m] is an element in Fylx1, za, ..., x,] and is of the
form:

n n n
pi(z1, 22, ..y Tp) = Z Zaj7k.rjxk + Zﬂjxj +v=0
j=1

j=1k=1

p with elements p1,psa,..,pm 1S an MQ system.

Definition 2. (Bilinear MQ System) Let ¢ be a prime power, and Fy a finite field of order
q. Let x and y be two sets of variables in p;. Let s,t,m € N, with s the number of variables in x,
t the number of variables in y, and m the number of equations in the system. Let o, 3,7v,c € F.
Then p; with i € [1,m] is an element in Fylz1, 22, ..., s, Y1, Y2, ..., Yt and is of the form:

s t

s t
PiT1, T2, ooy T, Y1, Y20 Yt) = DD QTR+ Y BT+ > Vklk +0 =0
=1 k=1 =1 k=1



p with elements p1,ps2, .., Pm 1S an MQ system.

Definition 3. (Multi-homogeneous System)
Let q be a prime power, and I, a finite field with order q. Let x® and y be sets of variables
for some index i: .
X(l) = (xl’h L2y eey mnz)
y(“ = (Y1is Y2is s Ymi)
where n,m € N are the respective sizes of the sets. Then for t,s the number of sets of x and 'y
respectively: ‘ ‘ .
p(l) (xh L2y ooy Tty Y15 Y2y -y y’ms) = P(l) (X(])a y(k))
where
n m
’p(z (k) Z Z aa bl'jaykb 4 ﬁ
a=1b=1

p with elements p1,pa, .., Pm 1S an MQ system.

Definition 4. (The MinRank Problem) Let F, be a finite field of order g, and m,n, k,r
positive integers. Then for k matrices:

My, M, ..., My € Myxm(Fy)

find A1, Ao, ..., Mg such that:
k

Rank(» A M,;) <r
=1

Definition 5. (Kipnis-Shamir Modeling of MinRank) Given a MinRank(n,m,k,r)
problem with My, Ma, ..., My, € My xm(Fy), then for some variables :
x1,1 e Z1,r
Ln_r My = O(n—r)xm

Tn—r1 -+ Tp—rpr

generates a multilinear system of equations in x and .



Chapter 3

Research

In order to generate challenge instances for this project, the strategy with which to randomly
generate the instances and the parameters chosen ensure the difficulty of solving the challenge
instances. Therefore, the potential strategies and parameter sets must be evaluated and compared
thoroughly. For instance generation, two main strategies stand out as candidates to create
random systems of equations: choosing the equations fully at random and building the equations
around a predetermined random solution. In the case of fully random equations, it cannot be
guaranteed that any given system of equations generated has a solution. Therefore, to ensure
that the challenges remain solvable, we used a predetermined random solution around which
to build the equations. In this case, it is known that there exists at least one solution to the
challenge. In some instances, there might be more than one solution to the system (such as
underdetermined systems), in which case we can accept those as valid solutions as well. In
3.1 we outline the algorithms used to generate bilinear, multi-homogeneous, and Kipnis-Shamir
systems, as well as how the random number generation works.

To decide which parameters to use as a lower and upper bounds for creating the challenges,
we will use the CryptographicEstimators [12] library built by TII to estimate the complexity
of solving the challenge types with different parameters. With these estimations, we are able to
examine which parameter sets guarantee the fairness of the challenges, while ensuring that they
remain difficult enough.

3.1 Algorithms

Instance Generation

To generate the challenges, we construct bilinear, multi-homogeneous, and Kipnis-Shamir system
instances at random as defined in the Preliminaries. The method of instance generation differs
between the three systems, and therefore each need to be outlined separately. All three instances
use the same Random Number Generation method:

1. Choose a seed of length 2 x security level from urandom.
2. Initialize SHAKE256 with the seed as input.

3. Whenever we need a random number, pick the next 4 bytes from the SHAKE256 hash. This
is done by keeping track of the amount of bytes exhausted from the start of the hash
with a variable. With this method, we avoid reusing hash bytes for RNG, which could be
vulnerable to key recovery attacks through predictable values.



The method for generating the challenge instances themselves are as follows:

Bilinear MQ System:

1.
2.

Choose s,t,m,q € N as parameters.

Choose a random vector sol of size s + ¢ with elements in IF,. This will be the solution to
the system.

Choose a random vector coeffs of size s - ¢t with elements in F,.

Evaluate the polynomial with sol as the solution and coeffs as the coefficients and append
the result as the constant ~.

Repeat 3. and 4. m times until the system of m equations is generated.

Multi-homogeneous System:

1.

2.

Choose n,m € N as sizes of the sets and ¢,s € N as the amount of sets.
Choose n-t and m- s vectors with elements in IF;. These serve as the solution to the system.
Choose a random vector coeffs of size n - m with elements in [F,.

Evaluate the polynomial with the selected sets as the solution and coeffs as the coefficients.
Append the result to the polynomial as the constant 3.

Repeat 3. and 4. until there are no more sets left to combine.

Kipnis-Shamir Modeling of MinRank:

1.

Choose n,m € N as the dimensions of the matrices., k¥ € N as the number of random
matrices generated, r € N as the rank of the dedicated matrix and ¢ € N as the order of
the field.

. Generate a random matrix M, € M, (F,) of rank r.

Choose a random vector A of size £ — 1 and elements in F,.

Generate k — 1 random matrices M € M, (F,) of full rank.

Evaluate My, = —M, + S5 "'\ - M.

Generate a left-kernel 1hs for M}, as defined in (5).

Create a new matrix rhs = M}, + Zi.:ll y; M; for unevaluated variables y.

Apply 1hs x rhs. This is the Kipnis-Shamir system.

Sort each equation in the system in graded reverse lex order.



3.2 Benchmarking

Given that the difficulty of solving these challenges is directly tied to the parameter selection for
each system, we must investigate the relative difficulty of solving different systems for their exe-
cution time. As building full solvers with benchmarking built-in for these challenges goes beyond
our current scope, we use the CryptographicEstimators library by Esser, Verbel, Zweydinger,
and Bellini [12] to estimate the time complexity for solving the given problem.

The immediate advantage of using this library to estimate the hardness of the problem is
the ability to see the differences in complexity for different solving algorithms. In this case,
we can account for the efficiency of certain algorithms and ensure the challenges are not too
simple for those algorithms, as opposed to basing the parameters off a standard attack. For
these reasons, we will choose parameters based on the algorithm that provides the lowest time
complexity estimation assumed by the CryptographicEstimators library.

In the case of the multi-homogeneous system, this is unfortunately not possible. Therefore,
to estimate the complexity of solving these types of systems, we use the estimations found for the
bilinear system, while accounting for differences in upper and lower bounds for time complexity
between the two system types to find the optimal parameter sets.

As we want to investigate the difficulty of solving different types of systems, we also have
to consider the field they are in. The Fukuoka MQ challenge and numerous other papers cite
using challenges of fields F3; and Fas6, [30] as they pose two interesting base fields, with 31 being
a Mersenne prime and 28 a popular choice for a prime power. For these reasons, we will also
use these two for the base fields of the challenges. In addition to these, we will also investigate
solving complexity for systems in Fig as it is the field proposed for the SNOVA systems [28] and
MiRa [3]. Given that there have been shown to be different degrees of difficulty for solving MQ
systems with different ratios of variables to equations, we will also investigate the computational
complexity of solving both underdetermined and overdetermined systems.

The CryptographicEstimators library offers time and memory complexity estimations for
solving these problems as both F, complexity and bit complexity [12]. In order to properly
compare the hardness of solving these different systems, we will be focusing on the bit complexity
estimations, as well as which algorithms provide the best estimations for the bilinear systems.

3.2.1 Bilinear Estimations

Below we show the estimations generated by CryptographicEstimators for the MQ problem,
which we will use to model the difficulty of solving the bilinear MQ system. n represents the
amount of total variables, while m represents the total amount of equations in the estimation.
We define the parameter relations for overdetermined systems to be 2n = m and 1.5m = n for
underdetermined systems.



n m Time Memory Algorlthm n m Time 1\/Iemory Algorlthm
2 | 4 9.0 5.0 ExhaustiveSearch 4] 2 9.0 6.0 ExhaustiveSearch
3 6 9.0 5.0 ExhaustiveSearch 6 3 | 13.612 8.755 PXL
4 8 | 13.585 6.755 HybridF5 6 4 | 15.451 12.644 PXL
5 | 10 18.0 8.0 ExhaustiveSearch 8 5 | 17.744 14.259 PXL
6 | 12 | 20.418 13.966 PXL 10 | 6 | 19.659 15.615 PXL
7 |14 | 23.013 18.165 PXL 12| 7 | 21.299 16.785 PXL
8 | 16 | 25.151 19.861 PXL 12 | 8 | 24.282 18.107 PXL
9 | 18 | 28.827 | 21.084 PXL 14 | 9 | 27.718 | 22.224 PXL
10 | 20 | 30.332 | 22.558 PXL 16 | 10 | 29.356 | 23.286 PXL
11 | 22 | 33.673 | 27.066 PXL 18 | 11 | 30.841 | 24.256 PXL
12 | 24 | 35.637 28.467 PXL 18 | 12 | 32.803 26.093 PXL
13 | 26 | 38.918 | 29.637 PXL 20 | 13 | 34.398 | 27.064 PXL
14 | 28 | 40.344 | 30.912 PXL 22 | 14 | 35.808 | 27.959 PXL
15 | 30 | 42.35 32.082 PXL 24 | 15 | 37.08 28.789 PXL
16 | 32 | 45.552 | 36.905 PXL 24 | 16 | 41.294 | 29.789 PXL
17 | 34 | 47.286 | 38.075 PXL 26 | 17 | 42.378 | 30.563 PXL
18 | 36 | 50.563 | 39.212 PXL 28 | 18 | 44.566 | 35.988 PXL
19 | 38 | 52.002 | 40.307 PXL 30 | 19 | 45.688 | 36.818 PXL
20 | 40 | 55.112 | 45.284 PXL 30 | 20 | 47.44 37.603 PXL
21 | 42 | 56.903 | 46.389 PXL 32 | 21 | 48.669 | 38.347 PXL
22 | 44 | 58.563 | 47.436 PXL 34 | 22 | 49.85 39.054 PXL
23 | 46 | 62.268 | 48.552 PXL 36 | 23 | 51.01 39.728 PXL
24 | 48 | 63.832 | 49.547 PXL 36 | 24 | 55.292 | 40.728 PXL
25 | 50 66.6 54.703 PXL 38 | 25 | 57.263 | 46.477 PXL
26 | 52 | 68.459 | 55.717 PXL 40 | 26 | 58.301 | 47.202 PXL
27 | 54 | 70.272 | 56.687 PXL 42 | 27 | 59.289 | 47.898 PXL
28 | 56 | 74.02 57.787 PXL 42 | 28 | 61.58 48.567 PXL
29 | 58 | 75.664 | 58.718 PXL 44 | 29 | 62.886 | 49.211 PXL
30 | 60 | 78.436 | 64.012 PXL 46 | 30 | 64.094 | 49.832 PXL
31 | 62 | 80.351 | 64.965 PXL 48 | 31 | 65.221 | 50.431 PXL
32 | 64 | 82.194 | 65.884 PXL 48 | 32 | 69.375 | 51.431 PXL
33 | 66 | 85.809 | 66.971 PXL 50 | 33 | 70.677 | 57.463 PXL
34 | 68 | 87.455 | 67.858 PXL 52 | 34 | 71.633 | 58.107 PXL
35 | 70 | 89.408 | 72.999 PXL 54 | 35 | 72.571 | 58.731 PXL
36 | 72 | 92.261 74.169 PXL 54 | 36 | 75.858 | 59.336 PXL
37 | 74 | 94.064 75.05 PXL 56 | 37 | 77.143 | 59.923 PXL
38 | 76 | 96.973 | 80.418 PXL 58 | 38 | 78.338 | 60.494 PXL
39 | 78 | 99.015 81.32 PXL 60 | 39 | 79.88 33.344 | BooleanSolveFXL

Table 3.1: Overdetermined Complexity Esti-  Table 3.2: Underdetermined Complexity Esti-
mations in Fyg mations in Fqg

10



n | m Time | Memory Algorithm

2 4 11.071 6.322 F5

4 8 16.394 12.966 PXL

g 12 ;gg?; 12?2; 113§£ n | m Time Memory | Algorithm
101 20 | 28372 | 20377 PXL 4 2 10.571 5.322 HybridF5
12| 24 | 3211 | 25473 PXL 6 | 4 | 19.987 | 16.522 PXL
14 | 28 | 34.806 | 27.077 PXL 10 | 6 25.253 18.487 PXL
16 | 32 | 38.083 | 29.387 PXL 12 | 8 30.606 24.418 PXL
18 | 36 | 40.176 | 30.713 PXL 16 | 10 | 36.369 27.388 PXL
20 | 40 | 44.303 | 32.545 PXL 18 | 12| 41.175 | 33.293 PXL
22 | 44 48.19 36.918 PXL

o4 | 48 | 51.242 | 39316 PXL 22 | 14 | 45.133 35.905 PXL
28 | 56 | 55.225 | 42.371 PXL 28 | 18 55.4 44.343 PXL
30 | 60 | 60.164 44.048 PXL 30 | 20 61.977 46.711 PXL
32 | 64 | 62.498 24.471 BooleanSolveFXL 34 | 22 66.389 52.741 PXL
34 | 68 | 64.346 27.744 BooleanSolveF XL

36 | 72 | 65.543 28.264 BooleanSolveF XL 36 | 24 70.444 54.816 PXL
38 | 76 | 66.681 28.757 BooleanSolveFXL 40 | 26 75.287 60.83 PXL
40 | 80 | 72.183 | 28.996 | BooleanSolveFXL 42 128 | 81.335 | 63.141 PXL
42 | 84 | 74.088 | 32.322 | BooleanSolveFXL 46 | 30 86.08 69.222 PXL
44 | 88 | 75.192 | 32.809 | BooleanSolveFXL 48 | 32 | 91.847 75.26 PXL
46 | 92 | 76.251 33.277 | BooleanSolveFXL 52 | 34 95.356 77.202 PXL
48 | 96 | 81.719 | 33.503 | BooleanSolveFXL

50 | 100 | 83.673 36.871 BooleanSolveFXL 54 1 36 101.26 79.492 PXL
52 | 104 | 84.712 37.335 BooleanSolveFXL 58 | 38 106.196 85.616 PXL
54 | 108 | 85.715 | 37.784 | BooleanSolveFXL

56 | 112 | 86.685 | 38.218 | BooleanSolveFXL Table 3.4: Underdetermined Complexity Esti-
58 | 116 | 92.112 38.429 BooleanSolveFXL mations in Fs;

Table 3.3: Overdetermined Complexity Esti-
mations in F3q

11



n | m Time | Memory | Algorithm
n | m | Time | Memory Algorithm 4 2 12.62 7.0 F5
2 4 | 12.454 7.0 F5 6 4 22.53 17.2 PXL
4 | 8 | 19.862 | 12.853 Crossbred 10| 6 30.696 25.259 PXL
6 | 12 | 23.63 15.545 Crossbred 12 | 8 36.779 25.096 PXL
18 ;6 26.581 ;i-gl‘* 5% 16 | 10 | 41.034 | 30.912 PXL
o | oo | 00T | 2228 Xl 18 | 12 | 46.082 | 36.665 PXL
14 | 28 | 36.188 | 27.755 PXL 22 | 141 53.197 | 42.377 PXL
16 | 32 | 42.481 | 33.426 PXL 24 | 16 | 59.477 42.391 PXL
18 | 36 | 44.665 | 34.954 PXL 28 | 18 | 64.331 48.173 PXL
20 | 40 | 46.831 | 19.697 | BooleanSolveFXL 30 | 20 | 69.239 53.932 PXL
22 | 44 | 49.573 | 37.596 PXL 34 | 22 75.07 59.671 PXL
24148 | 54.269 | 39.994 | PXLI < 36 | 24 | 82.228 | 65.394 PXL
26 | 52 | 55.726 23.789 BooleanSolveF XL 40 | 26 87.821 64.853 PXI,
28 | 56 | 57.068 24.359 BooleanSolveF XL
32 | 64 | 64.382 | 48.105 PXL 46 | 30 | 97.97 76.498 PXL
34 | 68 | 65.729 | 28.422 | BooleanSolveFXL 48 | 32 | 103.244 82.29 PXL
36 | 72 | 66.926 | 28.942 | BooleanSolveFXL 52 | 34 | 110.481 88.064 PXL
38 | 76 | 68.063 | 29.436 | BooleanSolveFXL 54 | 36 | 116.57 87.256 PXI,

58 | 38 | 121.665 93.133 PXL

Table 3.5: Overdetermined Complexity Esti-
mations in Fase Table 3.6: Underdetermined Complexity Esti-

log_2(Estimated Time Complexity)

120 A
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o
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Figure 3.7: Time Comparison for Overdetermined Systems
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Figure 3.8: Time Comparison for Underdetermined Systems

Figure 3.7 and 3.8 show the differences in time complexity for over- and underdetermined bi-
linear MQ systems with different fields. It is clear in both figures that time complexity increases
vaguely linearly for systems of all three fields, with a regular staircase structure for underde-
termined systems. It can also be noted that for both overdetermined and underdetermined
systems, systems in Fyg have the lowest complexity for the same number of variables, followed
by systems in Fg; and finally systems in Fo56. Using this trend, we can safely estimate what the
bit complexity to solve would be for instances with much larger numbers of variables, such as
determining lower bounds for schemes based on a bilinear underlying structure. It should also
be noted that the bit complexity to solve differs marginally between systems with different fields
but equal numbers of variables and equations. This can be attributed to multiplication in large
fields taking more bit operations to complete when compared to smaller fields.

It can also be noted in 3.1-3.6 that PXL regularly performs best for underdetermined systems,
while in overdetermined systems, BooleanSolveFXL outperforms PXL in some cases for large m.
In the case of overdetermined systems in [F15 however, PXL continues to perform best compared to
other solving algorithms. However, it should be taken into account that the memory complexity
in cases where BooleanSolveFXL beats PXL on time is significantly lower than when PXL performs
best, indicating that PXL might not be the optimal solving algorithm for some parameter sets
under certain conditions.

3.2.2 MinRank Estimations

Currently, there does not exist a simple way to estimate the hardness of solving MinRank in-
stances under the Kipnis-Shamir modeling. Therefore, we use the standard algorithms provided
by the CryptographicEstimators library to estimate overall time complexity of solving Min-

13



Rank, with the caveat that the real hardness to solve under the Kipnis-Shamir modeling will
differ based on the solving algorithms used.

Since there are many parameters that contribute to the difficulty of solving MinRank, certain
parameters have to be fixed to allow for the differences in difficulty to be distinguishable. For
these reasons, we will investigate how changing different parameter types affects the the estimated
time complexity to solve MinRank instances:

e Field: Fgl, FQS, ]F16
e Number of Rows: 4 to 20

e Number of Matrices: 20, 50, 120

To find sample parameters for estimating the complexity of solving MinRank, we use the
parameters proposed by the MiRa specification as a reference. They expect 128 bits of security
[3] for instances with the following parameters:

e ¢=16

e n,m =16
o k=120
er=>5

for ¢ the order of the field, n, m the dimension of the matrix, k£ the number of matrices and
r the rank of the resulting matrix. We will use these parameters as a strict upper bound for the
estimations, as we want to guarantee that the challenges are possible to solve.

From the estimations, it is clear that the rank of the matrix instance compared to the size of
the matrix can significantly impact the difficulty in solving the instance. Therefore, we estimate
the complexity for solving MinRank instances not only in terms of matrix size and the total
number of matrices, but also for the ranks of the matrices. Here, the most interesting cases
are low ranks (matrices of rank r = k, for small k£ in comparison to matrix size), middle ranks
(matrices of rank roughly 29", and high ranks (matrices of rank r = Rows —k for some k > 1).
However, as deciding which ranks can be considered “low”, “middle”, and “high” is based on
mostly arbitrary choices, we will look at how time complexity scales according to a linear increase
in matrix rank when the other parameters are fixed.

It should be noted that for these estimations we are primarily looking at square matrices.
Non-square matrices could also pose as interesting instances, however their estimated complex-
ities do not differ substantially enough from their square counterparts to be considered as a
distinguishable parameter type for the challenges we create.
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Time Complexity vs. Matrix Size for MinRank Instances over F16
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Figure 3.9: Performance comparison for MinRank instances in F1¢ with increasing matrix sizes

Time Complexity vs. Matrix Size for MinRank Instances over F31
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Figure 3.10: Performance comparison for MinRank instances in F3; with increasing matrix sizes
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Time Complexity vs. Matrix Size for MinRank Instances over F256
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Figure 3.11: Performance comparison for MinRank instances in Fo5¢ with increasing matrix sizes

Figures 3.9-3.11 show how complexity to solve MinRank instances links to both matrix size
and the number of matrices k in the instance. In this case, the rank of each MinRank instance was
taken as 5, with n the size of the matrices. In all three fields, the estimations demonstrate the
same trends for how matrix size and k relate to time complexity, showing that the size of the field
itself is not the primary factor of complexity to solve for any given MinRank instance. However, it
is also important to note that the complexity trends seen in F14 are roughly half of those in Fosg,
which indicates that a larger field order can amplify the number of operations needed to solve an
instance, but does not introduce any exploitable factors that would significantly change solving
strategy. This can likely be attributed to the cost of multiplication being higher over larger fields,
like seen in the complexity estimations represented by Figure 3.8. In comparison, the number of
matrices k seem to directly correlate to how easy it is to solve MinRank instances with different
matrix sizes n. It is also important to note that in all three figures, there is a ”limit” trend
for instances with k& = {20, 50}, where the time complexity does not increase beyond a certain
threshold, which is important to take into account to not unintentionally generate challenges
that are too easy.

Therefore, choosing parameters for challenges based on MinRank systems do not need to
purely rely on field order to generate challenges, but rather to make the challenges easier or
harder based on the other parameters already chosen. In the following figures, we will look at
how matrix rank and the number of matrices k relates to complexity to solve in order to make
better choices for the parameter sets for the MinRank challenges.
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Time Complexity vs. Number of Matrices (k) - F16, Rank = 5
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Figure 3.12: Performance comparison for MinRank instances in F¢ with increasing number of
matrices k

Figure 3.12 shows how the number of matrices affects time complexity for fixed matrix size and
rank. In this case, we took the matrix size and rank from the MiRa specification (n = 16,7 = 5)
[3] as reference values. Like the data represented by Figure 3.13, there is linear increase until a
pivot point for k& before a sharp decline in estimated complexity to solve. This peak is referred to
in some literature as the Rank Gilbert-Varshanov Bound [3], where k = (n—r)(m—r) for an nxm
matrix. This bound determines the complexity to solve any generalized MinRank instance, as for
k > (n—r)(m—r), polynomials in the MinRank instance are underdetermined and the number of
solutions grows exponentially [14]. At and below the Rank GV Bound (k < (n —r)(m —r)), the
instance is said to be a O-dimensional system and has a finite number of solutions, which means
that for k& approaching the bound, complexity to solve increases linearly with k. Therefore, for
any parameter set, k near the Rank GV bound offers the highest complexity when the other
parameters are fixed.
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Time Complexity vs. Rank for MinRank Instances over F16
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Figure 3.13: Performance comparison for MinRank instances in F1¢ with increasing rank

Figure 3.13 shows how the determined rank of the MinRank instance relates to time com-
plexity and the difference in this relation for instances with different numbers of matrices k. In
this case, the estimations were based on MinRank instances with matrix size n = 16. The data
represented here shows how the Rank Gilbert-Varshanov bound responds to changes in rank,
as for smaller k£ the bound is approached at much higher ranks than for higher k. Given that
Figures 3.11 and 3.12 show how matrix rank and k are directly tied to each other and seem to
be the primary factors for determining the complexity to solve any given MinRank instance, we
will choose parameters by fixing some matrix size n and rank r, and then using the trends shown
in Figures 3.11 and 3.12 to adjust k and scale the difficulty of the challenges where necessary.

3.2.3 Multi-homogeneous Systems

As in the case of the Kipnis-Shamir system, there does not exist a direct way to estimate the time
complexity to solve multi-homogeneous systems. However, given that they are closely related
to the bilinear MQ system, we will use the estimation data from the MQ estimations to gain
insight into which parameter sets would be best suited for this project. In this case, we can
assume that the complexity to solve remains roughly the same for the same n,m as the bilinear
system, with the caveat that different set sizes for the input variables will also lead to a significant
change in solve complexity (smaller set sizes lead to higher solving time and vice versa). For
these reasons, we aim to keep set sizes relatively small, to keep complexity generally in line with
the estimations made in 3.2.1. It should also be noted that for multi-homogeneous systems, the
number of equations m is directly related to the number of input variables n and the set sizes
chosen, so instead of choosing m directly, we derive it from the relation between the set size and
input size.
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3.3 Parameter Selection

To ensure that the challenges are difficult enough, we will look at parameter combinations with
a time complexity of 260 operations and higher. This choice is made with the intent of having
a similar level of difficulty as the Fukuoka MQ Challenge, where for overdetermined systems
in g1, they extrapolated that solving for n > 34 would require more than a month on their
hardware [30]. In our estimations, the same parameter set has an estimated bit-time complexity
of 264, Therefore, in the interest of rounding, we chose to include challenges where the parameter
sets have an estimated complexity of 260 and higher. This ensures that the challenges are still
solvable, but leaves enough room for new approaches to attacks to be developed. For the Kipnis-
Shamir systems, the rank of the matrices and the number of matrices used also play a large role
in the time complexity to solve. Therefore, we will take minimum rank and k below the Rank
Gilbert-Varshanov Bound such that they can be scaled towards the bound to make more difficult
challenges. The matrix sizes and field orders themselves will be chosen according to the bit-time
complexity limit of 26°.

3.3.1 Runtime Estimations

Beyond the bit-time complexity limit we chose, we are also interested in the estimated runtime
for solving challenges with the minimum parameter sets. This can be found by calculating the
average amount of CPU cycles required on a single core to perform a single field operation. This
allows us to use the conversion between bit-time complexity and field operations complexity
provided by the CryptographicEstimators library to estimate runtime.

For x86 CPU’s, it was shown by Chen et al. in their 2009 paper [10] that lookup tables are the
most optimal method of implementing finite field multiplication in MPKC implementations, as
they require frequent and repetitive multiplication operations. This method was then extended
to AVX2 instructions by Beullens et al in their Classical Oil and Vinegar implementation [7].

Although Galois Field New Instructions (GF-NI) were introduced with the implementation
of AVX512 in Intel CPU’s in 2016, AVX2 and SSE implementations of finite field multiplication
seem to be more thoroughly researched due to their wider availability in modern CPU’s [7]. In
order to estimate runtime for minimal challenge parameters, we will use the AVX2 implemen-
tation by Beullens et al. [7] for challenges in Fi5 and Foss. While an SSE implementation for
multiplication in F3; by lookup tables is described by Chen et al. [10], a C implementation of
this method is not widely available. Therefore, we can calculate an upper bound estimate for
the latency of generating a lookup table in F3; by naive modular multiplication for each entry.

Calculating the estimated runtime for a large number total operations requires knowledge of
the average clock cycles per operation as well as the CPU frequency. As lookup tables remain the
most optimal way to do repetitive multiplication over finite fields [7], finding the average cycles
per multiplication requires benchmarking the clock cycles required to generate the LUT’s as well
as the clock cycles required to access the result of a single multiplication in the LUT (although
the latency of the LUT accesses would likely be optimized to require fewer accesses by reading
LUT entries in batches instead of individually).

In the case of lookup table generation in F3;, we simply measure the clock cycles required to
generate a full lookup table with modular multiplication. However, it should be noted that an
optimized multiplication implementation such as that described by Chen et al. would achieve
significant speedups compared to naive modular multiplication, although not as fast as generating
lookup tables for multiplication in Faos [10].

We benchmarked these operations on an Intel Core i7-13700H processor with turbo boost
disabled. The non-turbo clock speed was measured at 2.918 GHz, and the benchmark was ran
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on a Fedora 43 system with clang 21.1.8. The average was taken by looking at the total amount
of CPU cycles required to complete 1,000,000 operations. For the F3; lookup table generation,
the result was measured as the average cycles of generating 1,000,000 lookup tables with entries
calculated sequentially.

Field | Average Cycles per single LUT generation
Fig 4.629

Fay 1476.21

Fose 3.394

Table 3.14: Average CPU Cycles Required to Generate a Single Multiplication Table in I,

For Fi¢ and Fa56, 16 and 256 LUT’s respectively are required in total to precompute all
field multiplications prior to them being required. This simplifies multiplications later to sim-
ple L1 cache calls. In Beullens et al.’s implementation, table generation is optimized by tak-
ing advantage of AVX2 vector operations, which allows for multiple tables to be generated in
parallel. In the case of Fig, all 16 tables can be generated in a single call to the function
gf16v_generate_multab_16_avx2, while for Fass, 16 calls to gf256v_generate_multabs_avx2
are required, as it only generates 16 tables at a time.

For F31, we found that for naive modular multiplication, each entry would require on average
1.536 clock cycles to complete. This is much slower than the creation of entries in lookup tables
for F16 and Fa56, which can be attributed to the implementation of this benchmark not being very
thorough or using any well-known optimization techniques such as those proposed by Beullens
et al. [7] and Chen et al. [10]. As discussed earlier, an optimized lookup table generator for Fsy
would still likely be slower than those of Fi4 and Faos4, as modular reduction in binary fields is
much more efficient than those of odd prime fields [10].

We then assume that 259 L1 cache accesses are required for each multiplication, since the
multiplication tables fit cleanly into the L1 cache for most modern CPU’s. In the case of most
Intel architecture, L1 cache latency has been measured at roughly 4 cycles [2]. Therefore, the
average cost of multiplication can be calculated as the average of precomputing the LUT’s and
accessing the results of required multiplications across the space of the total number of operations.

In CryptographicEstimators, the conversion between field operations complexity and bit
complexity is taken as bit-time complexity = (field operations complexity)(log q)? for some 6 €
[0,2] [12]. In the case of the MQ estimator, § = 0 by default [4]. Therefore we can use the
bit-time complexity estimations presented in Section 3.2 as the total number of operations to
extrapolate the runtime for solving challenges with the minimal parameter sets.

Given that the number of cycles required to generate the LUT’s compared to the clock cycles
required to read the results of each multiplication is negligible, the bottleneck for multiplication
in this case is the cost of L1 cache accesses and the average cycles per multiplication over any
relatively small finite field is roughly equal to the cost of reading the LUT’s. For the purpose of
the estimations, we will calculate the estimated runtime in seconds as:

LUT generation + (L1 cache latency x total operations)

CPU frequency
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For a single core on an i7-13700H processor with a non-turbo frequency of 2.918 GHz, chal-

lenges with an estimated time complexity of 269 operations require:
Field | Estimated Runtime in Seconds | Estimated Runtime in Years
Fig 1.471 x 230 50.1
F3q 1.471 x 230 50.1
IF256 1.471 x 230 50.1

Table 3.15: Estimated Runtime for Bit-time Complexity of 269 on a Single Core

3.4 Challenge Format

The challenges are presented in a similar format as those from the Fukuoka M@ Challenge [30].
In the case of the multi-homogeneous and Kipnis-Shamir challenges, other challenge parameters
are also specified in the instance. Below we show example challenges for each type:

Galois Field : GF(16) / x4 + x + 1
Number of x variables (nx) : 2
Number of x variables (ny) : 3
Number of equations (m) : 10

Order : graded reverse lex order

stk kokokok ok ok sk sk sk sk sk sk sk sk sk ok ok k ok
71712113 156 0 11 156 7 11 ;
11 13127 213 12 3 2 15 10 ;
11 10 568 14 3 14 13 4 12 1 1 ;
6815331589 3 14 14 8 ;
55123854066 131 ;
75131568 107 10 14 9 ;
0883141161110 8 4 ;

11 511 13 11 3 510 13 14 1 1 ;
9 10 5 14 15 12 11 7 7 10 14 9 ;
651114 2 0 155 11 4 11 7 ;

Figure 3.16: Example Bilinear Challenge over Fig
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Galois Field : GF(31) / x + 28

Number of sets of x variables (t) : 2
Number of variables in an x set (n) : 3
Number of sets of y variables (s) : 2
Number of variables in a y set (m) : 3
Number of equations : 4

Order : graded reverse lex order

ook ok K K K ok ok K K K ok ok K K K ok ok Kk K

25 20 29 25 18 8 28 18 23 11 ;
8 27 3 17 29 17 6 7 5 24 ;

6 27 25 2 17 24 12 5 21 1 ;

13 0 19 27 5 5 23 21 27 16 ;

Figure 3.17: Example Multi-homogeneous Challenge over F3;

For both the bilinear and multi-homogeneous challenges, the expected solution format is
[z variables, y variables].

Galois Field : GF(256) / x"8 + x”4 + x"3 + x"2 + 1
Matrix Dimensions : 5x5

Matrix Rank : 3

Number of Matrices (k) : 3

Order : graded reverse lex order

stk kok ok ok ok sk ok ok sk ok ok sk ok ok ok k koK

21 149 152 228 229 236 226 7 22 235 237 132 ;
162 7 212 236 66 107 21 228 154 37 183 169 ;
212 228 229 107 46 75 152 236 20 52 184 56 ;
229 236 66 75 153 205 212 107 159 248 88 31 ;
66 107 46 205 108 83 229 75 76 156 123 212 ;
21 149 152 228 229 236 65 212 22 235 237 135 ;
152 7 212 236 66 107 149 229 154 37 183 136 ;
212 228 229 107 46 75 7 66 20 52 184 140 ;
229 236 66 75 153 205 228 46 159 248 88 63 ;
66 107 46 205 108 83 236 153 76 156 123 128 ;

Figure 3.18: Example Kipnis-Shamir Challenge over Fos
In the case of the Kipnis-Shamir challenges, the expected solution format is
[A variables, 20,0, ..os L0,ry oo L 1y ooy Tn—rr)

where the x variables are the kernel variables as defined in the definition of the Kipnis-Shamir
modeling in the Preliminaries.
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Chapter 4

Conclusions

In this thesis, we have built a challenge for structured MQ systems that give an opportunity
to the cryptographic community to develop new solving strategies against the selected system
types. After a thorough investigation into the expected time to solve for different parameter
sets for these systems, we have decided on the minimum parameters for the challenges as the

following:
Overdetermined Systems
Field | Parameters | Estimated Runtime in Seconds
Flﬁ (23,46) 1.77 x 232
F3q (30,60) 1.67 x 230
Fas6 (30,60) 1.09 x 233
Underdetermined Systems
Field | Parameters | Estimated Runtime in Seconds
Fi6 (42,28) 1.1 x 232
Fgl (30,20) 1.44 % 232
F256 (28,18) 1.85 x 234

Table 4.1: Minimum Parameters (n, m) for Bilinear MQ Challenges

Overdetermined Systems
Field | Parameters | Estimated Runtime in Seconds
Fi6 (24,48) 1.31 x 234
F3q (30,60) 1.67 x 230
Fose (30,60) 1.09 x 233
Underdetermined Systems
Field | Parameters | Estimated Runtime in Seconds
Fig (42,28) 1.1 x 232
Fgl (30,20) 1.44 x 232
Fosg (28,18) 1.85 x 234

Table 4.2: Minimum Parameters (n, m) for Multi-homogeneous MQ Challenges
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Field | (n,m,r k) | Estimated Runtime in Seconds | (n,m,r k) | Estimated Runtime in Seconds
Fio | (16,16,5,39) 1.34 x 271 (12,12,5,27) 1.07 x 2%2
Fyy | (16,16,5,39) 1.98 x 232 (12,12,5,23) 1.3 x 231
Foss | (12,12,5,22) 1.61 x 230 (10,10,4,24) 1.07 x 234

Table 4.3: Minimum Parameters (n, m,r, k) for Kipnis-Shamir Challenges

These parameter choices were made using estimations from the CryptographicEstimators
library for the time complexity to solve these systems. The goal of the project is to develop
algorithms that are able to regularly beat these estimations, furthering the field of MQ solving
algorithms for structured systems often seen in attacks against MPKC’s.
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