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Abstract

Home routers increasingly use mobile companion apps for remote management
through proprietary Custom Remote Management Protocols (CRMPs). These un-
documented protocols extend management capabilities beyond local networks but
introduce poorly understood attack surfaces. This paper presents a systematic
methodology for analyzing undocumented CRMPs and demonstrates its e ective-
ness through case studies of two ASUS router generations. Our discovery-driven
approach combines controlled network setups, tra ¢ capturing and static analysis
of rmware and companion apps. We position our analysis machine at strategic
network junctions to capture communications between routers, apps, and exter-
nal services across local and remote management scenarios. Analysis of the ASUS
RT-N66U revealed a Dynamic Domain Name System (DDNS)-based architecture
vulnerable to credential harvesting through DNS redirection and self-signed certi -
cate exploitation. We successfully intercepted user credentials by redirecting router
subdomains to attacker-controlled servers and discovered systematic information
disclosure a ecting 27 routers across 18 models through unauthenticated endpoints.
Investigation of the modern ASUS TUF-AX3000 V2 uncovered a more complex
relay-based architecture using ASUS cloud infrastructure, AWS loT services, and
TURN relay servers. Despite increased complexity involving OAuth authentica-
tion and tunneling, fundamental security weaknesses occur, including continued
reliance on self-signed certi cates and poor certi cate lifecycle management with
expired relay infrastructure certi cates. Our ndings reveal that both legacy and
modern router implementations su er from security weaknesses. Despite evolving
from simple DDNS systems to complex cloud-mediated relay infrastructures, both
generations exhibit identical trust model weaknesses, indicating that functionality
has consistently been prioritized over security across router generations.



1 Introduction

As of February 2025, 5.56 billion individuals worldwide were internet users, which
amounted to 67.9 % of the global population [15]. A modem together with a router
has become a common method to access the Internet at home. The home router is the
gateway for all trac from and to devices at home (e.g., laptops, smartphones, and
various loT devices), consequently making it play an important role in home network
security.

Attackers target these routers with numerous di erent goals: a router can be added
to a botnet [2, 18, 12], serve as a gateway to Internet of Things (loT) devices behind
it, or be used as stepping stones in subsequent attacks [25]. Consequently, the research
eld that focuses on routers is active, with numerous bodies of work going from focusing
on automated detection of vulnerabilities [1, 26] to analyzing the default settings [24].

Modern home routers o er extensive con guration capabilities. These range from
basic settings like Wi-Fi passphrase and Service Set Identi er (SSID) to more advanced
options such as rewall rules and DNS con gurations. Device owners can modify these
con gurations to suit their speci c needs. Traditionally, router con guration has been
performed through a web interface accessible from the local network via the router's IP
address (typically 192.168.1.1 or similar).

More recently, home router manufacturers chose to develop mobile phone applica-
tions as an alternative for the web interface. These applications are referred to in this
paper ascompanion apps These companion apps enable users to register and man-
age their router from their smartphone. Marketed with slogans like \Easy Network
Management At Your Fingertips!" and \Network management just a tap away" these
companion apps represent manufacturers' e orts to enhance user experience through
convenience.

To further facilitate user convenience, most companion apps now provide remote
control capabilities, allowing users to manage settings and monitor network performance
from outside their local network. This remote functionality is implemented through
CRMPs engineered by each manufacturer. With this remote control feature, the attack
surface for a router becomes larger: potential attackers no longer need to have access
to the local network of the router in order to be able to manipulate settings, rather
an internet connection in combination with knowledge of the CRMPs implementation
details and vulnerabilities might be enough.

These CRMPs are not implemented by means of following a standard. They are
proprietary, undocumented, and e ectively function as \black boxes." As a result, there
does not exist a clear view of the architectural design, implementation details and the
security implications that come with them. While an analysis framework for these
CRMPs would be valuable, understanding the inner workings and security implications
of speci ¢ implementations provides an essential rst step. This paper addresses this
gap by creating a methodology to do just that and applying this to two distinct ASUS
router models: the olderRT-N66LAnd the newerTUF-AX300 V.2This research is guided
by the following main research question:

How do(es) the Custom Remote Management Potocol(s) between ASUS
routers and the ASUS Companion App function, and what security implica-
tions arise from these implementations?

To systematically address this question, we formulate several sub-questions which we
answer for both routers individually:

1. Protocol Architecture: What is the general architecture of the remote man-
agement protocol?



2. Authentication and Security Mechanisms: What authentication, encryption,
and session management techniques are employed in the implementation of this
remote management protocol?

3. Wulnerability Assessment: What protocol-level security weaknesses, underly-
ing security assumptions, and possible vulnerabilities exist in the remote manage-
ment protocol design and implementation?

The methodology that we developed in order to answer these questions for any given
router can be seen as a academic contribution. Not only does it allow further research
within the eld of remote control protocols for home network routers, it could also be
of value for research that revolves around di erent \black box" network protocols.

This paper is organized as follows. Section 2 provides background information on
routers, management protocols, and related security concepts. Section 3 presents re-
lated work on 0T vulnerability discovery, rmware analysis and router and companion
app security. Section 4 describes how our research ts among the related work, thereby
highlighting its value. Section 5 details our discovery-driven methodology for analyz-
ing CRMPs, including our threat model, networking setup for tra ¢ capturing, tra c
analysis techniques and static analysis approaches. Section 6 presents our rst case
study analyzing the dated ASUS RT-N66U router. Section 7 presents our second case
study examining the ASUS TUF-AX3000 V2 router, demonstrating how our methodol-
ogy applies to a more modern router implementation. Finally, we conclude our research
(Section 8), discuss its limitations (Section 9) and discuss directions for future research
(Section 10).



2 Background

Home routers function as the primary gateway between Local Area Networks (LANS)
and Wide Area Networks (WANS), typically the Internet. These devices implement
multiple network protocols and services including Dynamic Host Con guration Proto-

col (DHCP) for local IP address assignment, Network Address Translation (NAT) for
address translation, DNS forwarding, and various routing protocols. The router's posi-
tion makes it a critical component in home network security, as all tra ¢ between local

devices and external networks passes through it.

Modern home routers typically run embedded Linux distributions with custom rmware
developed by manufacturers [4]. This rmware includes a web server for con guration
management, network service daemons, and proprietary applications that implement
manufacturer-speci ¢ features.

2.1 Traditional Web-Based Router Management

Router con guration has traditionally been performed through web-based interfaces,
e.g. 192.168.1.1:80 , accessible from devices on the local network. These interfaces,
typically served over Hypertext Transfer Protocol (HTTP) or Hypertext Transfer Pro-

tocol Secure (HTTPS), provide access to network settings, security con gurations, and
administrative functions. Figure 1 shows a screenshot of the webmanagement page of
the ASUS TUF-AX3000 V2. Access is usually protected by username and password au-
thentication, with most modern routers implementing additional security measures such

as session timeouts and access logging. The web interface approach requires users to be

Figure 1: Web-based router management dashboard for the TUF-AX3000 V2

connected to the local network, either through Ethernet or WiFi. This requirement pro-
vides inherent security bene ts, as attackers must rst gain access to the local network
before attempting to access the router's management interface. However, this approach
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