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Autonomous Systems

• How to affordably build trustworthy systems?

• Operate along uncontrollable agents, in uncertain, or 
partially observable environments

• Use a reliable system model

Formal verification needs to account for these factors.

humans
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Autonomous (Cyber-physical) Systems

Real  
system 

System  
model

Safety 
specification 

Performance 
specification 

Formal 
verification 

Controller 
synthesis 

Model-based 
Testing 

Machine  
learning 

Solutions at the interfaces 
of domains

 7

model-driven

data driven
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The “Help the Robot” Planning Problem

Find the best way to 
the airbag

While moving, robot 
discovers expensive 

surfaces

Avoid randomly 
moving dust storm

Find safe and 
cost-optimal 
strategy to 
get to the 

airbag

Underlying 
Model: Markov 

Decision 
Process

Obtained via 
Reinforcement  

Learning
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Markov Decision Process

efficient verification, however, model may not be fully known 

Prmax (⌃s7)
ECmin(⌃s7)
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Reinforcement Learning

actionstate, 
reward

robot

MDP

• collect information about 
environment by interaction

• Q-learning approximates 
optimal value function

Q : S ⇥ Act ! R
maintains

• Q-matrix contains values of  
taking each action at each state

• episodic exploration of the  
state space

Maximizes expected reward but neglects safety!
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Partially Controllable Multi-agent Systems

Behavior model for uncontrollable agents 
• using reinforcement learning 
• encode data from observations 
• cast behavior model into Markov chain, accounting for likelihoods of 

choices

Autonomous agent amongst uncontrollable agents 

• find a control strategy for the autonomous agent (Avatar) 

• provably adhering to safety and performance specifications 

• account for uncontrollable agents (Adversaries) 

• self driving cars, autonomous trading agents, service robots
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Formal Setting

Game Arena

G = (V, E, d)• Finite graph 
• Edges 
• Distance 
• Tokens 
• Reward associated with tokens   

E ⊆ V × V
d : E → ℕ≥0

∘ : E → {0,1}

Safety:  
Avatar and adversaries do not collide 

Multi-agent Setting
• Controllable avatar 
• Uncontrollable adversaries

Performance:  
Collect as much reward as possible

Tokens and rewards not relevant 
for safety! 

Arena plus behavior model for  
adversaries yields MDP!
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Story - Safety Shield
concrete scenario

Safety-
relevant 
Model

Fig. 3. Graphical representation of our gridworlds

areas Gh, Gr ✓ loc. Locations are given by

loc = {(x, y) | x 2 [0,Gridx] y 2 [0,Gridy]}

for Gridx,Gridy 2 N and the features are a set of tuples Feattp ✓ {tp}⇥loc.

A feature f = (tpf , `f ) 2 Feat consists of a type and a(feature-)location. [NJ] What is tpf?

[NJ] Perhaps Loc for

the set of locations and

type is a set Tp :=

{Obst,Litt,Wpt} which

can be defined before the

definition.

Example 1. Consider the example depicted in Fig. 3, which we use as a
running example. The environment depicted is formally given as Env =
{loc,Feat}

[NJ] Envshould be a tu-

ple as defined, right?

Goal areas missing.

with

loc = {(x, y) | x 2 [0, 4] y 2 [0, 5]}, and

Feat = {fi = (Wpt, (2, i)) | i 2 {0 . . . 5} }
[ {f6 = (Obst, (1, 1)), f7 = (Obst, (3, 3))}
[ {f8 = (Litt, (1, 3)), f9 = (Litt, (4, 3))}

Human. The human is represented by its position which is a tuple of a
location and orientation posh = (`h,↵h). An orientation has 8 possible
directions, i.e. ↵h 2 Orient = {i · 1

4
⇡ | i 2 [0, 7]}. As an auxiliary we

define for each direction an associated direction vector Dir : Orient !
{�1, 0, 1}2 \ {(0, 0)}, which we depict in Fig. 4(a). Human movements
Mh = {LEFT, STRAIGHT,RIGHT} have associated changes in angle of
� = �1

4
⇡, 0, or 1

4
⇡. We depict the movement options in Fig. 4(b).

[NJ] Do we really need

the Orient-definition, or

would the direction suf-

fice?

7
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But Does it Scale?
Finite Horizon
• safety for finite number of steps 
• infinite horizon may cause large errors anyways

Piecewise Construction
• compute shield for each state independently 
•  in parellel! 

Independent Agents
• crashing probabilities for different agents are stochastically independent 
• compute individually, compose shields

Abstractions
• adversaries may be far away 
• neglect adversary positions that are not relevant
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Shielding vs Progress
Guaranteed Safety vs Sufficient Progress

Iterative Weakening
• When progress of avatar is decreasing, weaken shield 
• No new computation, on-the-fly based on computed values

Adapted Specifications
• Capture tradeoff between safety and progress in the specifications 
• Conditional probabilities
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(First) Conclusion
• Safe planning under uncertainty 

• Runtime-Shield for Reinforcement Learning 

via Behavior Models
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Help the Robot with 
Partial Observability

Robot has restricted 
range of vision

Storm is only 
observable when 

near

For robot, storm is 
either near or far

Verification 
undecidable

Belief state: 
Likelihood of 
the actual 

position of the 
storm

infinite belief MDP

p2

p1
p3

Find safe and 
cost-optimal 
strategy to 
get to the 

airbag

Prmax (¬BUG)

Find strategy that 
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Computing Strategies for POMDPs

• Randomized with infinite memory: undecidable, but needed for optimal 
results. 

• Randomized (with finite memory): NP-hard, SQRT-SUM-hard, in PSPACE,  
not optimal in general, but sufficient for many applications.

• Intuitively: Randomization can often trade off memory.
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POMDPs - Applications

Stock Market Surveying Threatened 
Species

Health Care 

Wireless Sensor 
Networks

Autonomous Systems Machine Vision
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Idea: Human-in-the-loop Synthesis
 for POMDPs

Turn scenario into 
an arcade game

Collect data of 
human playing

From data, infer a 
strategy

Underlying 
(family of) 
POMDPs

Applying strategy 
yields restricted 
model, efficient 

verification

Counterexamples 
point to critical 

parts

Put human in 
critical situations
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Story: HiL Synthesis for POMDPs

ModelSafety 
Specification Training 

Environment

collect user data

gamify

Strategy 
Computation

apply 
strategy

VerificationCounterexample

SAT

UNSAT

ACC 2018

counterexample-based  
refinement
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Data Augmentation

1

2

3 4 5

6

78 X

X

• To reduce training set, similar observations are handled similar 

• Strategy is trained on randomly generated environments 
• Training set needs samples until further environments wouldn’t likely 

change the strategy 
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Let Machine Learning do the Guessing?
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Learning Strategies with RNNs

ObsSeqℳ
fin

Recurrent Neural Network 
• long short-term memory (LSTM) architecture 

to learn dependencies in sequential data 
• trained with observation-action sequences 
• strategy network  σ : ObsSeqℳ

fin → Distr(Act)

Training 
• Compute optimal MDP strategy 
• Generate (possible) observation-action sequences 
• Observations are input labels, actions are output labels

Large Environments 
• Train on smaller environments that share observations 

and actions 

predictor for a (memoryless) 
randomized strategy
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Improving the Strategy
Identify critical decisions                  that lead to states with  
high probability of violating the specification.
For each observation            with critical decision, minimize the 
number of different critical actions.

z ∈ (O)

σ(z)(α) > 0

Local linear program

Even if specification is satisfied, 
there may be critical states and decisions!

Retrain with the new (locally improved) strategy.
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Conclusion

ℳ

POMDP Specification

Apply Strategy to 
POMDP Model Checking

S

ℳ φ

σ

ℳσ ℳσ ⊧ φ?

Training Data Local improvement 

CounterexamplesUN

S′� ⊆ S

• Novel ways to generate provably correct strategies 
• Good scalability, not optimal 
• Marriage of Machine Learning and Verification 


