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AI Safety - A Restricted View

Neural Network Controllers 
• how to ensure safe decision-making? 
• what is safety?

Partial Information 
• how to operate if the system state is not fully observable? 
• what guarantees can be given? 

Uncertainty 
• how to robustly account for imperfect sensor information? 
• what is robustness? 
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Help the Taxi

Refuel on the way

Take bad roads into 
account

Avoid randomly 
moving pedestrians 

and cyclists

Find safe and/or 
cost-optimal 

policy to get to 
the passenger

Prmax(¬(ped ∨ cyc) U (◊(fuel ∧ ◯◊pass))

temporal logic

ECmin(◊passenger)

expected cost 

Find the best way to 
the passenger

Account for 
restricted view

Account for 
randomness and 

partial 
information
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Two Notoriously Hard Problems

• Randomized with infinite memory: undecidable, optimal results. 

• Randomized with finite memory: NP-hard, SQRT-SUM-hard, in PSPACE,  
not optimal in general, but sufficient for many applications.

• Intuitively: Randomization can often trade off memory.

1/3

2 /3

σ : Obs → Distr(Act)σ : ObsSeqfin → Distr(Act)

Underlying formal problem: 
Find a provably correct 

Neural Network controller 
for a partially observable 
Markov Decision Process

1. Verification of Neural Networks  
2. POMDP synthesis
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Decision-Making under Uncertainty

Real  
system 

System  
model

Safety 
specification 

Performance 
specification 

Formal 
verification 

Controller 
synthesis 

Machine  
learning/AI 

Solutions at the 
interfaces of domains

7

Model-based 
approaches: 

Probabilistic Models 
(POMDPs)
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POMDPs - Applications

Stock Market Surveying Threatened 
Species

Health Care 

Wireless Sensor 
Networks

Autonomous Systems Machine Vision
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Be Lazy: Guess a Policy and Verify!

ℳ

POMDP Specification

Guess Candidate 
Policy

Apply Policy to 
POMDP

UNSAT

ℳ φ

σ

ℳσ

efficient

how to guess a  
good policy?

Model 
Checking

SAT
ℳσ ⊧ φ?

Probabilistic  
Temporal Logic 

Constraints



Nils Jansen

Let Machine Learning do the Guessing?

ℳ

POMDP Specification

Apply Policy to 
POMDP

UNSAT

ℳ φ

σ

ℳσ

how to employ a 
neural network?

Model 
Checking

SAT
ℳσ ⊧ φ?

policy network
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RNN Policy Improvement

ℳ

POMDP Specification

Apply Policy to 
POMDP

Model 
Checking

SAT

ℳ φ

σ

ℳσ ℳσ ⊧ φ?

Training Data
Local 

Improvement 
of the Policy

Counterexamples
UNSAT

S′ ⊆ S

Observation-Action 
Sequences

policy network

Extract  
Policy

IJCAI 2019
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Learning Strategies with RNNs

ObsSeqfin

Recurrent Neural Network 
• long short-term memory (LSTM) architecture 

to learn dependencies in sequential data 
• trained with observation-action sequences 
• policy network 
• observations are input labels, actions are output labels  

σ : ObsSeqfin → Distr(Act)

Initial Training 
• compute optimal MDP policy 
• generate (possible) observation-action sequences 
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Improving the Policy
• Identify critical decisions that lead to states with  
high probability of violating the specification.
• For each observation with critical decision, minimize the 

number of different critical actions.

Local linear program

Even if specification is satisfied, 
there may be critical states and decisions!

• Retrain with the new (locally improved) policy.
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Finite-memory Strategies (FSC)

hn1i

hn2i

. . .

a1 a2 a1 a2

z0? z1?

s1

s2

s3s4

s5
a1 0.6

0.4

a2

0.7

0.3

hs1, n1i

hs2, n1i

hs2, n2i

hs3, n1i

hs3, n2i

hs5, n1i

hs5, n2i

hs4, n1i

hs4, n2i

0.15

0.15

0.1

0.1

0.075

0.075

0.175

0.175

• Encode finite memory directly into the state space: 

• So far: Predefined memory update, internal memory state of the RNN 
largely ignored

• How to infer a memory-update function to construct an FSC from the 
RNN?

UAI 2019
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RNN Policy Improvement

ℳ

POMDP Specification

Apply FSC to POMDP Model 
Checking
SAT

ℳ φ

𝒜σ

ℳ𝒜σ ℳ𝒜σ ⊧ φ?

Training Data

Formal Entropy Check 
to Indicate  

NN Accuracy

UNSAT

trained policy network

Extract  
FSC
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High Entropy:  
Decision Arbitrary

Increase Precision

Low Entropy:  
More Training 

Needed
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Extracting and Improving FSCs

Quantized Bottleneck Insertion [1] 
• Discretization of the continuous memory structure of the RNN 
• Mapping to a pre-defined number of finite memory state 

[1] Anurag Koul, Alan Fern, and Sam Greydanus. Learning finite state representations of recurrent policy networks. In ICLR, 2019
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Extracting and Improving FSCs

Quantized Bottleneck Insertion [1] 
• Discretization of the continuous memory structure of the RNN 
• Mapping to a pre-defined number of finite memory state 

[1] Anurag Koul, Alan Fern, and Sam Greydanus. Learning finite state representations of recurrent policy networks. In ICLR, 2019

Entropy Check 
• Localized to critical states 
• Entropy high: NN is likely extrapolating  
• Entropy low: NN (may be) well trained, increase precision of 

FSC extraction
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Recall: Help the Taxi: A Closer Look
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0.6
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probability distributions 
on movements

Underlying formal problem: 
Find a robust policy that 

accounts for uncertainty for a 
partially observable Markov 

Decision Process

What if the distributions are not exactly known?

uncertain probability  
distributions

[0.3,0.7]
[0.1,0.9]

[0.2,0.3]
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Story - Convex-concave Procedure

Uncertain  
POMDP

Temporal 
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Convexify
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Semi-infinite 
convex 
QCQP

Enumerate 
valid probability 
distributions via 

vertices of 
convex polytope

Finite 
convex 
QCQP

Robust Policy

Robust 
Verification 

SAT

UNSAT
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Conclusion
• Novel way to generate provably correct POMDP strategies 
• Good scalability, not optimal 
• Results transferrable 
• First result on robust policies for uncertain POMDPs for 

temporal logic constraints 
Prmax(¬(ped ∨ cyc) U (◊(fuel ∧ ◯◊pass))

ECmin(◊passenger)


