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definition
schedule :: unit s_monad where
schedule = do
threads < allActiveTCBs;
thread <« select threads;

W h switch_to_thread thread
Esi-t: od

- . OR switch_to_idle_thread
Specification

void
P .I_' schedule(void) {
r'(:)(:) switch ((word t)ksSchedulerAction) {
case (word_t)SchedulerAction ResumeCurrentThread:
break;

case (word_t)SchedulerAction_ ChooseNewThread:

chooseThread();
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;

HOW default: /* SwitchToThread */
switchToThread(ksSchedulerAction);
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;
}
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compiler + linker (wrt. C op-sem)
assembly code (600 loc)
hardware (ARMvé6)

cache and TLB management
boot code (1,200 loc)

Assumptions




Proof Architecture [SOSP’09] Qe

NICTA

l Isabelle

l Isabelle

Haskell
Prototype




Proof Architecture Now O'

NICTA

Confidentily Avalbilty

|sabelle \ ' Isabelle

1 |sabelle

1 Isabelle

1 Isabelle/SMT/HOL4

Binary Code Semantics - Binary Code

WCET Analysis

7/



Proof Architecture Now Oe

NICTA

Confidentiality Availabilty
Isabelle ‘ 1 ' Isabelle
.
ibelle
High-level pr rties:
gh-level properties - Haskell Prototype
- functional correctness
) ) 1belle
- Integrity
- authority confinement _ -
- non-interference belle/SMT/HOL4
- termination M - SR ASEGE
- worst-case execution time

(by static analysis) 1

/ WCET Analysis
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e .« 1

First and only gener=! =mmmns ~~!v kernel with proof of
OS kernel with ful nd confidentiality

correctness proof —. Open Source

nt — at binary level

29 July 2014

World’s fastest mic sor deployed on
ARM architecture 2 billion devices

First and only protected-mode
operating-system with complete
and sound timing analysis
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B AFP entries by submission date
B four-color theorem, Isabelle/HOL, CompCert
B Odd Order Theorem, L4.verified, Verisoft
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