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Functional Correctness Possible
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22 THREADS AND TCBS

constdefs
switch_to_thread :: thread_ptr ⇤ unit s_monad
switch_to_thread t � do

state ⇥ get;
assert (get_tcb t state ⌅= None);
arch_switch_to_thread t;
modify (�s. s (| cur_thread := t |))

od

constdefs
switch_to_idle_thread :: unit s_monad
switch_to_idle_thread � do

thread ⇥ gets idle_thread;
arch_switch_to_idle_thread;
modify (�s. s (| cur_thread := thread |))

od

definition
schedule :: unit s_monad where
schedule � do
threads ⇥ allActiveTCBs;
thread ⇥ select threads;
switch_to_thread thread

od
OR switch_to_idle_thread

end

22 Threads and TCBs

theory Tcb_A
imports CSpace_A ArchVSpace_A Schedule_A Ipc_decls_A
begin

constdefs
set_thread_state :: obj_ref ⇤ thread_state ⇤ unit s_monad
set_thread_state ref ts � do

tcb ⇥ assert_opt_get $ get_tcb ref;
set_object ref (TCB (tcb (| tcb_state := ts |)))

od

defs
suspend_def:
suspend lazy thread � do

ipc_cancel thread;
set_thread_state thread Inactive

od

constdefs
restart :: obj_ref ⇤ unit s_monad

restart thread � do
state ⇥ get_thread_state thread;
when (¬ runnable state) $ do

ipc_cancel thread;
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Assume correct: 

- compiler + linker (wrt. C op-sem) 

- assembly code (600 loc) 

- hardware (ARMv6) 

- cache and TLB management 

- boot code (1,200 loc)



NICTA Copyright 2014 From imagination to impact

Proof Architecture [SOSP’09]

6

Design

C Code Semantics

Specification

Isabelle

Isabelle

Haskell 
Prototype

C Code



NICTA Copyright 2014 From imagination to impact

Proof Architecture Now

7

C Code Semantics

Design

Specification

Binary Code Semantics

Availability

Isabelle/SMT/HOL4

Isabelle

Isabelle

Isabelle

Confidentiality Integrity

WCET Analysis

Haskell Prototype

Binary Code

C Code

Isabelle



NICTA Copyright 2014 From imagination to impact

Proof Architecture Now

7

C Code Semantics

Design

Specification

Binary Code Semantics

Availability

Isabelle/SMT/HOL4

Isabelle

Isabelle

Isabelle

Confidentiality Integrity

WCET Analysis

High-level properties: 
- functional correctness 

- integrity 

- authority confinement 

- non-interference 

- termination 

- worst-case execution time  
(by static analysis)
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A Sense of Scale
Size Distribution of AFP Entries
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Size distribution of AFP entries in lines of proof,
sorted by submission date
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A Sense of Scale
Lines of Proof in Comparison
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AFP entries by submission date
four-color theorem, Isabelle/HOL, CompCert
Odd Order Theorem, L4.verified, Verisoft
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