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Abstract

Cryptographic hash functions form the basis of the security of today’s digital
environment, and find applications in numerous cryptographic systems such as
tamper detection, key derivation functions, and digital signatures. Ideally, hash
functions behave like a random oracle, a function that returns random outputs
for each new input, but in practice such a construction does not exist. Usually, a
hash function is designed to give strong confidence that it is indeed secure, and it
is presumed secure until it is broken. In 2004-2005, cryptanalytic breakthroughs
have raised doubts about the security of many widely employed hash functions,
such as MD5 and SHA-1. As a response, in 2007 the US National Institute for
Standards and Technology (NIST) announced a call for the design of a new SHA-3
hashing algorithm.

This dissertation deals with the fundamental security properties of hash
functions. It is divided into two parts.

In the first part of the dissertation, we analyze existing hash functions and
introduce design methodologies. We particularly search for the limits within
the provable security framework, by considering minimalist designs with maximal
security. Firstly, we look at double block length 3n-to-2n-bit compression functions
based on block ciphers with an n-bit message and key space. We consider the
MDC-4 hash function, and improve its collision and preimage security bounds.
Next, we present a family of designs that make three cipher calls and achieve
optimal collision security and very good preimage security. Furthermore, we
consider the possibility of compression functions based on permutations, and
provide a full security classification of all 2n-to-n-bit compression functions solely
built of XOR operators and three permutations.

As a final contribution of this part, we propose the family of parazoa functions
as a generalization of the sponge hash function design, and prove that parazoa
functions are indifferentiable from a random oracle. The sponge is a popular hash
function design and many derivatives, called sponge-like functions, appeared in
literature. However, these sponge-like functions do not automatically enjoy the
same security guarantees as the original sponge. Our generalized parazoa family
applies to a wide class of sponge-like functions, and the indifferentiability proof
for parazoa naturally carries over.
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In the second part of the dissertation, we consider NIST’s SHA-3 hash function
competition from a provable security point of view. We provide a detailed survey
of the five SHA-3 finalists, in which we analyze and compare their security
guarantees. We consider collision, preimage, and second preimage resistance and
indifferentiability of all finalists, and solve open problems where needed.



Samenvatting

Cryptografische hashfuncties liggen ten grondslag aan de beveiliging van de
hedendaagse digitale wereld, en worden gebruikt in talrijke cryptografische
toepassingen zoals het detecteren van ongeoorloofde datawijzigingen, het afleiden
van cryptografische sleutels en digitale handtekeningen. In het ideale geval
gedraagt een hashfunctie zich als een volledig willekeurige functionaliteit, een
functie die voor iedere invoer een willekeurige uitvoer produceert, maar zulk soort
functies bestaan in de praktijk niet. Derhalve worden hashfuncties normaliter
op een zodanige wijze ontworpen dat ze veilig genoeg lijken, en ze worden
veilig geacht totdat iemand een zwakheid in de functie ontdekt. In 2004-2005
hebben cryptanalytische doorbraken echter de veiligheid van enkele wijdverspreide
hashfuncties, zoals MD5 en SHA-1, ter discussie gesteld. Om deze reden lanceerde
het National Institute for Standards and Technology (NIST) van de VS in 2007
een internationale competitie voor het ontwerp van een nieuwe SHA-3 hashfunctie.

Deze dissertatie behandelt fundamentele veiligheidsaspecten van cryptografi-
sche hashfuncties. Ze bestaat uit twee delen.

In het eerste deel van de dissertatie analyseren we bestaande hashfuncties en in-
troduceren we nieuwe ontwerpmethoden. In het bijzonder gaan we op zoek naar de
limieten van het bewijsbareveiligheidskader, waarbij we minimalistische ontwerpen
met maximale veiligheid bekijken. Als eerste onderzoeken we compressiefuncties
van dubbele bloklengte: 3n-naar-2n-bit compressiefuncties gebaseerd op blokcijfers
met een n-bit bericht- en sleutelgrootte. We beschouwen de MDC-4 hashfunctie
en verbeteren haar botsings- en éénwegsaanvalsbestendigheidsgrens. Vervolgens
introduceren we een nieuwe familie van ontwerpen die drie cijferoproepen doen
en die optimale botsingsbestendigheid en zeer goede éénwegsaanvalsbestendigheid
bereiken.  Voorts analyseren we de mogelijkheid om compressiefuncties te
construeren van permutaties, en verschaffen een volledige veiligheidsclassificatie
van alle 2n-naar-n-bit compressiefuncties louter gebouwd op XOR-operators en
drie permutaties.

Als laatste bijdrage van dit deel van de dissertatie presenteren we de
familie van parazoafuncties als een generalisatie van sponsfuncties, en bewijzen
we dat parazoafuncties indifferentieerbaar zijn van een volledig willekeurige
functionaliteit. De spons is een populair hashfunctieontwerp en tal van afgeleiden,
zogenaamde sponsachtige functies, zijn in de loop der tijd gepubliceerd. Deze
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sponsachtige functies genieten echter niet automatisch dezelfde veiligheidsgaranties
als de oorspronkelijke spons. Onze gegeneraliseerde parazoafamilie behelst een
breed spectrum van sponsachtige functies, en het indifferentieerbaarheidsbewijs
voor parazoa is overdraagbaar naar deze functies.

In het tweede deel van de dissertatie beschouwen we NIST’s SHA-3 hash-
functiecompetitie met betrekking tot haar bewijsbare veiligheid. We presenteren
een gedetailleerde beschouwing van de vijf SHA-3-finalisten, waarin we hun
veiligheidseigenschappen analyseren en vergelijken. We beschouwen botsings-,
éénwegsaanvals- en tweede-éénwegsaanvalsbestendigheid, alsmede indifferentieer-
baarheid van alle finalisten, en lossen waar nodig open problemen op.

vi



Samevatting

Cryptografische hashfunkties ligke te grondjsjlaag aan de beveiliging van de
hedendaagse digitale waereld, en waere gebroék in talrieke cryptografische
toepassinge zoes het opsjpaore van onrechmaotige gegaevesverangeringe, het
aafleije van cryptografische sjleutels en digitale handjteikeninge. In het ideale
geval gedreug ein hashfunktie zich wie ein volledig willekdorige funktionaliteit,
ein funktie die veur jedere inveur ein willekdorige oetveur produceert, mer zo
ein funkties besjtaon in de praktijk neet. Daorom waere hashfunkties normaal
gesjpraoke op ein zodanige maneer ontworpe dat ze veilig gendg lieke, en ze
waere veilig besjouwd totdat emes ein zjwaakheid in de funktie ontdek. In
2004-2005 hobbe cryptanalytische doorbrake echter de veiligheid van versjillende
wiedversjpreide hashfunkties, zoes MD5 en SHA-1, ter discussie gesjteld. Om dees
raeje lanceerde het National Institute for Standards and Technology (NIST) van
de VS in 2007 ein internationale competitie veur het ontwerp van ein nuuje SHA-3
hashfunktie.

Dees dissertatie behanjelt fundamentele veiligheidsaspecte van cryptografische
hashfunkties. Ze besjteit oet tweé deile.

In het eésjte deil van de dissertatie analysere ver besjtaonde hashfunkties en
introducere ver nuuje ontwerpmethodes. In het biezunjer gaon ver op zeuk nao
de limiete van het bewiesbareveiligheidskader, wobie ver minimalistische ontwerpe
mit maximale veiligheid bekieke. Es eésjte ongerzeuke ver kompressiefunkties van
dubbele bloklengte: 3n-nao-2n-bit kompressiefunkties gebaseerd op bloksiefers
mit ein n-bit berich- en sjleutelgroatte. Ver besjouwe de MDC-4 hashfunktie
en verbaetere hdor botsings- en einwaegsaanvalsbesjtendigheidsgrens. Vervolges
introducere ver ein nuuje femielie van ontwerpe die drie sieferopreupe doon en
die optimale botsingsbesjtendigheid en zeer gooje einwaegsaanvalsbesjtendigheid
bereike. Wiejer analysere ver de méogelikheid om kompressiefunkties te construere
van permutaties, en versjaffe ein volledige veiligheidsklassifikatie van alle 2n-nao-
n-bit kompressiefunkties louter geboewd op XOR-operators en drie permutaties.

Es letste biedraag van dit deil van de dissertatie prizzentere ver de femielie
van parazoafunkties es ein generalisatie van sjponsfunkties, en bewieze ver dat
parazoafunkties indifferentieerbaar zeen van ein volledig willekédorige funktio-
naliteit. De sjpons is ein populair hashfunktieontwerp en tal van aafgeleije,
zogenaamde sjponsachtige funkties, zeen in de laup der tied gepubliceerd. Dees

vii
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sjponsachtige funkties genete echter neet automatisch dezelfde veiligheidsgeranties
es de oorsjpronkelikke sjpons. Ozze gegeneraliseerde parazoafemielie behels ein
breid sjpectrum van sjponsachtige funkties, en het indifferentieerbaarheidsbewies
veur parazoa is euverdraagbaar nao dees funkties.

In het tweéde deil van de dissertatie besjouwe ver NIST’s SHA-3 hashfunk-
tiecompetitie mit betrekking tot hdor bewiesbare veiligheid. Ver presentere ein
gedetailleerde besjouwing van de vief SHA-3-finaliste, wo-in ver hun veiligheids-
eigensjappe analysere en vergelieke. Ver besjouwe botsings-, einwaegsaanvals-
en tweéde-einwaegsaanvalsbesjtendigheid, es auch indifferentieerbaarheid van alle
finaliste, en losse wo neudig aope probleme op.

viii
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1 Introduction

“Mooi moment, altijd, net voor de start,
alles is gedaan, alles is voorbij, alles moet
nog beginnen.”

Dolf Jansen, Altijd Verder

In a world increasingly dominated by technology and social media, properties
such as secrecy, authenticity, and integrity of data are of paramount importance.
Communication of potentially sensitive data, like financial transactions, phone
conversations, and e-mails, comes with ultimate confidentiality requirements,
especially if transmitted over an insecure channel. On a larger scale, digital
infrastructures of companies and governmental institutions should be properly
secured to preclude hackers from breaking into the system and obtaining valuable
and strategic information. It is here where the science of cryptology comes into use.
Traditionally employed by secret services and military — we refer to Kahn [121]
for an extensive discussion of the early history of cryptology — cryptology forms a
solution to the major security difficulties we face today. In part due to pioneering
publications of Kerckhoffs [124] and Shannon [204, 205], but also due to the
evolution of computers, cryptology has been lifted to a new level in the past
decades. For most security threats to date, mathematical cryptographic systems
are known that guarantee the required security and limit the security risks.

1.1 Hash Functions as Fundamental Primitives

At the heart of many cryptographic systems are cryptographic hash functions. A
cryptographic hash function is an algorithm that maps arbitrarily long bit strings
to digests of a fixed length. The concept dates back to the work of Diffie and
Hellman [82], with the main goal to make digital signatures more efficient and
compact: instead of signing an integral message, one would sign a hash value of
that message instead.

Besides digital signature schemes, cryptographic hash functions nowadays find
plenty of applications, such as commitment schemes, key derivation, message
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authentication, passphrase protection, and tamper detection. This wide use has
lead to many stand-alone security definitions for hash functions, undoubtedly the
foremost important among them being collision, preimage, and second preimage
resistance (as first suggested by Merkle [168]). The first one means that it is
“hard” to find two distinct messages with the same digest, the second one that it
is “hard” to find a message for a given digest, and the third one that it is “hard”
to find, given a certain message, a distinct message with the same digest.

Yet, hash functions are employed for different purposes, and many security
proofs of cryptographic protocols or systems (e.g., [34, 73,186, 201]) are in the
random oracle model, where the hash function is assumed to be a function that
returns random outputs for each new input query [33,94]. This is a strictly
stronger security requirement that among others implies the above-mentioned
properties. Although this approach turns out to be very useful for obtaining
security guarantees, random oracles are impossible to construct in practice
[29,49,65,66,178]. The main question then is, how to construct a hash function
that behaves like a random oracle (and how to prove that it does so).

We refer to Menezes et al. [161] for a more technical discussion of hash functions
and other cryptographic primitives, such as block and stream ciphers.

1.2 Design of Cryptographic Hash Functions

Borrowed from the area of public key cryptography, a promising approach to build
a hash function is to base it on a hard mathematical problem. Several known hash
functions follow this approach, such as VSH [70], ECOH [62], FSB [23], LASH
[36], RFSB [38], and SWIFFTX [21], but a major drawback is their efficiency.
Additionally, for some of these designs it is hard to guarantee all required security
properties. In general, this research direction is not mature enough, and almost
all hash functions in literature — most prominently the MDz and SHA-z family
of hash functions — are dedicated designs. The basic idea of many dedicated hash
functions is that they are designed with the primary focus on efficiency rather than
provable security. They are usually constructed to create a strong confidence that
the hash function is indeed secure.

The design of a hash function is usually modular. To accommodate the
processing of arbitrarily long messages, most hash functions are designed using a
compression function in an iterated way. This compression function is an algorithm
that can only compress a fixed-length message block, and is in turn frequently
based on an underlying block cipher or permutation (either explicitly or implicitly).
We refer to the way a function is built on top of underlying primitives as the
“mode of operation.” Although models exist to achieve security of such functions
or primitives against specific types of attacks (such as Markov ciphers [138], the
wide trail strategy [74], and the decorrelation theory [217]), security of the hash
functions against all types of attacks cannot be guaranteed. Roughly stated, the
design is thus deemed secure until someone breaks it. This is a serious risk. As
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soon as someone breaks a widely used hash function, it needs to be quickly replaced
by a proper alternative.

1.3 NIST’s SHA-3 Hash Function Competition

For a long time, MD5 and SHA-1 were the most widely used hash functions. In
2004-2005, a series of attacks by Wang et al. [219-221] have exposed security
vulnerabilities in the design of (among others) these two designs.! As a result, the
US National Institute for Standards and Technology (NIST) recommended the
replacement of SHA-1 by the SHA-2 hash function family and announced a call
for the design of a new SHA-3 hashing algorithm. This competition was planned to
be of a similar form as the AES process [179]. The call prescribed that SHA-3 must
allow for message digests of length 224, 256, 384, and 512 bits, it should be efficient,
and it should provide an adequate level of security. NIST received 64 submissions,
51 of which advanced to the first round of the competition. In the second round, 14
candidate hash functions were considered, and five of them advanced to the third
and final round: BLAKE [25], Grastl [104], JH [224], Keccak [40], and Skein [93].
On October 2nd, 2012, NIST announced that Keccak has been selected as the
winner of the SHA-3 competition. Keccak is about to be standardized and may
(or may not) become the most prominent hash function in the next decennia.

1.4 Why Provable Security?

The methods to analyze the security of cryptographic hash functions can be divided
into two classes: the cryptanalytic approach and the provable security approach.

A straightforward way to analyze the security of a hash function is to try to
break it. This is known as the cryptanalytic approach, and it forms a considerable
research direction in the area of symmetric cryptology. The basic idea is to consider
(simplified versions of) a hash function and try to find collisions, preimages, or
second preimages faster than expected for a random oracle. A more general way to
break a hash function is to present a distinguisher, what essentially comes down to
identifying a non-random property of the hash function. Partly boosted by NIST’s
SHA-3 hash function competition, many popular distinguishing techniques such
as the boomerang attack for hash functions [120], the rebound attack [160], and
the rotational rebound attack [125] appeared in the last years.

On the other hand, in the provable security approach researchers try to formally
argue that a hash function is secure. One usually focuses on modes of operation:
the way a hash function is constructed from an underlying compression function,
and/or a compression function is constructed from an underlying block cipher or
permutation. Two major directions to argue security are known. In the standard

LCollisions for the compression function of MD5 were already published in 1993 by den Boer
and Bosselaers [81] and in 1996 by Dobbertin [84].
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model, the idea is to relate the security of a scheme to the security of an underlying
primitive (also known as a security reduction). In the ideal model, one assumes
that the underlying primitive of a scheme behaves randomly, and analyzes the
probability of an attacker to break the security of that scheme.?

Both provable security approaches have their advantages and disadvantages.
The standard model does not rely on ideal model assumptions on the underlying
primitive, but the available techniques are limited and are mostly restricted to
collision, preimage, and second preimage security reductions from a hash function
to a compression function. We refer to Andreeva et al. [11,19] for an extended
analysis of standard model security reductions for the most widely adopted hash
function designs. Although the ideal model puts stronger assumptions on the
underlying primitives, it offers much more possibilities, such as computing the
security of a hash or compression function design if the underlying primitive is a
block cipher or permutation. Moreover, it can be used for security analyses where
the standard model falls short. For instance, Simon [207] showed that no provably
collision resistant hash function exists based on just a one-way permutation.
This particularly means that the standard security model for block ciphers, PRP
(pseudo-random permutation) security, is insufficient to prove security of a block
cipher based hash function.

Comparison. Compared to cryptanalytic attacks, provable security results
sometimes spark controversy, mostly founded on arguments that (i) it is sometimes
obvious whether a mode of operation is secure, no proof is needed for that, and
(ii) ideal primitives do not exist.

Considering the first point, while it could be true for simple designs, more
complex constructions exist for which no security proof or attack exists (a notable
example concerns the security of the block cipher constructions Feistel [208] and
Even-Mansour [91], where the number of rounds that can be attacked generically
is strictly smaller than the number of rounds needed to prove security [1,115]) or
for which the security and attack bounds leave a significant gap and the actual
security is unknown (see, e.g., Table 3.1 on MDC-2 and MDC-4 and Section 8.1
for other open problems). Moreover, constructions exist that appear secure at
first sight, but turn out to be insecure after closer inspection (we elaborate on this
in Section 6.2). In general, despite the fact that provable security proofs provide
security for a mode of operation only, and not for the entire design, they guarantee
that the design does not suffer from structural flaws. They confirm that the design
has a sound mode of operation, and that weaknesses, if any, can only arise from
the underlying primitive.

In order to elaborate on the second point, we briefly discuss the latest provable
security and cryptanalytic results on the SHA-3 hash function Keccak. In the
provable security setting, it is shown that Keccak behaves like an ideal hash
function up to 2" evaluations, where n is the output size of the hash function (we

2Without going into further detail, we note that one can also consider a combination of the
two models, as is for instance done for the mix-compress-mix approach [151,190,193].
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refer to Sections 2.5.2 and 7.4 for more details). This result guarantees, among
others, optimal collision, preimage, and second preimage security, yet it holds only
if the underlying permutation 7 is modeled as a random permutation. We note
that this permutation 7 consists of 24 rounds. The latest cryptanalytic results
on Keccak are round-reduced collision attacks by Dinur et al. [83], where the
underlying permutation 7 is reduced to three rounds (for n = 512), four rounds
(for n = 224,384), or five rounds (for n = 256). Clearly, these results do not
contradict each other, as both are in a different model: the former result is in the
so-called ideal permutation model where 7w is assumed to behave like a random
permutation, and the latter result is where 7 is reduced to a smaller number of
rounds, so where 19 up to 21 rounds are simply ignored.

In both approaches, one thus considers a simplified version of the real Keccak
hash function, where the permutation is adapted — “idealized,” in some sense —
to something that makes it analyzable. From this perspective, both approaches
consider Keccak from a different point of view, and it is fair to work in an abstract
idealized model as compared to the cryptanalytic approach.

Yet, there is a fundamental difference. The cryptanalysts’ ultimate goal is to
analyze the full design: step by step, they try to increase the number of rounds
until they end up with the full function. In the provable security area, technical
issues arise when trying to step away from the ideal model. In fact, examples exist
of hash functions and compression functions that are secure in the ideal model, but
not when the ideal primitive is replaced by a (contrived) secure function [19,110],
or even a practically used function as AES [48]. Nevertheless, in this area the ideal
model appears to be the most suitable way to analyze the security of schemes based
on block ciphers or permutations.

1.5 Contributions and QOutline

This dissertation studies the fundamental security properties of hash functions. By
formal modeling, we analyze existing hash functions and introduce new families
of designs. We search for the constructive limits within the provable security
framework, where minimalism and simplicity of designs are the keywords and the
aim is a maximal level of collision and/or preimage security.

In Chapter 2 we introduce basic cryptographic definitions. We discuss the
most prominent hash function modes of operation and compression function
designs in more detail. Throughout this dissertation, we focus on collision,
preimage, and second preimage security of hash and compression functions, as
well as indifferentiability; we also present a formal security model for these
notions. Additionally, we introduce the notion of chosen-target-forced-midfix
preimage resistance. It is a generalization and formalization of security against
the Nostradamus or herding attack by Kelsey and Kohno [122]. We prove that the
Merkle-Damgard hash function design (and its derivatives) achieve tight security

5
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under this notion (up to the known attack bound). The findings on chosen-target-
forced-midfix security have been published in [8].

Hash functions are traditionally block cipher based. In Chapter 3 we formally
analyze the collision and preimage security of the classical double block length hash
function MDC-4. MDC-4 employs a 3n-to-2n-bit compression function making
four calls to a block cipher with n-bit message and key space. At the start of this
work, the best known security bounds for MDC-4 were the trivial ones, and we
significantly improve upon these bounds. This work has been published in [164].

Despite these improved bounds, MDC-4 fails to achieve optimal collision and
preimage security, and an open problem is to derive compression functions of
similar form (3n-to-2n-bit using a block cipher with n-bit message and key space)
that do achieve optimal security. In Chapter 4 we investigate this fundamental
problem. In the quest for a minimal design with maximal security, we derive a
family of compression functions that make three block cipher calls and achieve
optimal collision security and very good preimage security. The contents of this
chapter have been published in [163].

In more recent years, a popular approach to build a compression function is
to base it on permutations. However, a basic 2n-to-n-bit function is known to be
required to make at least three n-bit permutation calls in order to achieve optimal
collision security [199,209]. Although some designs in this direction are known,
in Chapter 5 we investigate this direction and provide a full security classification
of all 2n-to-n-bit compression functions built solely of XOR operators and three
permutations. This chapter is based on publication [165].

The popularity of permutation based hashing is also reflected in recent trends
in hash function design, with the most prominent example being the sponge hash
function design of Bertoni et al. [41] that played a very strong role in NIST’s SHA-3
hash function competition; note that the winner Keccak is a sponge function.
Sponge functions internally make one permutation evaluation per message block
compression, and even if the underlying compression function does not offer a good
level security, this does not influence the security of the full sponge hash function
which is proven to be indifferentiable from a random oracle. In Chapter 6 we
introduce the parazoa family of hash functions as a generalization of the sponge,
and we prove that parazoa functions are indifferentiable from a random oracle. Our
generalization is crafted towards obtaining secure “sponge-like” hash functions in
the indifferentiability framework. The contents of this chapter have been published
in [15].

In Chapter 7, we consider NIST’s SHA-3 hash function competition from a
provable security point of view. We provide a detailed survey of the five SHA-3
finalists, in which we compare their security guarantees. We consider collision,
preimage, and second preimage resistance for the n = 256 and n = 512 variants,
as well as their indifferentiability security results. This chapter is an amalgam of
five publications [3,6,9,12,16].

Chapter 8 concludes this dissertation and lists interesting open problems for
future work.



2 Foundations

This chapter presents the basic cryptographic tools and concepts relevant to
this dissertation. We start with mathematical preliminaries in Section 2.1. In
Section 2.2 we discuss symmetric cryptographic primitives at a high level. Next,
we formally introduce in Section 2.3 the security model used in this dissertation.
In Section 2.4, we present the iterated hashing principle, the standard method to
build a hash function from a compression function, and we consider variants and
alternatives in Section 2.5. Finally, in Section 2.6, we discuss two fundamental
ways to build a compression function.

2.1 Mathematical Preliminaries

For n € N, we denote by Z% the set of bit strings of length n, and by (Z%)>
the set of strings of length a positive multiple of n bits. We denote by Z3° the
set of bit strings of arbitrary length. For two bit strings z,y, z|ly denotes their
concatenation and z @ y their bitwise XOR. By |x| we denote the length of a bit
string x, and for m,n € N we denote by (m),, the encoding of m as an n-bit string.
The function left, (z) takes the n leftmost and right, () the n rightmost bits of
a string z. If z is of even length, we write 2! and 2" to denote its left and right
halves where |z!| = |2"|. We let y + A(z) and y <~ A(z) be the assignment to y
of the output of a deterministic and randomized algorithm A, respectively, when
run on input x. If X is a set, by x £ X we denote the uniform random sampling
of an element from X. For a function f, by dom(f) and rng(f) we denote its
domain and range, respectively. We denote by Func(m,n) the set of all functions
f:Z% — Z%. The set of functions Func may be restricted, for instance to contain
block ciphers or permutations only (see Section 2.2).

Let f(x),g(x) be two functions. By f(z) = O(g(x)) we denote that there exists
an M > 0 such that f(z) < M - g(x) asymptotically, by f(z) = Q(g(z)) that there
exists an m > 0 such that f(xz) > m - g(z) asymptotically, and by f(z) = O(g(x))
that there exist m, M > 0 such that m - g(x) < f(z) < M - g(z) asymptotically.

We regularly use Stirling’s approximation, which states that ¢! > (¢/e)? for any
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2.2 Symmetric Cryptographic Primitives

A cryptographic hash function H : Z3° — Z75 is an algorithm that maps arbitrarily
long bit strings to digests of a fixed length. A hash function may be keyed, which
means that it has an additional key input Z5. Hash function that are keyed via
a secret key are usually referred to as MAC algorithms, but one may obtain a
MAC from a keyless hash function too, for instance using the HMAC or NMAC
design [28,30,96]. The focus in this dissertation is on keyless hash functions.
Hash functions are the heart of many (mostly asymmetric) cryptosystems, such
as signature schemes and encryption schemes. Security proofs for such schemes
usually assume that this underlying hash function is sufficiently secure with respect
to some well-defined property.

In the same way hash functions are used as building blocks on their own, they
use building blocks themselves too. We discuss some building blocks. We refer to
Menezes et al. [161] for a more technical discussion.

A compression function f : Z5 — Z5 for m > n is a hash function limited to inputs
of a fixed length. More or less the same security definitions hold for both types
of functions. Throughout this chapter, we use the common term “compressing
function” when our discussion applies to both compression and hash functions.

A block cipher E : 75 x Z} — 73 is a mapping with the property that F(K, ")
is a bijection for all K € Z5. Here, we refer to k as the key size and n as the
plaintext size. For a plaintext m, we denote by ¢ = E(K,m) its corresponding
ciphertext under key K. Block ciphers are important cryptographic primitives.
Popular block cipher design techniques are Feistel networks [208] and generalized
Even-Mansour or key-alternating ciphers [56,91]. In this dissertation, we simply
consider block ciphers as mathematical objects used in the design of compressing
functions. We denote by Bloc(k,n) the set of all block ciphers E : Z§ x Z2 — 7Z3.
We simply write Bloc(n) if k = n.

A permutation w : Z% — 75 is a bijective mapping. Permutations have recently
become a popular building block for cryptographic hash functions. A way to get
a permutation is to use a block cipher E, and fix the key. This, however requires
the block cipher to be known-key secure [2,132]. Similar to block ciphers, we do
not analyze the internal structure of permutations, and simply consider them as
mathematical objects. By Perm(n) we denote the set of all permutations operating
on n bits.

2.3 Security Definitions for Compressing Functions

As first suggested by Merkle [168], the basic security properties a compressing
function is required to satisfy are collision, preimage, and second preimage security.
For a hash function H : Z3° — Z3, these security properties informally mean:
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Collision resistance. It is hard to find two distinct messages y,3’ such that
H(y) =H(Y'):

Preimage resistance. Given an image z € Z7%, it is hard to find a message y
such that H(y) = z;

Second preimage resistance. Given a message y' € Z5°, it is hard to find a
second message y such that H(y) = H(y').

However, due to the wide use of hash functions, further security requirements for
hash functions appeared over time, such as multicollision security [119], security
against the length extension attack [71], and security against the Nostradamus
attack [122]. In this section, we first present formal security definitions for
the classical notions of collision, preimage, and second preimage resistance.
Next, we introduce chosen-target-forced-midfix security, a notion formalizing and
generalizing security against the Nostradamus attack. Finally, we discuss the
notion of indifferentiability, a model that by design guarantees security against a
wide class of attacks.

Although we discuss the security notions in the context of compressing
functions, we note that some of these apply to other primitives too. For instance,
the indifferentiability approach is used to analyze the security of block ciphers
in [1,71,72,85,115,202]. This subject, however, falls beyond the scope of this
dissertation.

Throughout this dissertation, we consider security of compressing functions under
the assumption that the underlying primitive behaves entirely random. For m,n €
N, we define a random m-to-n-bit function to be a function sampled uniformly at
random from Func(m,n). Similar definitions can be derived for random block
ciphers (from Bloc(k,n), k¥ € N) or permutations (from Perm(n)). A random
primitive will also be called “ideal.” This idea is known as the random oracle
model, suggested by Fiat and Shamir [94] and formalized by Bellare and Rogaway
[33]. A random oracle is a public hash function which provides a random output
for each new query. Note that we refer to the random oracle model in a broader
sense, as we consider it to apply to various types of primitives.

Ideal primitives cannot be constructed in practice, and cryptosystems are
known that are secure in the random oracle model but insecure with any
instantiation of it [29,49,65,66,178]. Nevertheless, the random oracle methodology
is a leading approach in provable security, both in the case a hash function itself is
used as underlying primitive (e.g., [33,34,73,186,201]) as in the case a hash function
is used based on the ideality of some underlying primitives (see also Section 2.6).
It guarantees that a certain design does not suffer from structural design flaws,
and that any weaknesses come from the underlying primitive.

In the definitions presented in this section, we consider the information-
theoretic model that dates back to Shannon [205]. In the information-theoretic
setting, we consider an adversary A that is given black-box oracle access to a

randomly sampled primitive P & Prims, which is denoted as AP. The set
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Prims depends on the compressing function to be analyzed: it may consist of
block ciphers, permutations, random functions, or a combination thereof. This
information-theoretic adversary has unbounded computational power, and its
complexity is measured solely in the number of queries made to its oracle. The
adversary can make queries to P, which are stored in a query history Q as indexed
elements. We assume that Q always contains the queries required for the attack
and that the adversary never makes trivial queries, i.e., queries to which it knows
the answer in advance. For ¢ > 0, by Q, we define the query history after ¢
queries.

2.3.1 Classical Security Definitions

The notions of collision, preimage, and second preimage resistance were formalized
by Rogaway and Shrimpton [197] in the context of keyed functions C (but where
the key is publicly known, unlike the case of MAC algorithms (cf. Section 2.2)).
For preimage security (similarly for second preimage security), three variants were
derived, depending on where the randomness comes from: preimage resistance
(both the key and the image z random), everywhere preimage (just the key
random), and always preimage resistance (just the image z random). Relations
among these definitions are derived in [197]. The latter work has been generalized
by Reyhanitabar et al. [191], who consider, motivated by the enhanced target
collision resistance notion [109], strengthened variants of the definitions where the
adversary can freely choose the key of the second H evaluation. Andreeva and
Stam [20] reconsidered the preimage definitions, and introduced (among others)
boosted variants to cover cases the adversary is challenged on input of a range
value for which no preimage exists.

Regarding the definition of collision security, we remark that it indeed makes no
sense to consider collision resistance without random key (something like “always
collision resistance”), as was already pointed out by Damgard [76]. The problem
lies in the fact that there always exists an efficient adversary that outputs a collision
with probability 1: namely one that has hard-coded in it one of the many collisions.
This definitional problem was further investigated by Stinson [214] and Rogaway
[196] who proposed a different theoretical treatment by using security reductions.
These approaches, however, are not relevant for our analysis.

Let n € N and s € NU {oo} with s > n. Consider a compressing function
C : Z3 — 7} instantiated with a randomly chosen primitive P < Prims. This
dissertation only deals with keyless functions C, but from a formal point of view
one can consider them being keyed through the random primitive P (the primitive
functions as a key). This means that the always preimage and always second
preimage security definitions become irrelevant in this setting (the “key” P is
always random and the adversary has no control over its choice), but the remaining
notions carry over to our model. For (second) preimage resistance, we opt for
everywhere (second) preimage resistance: this definition is the strongest as it

10
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guarantees security on every range (resp. domain) point. For collision resistance,
the notion as formalized in [197] is adopted to the current setting.

In the remainder of this section, we present the formal collision, preimage,
and second preimage security definitions used in this dissertation, and discuss the
generic security bounds.

2.3.1.1 Collision Resistance

A collision-finding adversary A for C aims at finding two distinct inputs to C that
compress to the same range value. In more detail, we say that A succeeds if it
finds two distinct inputs y,y’ such that C(y) = C(y’) and Q contains all queries
required for these evaluations of C. Formally, we define the collision security of C
as follows.

Definition 2.3.1. Let n € Nand s € NU{oco} with s > n, and let C : Z5 — Z7 be
a compressing function using primitive P € Prims. The advantage of a collision-
finding adversary A is defined as

Advg%1 (A) =Pr (P & Prims, (y,y') « APt y#£y A Cly) = C(y')) )

We define by Advg%’i (¢) the maximum advantage of any adversary making ¢ queries

to its oracle. We write Adv® if P is clear from the context.

Generic Bounds. For a random oracle R that outputs bit strings of length n,
we have Adv'(¢) ~ min {1,(%)/2"} for any ¢ > 2. This bound is due to the
birthday attack [218,226]. It is known as the generic bound, the best possible
collision security bound of a hash function.

2.3.1.2 Preimage Resistance

A preimage-finding adversary A for C aims at finding an input to C that hits a
given image. Before making any queries to its oracle, a preimage-finding adversary
A decides on a range point z. Then, we say that A succeeds in finding a preimage
if it obtains an input y such that C(y) = z and Q contains all queries required for
this evaluation of C. Formally, we define the preimage security of C as follows.

Definition 2.3.2. Let n € Nand s € NU{oco} with s > n, and let C : Z§ — Z} be a
compressing function using primitive P € Prims. The advantage of an everywhere
preimage-finding adversary A is defined as

Adv;7°(A) = max Pr (73 & Prims, y + AP (2) 1 Cly) = z) .

z€Ly

We define by Adv,%°(q) the maximum advantage of any adversary making ¢

queries to its oracle. We write Adv ™™ if P is clear from the context.

Generic Bounds. For a random oracle R that outputs bit strings of length n, we
have Advy"“(¢) ~ min{1,¢/2"} for any ¢. This bound is known as the generic
bound, achieved by exhaustive search.
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2.3.1.3 Second Preimage Resistance

A second preimage-finding adversary A for C aims at finding an input to C that
hits the image of another, given, input. Before making any queries to its oracle, a
second preimage-finding adversary A decides on a domain point y’ (for technical
reasons, this domain point should be chosen from a finite subset of the domain Z3).
Then, we say that A succeeds in finding a second preimage if it obtains an input
y such that C(y) = C(y’) and Q contains all queries required for these evaluations
of C. Formally, we define the second preimage security of C as follows.

Definition 2.3.3. Let n € N and s € NU {oo} with s > n, and let C : Z§ — Z}
be a compressing function using primitive P € Prims. Let A € N with A <s. The
advantage of an everywhere second preimage-finding adversary A is defined as

AdveE™(A) = max Pr (73 & Prims, y — AP () - y#y A Cly) = C(y’)) :

P
¢ y' EZy

We define by Advzs;fc[’\] (¢) the maximum advantage of any adversary making ¢
esec[A]

queries to its oracle. We write Adv, if P is clear from the context.

If C is a compression function (i.e., s < 00), we usually require A\ = s.
Conventionally, we sometimes express the length of the first preimage 3’ in blocks
by 2L, This translates to 2L ~ \/m, where m denotes the length of a message
block (message blocks are introduced in detail in Section 2.4).

Generic Bounds. For a random oracle R that outputs bit strings of length
n, we have Advggccm (¢) ~ min{1,¢q/2"} for any \,¢q. This bound is known as
the generic bound, achieved by exhaustive search. Second preimage resistance
is implied by collision resistance: Advf;fc[/\] (q) < AdvER(q) for any \,q [197].
Although the difference with preimage resistance seems subtle, practical hash
functions exist that are significantly more preimage than second preimage secure
(see, e.g., Section 2.4.1).

2.3.2 Chosen-Target-Forced-Midfix Preimage Resistance

In this section, we generalize and formalize security against the Nostradamus or
herding attack by Kelsey and Kohno [122]. Consider a hash function C : Z3* — Z%
built on a primitive P € Func(n + m,n). The herding attack, also known
as the chosen-target-forced-prefix (CTFP) attack, considers an adversary that
commits to a hash value z for a message that is not entirely under its control.
The adversary then demonstrates abilities to incorporate an unknown challenge
prefix as part of the original preimage corresponding to the committed value z.
While for a random oracle the complexity of such an attack is ©(2"™) primitive
function calls, Kelsey and Kohno [122] described the herding attack on Merkle-
Damgard (see Section 2.4) that takes about /n22"/3 primitive executions and
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results in a preimage of length O(n). (A more precise attack bound was obtained
by Blackburn et al. [54].) The herding attack has been generalized by Mennink
in [162], who presented the elongated multidimensional herding attack. In [5],
Andreeva et al. showed applications of the herding attack to dither hash functions,
and in [4] they generalized the herding attack of [122] to several multi-pass domain
extenders, such as the zipper hash (see Section 2.5.3) and the hash twice design.
Gauravaram et al. [102,103] concluded insecurity against herding attacks for the
Merkle-Damgard designs where a XOR tweak is used in the final message block.

Neven et al. first formalized the notion of chosen-target-forced-prefix security (as
the random-prefix preimage problem) in [177]. We present the new notion of
chosen-target-forced-midfix (CTFM) preimage security that allows for challenges
that can technically occur at any place in the preimage message. This is achieved
by giving the adversary the power to output an “order”-defining mixing function
g together with its response, which fixes the challenge message at a selected by the
adversary position in the preimage message. This definition has been published
by Andreeva and Mennink in [8].

Definition 2.3.4. Let m,n € N, and let C : Z3° — Z% be a compressing function
using primitive P € Func(n + m,n). Let p € N denote the length of the forced
midfix, and L > 1 be the maximal length of the forged preimage in blocks. The
advantage of a chosen-target-forced-midfix (CTFM) preimage-finding adversary A
is defined as

P & Func(n + m,n), (z,st) « AP,
AdvEE" (A) = Pr P& 28, (g, R) « AP(P,st) -
C(g(P,R)) =z A [mg(g)] < 2"

We define by Advgtgm(q) the maximum advantage of any adversary making ¢
queries to its oracle.

The function g can technically be any function as long as the size of its range
is at most 22™, but for some choices of ¢ the definition becomes irrelevant. For
instance, if the mutual information between P and g(P, R) is 0, the CTFM attack
is trivial. More generally, the attack becomes easier if the function ¢ is allowed
to split P into parts. However, this type of functions does not correspond to
any practically relevant attack, and in the remainder we restrict g to satisfy that
g(P, R1||R2) = R1]||P||R2, where Ry, Ry are of arbitrary length. The chosen-target-
forced-prefix attack of Kelsey and Kohno is covered for g restricted to Ry being
the empty string. If C processes the message blocks in reverse order, the notion
covers the “chosen-target-forced-suffix attack,” with Ry being the empty string.!

The value p defines the size of the challenge P, and plays an important role in
the security results. A smaller value of p allows for higher success probability in

IExactly this attack was performed by Andreeva et al. [4] on the zipper hash function (see
Section 2.5.4).

13



2 Foundations

guessing P in the first phase of the attack. A larger value of p limits the number
of “free” queries of the adversary, the adversary needs to make at least [p/m]|
compression function queries for incorporating the challenge P, where m is the
message block size.

2.3.3 Indifferentiability

To prove the security of practical systems or schemes, one frequently employs the
ideal (random oracle) security model where the hash function is assumed to be
an idealized function or a random oracle. While random oracles are monolithic
objects, real world hash functions are highly structured. A security notion that
formally captures the “distance” between two such objects is indistinguishability.
In indistinguishability, we consider an adversary that has access to either of the
two objects and its goal is to make a correct guess of the primitive. In this
setting, the adversary is usually referred to as a “distinguisher,” as its goal is
to distinguish both objects. However, this notion does not always capture the
behavior of structured functions, of which the underlying primitive is often publicly
available. An improved notion is the indifferentiability framework, introduced
by Maurer et al. [159]. Informally, it gives a sufficient condition under which
an ideal primitive R can be replaced by some construction C” using an ideal
subcomponent P. In other words, indifferentiability guarantees that a mode of
operation has no structural design flaws. In this dissertation, we employ the
adaption and simplification by Coron et al. [71].

Definition 2.3.5. Let C be a compressing primitive with oracle access to an ideal
primitive P. Let R be an ideal primitive with the same domain and range as C.
Let S be a simulator with the same domain and range as P with oracle access to
R and making at most gs queries, and let D be a distinguisher making at most
qp queries. The differentiability advantage of D is defined as

Advih (D) = ‘Pr (p°"P =1) —Pr (DR = 1)’ .

By Advicﬂ;’ s(gp) we denote the maximum advantage of any distinguisher making
at most gp queries to its oracles. Primitive C is said to be (¢p; ¢s; €) indifferentiable
from R if Adviy s(qp) < e.

Distinguisher D can query both its left oracle L (either C or R) and its right
oracle R (either P or S). We refer to C”, P as the real world, and to R,S™ as
the simulated world; the distinguisher D converses with either of these worlds and
its goal is to tell both worlds apart. The indifferentiability framework is depicted
in Figure 2.1. We note that several variants of indifferentiability [88,172,173,225]
have appeared in the literature, where random oracles are replaced with other
functionalities.

Recent results by Ristenpart et al. [192] show that indifferentiability does not
capture all properties of a random oracle, it applies to single stage games only
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Figure 2.1. A depiction of the indifferentiability framework of
Definition 2.3.5.

(we refer to [80,157] for refinements). Nevertheless, this indifferentiability notion
captures pretty many games and remains the best way to prove that a hash
function behaves like a random oracle. An indifferentiability bound guarantees
that, up to a certain degree, the design is secured against any generic attack, like
finding collisions, preimages, multicollisions, fixed-points, etc., that correspond to
single stage games. In Theorem 2.3.6, we formally prove a reduction to derive
security against specific attacks from the indifferentiability of a hash function.
This theorem has been published by Andreeva, Mennink, and Preneel in [12].

Theorem 2.3.6. Let C be a compressing primitive, built on underlying primitive
P, and R be an ideal primitive with the same domain and range as C. Let atk
be a security property of C (e.g., col), and denote by AdvE¥(q) the advantage
of breaking CT under atk, mazimized over all adversaries A making at most q
queries. For any simulator S we have

AdvEF(q) < AdviS(q) + Advr s(q) - (2.1)

Proof. Let S be any simulator. Let A be any (g, ¢) adversary for C¥ under security
notion atk. We define a distinguisher D for the indifferentiability of C as follows.
D makes the same queries as A, and obtains a query history Q. Next, D outputs
1 if Q violates security notion atk (for C or R), and 0 otherwise. By definition, we

have ‘Pr (Dcp’p = 1) —Pr (DR’SR )‘ = AchP s(D) < AdVCPS( )-

By Ec¢ (resp. Ex), we denote the event that the queries in Q break C (resp. R)
under security notion atk. The distinguisher outputs 1 if and only if Q violates
security notion atk, and hence we obtain:

Pr (DC””’ - 1) — Pr (DCP’P 1| Ec) Pr(Ec) +
Pr (DCP’P =1~ Ec) Pr (- E¢)
=1-Pr(Ec)+0=c¢.
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Similarly, we get Pr (DR’SR = 1) = Pr(Ex) = Advi¥(g). We consequently

derive ¢ < Advia®(q) + Advicf% s(g). This holds for any (¢,¢) adversary for C
under security notion atk, which completes the proof. O

2.4 lterated Hashing Principle

The classical approach of building a hash function C : Z5° — Z7 is the iterated hash
function principle, which dates back to Rabin [189]: the hash function internally
uses a compression function f : Zy ™™ — Z2. Now, on input of a message M € Zg°,
the iterated hash function H/ operates as follows. Firstly, it applies a padding
mechanism pad to M, an injective mapping that results in an integral number of
m-bit message blocks (M, ..., M) (the padding function is discussed in detail
later). Then, it initializes a certain n-bit state with some initialization vector
iv € Zy, and iteratively compresses each message block with the state. In more
detail, #/ is defined as follows.

HI (M)
(My, ..., M) < pad(M),
ho < iv, (2.2)
hi < f(hi—1,M;) for i =1,...,k,

return hy, .

This principle is also called the plain Merkle-Damgard (MD) design [76,137,167]. It
is adopted by most practical hash functions, including the MDz and SHA-x family
of hash functions. Often, this basic design is followed by a final transformation
g (that may or may not compress a message block) and/or a left-function.? This
generalized hash function design is displayed in Figure 2.2. If a final chopping is
involved, we refer to the construction as a wide-pipe design [153], as the iterated
state size is larger than the final hash output. In this section, we consider the
security of this generalized design, and in Section 2.5 we discuss several variants
of this design idea.

The padding function pad : Z$° — (Z5')™ is an injective mapping that
transforms a message of arbitrary length to a message of length a multiple of m bits
(the number of message bits compressed in one compression function iteration).
Associated to pad is a function depad, that on input of a bit string M’ either
outputs L if M’ ¢ rng(pad), or the unique M such that M’ = pad(M) otherwise.
Sometimes, hash function designs compress specific counters or tweaks along with
the message blocks (the inputs M; to f in (2.2)). For the purpose of abstraction, we
consider these inputs as part of the padding function, except when explicitly noted.

2For technical reasons, the left-function is considered not to be a part of the final
transformation: it simply refers to discarding a specified number of bits from the output and
involves no underlying randomized primitive.
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M, Ce M. M,

e Ll e L Rl a2 e

Figure 2.2. Generalized Merkle-Damgard structure. Here, f, g are
two compression functions.

We distinguish between “prefix-free” and/or “suffix-free” padding. A padding rule
is called suffix-free if for any distinct M, M’, there exists no bit string X such that
pad(M') = X||pad(M). It is called prefix-free if for any distinct M, M’, there
exists no bit string X such that pad(M') = pad(M)| X .

2.4.1 Classical Security Definitions
2.4.1.1 Collision Resistance

The plain Merkle-Damgard design with fixed iv and any suffix-free padding (also
called MD-strengthening [137]) preserves collision resistance [19,76,167],> which
means that it is collision resistant if the underlying compression function f is. We
generalize this well-known result by Merkle and Damgard to cover hash functions
with a final transformation and a chop function (see Figure 2.2). This theorem
has been published by Andreeva, Mennink, and Preneel in [12]. Related work can
among others be found in [76,86,167,175].

Theorem 2.4.1. Let [,m,n € N such that | > n. Let pad : Z3° — (Z5')™ be a
suffiz-free padding and let f,g € Func(l + m, 1) using ideal primitive P. Consider
the hash function H : Z3° — Z% defined as follows (cf. Figure 2.2).
HP (M)

(Mh s 7Mk) — pad(M) )

ho «— iV7

h; + fp(hifl,Mi) fOT’i =1,....k—1,

hie <= 9" (hi—1, My) ,

h « left, (hg),

return h.

Define the function g' : 7 x Z5* — 75 by g' = left, o g. Then, the advantage of
finding a collision for H is upper bounded by the advantage of finding a collision

3In their original proposals, Merkle and Damgard both employed different padding schemes,
but the result holds for any suffix-free padding.
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for f or g’. Formally,
AdviPr(q) < AdviF(q) + Advir(q),

Proof. Suppose A is a (q,¢) collision-finding adversary for H. We construct
collision-finding adversaries By and Bs for f and ¢’, respectively, using the following
observation.

Let M, M’ be two distinct messages such that H(M) = H(M'). Let
(M, ..., M) be the padded message of M, and (Mj,...,M],) be the padded
message of M’. Define the intermediate state values h;,h; similarly. A
collision on M, M’ means that left, (g(hy_1, My)) = left, (g(h},_, M],)). Now,
if (hg—1,My) # (h},_,,M],) this results in a collision for ¢’. Assume the
contrary, and let 5 € {1,...,min{k,k’'} — 1} be the minimal index such that
(h—j—1, Mg—j) # (hj_; 1, My, _;). We notice that such index j exists: if k =&’
it exists as M # M’, and if k # k' it exists as the padding rule is suffix-free. By
definition of the index j, we have hy_; = hj, and in particular we obtain a
collision for f:

—j7

f(hszjthk:fj) =hp—; = hluj = f( ;sujthllcuj)'

Both B, By follow this procedure. If M, M’ define a collision for f, By outputs
this collision. Similarly for By and ¢’. Both adversaries make the same amount of
queries as A. O

Note that the theorem also covers hash functions whose final transformation
does not take a message block. If the design is based on the compression function
f only (but it may still include the chopping), the above result can easily be
simplified to Advir(g) < AdvPr(q), where f is defined by f' = left, o f.
Observe that this result also holds if [ = n, and in particular, the basic theorems
of Merkle and Damgard are covered as well. We note that Theorem 2.4.1 can
be generalized arbitrarily, e.g., to more different compression functions, but the
current statement suffices for the purpose of this dissertation.

Related to collision resistance of Merkle-Damgard is the attack by Joux [119],
who describes a method to find multicollisions for the iterated hash function
design. For ¢t > 2, his algorithm results in 2¢-fold collisions with query complexity
approximately t2"/2, as opposed to the generic complexity bound 27(t=1)/t,

2.4.1.2 Preimage Resistance

The plain Merkle-Damgard design preserves preimage resistance [19], which means
that it is preimage resistant if the underlying compression function f is. Note that
we do not require a suffix-free padding, as was the case for collision resistance. In
a similar fashion as Theorem 2.4.1 it can be generalized and formalized.
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Theorem 2.4.2. Let I,m,n € N such that | > n. Let pad : Z* — (Z5")™
be a padding and let f,g € Func(l + m,l) using ideal primitive P. Consider
the hash function H : ZSs° — Z5 defined in Theorem 2.4.1. Define the function
g Z5 < I3 — 7% by g’ = left, og. Then, the advantage of finding a preimage
for H is upper bounded by the advantage of finding a preimage ¢'. Formally,

Advir(q) < AdvTE(q),

Proof. Suppose A is a (q,e) preimage-finding adversary for H. We construct a
preimage-finding adversary B for ¢’. Let h € Z% be any range value. B runs A
on input of h, resulting in a message M such that H¥ (M) = h. B computes
the values hy_1, M}, corresponding to the evaluation of H” (M), which form the
preimage for ¢’. Adversary B makes the same amount of queries as A. O

2.4.1.3 Second Preimage Resistance

Everywhere second preimage resistance is not preserved by the Merkle-Damgard
design [19]. In fact, Dean [79] and Kelsey and Schneier [123] describe generic
second preimage attacks on Merkle-Damgard that require at most approximately
2n~L queries, where the first preimage is of length at most 2% blocks. It has been
proven by Bouillaguet and Fouque that the plain Merkle-Damgard design with

esec[m2¥]

suffix-free padding satisfies Adv,; (q) < q2F /2", where the first preimage
is of length 2¥ blocks of m bits [59], hence that the attacks of [79,123] are tight.
Enlarging the internal state size increases the complexity of these attacks. In
particular, without going into detail, we note that for the hash function H defined

L
in Theorem 2.4.1 (see Figure 2.2) we obtain Advj_‘z?‘fy"’2 ](q) < g2l /2 + q/2™ (we
refer to Theorems 7.1.4 and 7.2.2 for similar second preimage resistance proofs).

2.4.2 Chosen-Target-Forced-Midfix Preimage Resistance

We present a CTFM security proof for the Merkle-Damgard domain extender. In
more detail, we upper bound the strength of a CTFM adversary in finding in the
ideal model a preimage for the Merkle-Damgard design, and show that the herding
attack described by Kelsey and Kohno is optimal (asymptotically). We consider
the Merkle-Damgard hash function as in (2.2) with the following padding function:

pad(M) _ M||10—\]\/I|—1 mod m’

split into blocks of length m. We elaborate on generalizations at the end of this
section. Throughout, we assume m = ©(n).

As demonstrated by Kelsey and Kohno [122] and Blackburn et al. [54], one
can obtain a CTFM preimage of length O(n) in about /n22"/3 compression
function executions. When larger preimages are allowed, the elongated herding
attack of [122] results in faster attacks: for 0 < r < n/2, one can find a CTFM
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preimage of length I = O(n+2") in approximately /n2(2"~")/3 queries. As we will
demonstrate, this is (asymptotically) the best possible result. In Theorem 2.4.3
we derive an upper bound on Advg_t[ffm(q) that holds for any ¢, and we consider
the limiting behavior in Corollary 2.4.4, in which we show that at least 22”/3/L1/3
queries are needed for an attack to succeed. The findings in this section have been

published by Andreeva and Mennink in [8].

Theorem 2.4.3. Let m,n € N, and let C : Z$* — Z5 be a compressing function
using ideal primitive f € Func(n+m,n). Let p € N denote the length of the forced
midfiz, and L > 1 be the maximal length of the forged preimage in blocks. Then,
for any positive integral value T,

(L1)7q+m2“’/qu+(q26)T ¢

on 2r *om

Ad ctfm <
Vs (Q) = oM

The proof is, for ease of presentation, included in Appendix A.1. The bound
includes a parameter 7 used to bound multiple events in the security analysis, and
the bound holds for any integral 7. Notice that for large values of 7, the first
factor of the bound becomes large, while for small values the third term becomes
large. Therefore, it is of importance to find a balance for this value 7. Recall
that an adversary has a higher success probability if larger preimages are allowed.
Consequently, the optimum for 7 partially depends on the allowed length L. In
Corollary 2.4.4 we analyze the limiting behavior of the bound of Theorem 2.4.3.

Notice that the bound of Theorem 2.4.3 contains a term that does not directly
depend on n, the second term. This term essentially represents the “guessing
probability” of the adversary: A may succeed guessing P in advance. If p = |P|
is very small, this factor dominates the bound. Therefore, it only makes sense to
evaluate this bound for p being “large enough,” and we have to put a requirement
on p. Although the requirement looks complicated at first sight, it is satisfied by
any relevant value of p. In particular, it is satisfied for p > 2n/3 for L = O(n)
preimages and even for lower values of p when L becomes larger.

Corollary 2.4.4. Let L = O(2"/?) and let p be such that % = 0(1) for

n — oo. For any € > 0, we obtain lim, _, o Adv%f«m (2"(2/3_5)/L1/3) =0.

Proof. The bound of Theorem 2.4.3 holds for any 7 > 1. As L = O(2"/?), there

exists a constant ¢ such that L < ¢2"/2. We put 7 = % > 1. Without loss

of generality, 7 is integral (one can tweak c a little bit to get an integral 7). From
Theorem 2.4.3:
n/3
LY3¢2/3q  malpimlq  ((L)e)*3g2e\ @ g3
22n/3 2p + < 24n/3 ) + 22n °

Advii(g) <

For any € > 0, we obtain:

on/3

on(2/3—¢) 62/3 m 2(p/m'| 92n/3 e e 1
2 )< 4 ( ) (L/e) _
L1/3 — 9ne one L1/39p c2/392ne [23ne

Adviiim (
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All terms approach 0 for n — oo (notice that for the second term we have m =
O(n), and for the third term its exponent is > 1). O

Due to their generic nature, Theorem 2.4.3 and Corollary 2.4.4 directly carry
over to a broad spectrum of domain extenders derived from Merkle-Damgard,
including Merkle-Damgard with length strengthening (Section 2.4.1.1). Indeed,
a CTFM attack against strengthened Merkle-Damgard is provably harder than
an attack against plain Merkle-Damgard due to the presence of the length
encoding at the end. We elaborate on this for other domain extenders in
Section 2.5. Our results generalize to any Merkle-Damgard based function with
final transformation: one can use security properties of the final transformation to
show the adversary knows only a limited amount of state values ¥’ which propagate
to the commitment y through the final transformation, and we can analyze the
success probability with respect to each of these possible commitments 7/’

2.4.3 Indifferentiability

It has been proven that the Merkle-Damgard design, based on ideal compression
function or PGV construction with ideal primitive (see Section 2.6.1), with prefix-
free padding is indifferentiable from a random oracle [68, 71,105, 155]. Using a
suffix-free padding does not necessarily result in an indifferentiable hash function,
as a length extension attack applies [71]. The Merkle-Damgard construction is
also indifferentiable if it ends with a function that chops a significant part of the
state or with a final transformation [71,105,155].

Without going into much detail, we remark another approach to construct
indifferentiable hash functions that was demonstrated by Dodis et al. [88]. They
show that the Merkle-Damgard design with final transformation is indifferentiable
from a random oracle if f is preimage aware, and ¢ ideal. Informally, preimage
awareness of f means that if an adversary outputs a range value z for which it
later outputs a preimage y, then it must have been aware of this value y prior to
outputting z.

2.5 Variants of the Iterated Hashing Principle

We discuss three variants of the iterated hashing principle, the HAIFA design,
sponge functions, and hash trees, and briefly elaborate on some other variants.

2.5.1 HAIFA

A design based on the Merkle-Damgard principle is the HAIFA construction by
Biham and Dunkelman [46]. In HATFA the message is padded in a specific way
so as to solve some deficiencies of the original Merkle-Damgard construction: in
the iteration, each message block is accompanied with a fixed (optional) salt of
s bits and a (mandatory) counter T; of ¢ bits. The counter T; keeps track of
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the number of message bits hashed so far and equals 0 if the i*" block does
not contain any message bits.* Partially due to the properties of this counter,
the HAIFA padding rule is both suffix- and prefix-free. As a consequence, the
construction preserves collision and preimage resistance (Theorems 2.4.1 and 2.4.2)
and the indifferentiability results of Coron et al. [71] carry over. For HAIFA,
these indifferentiability results have been improved by Bhattacharyya et al. in [44].
Furthermore, the HAIFA construction is proven optimally secure against second
preimage attacks (up to bound 2¢/2™) if the underlying compression function is
ideal [59]. The CTFM results of Section 2.4.2 directly generalize to HAIFA.

2.5.2 Sponge Functions

In 2007, Bertoni et al. introduced the sponge hash functions [41] as an alternative
to the Merkle-Damgard design. The sponge design idea is to obtain a secure
hash function by iterating a compression function that does not necessarily
satisfy the main hash function security properties. The sponge hash function
design begins with an absorbing phase, in which message blocks of r bits per
compression function f call are processed, where the iterated state is of size
r + ¢ bits with ¢ being the so-called “capacity.” Next, it has an extraction
phase, in which an n-bit hash digest is extracted r bits at a time by applying
the extraction function g. The sponge function employs a single (r + c¢)-bit
permutation 7, and the compression function f and extraction function g are
defined as f(h.||he, M;) = w((hy © M;)|he), where M; is an r-bit message block,
and g(hr||he) = (w(hyllhe), hr). Tt has been proven by Bertoni et al. [42] that
sponge functions are indifferentiable from a random oracle under the assumption
that 7w behaves like a random permutation. In particular, a sponge function
behaves like a random oracle for up to 0(20/ 2) queries. By Theorem 2.3.6, this
result carries over to the collision, preimage, and second preimage resistance of
sponge functions.

In Chapter 6, we propose a generalization of the sponge hash function design.

2.5.3 Hash Trees

In contrast to the iterated hashing principle of Section 2.4, tree based hash function
constructions allow for parallelism. Tree constructions split the message into
blocks which can be processed by independent processors and the final result is
combined to produce the hash value. They have the disadvantage of a larger state
information that needs to be kept (logarithmic in the message length), but on the
other hand allow for parallelism. Tree hashing was first proposed by Merkle [166],
and many variants appeared in literature [35,149,150,200]. Merkle’s construction
is known to preserve collision security [19] but not preimage and second preimage
security.

4In more detail, T; = (im) if im < |M|, T; = (|M|)¢ if (i — 1)m < |[M| < im, and T; = (0);
if M| < (¢ — 1)m. Here, m denotes the message block size.
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Dodis et al. [87] and Bertoni et al. [39] analyzed the required properties of hash
trees to obtain indifferentiable designs.

2.5.4 Other Constructions

We briefly mention other interesting constructions, that are not immediately
related to the remainder of this dissertation.

The enveloped Merkle-Damgard construction of Bellare and Ristenpart [32]
resembles the design of HMAC. It uses two initialization vectors iv and iv’. First,
the Merkle-Damgard transform is evaluated on the message input using iv, and
then a final compression function is evaluated on iv’, the final state value, and
remaining message bits. It can be interpreted as a generalized Merkle-Damgard
design (Figure 2.2). Tt is proven to be indifferentiable from a random oracle if the
underlying compression function is random. The CTFM results of Section 2.4.2
directly generalize, as the design can be seen as Merkle-Damgard with final
transformation.

Merkle-Damgard with permutation of Hirose et al. [113] is similar to the
traditional Merkle-Damgard design with the difference that an independent
permutation 7 is evaluated on the state, before the last compression function
evaluation. It is proven to be indifferentiable from a random oracle if the
underlying compression function and permutation are random. The CTFM results
of Section 2.4.2 directly generalize, as the design can be seen as Merkle-Damgard
with final transformation.

The zipper hash of Liskov [152] consists of two sequential evaluations of the
Merkle-Damgard design, with the difference that the second one is in reverse order.
It is proven indifferentiable from a random oracle up to the birthday bound even if
the compression functions in use are weak, i.e., they can be inverted and collisions
can be found efficiently. Also the zipper hash can be considered as a generalized
Merkle-Damgard design (Figure 2.2). The CTFM results of Section 2.4.2 directly
generalize, therewith demonstrating the (asymptotic) optimality of the attacks
deployed by Andreeva et al. [4].

2.6 Modes of Operation for Compression Functions

The usual approach of building compression functions is to base them on either
block ciphers or permutations. In this section, we discuss these two approaches in
more detail.

2.6.1 Block Cipher Based

The traditional recipe for the design of a cryptographic hash function is to base
it on one or more block ciphers. Since the late 70s, this methodology has become
the dominating approach in the area of hash function design and plenty of hash
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functions have been constructed accordingly (either explicitly or implicitly). The
first example of a block cipher based compression function is due to Rabin [189],
who suggested the compression function F(h,m) = DES,, (k). In [188], Preneel,
Govaerts, and Vandewalle (PGV) analyzed and classified the 64 most natural
block cipher based 2n-to-n-bit compression functions, and since, block cipher
based hashing has been an active research area. By “PGVz” we denote the z'P
type compression function of [188]. Black, Rogaway, and Shrimpton [52] formally
proved twelve of the PGV-compression functions collision and preimage secure
in the ideal cipher model, including the well-known Matyas-Meyer-Oseas (PGV1)
[158], Miyaguchi-Preneel (PGV3), and Davies-Meyer (PGV5) [170] compression
functions. All functions are shown to be differentiable from a random compression
function by Kuwakado and Morii [136]. Simon [207] already demonstrated that
no provably collision resistant hash function exists based on just a one-way
permutation, and it was demonstrated by Hirose [110] that the security results
of [52] do not hold beyond the ideal cipher model. In [48], Biryukov et al. present
an attack on the Davies-Meyer compression function when instantiated with the
AES [75] block cipher. The results of [52,188] have been generalized by [53,90,210].

The MD4 [195] and MD5 [194] hash functions are Davies-Meyer based, as
are SHA-0, SHA-1, and SHA-2. Whirlpool is a hash function that employs the
Miyaguchi-Preneel compression function. Two SHA-3 finalist hash functions use
a block cipher based compression function: BLAKE [25] and Skein [93]. The
BLAKE compression function shows similarities with (but is not equal to) PGV5,
and Skein is based on the PGV1 compression function.

Compression functions of this form are known as single (block) length functions,
meaning that the output size of the function equals the block size of the cipher.
However, this has the disadvantage that when a larger compression function is
needed, the underlying block cipher is required to be equally large. Yet, if we
consider AES [75], it has a 128-bit message space only and is clearly not scalable.’
A solution to this issue can be found in double (block) length hashing. Double
length hashing is a well-established compression function construction with 2n-bit
output based only on n-bit block ciphers. The idea of double length hashing dates
back to the work of Meyer and Schilling [169], with the introduction of the MDC-2
and MDC-4 compression functions in 1988. Double length hash functions have the
obvious advantage over classical block cipher based functions that the same type
of underlying primitive allows for a larger compression function. Yet, for double
length compression functions it is harder to achieve optimal n-bit collision and
2n-bit preimage security.

In this dissertation, we focus on the simplest and most-studied type of double
length compression functions, namely functions that compress 3n to 2n bits. Those
can be classified into two classes: compression functions that internally evaluate
a 2n-bit keyed block cipher E : Z3" x Z§ — 7% (which we will call the DBL*"

5We remark, though, that the original Rijndael specification supports larger message spaces
too.

24



2.6 Modes of Operation for Compression Functions

class), and ones that employ an n-bit keyed block cipher E : Z% x Z% — Z5 (the
DBL" class).

The DBL?" class is well understood. It includes the classical compression
functions Tandem-DM and Abreast-DM [137], and Hirose’s function [112] (see
Figure 2.3), as well as Stam’s supercharged single call Type-I compression function
design [209,210] (reconsidered in [148]) and the generalized designs by Hirose [111]
and Ozen and Stam [182]. As illustrated in Table 2.1, all of these functions provide
optimal collision security guarantees (up to about 2" queries), and Tandem-DM,
Abreast-DM, and Hirose’s function are additionally proven optimally preimage
resistant (up to about 22" queries). These bounds also hold in the iteration, when
a proper domain extender is applied (see Section 2.4). Lucks [154] introduced a
compression function that allows for collisions in about 2"/2 queries, but achieves
optimal collision resistance in the iteration.

u Xy u LY u Y
N N p—=>
w I :w vl |w
v ~ z v o~ z const¥ ~ z
N N N> N

Figure 2.3. Left to right: Tandem-DM, Abreast-DM, and Hirose’s
compression function [112,137]. All wires carry n bits. For Abreast-
DM, the circle o denotes bit complementation. For Hirose’s function,
const is any non-zero constant.

Members of the DBL"™ class are the MDC-2 and MDC-4 compression functions
[169], the MJH construction [144], and a construction by Jetchev et al. [118].
For the MDC-2 and MJH compression functions, collisions and preimages can be
found in about 2"/2 and 2" queries, respectively.® As we prove in Chapter 3,
the MDC-4 compression function achieves a higher level of collision and preimage
resistance than MDC-2, but contrary to the other functions it makes four block
cipher calls. In Chapter 3, we give a more detailed comparison between MDC-2
and MDC-4. Jetchev et al.’s construction makes two block cipher calls and achieves
22n/3 collision security. Stam [209] also introduced a design based on two calls,
and proved it optimally collision secure in a restricted security model where the
adversary must fix its queries in advance. Therefore we did not include this design
in the table. In Chapter 4, we propose a new family of double block length
compression functions in the DBL"™ class that make three calls to their underlying
cipher.

6Tn the iteration collision resistance is proven up to 237/5 queries for MDC-2 [211] and 227/3

queries for MJH [144].
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Further related results include the work of Nandi et al. [176], who presented
a 3n-to-2n-bit compression function making three calls to a 2n-to-n-bit one-way
function, achieving collision security up to 22"/3 queries. They extended this
result to a 4n-to-2n-bit function using three 2n-bit keyed block ciphers. Peyrin
et al. [185] and Seurin and Peyrin [203] introduced and analyzed double length
compression functions based on five compression function calls with n-bit output.
Related are also Lucks wide-pipe design [153] and its generalization by Nandi [174].
Several 4n-to-2n-bit compression functions using two block cipher calls appeared
in literature, such as PBGV [187], Parallel DM [114], and LOKI DBH [63], all
admitting collisions in about 2/2 queries [126]. We also mention a compression
function design by Knudsen and Preneel [128-130] based on linear error-correcting
codes [r, k, d]. The idea is to use r cn-to-n-bit random functions (where c is usually
small) in parallel to obtain a ken-to-rn-bit compression function, where the inputs
to the underlying primitives are derived via the code. This compression function
design has subsequently been analyzed by Watanabe [222], Ozen et al. [181,183],
and Lee [139].

2.6.2 Permutation Based

Block cipher based hash functions are characterized by the fact that the key input
to the cipher depends on the input values; this implies that the key schedule has
to be strong and that it needs to be executed for every encryption call, which
entails a substantial computational cost. An alternative approach is to fix one or
more keys, and restrict the hash function design to use the block cipher for these
keys only. The usage of fixed-key block ciphers, or alternatively permutations,
additionally offers the benefit that one does not need to implement an entire block
cipher but only a limited number of instantiations of it.

Black, Cochran, and Shrimpton [50,51] were the first to formally study this
approach, demonstrating that a 2n-to-n-bit compression function F using one n-bit
permutation 7w cannot be secure. Indeed, each input to 7 corresponds on average
to 2" inputs to F, and two queries to m thus allow for the computation of 27*!
compression function executions, resulting in a collision for F with certainty. This
result has been generalized by Rogaway and Steinberger [199], and refined by
Stam [209], Steinberger [212], and Steinberger, Sun, and Yang [213]. Consider any
mmn-to-rn-bit compression function using k n-bit permutations. Then, collisions
can be found in at most (2”)1_(m_r+1)/(k+1) queries to the underlying primitives.
Although this bound is proven by Steinberger et al. [212,213], it is commonly
known as “Stam’s bound.” Collisions and preimages can even be found in at most
(27)t=(m=r/2)/k and (27)'~(m=")/* queries respectively, provided the compression
function satisfies the “uniformity assumption” [199].

The permutation based hashing approach was followed by three finalists of the
SHA-3 hash function competition. The hash functions JH [224] and Keccak [40]
internally use one permutation as large as the internal state. It is clear that their
compression functions allow for collisions and preimages in a constant number
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2.6 Modes of Operation for Compression Functions

Table 2.1. Asymptotic ideal cipher model security guarantees of
double length compression functions in the classes DBL*" (first) and
DBL" (second). A more detailed security and efficiency comparison
of some of these functions is presented by Bos et al. [58, Appendix A].
The results printed in bold are derived in this work (Chapters 3

and 4).
palk Gt e
Lucks 1 on/2 2"
Stam 1 2" [210] 2" [210]
Tandem-DM 2 2" [146] 221 (22,147
Abreast-DM 2 2" [100,142] 22" [22,147) ”&*
Hirose 2 2" [112] 221 [22,147]
Hirose’s class 2 2" [111] 2" [111]
Ozen-Stam’s class 2 2" [182] 2" [182]
MDC-2 2 2n/2 2"
MJH 2 on/2 2"
Jetchev et al. 2 221/3 [118] 2" [118] ﬂ
Our class 3 2n 23n/2
MDC-4 4 250/8 25n/4

of queries, as also dictated by the generic bounds, but we note that the hash
functions do not suffer from this compression function property. Grgstl [104] uses
a compression function based on two permutations, and it is proven to achieve
tight collision and preimage security up to the generic bounds of [199]. For more
details, we refer to Section 7.2.

In this dissertation, we focus on permutation based 2n-to-n-bit compression
functions. Due to Stam’s bound, such a construction achieves optimal 27/2
collision resistance only if it employs at least three permutations. Yet, it
cannot achieve optimal preimage resistance if it fulfills the uniformity assumption.
These observations apply to the “multi-permutation setting,” where each of
the permutations is generated independently, as well as the “single-permutation
setting” where the permutations are the same.

The construction of 2n-to-n-bit compression functions (based on three
permutations) that provably attain optimal collision security, has turned out to be
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a very challenging exercise. In [198], Rogaway and Steinberger formally proved a
broad class of 2n-to-n-bit compression functions using three distinct permutations
and finite field scalar multiplications optimally collision and preimage secure (with
respect to the bounds of [199]), provided the compression function satisfies a so-
called “independence criterion” (a similar result for the single-permutation setting
has been obtained by Lee and Kwon [141]). Unfortunately, this technical criterion
rules out compression functions that are (apart from the three permutations)
solely based on XOR operators. As the proof of [198] extensively relies on
its independence criterion, it cannot be generalized to compression functions of
this type. In [206], Shrimpton and Stam derived a XOR based compression
function, using three one-way functions rather than permutations: F(zq,z2) =
fi(x1) @ f3(f1(z1) ® fa(x2)). This function is proven collision resistant up to on/2
queries (asymptotically), but preimages can be found with high probability after
2"/2 queries [206]. It has been demonstrated by an automated analysis of Rogaway
and Steinberger [198] that the same results hold if f1, fo, f3 are Davies-Meyer-like
compression functions using permutations my, s, 73, i.e., fi(z) = = & m;(x), but
a formal security analysis has never been given. In Chapter 5, we propose a new
family of 2n-to-n-bit compression functions based on three permutations with
optimal security up to the bounds of [199].

Regarding compression functions with different values m, k,r, we point out
the following results. In [27], Bagheri et al. describe attacks against several
compression functions making two permutation calls. Lee and Park derive
preimage resistance results for classes of compression functions with r = m — 1
[143].
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3 Collision and Preimage
Security of MDC-4

This chapter studies the classical block cipher based hash function MDC-4. MDC-4
and its related hash function MDC-2 have first been described by Meyer and
Schilling in 1988 [169], and have been patented by Brachtl et al. in 1990 [60].
MDC-2 has been standardized in ISO/TEC 10118-2 [117] and is used in numerous
applications (see [127,211] for an exposition), while MDC-4 is part of the IBM
CLiC cryptographic module [95,98]. In their original specification, MDC-2 and
MDC-4 are instantiated using the block cipher DES. In this dissertation, we step
away from this design criterion and consider the designs based on any block cipher
E : 75 x Zy — 7% with key and message length n bits (throughout, the first input
to the block cipher is the key input).

MDC-2 is a Merkle-Damgard hash function design (Section 2.4) with a 2n-bit
state using a compression function fypc.o : Z3" — Z3" that internally calls the
block cipher E twice. It additionally employs two mappings 3 and -y, applied on the
key inputs to the two block cipher calls. As 8 and -y are originally constructed so as
to have a distinct range,! we can consider MDC-2 to be based on two block ciphers
Ei(,-) = E(B(-),-) and Es(-,-) = E(v(-),-) [211]. (We note that two such block
ciphers can easily be constructed from one block cipher F : ZSH x 2y — 74 by
domain separation, where we set F(-,-) = E(0]-,-) and Ea(-,-) = E(1]|-,-).) The
definition of the compression function fypc.o @ Z3" — Z3™ is given in Figure 3.1.

Here and throughout this chapter, we assume n is even. fypc.e can
be considered as a parallel evaluation of two Matyas-Meyer-Oseas (PGV1)
constructions followed by a swapping of the right halves of both states.
Consequently, fypc.e does not achieve the desired level of security: finding a
collision or a preimage for fypc.e is as hard as finding it for the two MMO
constructions independently, hence requires about 2/2 or 2" block cipher calls,
respectively. For the full MDC-2 hash function, Knudsen et al. [127] demonstrated
that roughly 2™ /n block cipher calls suffice for finding a collision, and about 2™

IThe original specification (using block cipher DES) defines 8 and v as mappings from the
ciphertext space to the key space, where the parity bits are omitted, and the second and third
bits are set to 10 and 01, respectively.
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u v
w
El E2 fupc-2 (u, v, w)
s+ Fy(u,w) dw,
& S t <+ Exy(v,w)®w,
s t Liar
y st
z s,
return (y, z) .
y z

Figure 3.1. The MDC-2 compression function fypc.e. For
convenience, we swapped the left and right block ciphers of the second
fupc.2 evaluation.

calls for finding a preimage. In 2007, Steinberger derived a non-trivial security
lower bound on MDC-2 [211]. Steinberger considers the MDC-2 hash function
using one single block cipher ¥ modeled as an ideal cipher, and proves that any
adversary with query access to E requires at least 23/ queries (asymptotically)
to find a collision. His proof relies on the observation that a collision for MDC-2
implies a collision for the last two rounds of MDC-2, except for some special cases.
These results on MDC-2 are summarized in Table 3.1, all of which hold for the
case Fy and Es are different block ciphers as for the case they are the same.

The MDC-4 hash function differs from MDC-2 in the sense that its underlying
compression function fyipc.4 makes four calls to the underlying block cipher rather
than two. fupc.4 is defined as two consecutive evaluations of fypc.2, where the
message inputs to the MMO executions in the second evaluation are v for F; and u
for Ey. The definition of fypc.a : Z3" — Z3" is given in Figure 3.2. Knudsen and
Preneel [129] showed that approximately 23"/4 block cipher executions suffice to
find a collision for fypc.g. With respect to preimage resistance, the same authors
report that 23/2 calls suffice for finding a preimage for fypc.a and 277/% calls
result in a preimage for MDC-4. The latter result is recently improved to 23/2 by
Hong and Kwon [116]. These results are summarized in Table 3.1. In independent
concurrent research, Fleischmann et al. [98,99] analyzed the collision resistance
of MDC-4. They proved that MDC-4 is collision secure up to approximately
237/5 queries. Hence, they prove that the bound of Steinberger for MDC-2 also
holds for MDC-4 (in fact, numerically their bound is worse than the bound on
MDC-2). A preimage security lower bound has so far never been derived. Since
the introduction of the functions in [60,169], however, the MDC-4 hash function
has always been considered the more secure variant of MDC-2. Although mainly
a matter of theoretical interest (given that MDC-2 is twice as fast as MDC-4),
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Figure 3.2. The MDC-4 compression function fypc.4. For
convenience, we swapped the left and right block ciphers of the second
fMpeo-2 evaluation.

formal security lower bounds for MDC-4 or fyipc.4 that confirm this longstanding
claim have never been derived. In particular, for years the MDC-4 structure has
not been thoroughly analyzed, which makes it impossible to classify MDC-4 among
others double block length constructions known in literature (see Section 2.6.1).

Contributions of This Chapter

We formally analyze the collision and (everywhere) preimage security of MDC-4
and its underlying fypc.g4 compression function of Figure 3.2. We start with the
generalized setting where fypc.4 is built on one block cipher £ = E; = E5, which
we call the single block cipher setting. Then, we consider the more double block
cipher setting, where MDC-4 is based on two independently distributed ciphers
E1 and EQ.

Single block cipher setting. A customary approach for proving collision and
preimage resistance of a hash function is to analyze the compression function first
and use a preservation result (Section 2.4) to show that the findings also apply to
the full hash function. However, when the two block ciphers underlying MDC-4 are
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Table 3.1. Security results for the MDC-2 and MDC-4 compression
and hash functions. The security bound gives a lower bound and the
attack bound gives an upper bound on the number of queries in order
to find an attack. By “(triv)” we note that the bound is trivial; these
bounds come from the security of the MMO construction [52,158,188],
or correspond to generic attacks. The results printed in bold are
derived in this chapter.

collision preimage ideal

security attack security attack primitives
fMpo-2 27/2 (triv)  27/2 (triv) 2™ (triv) 2™ (triv) E or (Ey, )
MDC-2 23n/5 [211] 27 /n [127] 2™ (triv) 2™ [127]
fupca 2% (triv) 272 (triv) 27 (triv) 2" (triv) 5
MDC-4 250/8 2" (triv) ™ (triv) 2"
fMDC—4 25n/8 23n/4 [129] 25n/4 23n/2 [129]

5n/8 : 5n/4 3n/2 (B, Ez)

MDC-4 250/ 2" (triv) 250/ 231/2 [116]

modeled as one single random block cipher E, collisions and preimages for fypc.a
can be found in at most 2"/ and 2" block cipher calls, respectively: one focuses
on state values with the same left and right half (for Figure 3.2 this means u = v
and y = z, and consequently o = p, ¢ = r, and s = t), and the security boils down
to the security of two subsequent MMO evaluations. For the preimage resistance,
these type of target images (with y = z) can be considered as weak images, these
give the adversary significantly more power. In any case, the security preservation
approach does not help us out here, and instead we consider the security of the
MDC-4 hash function design directly.

Starting with collision resistance, we formally prove that any adversary with
query access to F, modeled as an ideal cipher, needs at least 2°"/% queries
(asymptotically) to find a collision for MDC-4. This is significantly beyond the
collision bound 23"/% on MDC-2 by Steinberger [211] and on MDC-4 concurrently
derived by Fleischmann et al. [98,99]. The proof consists of two parts: given
that the initial value of MDC-4 consists of two different halves, we prove that all
intermediate state values of a MDC-4 evaluation consist of different halves, except
with a small probability. Then, it suffices to analyze collision resistance of fypc.a
restricted to state values with different left and right halves, which we prove up
to at least 2°™/8 queries. At the first glance, as fypco.a roughly consists of two
evaluations of fypc.2, one is inclined to say the results of Steinberger [211] directly
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carry over. However, this is not true due to the differences at the second fypo-o
evaluation where the inputs are swapped and the message inputs differ for the left
and right cipher. Instead, we conduct a new collision resistance proof for fypc.4,
and although it shows some similarities with the proof of Steinberger, it differs in
many aspects and uses several new ideas to facilitate the analysis.

For (everywhere) preimage resistance, we derive a more surprising result,
namely that if the target image (y, z) satisfies y = z, a preimage for the MDC-4
hash function can be found in approximately 2™ queries. The attack resembles
ideas from the preimage attack on MDC-2 by Knudsen et al. [127] and from
above-described preimage attack on fyipc.4 in the single block cipher setting.
We stress that the attack does not apply to the original MDC-4 design due to the
domain separation by the functions § and 7. On the other hand, if the target
image satisfies y # z, we prove that any adversary requires at least 2°"/4 queries
(asymptotically) to find a preimage for fypc.a or MDC-4, hence security beyond
the birthday bound is achieved. In order to achieve security beyond 2™ queries,
we employ the ideas of free queries and wish lists. These proof tools have been
used before by Armknecht et al. and Lee et al. [22,147] for compression functions
based on two block cipher calls (see Section 2.6.1), but because MDC-4 makes
four block cipher calls rather than two, and additionally the corresponding wish
lists are much harder to bound, the security proof has become considerably more
complex. We remark that target images with the same left and right half are
rather rare, 2" out of 22" target images satisfy this property. If we had opted
for preimage resistance where the challenge is randomly generated, we obtain in
the single block cipher setting a security bound of approximately 25/ queries for
fupc.ga and MDC-4, rather than the bound of 2™ queries.

The findings on MDC-4 based on one block cipher E are included in Table 3.1.

Double block cipher setting. As a second part of this chapter, we consider the
security of the MDC-4 design where the two block ciphers F; and Fy are modeled
as two independent ideal ciphers. We note that, despite the stronger underlying
assumption, this model is closer to the original design due to the domain separation
by the functions 8 and ~.

We show that in this model, any adversary with query access to E; and FEs,
needs at least 2°"/% queries (asymptotically) to find a collision for fypc.4 and at
least 2°™/4 queries (asymptotically) to find a preimage for fypc.a. These results
almost immediately follow from the ones in the single block cipher setting. Note
that here we do not make the restriction that the state values should consist of
different halves. Because MDC-4 is a Merkle-Damgard transform, it preserves
collision and (everywhere) preimage resistance (Section 2.4). Therefore, these
results for fyipc.4 directly carry over to the MDC-4 hash function.
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Outline

In Section 3.1, we present some mathematical preliminaries complementary to
Chapter 2. The security result on the collision resistance of MDC-4 (based on one
block cipher E = E; = Es) is given in Section 3.2, along with its formal security
proof. In Section 3.3, we present our security result on the preimage resistance of
MDC-4 (based on E). In Section 3.4, we discuss the implications of these results
to the MDC-4 design based on two block ciphers Ey, Fs. The chapter is concluded
in Section 3.5.

Bibliographic Notes

The contents of this chapter have been published by Mennink in Designs, Codes
and Cryptography [164].

3.1 Security Model

Throughout this chapter, we consider P = (Ej, Es) < Bloc(n)? or P = E &
Bloc(n), and it is clear from the context which setting we are in. We consider
an adversary which attacks MDC-4 or fyipc.4- Throughout, we denote the initial
state value of MDC-4 by (go, ho), where go # ho. If the adversary attacks MDC-4,
its goal is to find either a collision MDC-4(M;) = MDC-4(M3) or a preimage
MDC-4(M) = (y,z) for a range value (y,z) chosen in advance. If it attacks
fMDC-4, its goal is to find either a collision fype.a(u1,v1,w1) = fupc-a(usz, v2, ws)
or a preimage fyvpce.4(u, v, w) = (y, z) for an in advance chosen range value (y, 2).
The adversary can make forward and inverse queries to its oracles, and these are
stored in query history Q as indexed tuples of the form (k;, K;, m;, ¢;), where i is
the index of the query, k; € {1,2} indicates the corresponding block cipher, K; is
the key input, and m; and ¢; denote the (plaintext) input and (ciphertext) output
of the block cipher. By m; @ ¢;, we define its XOR~output. The index i and the

parameter k are omitted if they are irrelevant or clear from the context.

1
(}211(3724@) we denote

Adve®  (q) with the restriction that the state values (uq,v1) and (us, v2) should

fMDC-1
satisfy w1 # vy and ug # vy. For preimage resistance, for C € {MDC-4, fupc.4},
by Advecpre(7é)(q) we denote Adv("™(q) restricted to target images (y,z) with

y# 2.

Regarding the collision resistance definition, by Adv

3.2 Collision Resistance of MDC-4

We derive a collision security lower bound for MDC-4 in the case the two
underlying block ciphers are identical, i.e., E = E; = FEs. Due to the attack
on fupc.a (described in the introduction of this chapter), the classical way of
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proving collision resistance by ways of property preservation does not work here.
Therefore, the security analysis is done in a slightly different way. Recall that the
attack on fypc.g relies on the property that the block cipher evaluations on the
left and right sides of Figure 3.2 can be the same. The proof is now roughly divided
into two parts: we first prove that, restricted to states with different halves, fypc-a
is collision resistant up to at least approximately 25/ block cipher queries. Next,
we show how this result can be used to prove collision resistance of the full MDC-4.

Theorem 3.2.1. Let n € Zy. Then, for any positive integral values 71, To, T3,

(11 + 117179 + 3717073 + 1275 + 472)q n q>
2" —q (2" —q)

9. 9n/2 <eq2n/2>‘r2 4 9n (6(1)7'3
T2(2" — q) m3(2" — q) ’

The proof of Theorem 3.2.1 is given in Section 3.2.1. It shows similarities with
the proof by Steinberger [211] of collision resistance of the MDC-2 hash function,
but its structure is entirely different so as to facilitate the proof.

Employing this result, we now obtain the main result for the collision resistance
of MDC-4 using a single block cipher E.

IN

Advia P (q) +

fMDC-4

(3.1)

Theorem 3.2.2. Let n € Zy. Then, for any positive integral values Ty, T2, T3,

(27’1 + 11779 + 3117073 + 1479 + 57’22>q n (7'1 + 271 + 7'22)(]

Ad col <
ViDe-a(q) < g 2 — g

_|_

2 2n/2 T2 T3
L g gn <64> Lom <eq) .
el (2n _ Q) 7-2(2n _ Q) 7-3(2n _ q)

(3.2)

The proof of Theorem 3.2.2 is given in Section 3.2.2, and we give a brief
intuition. Recall that the attack on fypc.4 relies on the fact that the two halves
of the evaluation can be the same. However, for a full MDC-4 iteration, the initial
state value consists of two different halves, and in fact all intermediate state values
consist of two different halves, except with some small probability. Now, by ways
of collision resistance preservation (Theorem 2.4.1), the result of Theorem 3.2.1
carries over with as additional term a bound on the probability that the adversary
ends up with a state value with two the same halves.

One can divide the bound of (3.2) into two parts. The first term forms the first
part and increases for increasing parameters 7y, 72, 73. The remaining three terms
form the second part that decreases for increasing 71, 79, 73. For obtaining a sharp
bound, we need to fine tune the integral positive parameters 7y, 72, 73. The trick is
to take parameters 71, 72, 73 minimal so that the second part of (3.2) still goes to 0
for n — co. We will show that the advantage of any adversary making slightly less
than 2°/8 queries approaches 0 when n goes to infinity. To this end, let € > 0 be
any parameter, we consider any adversary making at most ¢ = 2°5/8 /m€ queries
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Collision resistance
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Figure 3.3. The function Adv{shc.,(q) of (3.2) for n = 128 and the
particular choice of values 71, 72,73 (solid line), in comparison with
the trivial bound ¢(q 4+ 1)/2" (dashed line).

to its oracle. We set 7y = 22*/8 7, = 27/8 and 73 = 3. Here, for simplicity we
assume 71, 7o to be integral. If n is no multiple of 8, one sets 71, 75 to the nearest
integers. Note that these parameters satisfy = > g—i, Ty > Zn% and 73 > &,
which are minimal requirements for the second part of (3.2) to be < 1. Now, it is
an easy exercise to verify that the bound of (3.2) approaches 0 for n — oo when
q= 25”/8/716 and 71, 7o, T3 are as specified.

Corollary 3.2.3. For any ¢ > 0, we obtain lim,_oc Adviipcy (258 /n°) = 0.
The result means that for n — oo the function Adviff}xM behaves as ¢®/2°".
A graphical representation of Adv‘liﬂ)c_él for n = 128 is given in Figure 3.3. In
this graph, where we have slightly adjusted the parameters 71, 75 to facilitate the
analysis for smaller n and smaller ¢ (the previously chosen values were set to
analyze limiting behavior for n, ¢), we see a significant improvement over the best
known bound and the bound independently derived in [98,99]. For n = 128 the
collision resistance advantage hits 1/2 for log, g & 77.5, which is smaller than the
threshold for ¢8/25, 79.9. For larger values of n, by Corollary 3.2.3 the difference

goes to 0 for n — co.

3.2.1 Proof of Theorem 3.2.1

The collision resistance proof shows some similarities with the proof of Steinberger
for MDC-2 [211], but fundamentally differs in various aspects and is as such of
independent interest. In particular, due to a different and more structured case
distinction we obtain a sharper bound (security up to 2°™/8 queries) than the
bound of Steinberger for MDC-2 (security up to 23/5 queries). Also, our proof
significantly improves over the proof by Fleischmann et al. [98,99], who basically
confirmed that the 23"/ bound of MDC-2 applies to MDC-4 too.
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3.2 Collision Resistance of MDC-4

We consider any adversary making ¢ queries to its oracle F, which tries to find
a collision for fypc.4. Finding a collision corresponds to obtaining a query history
Q, of size ¢ that satisfies configuration col(Q,) of Figure 3.4. In other words,

Adve' P () = Pr(col(Qy)) | (3.3)

fMDC—4

and we consider the probability of obtaining any query history Q, that satisfies
configuration col(Q,). Notice that in this configuration, we omit the shifting at
the end: as this shifting is bijective, it does not influence the collision-finding
advantage. In Figure 3.4, as well as in all subsequent figures in this section, we
label the block ciphers as follows to uniquely identify their positions. In the left
word of Figure 3.4 (with inputs (u1,v1,w;)) the block ciphers are labeled 1tl,
1tr, 1bl, 1br, for top/bottom left/right. For the right word the block ciphers are
identified as 2tl, 2tr, 2bl, 2br. In the remainder, when talking about “a query 1tl,”
we refer to a query that in a collision occurs at position 1tl (and the same for the
other positions). The variables in the figures may take any value, and are simply
used to accentuate relations among the two words.

Uu v U v
1 wy 1 2 wo 2

Pany a Pary a

A\ P A\ P

F=J| | =/
L1 OO0 O

Vany fany Vany fany
A% A% A% A%

Y z Y z
Figure 3.4. Configuration col(Q). The configuration is satisfied if

Q contains eight (possibly not all different) queries that satisfy this
setting. We require (u1,v1,wq) # (ug, va, ws), uy # vy, and ug # vs.

We need to evaluate the probability of the adversary finding a query history Q,
that satisfies configuration col(Q,) of Figure 3.4. For this analysis we introduce a
helping event help(Q,). Let 1,7, 75 > 0 be integral. Event help(Q,) is satisfied
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3 Collision and Preimage Security of MDC-4

if either of the following sub-events help, (Q,) (k =1,...,4) occurs:
(Qq) |{(Ki7mi,0i),(Kj,mj,Cj) €9, | i£ ] N m;de;=m; @cj}| > T
(Q,) Max, ;n/> [{(Ki,mi,ci) € Qg | (mi @ ¢)l = z}| > 72

helps(Q,) : Max, ;n/2 H(Ki,mi,ci) €9, | (m; @ ¢;)" = :z:}| > Ty
(Qq) maxgezy |{(Ki7mi,ci)€Qq ’mi@ci:m}‘ > T3,

By basic probability theory, we obtain for (3.3):

Pr (col(Q,)) < Pr (col(Q,) A —help(Qy)) + Pr (help(Q,)) . (3.4)

For the analysis of the event col(Q,), it may be the case that a single query occurs
at multiple positions in the configuration. Therefore, we divide col(Q,) into sub-
configurations. For two distinct positions a,b € {1tl, 1tr, 1bl, 1br, 2tl, 2tr, 2bl, 2br}
and a binary value @ € {0,1}, by a = b = « we say that the same query
occurs at both positions a and b if and only if @ = 1. Now, we define
for ou, aur, apl, ape € {0,1} the sub-configuration coly,ayape, (@) as col(Q) of
Figure 3.4 with the restriction that

1tl = 2tl = ay, 1tr = 2tr = o, 1bl = 2bl = oy, 1br = 2br = .

It may be the case that the same query occurs at positions 1tl and 1br or 2br,
but as becomes clear these cases are included in the analysis. By construction,
col(Qq) = Vay.auauanecio,1} Clavayanan (Qq), and from (3.3-3.4) we obtain the
col(#) (q):

fMpc-a !

following bound on Adv

AV () < 3T Pr(colagayanan (Qq) A —help(Qy)) + Pr (help(Q,)) -

fMDC»4
Q] Qtr, bl

opr€{0,1}
(3.5)

The probabilities constituting to the sum of (3.5) are analyzed in Lemmas 3.2.4-
3.2.9 as further set forth in Table 3.2. Probability Pr (help(Q,)) is analyzed in
Lemma 3.2.10.

Lemma 3.2.4. Pr (colpooo(Qq) A —help(Qy)) < (TITQTS;F,,LTI_T;HTQM.

Proof. A visualization of configuration colyooo(Qq) can be found in Figure 3.5.
In this figure, the queries corresponding to locations a and !a are required to be
different, and the same for the queries at positions (b,!b), (¢, !c), and (d,!d). For
the analysis of colgooo(Q,) A —help(Q,), we say that the i*h query (i € {1,...,q})
is successful if it makes configuration colggoo(Q;) satisfied and —help(Q;) holds.
Now, by basic probability theory, we can analyze the probability of the i*" query
being successful, and sum over i = 1,...,q.
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3.2 Collision Resistance of MDC-4

Table 3.2. For oy, ur, ap,an € {0,1}, the probability bound
on colayayaman (D) A —help(Qq) (cf. (3.5)) is analyzed in the
corresponding lemma.

ayograpiap 0000 0001 0010 0011 0100 0101 0110 0111
Lemma 324 325 325 326 327 328 329 329

auawapap, 1000 1001 1010 1011 1100 1101 1110 1111
Lemma  3.2.7 329 328 329 329 329 329 329

Let i € {1,...,q}. We will analyze the probability of the i*® query to be
successful, i.e., to satisfy cologgo(Q;) A —help(Q;). If help(Q;) holds, the i*" query
can certainly not be successful, so we assume —help(Q;) and analyze the probability
the i*" query makes colyggo(Q;) satisfied.

Without loss of generality (by symmetry), the i*® query occurs in the left word. It
may be the case that the i query also occurs in the right word (e.g., at 2br), but
as becomes clear from the proof, this case is automatically included. Note that,
as uj # vy, it can impossibly occur at (1tl, 1tr) or (1bl, 1br). Therefore, without
loss of generality (by symmetry) it suffices to analyze the cases the query occurs
at the following positions: 1tl only, 1br only, (1tl, 1br) only, or (1tl, 1bl) only. We
distinguish among these four cases.

Query occurs at 1tl only. By —help;(Q;), there are < 7y choices for queries at
positions (1br, 2br) (we note that the query at 2br may equal the i" query, but this
does not invalidate the ongoing analysis). For any of these < 71 choices, let K,
and Koy, be the key inputs corresponding to positions 1br and 2br. By —help,(Q;),
there are < 75 choices for 2tl. For any of these < 7175 choices 2tl, the query at
position 2tr and consequently the query at position 2bl is uniquely determined (if
they exist at all), and so is the XOR-output y of 2bl. By —help,(Q;), there are
< 73 choices for 1bl. For any of these < 77973 choices 1bl, let Kjp be the key
input corresponding to position 1bl. The i*" query is successful only if its XOR-
output equals K 1br||K 161> Which happens with probability at most 5w—. The total
probability is at most 57272,

Query occurs at 1br only. By —help;(Q;), there are < 7y choices for (1bl, 2bl).
For any of these < 7 choices, let Ky, be the key input corresponding to position
2bl. By —help,(Q;), there are < 75 choices for 2tr. For any of these < 7175 choices
2tr, the query at position 2tl and consequently the query at position 2br is uniquely
determined, and so is the XOR-output z of 2br. The i*® query is successful only if
its XOR~output equals this value z, which happens with probability at most 2%

The total success probability is at most =2

27L7q'
Query occurs at 1tl and 1br only. Let K be the key input for the it" query.
As the query occurs at both positions, we require K! = 2!, which fixes z!. By
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3 Collision and Preimage Security of MDC-4

—help,(Q;), there are < 75 choices for 2br. For any of these < 75 choices 2br, we
obtain a different z. The i*" query is successful only if its XOR-output equals
this value z, which happens with probability at most ﬁ. The total success
probability is at most 5.

Query occurs at 1tl and 1bl only. Let K be the key input for the i*" query.
As the query occurs at both positions, we require K" = y", which fixes y". By
—help5(Q;), there are < 75 choices for 2bl. For any of these < 7o choices 2bl, we
obtain a different y. The i*" query is successful only if its XOR-output equals
this value y, which happens with probability at most s—-—. The total success

2’7L 7q -
probability is at most z2

The " query is successful with probability at most w The claimed

bound is obtained by summing over i = 1,...,q. O
Uu v Uu v
1 wy 1 2 wo 2
a ‘ b la ‘ b
fan) D fan) D
AV AV % A% AV %

bl B M

Vany fany Vany fany
A% A% A% A%

Yy 4 Y Z
Figure 3.5. Configuration colggpe(Q). We require (uy, v, wy) #
(UQ7U2,’LU2), U1 7é V1, and (5 # V2.

Lemma 3.2.5. Pr(coloyapayon (D) A Thelp(Q,)) < w for
Q| Qg Op| Oy € {0001, 0010}.

Proof. The cases are equivalent by symmetry, and we consider colyoo1(Q4) only.
A visualization of configuration colgg1(Q4) can be found in Figure 3.6. For the
basic proof idea, we refer to the proof of Lemma 3.2.4. Let i € {1,...,q}. As
in Lemma 3.2.4, we assume —help(Q;) and analyze the probability the i*" query
makes colpoo1 (Q;) satisfied.
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3.2 Collision Resistance of MDC-4

Without loss of generality (by symmetry), the i*' query occurs at the following
positions: 1tl only, 1tr only, 1bl only, (1tr,1bl) only, or (1tl,1bl) only. We
distinguish among these five cases. Note that, as u; # v, it can impossibly occur
t (1tl, 1tr). It may be the case that the i'" query also occurs in the right word,
but this case is automatically included.
Query occurs at 1tl only. By —help,(Q;), there are < 7y choices for (1bl, 2bl).
For any of these < 7 choices, let K1, and Ko be the key inputs corresponding
to positions 1bl and 2bl. By —help;5(Q;), there are < 7 choices for 2tl. For any of
these < 717 choices 2tl, we obtain a different t. The i*" query is successful only
if its XOR-output equals t||K7,,, which happens with probability at most

The total success probability is at most 27,331

Query occurs at 1tr only. By —help,(Q;), there are < 7 choices for (1bl, 2bl).
For any of these < 7y choices, let Ki, and Ko be the key inputs corresponding
to positions 1bl and 2bl. By —help,(Q;), there are < 75 choices for 2tr. For any of
these < 7179 choices 2tr, we obtain a different y. The " query is successful only
if its XOR-output equals K!, |y,
The total success probability is at most ”72

271

Query occurs at 1bl only: inverse query m + E71(K,c). By —help;(Q;),
there are < 75 choices for 1tl. For any of these < 75 choices, let K1y be the key
input corresponding to position 1tl. The i*" query is successful only if m = Ky,
which happens with probability at most ﬁ. The total success probability is at

Query occurs at 1bl only: forward query ¢ «+ E(K,m). By —help,(Q;),
there are < 75 choices for 1tr. For any of these < 75 choices 1tr, the query at
position 1tl is uniquely determined (it requires key input m and message input
wy defined by query 1tr), and so are the strings (v,t). By —help,(Q;), there are
< 73 choices for 2tl. For any of these < 75 choices 2tl, the query at position 2tr
is uniquely determined (it requires key input v and message input wy defined by
query 2tl). Consequently, the query at position 2br is uniquely determined, and
so is the XOR-output z of 2br. The i*" query is successful only if its XOR-output
equals this value z, which happens with probability at most The total

1
2n—q*

success probability is at most g

Query occurs at 1tr and 1bl only. Let K be the key input for the i*" query.
As the query occurs at both positions, we require K! = 2!, which fixes z!. By
—help,(Q;), there are < 75 choices for 2bl. For any of these § To choices 2bl, we
obtain a different z. The i*" query is successful only if its XOR-~output equals

this Value z, which happens with probability at most 2% The total success

Query occurs at 1tl and 1bl only. Let K be the key input for the i*" query.
As the query occurs at both positions, we require K" = 2", which fixes z". By
—help5(9Q;), there are < 75 choices for 2bl. For any of these < 75 choices 2bl, we
obtain a different z. The i*" query is successful only if its XOR-output equals
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3 Collision and Preimage Security of MDC-4

this value z, which happens with probability at most ﬁ. The total success

probability is at most QT—"’_q

2
The i*" query is successful with probability at most % The claimed

bound is obtained by summing over i = 1,...,q. O

u v u v

! w1 2 w2
a ‘ b la ‘ b
Va Va

AV

S~ | 9=

Fany
A\
Fany
A\

AV

t t
"{ c 9{ le
D a
A\ V
y4 zZ

Figure 3.6. Configuration colggo1(Q). We require (uy,w;) #
(ug,wq), u1 # v, and ug # v.

Lemma 3.2.6. Pr (coloo11(Qg) A —help(Q,)) < 7.

Proof. A visualization of configuration colgg11(Q,) can be found in Figure 3.7. For
the basic proof idea, we refer to the proof of Lemma 3.2.4. Let i € {1,...,q}. As
in Lemma 3.2.4, we assume —help(Q;) and analyze the probability the i*" query
makes colpo11(Q;) satisfied.

Without loss of generality (by symmetry), the i®® query occurs at the position 1t
only. Note that, as u # v, it can impossibly occur at (1tl, 1tr). It may be the case
that the i** query also occurs in the right word, but this case is automatically
included.

Query occurs at 1tl. By —help;(Q;), there are < 7 choices for (1tr,2tr). For
any of these < 7| choices, as u is fixed (it equals the key input for the i*" query)
the query at position 2tl is uniquely determined, and so is the XOR-output y of
2tl. The i query is successful only if its XOR-output equals this value y, which

happens with probability at most Tl_q The total success probability is at most
T1
2n—q*
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3.2 Collision Resistance of MDC-4

The i*" query is successful with probability at most . The claimed bound is

271,

obtained by summing over i = 1,...,q. O
u v u v
w1 w2

a b la b
. Van) fany Van)
A%y A\ Ay A\
Yy z Y z

Figure 3.7. Configuration colgp11(Q). We require w; # wg and

u # v.

Lemma 3.2.7. Pr (coloyapayey (Qq) A Thelp(Qy)) < (7172732211;#272)(1 for
ayagrapiope € {0100, 1000}

Proof. The cases are equivalent by symmetry, and we consider colpi0o(Qg) only.
A visualization of configuration colp1go(Q4) can be found in Figure 3.8. For the
basic proof idea, we refer to the proof of Lemma 3.2.4. Let i € {1,...,q}. As
in Lemma 3.2.4, we assume —help(Q;) and analyze the probability the i*" query
makes colpio0(Q;) satisfied.

Without loss of generality (by symmetry), the i*" query occurs at the following
positions: 1tl only, 1bl only, 1br only, (1tl,1br) only, or (1tl,1bl) only. We
distinguish among these five cases. Note that, as u; # v, it can impossibly occur
t (1bl, 1br). It may be the case that the i*" query also occurs in the right word,
but this case is automatically included.
Query occurs at 1tl only. We note that the query at position 1tr = 2tr is not
depicted in Figure 3.8 but is defined as a query (2,v,w, s||t ® w). By —help;(Q,),
there are < 7y choices for queries at positions (1br,2br). For any of these < 7
choices, let Kjp, and Ko, be the key inputs corresponding to positions 1lbr and
2br. By —help,(Q;), there are < 75 choices for 2tl. For any of these < 7175 choices
2tl, the query at position 1tr = 2tr and consequently the query at position 2bl is
uniquely determined, and so is the XOR-output y of 2bl. By —help,(Q;), there
are < 73 choices for 1bl. For any of these < 77573 choices 1bl, let Kiy, be the key
input corresponding to position 1bl. The i*" query is successful only if its XOR-
output equals K!, ||KT,,, which happens with probability at most 57— The total
probability is at most 721,?7;
Query occurs at 1bl only. By —help,(Q;), there are < 71 choices for (1br, 2br).
For any of these < 7 choices, let Kb, be the key input corresponding to position
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3 Collision and Preimage Security of MDC-4

2br. By —helpy(Q;), there are < 75 choices for 2tl. For any of these < 7175 choices
2tl, the query at position 2bl is uniquely determined, and so is the XOR-output
y of 2bl. The i*" query is successful only if its XOR~output equals this value y,
which happens with probability at most 57— . The total success probability is at
most 277172

Query occurs at 1br only. By —help;(Q;), there are < 71 choices for (1bl, 2bl).
For any of these < 7 choices, let Ky, be the key input corresponding to position
2bl. By —help;(9Q;), there are < 75 choices for 2tl. For any of these < 7175 choices
2tl, the key input to the query at position 2br, say Koy, is uniquely determined.
Suppose the i™™ query is a forward query ¢ < E(K,m) (exactly the same reasoning
applies to inverse queries). If Ko, = K, the queries at positions 1br and 2br must
be the same and the collision is invalid. Therefore, we assume Ky, # K. For the
key Kopr, let (Kopy, Moy, copr) be any query in the query history. The " query
makes the configuration satisfied if mop, = m and map, B copr = M P ¢, or more
concretely if

Mapr = m and copy = C. (3.6)

This means that, irrespectively of whether the i query is a forward or inverse
query, the query at position 2br is uniquely determined. The it® query is successful
only if it satisfies (3.6), which happens with probability at most 57— The total
probability is at most "2

27L7q
Query occurs at 1tl and 1br only. Let K be the key input for the i*" query.
As the query occurs at both positions, we require K! = 2!, which fixes z!. By

—help,(Q;), there are < 75 choices for 2br. For any of these S T9 choices 2br, we
obtain a different z. The i*" query is successful only if its XOR-output equals

this Value z, which happens with probability at most 2” — The total success

Query occurs at 1tl and 1bl only. Let K be the key input for the i*" query.
As the query occurs at both positions, we require K" = y", which fixes y". By
—help5(9Q;), there are < 75 choices for 2bl. For any of these < 75 choices 2bl, we
obtain a different y. The i*" query is successful only if its XOR-output equals

this Value Y, which happens with probability at most 2,L 7 The total success

The " query is successful with probability at most %}f”“. The claimed

bound is obtained by summing over i =1,...,q. O

Lemma 3.2.8. Pr(colayayapan (Qq) A ~help(Qy)) < w for
ayorapioe € {0101,1010}.

Proof. The cases are equivalent by symmetry, and we consider colgi1(Q,4) only.
A visualization of configuration colp101(Q4) can be found in Figure 3.9. For the
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3.2 Collision Resistance of MDC-4

uq us
w w
a la
a.
A\

v
‘>{ b c
) €
Y z Y z
Figure 3.8. Configuration colgi0o(Q). We require uy # ug, uy # v,
and ug # v.

basic proof idea, we refer to the proof of Lemma 3.2.4. Let i € {1,...,q}. As
in Lemma 3.2.4, we assume —help(Q;) and analyze the probability the i*® query
makes colp1o1(Q;) satisfied.

Without loss of generality (by symmetry), the it" query occurs at the following
positions: 1tl only, 1bl only, or (1tl, 1bl) only. We distinguish among these three
cases. It may be the case that the i*" query also occurs in the right word, but this
case is automatically included.

Query occurs at 1tl only. By —help,(Q;), there are < 7y choices for (1bl, 2bl).
For any of these < 7 choices, let Ki, and Ko be the key inputs corresponding
to positions 1bl and 2bl. By —help;(Q;), there are < 75 choices for 2tl. For any of
these < 7179 choices 2tl, we obtain a different y. The i*" query is successful only
if its XOR-output equals y|| K7y, which happens with probability at most i

2’” 7q .
The total success probability is at most 277}21.

Query occurs at 1bl only. Let K be the key input for the i*® query. By
—help;(Q;), there are < 75 choices for 1tl. For any of these < 75 choices, we obtain
a different y. By —help,(Q;), there are < 75 choices for 2tl. For any of these
< 72 choices 2tl, the query at position 2bl is uniquely determined, and so is the
XOR-output z of 2bl. The i*" query is successful only if its XOR-output equals
this value z, which happens with probability at most ﬁ. The total success
3

probability is at most g
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3 Collision and Preimage Security of MDC-4

Query occurs at 1tl and 1bl only. Let K be the key input for the i*" query.
As the query occurs at both positions, we require K" = 2", which fixes z". By
—help;(9Q;), there are < 75 choices for 2bl. For any of these < 75 choices 2bl, we
obtain a different z. The i*" query is successful only if its XOR-output equals
this value z, which happens with probability at most ﬁ. The total success

probability is at most 52

2
The " query is successful with probability at most % The claimed

bound is obtained by summing over i =1,...,q. O

u1 ug
| |
w w
a la
%>—<t/ %><t/
Y Y
‘){ b 9{ b
z z

Figure 3.9. Configuration colp101(Q). We require u; # us.

Lemma 3.2.9. Pr (coloyayayan (Qq) A —help(Qq)) = 0 for anopropion € {11 %
#, 1 ox1, x11x}.

Proof. If 1tl = 2tl and 1tr = 2tr, we obtain (uy,v1,w;) = (ug,ve,ws) in the
configuration of Figure 3.4, and the collision is invalid. The same observation
applies if (1tl, 1br) = (2tl, 2br) or (1tr, 1bl) = (2tr, 2bl). O

2 eq2m/2 T2 n e T3
Lemma 3.2.10. Pr (help(Q,)) < #h—+22"/2 (275 ) " +2" (i)

Proof. It suffices to consider the events Pr (help,(Q,)) (k=1,...,4) separately.
help, (Q4). We copy the approach of Steinberger [211]. For ¢ # j, the two queries
(K;,m;, ¢;) and (K, mj, ¢;) have the same XOR-output with probability at most
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3.2 Collision Resistance of MDC-4

ﬁ. Hence, the expected value E(m; @ ¢; = m; @ ¢;) is at most ﬁ, and
consequently
., 1
E({(Ki,mi,ci), (Kjmy ) € Qp | i#j Ami@ei=mj@c}]) <> ST
i#j
2
<.
2" —q
By Markov’s inequality, we obtain
e
Pr(help,(Qy)) < ——. 3.7
(helpy(Q,)) < (37)

help, (Q4) for k € {2,3}. The cases are equivalent by symmetry, and we

consider help,(Q,) only. Let x € Z;l/z. Consider the i*" query (K;,m;,c;). This

on/2

query makes equation (m; @ c;)! = x satisfied with probability at most g

n 2
More than 75 queries result in a solution with probability at most (é) (;n fq) <

n/2 \ T2 _— . . . . .
(Tj(qfn_q)) , where we use Stirling’s approximation. Considering any possible

choice for x, we obtain for k = 2, 3:

eq2n/2 T2
Pr (help;,(Q,)) < 2"/ <T2éiq)) . (3.8)

help,(Qq). A similar analysis as for help,(Q,) results in the following bound:

Pr (help, (Q,)) < 2" (qq)) | (39)

7-3(271 -
The claim is obtained by adding (3.7-3.9). O

We are ready to finish the proof of Theorem 3.2.1. Lemmas 3.2.4-3.2.10 imply
for Adve>) (q) of (3.5):

fMDC-4

(1 + 117179 + 371 To73 + 1275 + 472)q n q>

Advcol(i) (q) . . 7_1(2n — q)

fMDC-4

IN

+

This completes the proof of Theorem 3.2.1.

3.2.2 Proof of Theorem 3.2.2

As explained in Section 3.2 we essentially only need to consider the probability that
an adversary finds an fypc.4 evaluation where the state consists of two different
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3 Collision and Preimage Security of MDC-4

halves and the output state consists of two the same halves. The formal treatment
of this is more elaborate.

We consider any adversary making ¢ queries to its oracle F, which tries to find
a collision for MDC-4. Suppose the adversary finds a collision, i.e., two lists

M M. M,
(907h0) _—1—> (glahl) _—2—> e —k> (gk7hk) 5
M M} M
(907h0) — (gllahll) . (g;clv 2’)
of internal state values of the two evaluations, where k, k" > 1 and (g, hg) =
(gks» Phs). The collision is non-trivial if k # k' or if (g;, hi, M;) # (g}, b}, M]) for
somei=1,...,k =k, and we consider non-trivial collisions only. If the adversary
finds a collision of this form, we can distinguish between the following two cases:

(i) gi # h;forall i € {1,...,k} and ¢} # h} for all i € {1,...,k'};
(ii) g; = h; for some i € {1,...,k} or g, = R} for some i € {1,...,k'}.

Suppose the adversary finds a collision in case (i). This implies (by Theorem 2.4.1)
the adversary necessarily needs to obtain a query history Q, of size ¢ that satisfies
configuration col(Q,) of Figure 3.4.

On the other hand, suppose the adversary finds a collision in case (ii). Without
loss of generality, a state-half collision occurs in the first word. As gg # hg, there
exists an ¢ such that g; = h; but g;—1 # h;_1. This means that in this case the
adversary necessarily needs to obtain a query history Q, of size ¢ that satisfies
configuration statecol(Q,) of Figure 3.10. Here, z represents g; = h; and (u,v)
represents (g;—1,h;—1). As in Section 3.2.1, in this configuration we have omitted
the shifting at the end. We stress that this does not harm the security analysis.
We label the block ciphers tl, ..., br.

Concluding, we find

Adv$h 4 (q) < Pr(col(Q,) V statecol (Q,)) . (3.10)
We employ the helping event help(Q,) from Section 3.2.1, and obtain for (3.10):

Pr (col(Qq) V statecol (Q)) < Pr(col(Q4) A —help(Qq)) + Pr (help(Q,)) +
Pr (statecol (Q4) A —help(Q,)) . (3.11)

For the first two probabilities, the proof of Theorem 3.2.1 applies. The probability
bound on statecol (Q,) A —help(Q,) is analyzed in Lemma 3.2.11.

Lemma 3.2.11. Pr (statecol(Q,) A —help(Q,)) < %.

Proof. We consider configuration statecol(Q,) of Figure 3.10. The proof idea is
the same as the proof of Lemma 3.2.4. Let ¢ € {1,...,¢}. As in Lemma 3.2.4, we
assume —help(Q;) and analyze the probability the i'" query makes statecol(Q;)
satisfied.
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3.2 Collision Resistance of MDC-4
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Figure 3.10. Configuration statecol (Q). We require u # v.

Recall that the positions in Figure 3.10 are simply referred to as tl, tr, bl, br, without
a leading 1. Without loss of generality (by symmetry), the i** query occurs at the
following positions: tl only, bl only, (tl, br) only, or (tl, bl) only. Note that, as u # v,
it can impossibly occur at (tl, tr) or (bl, br).

Query occurs at tl only. By —help;(Q;), there are < 71 choices for (bl, br).
For any of these < 7 choices, let K}, and K}, be the key inputs corresponding
to positions bl and br. The i*" query is successful only if its XOR-output
equals Kér”Kg,, which happens with probability at most ﬁ. The total success
probability is at most z,fiq

Query occurs at bl only. Let K be the key input for the i*" query. By —help,(Q;)
and —help;(9Q;), there are < 75 choices for tl and < 75 choices for tr. For any of
these < 72 choices, the query at position br is uniquely determined, and so is the
XOR-output z of br. The i*" query is successful only if its XOR-output equals
this value z, which happens with probability at most ﬁ. The total success

T
2n—q*
Query occurs at tl and br only. Let K be the key input for the i*" query. As the
query occurs at both positions, we require K! = 2!, which fixes z!. By —help,(Q;),
there are < 715 choices for bl. For any of these < 75 choices bl, we obtain a different
z. The " query is successful only if its XOR-output equals this value z, which

happens with probability at most Qn,—liq. The total success probability is at most
T2
2’71/ 7q .

Query occurs at tl and bl only. Let K be the key input for the i** query.
As the query occurs at both positions, we require K" = z", which fixes z". By

probability is at most
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3 Collision and Preimage Security of MDC-4

—help;(Q;), there are < 75 choices for br. For any of these < 75 choices br, we
obtain a different z. The i*" query is successful only if its XOR-output equals
this value z, which happens with probability at most ﬁ. The total success

probability is at most 5.

2
The i*? query is successful with probability at most TH;%;T?. The claimed bound
is obtained by summing over i = 1,...,q. O

We are ready to finish the proof of Theorem 3.2.2. The findings of Section 3.2.1
and Lemma 3.2.11 imply for (3.11):

(271 + 11770 + 3Ty Toms + 1479 + 572)q n (11 + 270 + 72)q n
2n —gq 2" —gq

2 on/2 T2 T3
_ T g g (W) Lom <€Q> ,
(2" — q) (2" — q) m3(2" — q)

This completes the proof of Theorem 3.2.2.

Adv§ihe(a) <

3.3 Preimage Resistance of MDC-4

We analyze the preimage security of MDC-4 in the case the two underlying block
ciphers are identical, i.e., F = E; = E,. Let (y,z) be the target image. We
distinguish between y = z and y # z.

y = z. If the two halves of the image are the same, a preimage for the compression
function fypeo.4 can be found in about 2™ queries (cf. the introduction of this
chapter): one focuses on preimages with the same left and right halves u = v, in
which case it suffices to find w,w such that

E(E(u,w) dw,u)du=y==z.

We demonstrate that this weakness propagates through the iteration of the MDC-4
hash function, resulting in an everywhere preimage attack for the MDC-4 hash
function in 2™ queries (on average). We recall that everywhere preimage resistance
is defined as the maximum advantage over all images, thus including the weak
images consisting of two identical halves. If we had opted for preimage resistance
where the challenge is randomly generated, this preimage attack succeeds only
with small probability as 2" out of 22" target images are weak.

The attack uses ideas from Knudsen et al. [127] to find preimages for MDC-2.
It is a meet-in-the-middle attack and at a high level works as follows. First, one
constructs a tree with 2" leaves with root (y, z). The edges in this tree correspond
to evaluations of fypc.4. In the general case, the construction of this tree requires
the adversary to find approximately 2! preimages, but as turns out for fypc.4
the workload is significantly lower. Then, starting from the initial value (go, ho),
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3.3 Preimage Resistance of MDC-4

one varies the message input w to hit any of the 2" leaves. In more detail, the
attack works as follows.

(i) Fix any Mo, My € Z% such that t|| M, is a correct padding for any b € {0,1}

and t € Z5™;>

(ii) For b = 0,1 operate as follows. For any u € Z} query r + E(u, M}) and s +
E(r® My, u). These queries correspond to the evaluation fypo.a(u, u, My) =
(s®u,sPu). Add the input-output tuple ((u,u); (s®u,sPDu)) to a list Ly;

(iii) Let (z,z) be the target image. On average, this item occurs once in each
list Lo, L1, which results in two fype.4 preimages for (z,z). It may result
in more than two fmpc.4 preimages if (z,z) occurs multiple times in one of
the lists. The same procedure can be iteratively executed for all resulting
preimages, until a tree of approximately 2" leaves is formed, with from each
leave a path of n edges to (z, 2);?

(iv) Starting from initial value (go, ho), vary M until fppc.a(go, ho, M) hits any
of the 2™ leaves.

Step (i) requires 2"*2 block cipher queries. Step (iv) is a brute force attack and
requires approximately 4 - (227 /2") evaluations of E. In total, this attack requires
approximately 2”3 queries. The attack has time and space complexity O(2").

y # z. For the everywhere preimage resistance of the fyipc.4 compression function
of Figure 3.2 with the restriction that y # z, we derive the following results. The
findings directly carry over to MDC-4 as it is a Merkle-Damgard transform, which
preserves everywhere preimage resistance (Theorem 2.4.2).

Theorem 3.3.1. Let n € ZY%. Suppose the provided the image (y,z) satisfies
y # z. Then, for any positive integral values 11, T2, provided 1 < q,

3 .on/2 n/2
epre(#) Ay + 4110 +20+4-2 1671712 + 24117192 64q
AdeMDC—4 (q) S n + 22n ﬁ
T1/2 72"
4e 4 8e 4a
L on/2 q q q
2-2 <7-12n/2) + on/2 <7-12n/2 +
792"
deg \ ™/ 8eq \
2" 2 . 3.12
<T22") +2q To2™ ( )

The proof of Theorem 3.3.1 is given in Section 3.3.1. It employs ideas of the
preimage resistance proof by Armknecht et al. [22] and Lee et al. [145,147] for
double block length compression functions, namely the issuance of free queries
and the usage of wish lists. However, the analysis has become considerably more

2We assume the padding takes less than n bits.

3Due to collisions in the lists Lo, L1, the amount of 2" will usually not be reached. Elaborate
statistical analysis shows that the average number of leaves at distance n from the root (z,z)
varies between 27~1 and 2™.
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Preimage resistance
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Figure 3.11. The function Adv?:;;(ci) (q) of (3.12) for n = 128 and
the particular choice of values 7,72 (solid line), in comparison with

the best known bound ¢/2" (dashed line).

complex because the MDC-4 compression function uses four block ciphers rather
than two, and consequently the derivation of bounds on the sizes of the wish lists
has become more elaborate.

The bound of (3.12) can be analyzed in a similar manner as is done in
Section 3.2, and we skip the details. Let € > 0 be any parameter, we consider any
adversary making at most ¢ = 2°%/4 /n¢ queries to its oracle. We set 1 = 237/% and
Ty = 2"/4/n5/2. Again, 7, 7o are assumed to be integral. Note that for interesting
values of ¢, we have 71 < ¢ as desired. As before, it immediately follows that the
bound of (3.12) approaches 0 for n — oo when ¢ = 2°*/%/n® and 11,7 are as
specified.

: s re(#) 5n g\ _
Corollary 3.3.2. For any & > 0, we obtain lim, . Adv;isc_4 (2 /4/71 ) =0.

The result means that for n — oo the function Adv;if;(ci) (as well as
Advi}f]geéﬁ by preimage resistance preservation) behaves as ¢*/25". a graphical
representation of Adveifefi) for n = 128 is given in Figure 3.11. As in the case of
Section 3.2, we have slightly adjusted the parameters 71, 75 to facilitate the analysis
for smaller n and smaller q. For n = 128 the preimage resistance advantage hits
1/2 for log, ¢ = 151.9. Also in this case, the gap between this value and threshold
for q*/25", 159.75, is caused by the choice for small n. By Corollary 3.3.2 the

difference goes to 0 for n — oco.

3.3.1 Proof of Theorem 3.3.1

We consider any adversary making g queries to its oracle F, which tries to find
a preimage for fupc.a. Let (y,2) € Z3"™ be the point to invert, chosen by the
adversary prior to making any query. Finding a preimage for (y, z) corresponds
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3.3 Preimage Resistance of MDC-4

to obtaining a query history Q, of size ¢ that satisfies configuration pre(Q,) of
Figure 3.12. In other words,
AdvEeT) (q) = Pr(pre(Q,)) . (3.13)

fIVIDC-4

and we consider the probability of obtaining any query history Q, that satisfies
configuration pre(Q,). As is done in Section 3.2.1, we again omit the bijective
shifting at the end as it does not influence the preimage security. We use the same
convention for the figures as is used in Section 3.2.1, with the difference that in
Figure 3.12 the variables y, z are underlined to denote that these are fixed. As
we only consider one word (rather than two, in Section 3.2.1), we label the block
ciphers simply as tl, tr, bl, br for top/bottom left/right.

Uu v
w

Pany Pany

A\ P
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Vany fany
A% A%

Y z

Figure 3.12. Configuration pre(Q). The configuration is satisfied
if Q contains four (possibly not all different) queries that satisfy this
setting. We have y # z.

The analysis in this section relies on the issuance of free super queries [22,145,
147]. If the adversary has made 2"~ queries to E under the same key, it will
receive the remaining 2"~ queries for this key for free. As in [22,147], we call
this query a super query. Formally, these free queries can be modeled as queries
the adversary is forced to make, but at no charge. For convenience, we use Q, to
denote the query history after ¢ normal queries. This query history thus contains
all normal queries plus all super queries made so far. A super query is a set of
27~ single queries, and any query in the query history is either a normal query
or a part of a super query, but not both. Notice that the adversary needs 27!
queries as preparatory work to enforce a super query. As the adversary makes at
most ¢ queries, at most ¢/2" ! super queries will occur.
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3 Collision and Preimage Security of MDC-4

For the analysis of pre(Q,), we introduce a helping event help(Q,). Let 74,7 >
0 be integral. Event help(Q,) is satisfied if either of the following sub-events
help, (Q4) (k =1,2,3) occurs:

help; (Q,) : Max, ;n/> H(Ki,mi,ci) €9, ’ (mi @ ¢;) = x}‘ > Ty

help,(Qq) : Max, ;n/2 |{(Ki,mi,ci) € Q, ’ (m; @) = x}| > T1;

helps(Qqy) : maxgezy [{(Kimic;) € Qg | midei=a}| > 7.

These helping events are the same as help,(Q,) (k = 2,3,4) used in the proof of
collision resistance in Section 3.2.1, but are reintroduced for simplicity. Note that
help;(Q,) particularly covers the values y, z as XOR-outputs. By basic probability
theory, we obtain for (3.13):

Pr (pre(Q,)) < Pr (pre(Q,) A —help(Q,)) + Pr (help(Q,)) . (3.14)

In Lemma 3.3.3, we bound Pr (pre(Qq) A —help(Q,)). Regarding Pr (help(Q,)),
we note that, as we aim for preimage security beyond the birthday bound, the
proof of Lemma 3.2.10 does not directly apply. It is analyzed in Lemma 3.3.4.

Lemma  3.3.3. Pr(pre(Q,) A —help(Q,)) <  imtinm+2ope2n?
167y 7o +247 722"/ 2 + 64q

52n 53n -
Proof. We consider the probability of the adversary finding a solution to
configuration pre(Q,) of Figure 3.12, in such a way that Q, satisfies —help(Q,).
For a set of solutions complying with configuration pre(Q,), it may be the case that
two queries are the same or belong to the same super query. We call a (normal or
super) query winning if it makes the configuration satisfied for any other queries
in the query history strictly before this winning query is made. We make the
following distinction regarding the winning query:

(i) It contributes to exactly one position of configuration pre(Q,);
(i) It contributes to exactly two positions of configuration pre(Q,);
(iii) Tt contributes to exactly three positions of configuration pre(Q,).

Note that a winning query cannot occur at all four positions: if this would be the
case, we would have uv = v and thus y = z. In particular, in the remainder of the
proof we will use that a winning normal query cannot occur at positions (bl, br),
and a winning query (normal or super) cannot contribute at positions (tl, tr).

Case (i). In this case, the winning query may be a normal query or a super
query. As in [145,147], we make use of wish lists for the analysis of this case.
Intuitively, a wish list is a continuously updated sequence of query tuples that
would make configuration pre(Q) satisfied. During the attack of the adversary,
we maintain four initially empty wish lists Wy, Wiy, Whi, Whr, corresponding to
the four positions of configuration pre(Q). If a query is made, the wish lists are
updated according to the following requirements:
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3.3 Preimage Resistance of MDC-4

o If the query fits pre, (Q) of Figure 3.13 for any two other queries in the query
history, the corresponding tuple (u,w, (s||t) ® w) is added to Why;

e If the query fits pre,, (Q) of Figure 3.13 for any two other queries in the query
history, the corresponding tuple (v, w, (s||t) & w) is added to Wy;

o If the query fits pre,, (Q) of Figure 3.13 for any two other queries in the query
history, the corresponding tuple (s||t,u,y @ u) is added to Wh;

o If the query fits pre,, (Q) of Figure 3.13 for any two other queries in the query
history, the corresponding tuple (s||t,v, z @ v) is added to Wh,.

As in this case we consider the winning query to be different from all other queries
made before, we can assume a query never adds itself to a wish list. It is clear that
the adversary finds a preimage for MDC-4 (in this case) only if it makes a query
that is already a member of any of the wish lists. Suppose the adversary makes
a query F(K,m) (either as a normal query or as a part of a super query), and
suppose (K, m,c) € Wy U W, for some c. Then, we say that (K, m,c) is wished
for, and the wish is granted if the response of the block cipher is ¢. Similar naming
is used for inverse queries to E. Notice that the adversary may wish for multiple
queries at the same time, but this does not invalidate the analysis. Additionally,
each wish list element can be wished for only once. In order to find a preimage, the
adversary needs at least a wish to be granted. Let (K, m,c) be an element in any
of the wish lists, and suppose the adversary makes a query E(K,m) or E~*(K,¢).
In case of normal queries, the answer is generated from a set of size at least 271,
and the wish is granted with probability at most 1/2"71. In case the query is a
part of a super query, the answer is generated from a set of size exactly 2"~ ! and
the wish is also granted with probability at most 1/2"~!. Because each element
of the wish lists can be wished for only once, the adversary finds a preimage with
probability at most

(Wal 4+ [Wer| + [Woi| + (Wt
anl :

It remains to bound the sizes of the wish lists after ¢ queries. Configuration
pre,(Q,) of Figure 3.13 has < 75 solutions for each bl and br (by —help;(Q,)), and
consequently < 7 solutions for tr (by —help;(Q,)). Thus [Wy| < 73, and similarly
we obtain [Wy| < 75. Configuration prey,(Q,) of Figure 3.13 has < 75 solutions
for br (by —help;(Q,)), and consequently < 7 solutions for tl (by —help,(Q,)).
For any of these < 775 choices, the query at position tr is uniquely determined (if
it exists at all). Thus [Wh| < 7172, and similarly [Wh| < 7172 (using —help,(Qq)).

415 +471172

Hence, in this case a preimage is found with probability at most o

Case (ii). We make the following distinction, and consider the two sub-cases
separately:

(a) The contributed queries are different for both positions;
(b) The contributed queries are the same for both positions.
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Figure 3.13. Left to right, top to bottom: configurations
pretl(g)7 pretr(Q)7 prebI(Q)a and prebr(Q)'

Case (iia). In this particular case, the winning query must be a super query.
Similar to case (i), we make use of wish lists, but now for the specific case that a
super query contributes two queries to a configuration. As a super query cannot
contribute to (tl, tr), it can only contribute to positions (tl, br), (tr,bl), (tl,bl),
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3.3 Preimage Resistance of MDC-4

(tr,br), or (bl,br). Note that if a super query contributes to positions (tl, br), the
left half of the XOR~output of tl should equal the left half of the key input to br,
which is the same as the key input to tl (similar for super queries contributing to
(tr,bl)). Note that if a super query contributes to positions (tl, bl), the key input
to bl equals the key input to tl which equals the message input to bl (similar for
super queries contributing to (tr, br)). Also, note that if a super query contributes
to positions (bl, br), the XOR~outputs of tl and tr must be the same. During the
attack of the adversary, we maintain five initially empty wish lists Wy, ..., Ws,
corresponding to above cases. If a query is made by the adversary, the wish lists
are updated according to the following requirements:

o If the query fits pre;(Q) of Figure 3.14 for any query in the query history,
the corresponding tuple (r||t, w, (r||s) ® w,v, z ® v) is added to Whi;

o If the query fits pre,(Q) of Figure 3.14 for any query in the query history,
the corresponding tuple (r||t, w, (r|s) ® w,u,y ® u) is added to Wh;

o If the query fits pre;(Q) of Figure 3.14 for any query in the query history,
the corresponding tuple (t||s, w, (r||s) ® w, t||s,y & (t||s)) is added to Ws;

o If the query fits pre,(Q) of Figure 3.14 for any query in the query history,
the corresponding tuple (t||s, w, (r||s) ® w,t||s, z & (t||s)) is added to Whi;

o If the query fits pre;(Q) of Figure 3.15 for any query in the query history,
the corresponding tuple (s||t,u,y ® u, v,z @ v) is added to Ws.

Of these tuples, the first element identifies the key for which the super query is
made, the second and third element define the input and output of the cipher
in the top row (either left or right), and the fourth and fifth element define the
input and output of the cipher in the bottom row (either right or left). For Ws,
the second and third element correspond to bl and the fourth and fifth element
to br. A query trivially does not add itself to the wish list (as these cases would
be covered by Case (iii)). Suppose the adversary makes a super query to F for
key K, and suppose (K, my, ¢y, My, Cor) € Wi for some my, ¢y, My, Chr. This wish
is then granted if the response satisfies ¢y = E(K,my) and ¢,y = E(K, mp). In
order to find a preimage, the adversary needs at least a wish to be granted. As
the answers are generated from a set of size exactly 277!, a wish is granted with
probability at most m Because each element of the wish lists can be
wished for only once, the adversary finds a preimage with probability at most

Wi| + [Wa| + [Ws| + [Wa| + [Ws|
2n71(2n71 _ 1) :

It remains to bound the sizes of the wish lists after ¢ queries. Configuration
pre; (Qg) has < 7 solutions for bl (by —help;(Q,)), and at most < 7 solutions for
tr (by —help;(Q,)). Thus, |Wi| < 7172 and similarly [Ws| < 7y79. Configuration
pre;(Q,) has < 75 solutions for br (by —help;(Q,)), and at most < 7y solutions
for tr (by —helpy(Q,)). Additionally, there are 2"/2 possibilities for s. Thus
(Ws| < T1792"/% and similarly (Wy| < T1792™/2. Configuration pres(Q,) has on/2
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choices for s, for any of these choices it has < 71 solutions for tr (by —help,(Q,)),

and consequently < 7o solutions for tl (by —helps(Q,)). Thus also |Ws| < 7y722™/2.

. . . . . o n/2
Hence, in this case a preimage is found with probability at most %.

v u
w w
D &
T S r s
) +—
U é><;t r t v
D €
Y z
v u
w w
D &

fany Vany
A% A%
z Y

Figure 3.14. Left to right, top to bottom: configurations
pre;(Q), - .., prey(Q).
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Figure 3.15. Configuration pre;(Q).

Case (iib). In this case, the winning query may be a normal query or a super

query. The winning query can only contribute to positions (tl = br), (tr = bl),
(tl = bl), or (tr = br).
We first consider the winning query to contribute to tl = br. Suppose the

adversary makes a query ¢ < FE(K,m) (either as a normal query or as a part of
a super query). As it occurs at position br we require m @ ¢ = z (because of this,
the analysis for inverse queries is equivalent). Additionally, the query at position
tr should have key input as well as message input equal to m. This particularly
means that the key input K to tl = br must satisfy K = 2!||(E(m,m) ® m)". By
construction of the queries at positions bl, br, the adversary can only succeed if it
ever finds an m € Z% that satisfies

E((E(m,m) ®m)"||z", 2 |(E(m,m) ® m)") @ 2'||(E(m,m) ®m)" =y and
EZ|(E(m,m)®m)",m)®m=z.

As y and z are fixed, the adversary finds such m with probability at most

# = QA The same probability bound is obtained for winning queries to
appear at (tr, bl).
Consider a query contributing to tl = bl. By construction, this query must

be of the form E(K,K) = ¢ where K @ ¢ =y and K" = y". As y is fixed, the
adversary finds such query with probability at most 22:12; = 2'3:/2 (either in case

of forward or inverse query). The same probability bound is obtained for winning
queries to appear at (tr, br).

Consequently, a preimage is found in this case with probability at most

8+4.2"/2
2’7l .

Case (iii). Recall that a query can never contribute to (tl, tr) at the same time.
Therefore, we only need to consider queries contributing at positions (tl, bl, br)
or (tr,bl,br). We make the following distinction, and consider the two sub-cases
separately:
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3 Collision and Preimage Security of MDC-4

(a) The contributed queries are different for all positions;
(b) The contributed queries are the same at two positions.

Note that as the queries at (bl, br) cannot be the same, there is no need to consider
the case all three queries are the same.

Case (iiia). As before, we consider two wish lists Wy, W, corresponding to
position to which the winning query does not contribute. Note that if a super
query contributes to positions (tr, bl, br), the XOR~outputs of tl and tr must be
the same, and equal to the key input to tr. In order words, any query to tl fixes
exactly one wish list tuple in Wy. In more detail, if a query E(K,m) = c¢ is made
the wish lists are updated as follows.

e The tuple (m ®¢,m,c, K,y ® K,m ®c,z®m P c) is added to Wy;
e The tuple (m @ c,m,e,m®c,y®m @ ¢, K,z ® K) is added to W,.

Of these tuples, the first element identifies the key, the second and third element
define the input and output of the cipher in the top row (either left or right),
the fourth and fifth element define the input and output of the cipher at bl and
the sixth and seventh element the input and output of the cipher at br. Because
each element of the wish lists can be wished for only once, the adversary finds a
preimage with probability at most

(Wl + [We|
2n—1(2n—1 _ 1)(2n—1 _ 2) '

Clearly, [Whul, [Wk| < q. Hence, in this case a preimage is found with probability
at most ozt

Case (iiib). Note that the same query can only occur at positions (tl = br),
(tr = bl), (tl = bl), or (tr = br). The analysis of case (iib) carries over directly,
but for the latter two scenarios we can do better. Consider a query contributing
to tl = bl. Note that, as the super query also contributes to position br, the key
inputs to tl, bl, br are the same. By construction, the query at t| = bl must be of the
form E(K,K) = ¢ where K ®c =y and K =y. As y is fixed, the adversary finds
such query with probability at most 2%1 = 21 (either in case of forward or inverse
query). The same probability bound is obtained for winning queries to appear at

(tr = br). Consequently, a preimage is found in this case with probability at most
12
ﬁ.

The claim is obtained by summing the bounds obtained for the three cases. [

T127/2

T1/2
Lemma 3.3.4. Provided 1 < ¢, we have Pr (help(Q,)) < 2- on/2 ( deg ) ' +

712" 22"

T2/2
4q 8eq 4q n [ _4eq 8eq 4q
on/2 (7-12n/2) +2 (7—2271) +2q <7—22n) .
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3.3 Preimage Resistance of MDC-4

Proof. It suffices to consider the events Pr (help,(Q,)) (k = 1,2, 3) separately.
help,(Q4) for k € {1,2}. The cases are equivalent by symmetry, and we
consider help,(Q,) only. Let = € Zg/z. Denote by Q((Z") the restriction of Qg to
normal queries, and by QE,S) the restriction of Q, to queries that belong to super
queries. In order for Q, to have more than 71 solutions to (m; & ¢;)! = x, at least
one of the following criteria needs to hold:

(1) Qén) has more than 71 /2 solutions;

(i) fo) has more than 71 /2 solutions.

We consider these two scenarios separately. In case of normal queries, each
query (Kj;,m;,c;) is answered with a value generated at random from a set of
size at least 27!, and hence it satisfies (m; @ ¢;)! = = with probability at most
271/2 2

5T = gz More than 7 /2 queries result in a solution with probability at most

- e T1/2
(7'1(1/2) (2"2/2) 1/2 S (T1427?/2> ’

The analysis for super queries is more elaborate. In order for Qés) to have
more than 71/2 solutions, as at most ¢/2" "1 super queries occur, at least one
of the super queries needs to provide more than 7 := 2

71 — T 1
5q/27=T = Tig solutions.
Consider any super query, consisting of 2"~1 queries. It provides more than 7]

solutions with probability at most

’
T1—1

on—1 2n/2 on—1 2n/2 i 62n712n/2 ™
o
/S 2 —J 71 2 ! 71(2 —7)
Provided 7 < ¢, we have 71 = Tf; < 2772 and thus 271%77{ < 2,%2

1

Consequently, this super query adds more than 4—2; solutions with probability

712"

7-1277,/2
probability with ¢/2"~1.
Considering any possibly choice for z, we obtain for k =1, 2:

at most ( 8cq ) *" . In order to cover any super query, we need to multiply this

n

T1/2 =
4 i
Pr(helpk(Qq))§2n/2< a ) o2 1 ( Seq ) . (3.15)

7—1271/2 on—1 7—1271/2

help;(Q4). A similar analysis as for help; (Q,) results in the following bound:

n

T92
4eq 72/2 q 8eq \
Pr (hel <2n 2" . . 1
I'( epS(Qq)) — (7—22n> + 2n—1 7-2271 (3 6)
The claim is obtained by adding (3.15) (twice) and (3.16). O
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3 Collision and Preimage Security of MDC-4

With respect to Lemma 3.3.4, we note that help;(Q) is similar to the event
Lucky(Q) analyzed by Armknecht et al. [22] and Lee et al. [147]; the only difference
is that help5(Q) is required to hold for any = € ZJ. In their analysis of Lucky(Q),
[22,147] make a distinction between the normal and super queries (just as we do
in the proof of Lemma 3.3.4) but for the super queries their analysis is based
on Markov’s inequality and is consequently much simpler. However, because our
helping events are required to hold for any = € Z% (event help;(Q)) and for any
x € Zg/ 2 (event help;,,5(Q)), a similar approach using Markov’s inequality would
result in a trivial bound and a more elaborate treatment was required.

From (3.13-3.14) and Lemmas 3.3.3-3.3.4 we conclude for Adv ") (g):

4T3 4 ATy + 20+ 4272 16717 4 24111922 64q
= on * 22n 23n

712"
, deq /2 4q 8eq g
. gn/2 e S e
2-2 <7—12n/2> + on/2 7-12n/2 +

792
deq 72/2 8eq \ %
2™ 2
( T2 2" ) + q T2 2”

This completes the proof of Theorem 3.3.1.

AdVCprC(;é) (q)

fMDC-4

3.4 Security of MDC-4 with Two Distinct Block
Ciphers E,, E,

We consider the collision and preimage resistance of MDC-4 in the setting where
the two block ciphers F1, Fs are independently distributed. Although the analysis
of MDC-4 with one block cipher is more general, the MDC-4 mode of operation
with two independent block cipher is much closer to the original design due to
the domain separation by the functions S and ~ (see the introduction of this
chapter). In this setting, the following results can be obtained by straightforward
simplifications of the proofs of Theorems 3.2.1 and 3.3.1.

Starting with collision resistance, we obtain the following results. They directly
carry over to MDC-4 as it is a Merkle-Damgard transform, which preserves collision
resistance (Theorem 2.4.1). We stress that we pose no limitation on the state
values.

Theorem 3.4.1. Let n € Z5. Then, for any positive integral values 11, 7o, T3,

Adve! (g < (11 + Trim2 + 3117273 + 57e + 472)q . q> n
2" —q T1(2" —q)

) 2n/2( eq2n/2 >T2+27,,( eq )7‘3
(2" — q) m3(2" — q) .

(3.17)
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3.5 Conclusions

In the proof of Theorem 3.2.1, the restrictions u; # vy and us # vy are
essentially used to guarantee that the queries occurring at positions (1tl, 1tr) are
distinct, and so are the ones at (1bl, 1br). Regarding Theorem 3.4.1, E;, B are
independently distributed this is directly guaranteed. The bound of Theorem 3.4.1
immediately follows by leaving out some cases in the proof of Theorem 3.2.1 (such
as for colopoo(Q,) the case that the last query appears at (1tl, 1bl)). By a similar
reasoning as before, Corollary 3.2.3 applies to Advjci}D . (@) too.

By the same arguments, we find the following bound on the preimage resistance.
Corollary 3.3.2 applies to Adv. " (g) too. The results directly carry over to
MDC-4 as it is a Merkle-Damgard transform, which preserves everywhere preimage
resistance (Theorem 2.4.2).

Theorem 3.4.2. Let n € Z5. Then, for any positive integral values T1,Ta,
provided T, < q,

3 T1/2
415 + 4170 N 16717 8 o . on/2 ( 4eq ) N

epre
AdeMDC—4 (q) < on 22n + on + 127/2
12" o /2 722"
4q 8eq 4 4eq 2/ 8eq \
— 2" 2
on/2 <7-12n/2> + (722" +2q 2"
(3.18)

3.5 Conclusions

With the 25™/8 collision and 25"/ preimage security bounds we have formally
confirmed the widespread belief that MDC-4 offers a higher level of security
compared to MDC-2. Despite that this security gain is obtained at the price
of efficiency loss, it is an interesting and important result that allows us to make a
fairer comparison among the double block length hash functions and that gives us
more insight in the possibilities and impossibilities of block cipher based hashing
(see Section 2.6.1). In particular, to our knowledge this is the first time the
preimage resistance of a double block length compression function design with
more than two block cipher evaluations is analyzed. Given that MDC-4 is originally
not constructed from a provable security point of view (but rather an efficiency
point of view), more elaborate designs with more than two block cipher calls
may likely offer a higher level of security; we consider this goal in Chapter 4.
Although our findings improve the existing bounds on MDC-4 significantly, large
gaps between the security bounds and the best known attacks remain. A more
technical and elaborate analysis may result in better bounds, and it remains an
interesting open problem to improve the security bounds or the generic attacks
for MDC-2 and MDC-4. Additionally, we only considered MDC-2 and MDC-4
in a Merkle-Damgard mode of operation, and it is of interest to investigate if the
compression functions render a higher level of security in other modes of operation
(see Section 2.5).
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4 Optimal Collision Security
in Double-Length Hashing with
Single-Length Key

This chapter studies double length compression functions that compress 3n to
2n bits. Recall from Section 2.6 that those can be classified into two classes:
compression functions that internally evaluate a 2n-bit keyed block cipher E :
73" x 73 — 7% (the DBL®" class), and ones that employ an n-bit keyed block
cipher F : Z% x 73§ — Z% (the DBL" class). The DBL?" class is well understood,
but on the other hand, for the DBL" class no optimally secure compression function
is known. The situation is the same for the iteration, where none of these designs
has been proven to achieve optimal security. Determinative to this gap is the
difference in the underlying primitive: in the DBL?" class, the underlying primitive
maps 3n bits to n bits and thus allows for more compression. In particular, if
we look at Tandem-DM, Abreast-DM, and Hirose’s function (Figure 2.3), the
first cipher call already compresses the entire input (u,v,w) to the compression
function, and the second cipher call is simply used to assure a 2n-bit output. In
fact, these designs achieve their level of security merely due to this property, for
their proofs crucially rely on this (see also Section 4.3).

From a more theoretical point of view, one can consider the strength of the extra
n bits of key input as follows. If in the Tandem-DM, Abreast-DM, and Hirose’s
compression function one leaves out the w input, one obtains an optimally collision
and preimage secure 2n-to-2n-bit random function and the existing proofs apply.
Now, the extra n bits of key input are simply used to compress w and the security
proofs carry over at no extra cost. Similarly, one can easily construct an optimally
collision and preimage secure 100n-to-2n-bit compression function from an n-bit
block cipher, provided the key input to this block cipher is of size 99n bits.!

IWe stress that this is no attempt to ridicule the well-established double length hashing
designs: we just want to point out the influence of a larger key space to the security proofs.
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Contributions of This Chapter

From a theoretical point of view it is unreasonable to compare DBL*" and DBL".
But the gap between the two classes leaves us with an interesting open problem:
starting from a single block cipher E : Z5 x Zy — 77, is it possible to construct a
double length compression function that achieves optimal collision and preimage
security? In this chapter, we analyze this problem. Note that Stam’s bound [209]
(see Section 2.6.2) does not help us here: it claims collisions can be found in at
most (27)(2F=1/(k+1) queries, where k denotes the number of block cipher calls,
which results in trivial bound for k > 2. For k > 2, denote by F¥ : Z3" — 72" a
compression function that makes k calls to its primitive F.

As a first contribution, we consider F2, and prove that for a very large class
of functions of this form one expects collisions in approximately 2"/2 queries.
Covered by the attack are among others designs with linear finalization function
(the function that produces the 2n-bit output given the 3n-bit input and the
block cipher responses). We note that the compression function by Jetchev et
al. [118] is not vulnerable to the attack due to its non-linear finalization function.
Nevertheless, this result strengthens the claim that no practical optimally collision
secure F2 function exists. Motivated by this, we increase the number of calls to
E, and consider F3. In this setting, we derive a family of compression functions
which we prove asymptotically optimally collision resistant up to 2" queries and
preimage resistant up to 23/2 queries, asymptotically. Our compression function
family, thus, achieves the same level of collision security as the well-established
Tandem-DM, Abreast-DM, and Hirose’s function, albeit based on a much weaker
assumption. In the DBL"™ class, our design clearly compares favorably to MDC-4
that makes four block cipher evaluations, and from a provable security point of view
it beats MDC-2 and MJH, still, an extra E evaluation has to be made which results
in an efficiency loss. The introduced class of compression functions is simple and
easy to understand: they are defined by 4 x 4 matrices over the field GF(2") which
are required to comply with easily satisfied conditions. Two example compression
functions in this class are given in Figure 4.1.

The security proofs of our compression function family rely on basic principles
from previous proofs, but in order to accomplish optimal collision security (and
as our designs use n-bit keyed block ciphers) our proofs have become significantly
more complex. The collision and preimage security proofs of all known DBL*"
functions (see Table 2.1) crucially rely on the property that one block cipher
evaluation defines the input to the second one. For F3 this cannot be achieved
as each primitive call fixes at most 2n bits of the function input. Although one
may expect this to cause an optimal proof to become unlikely, this is not the case.
Using a recent proof approach — we smartly apply the methodology of wish lists
(by Armknecht et al. and Lee et al. [22,147]) to collision resistance — we manage
to achieve asymptotically close to 2" collision security for our family of functions.
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w u w
linear mapping linear mapping |
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A% \J \J \J

Y < Y <

Figure 4.1. Two example compression functions from the family
of functions introduced and evaluated in this work. For these
constructions, all wires carry n = 128 bits, and the arithmetic is
done over GF(2'28). We further elaborate on these designs and their
derivations in Section 4.3.

Nonetheless, the bound on preimage resistance does not reach the optimal
level of 22" queries. One can see this as the price we pay for using single key
length rather than double key length block ciphers: a rather straightforward
generalization of the pigeonhole-birthday attack of Rogaway and Steinberger [199]
shows that, when the compression function behaves “sufficiently random,” one may
expect a preimage in approximately 2°/3 queries (cf. Section 4.1). The asymptotic
preimage bound of 2°/2 found in this work closely approaches this generic bound.

Outline

In Section 4.1, we present some mathematical preliminaries complementary to
Chapter 2, and formally describe the set of block cipher based compression
functions we analyze. Then, in Section 4.2 we derive our impossibility result on
F2. We propose our family of compression functions in Section 4.3. The chapter
is concluded in Section 4.4.
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4 Optimal Collision Security in Double-Length Hashing with Single-Length Key

4.1 Security Model

Let E € Bloc(n). For k > 1, let F¥ : Z3" — Z2" be a double length compression
functiqn making k calls to its block cipher E. We can represent F¥ by mappings
fi: Zg+2)n — Z2" fori=1,...,k+1 as follows.

F*(u, v, w)
fori=1,...,k:
(K;,myg) < fi(u,v,wieq,. .., ¢-1),
¢i + E(K;,m;),
(y,2) < frr1(u,v,wse1,...,¢0),
return (y, z) .

For k = 3, the F*¥ compression function design is depicted in Figure 4.2.
This generic design is a generalization of the permutation based hash function
construction described by Rogaway and Steinberger [199]. In fact, it is
straightforward to generalize the main findings of [199] to our F¥ design and we
state them as preliminary results. If the collision- and preimage-degeneracies are
sufficiently small (these values intuitively capture the degree of non-randomness
of the design with respect to the occurrence of collisions and preimages), one
can expect collisions after approximately 2"(2~2/K) queries and preimages after
approximately 2"~1/%) queries. We refer to [199] for the details. First of all,
these findings confirm that at least two cipher calls are required to get 2™ collision
resistance. More importantly, from these results we can conclude that F¥ can
impossibly achieve optimal 22" preimage resistance. Yet, it may still be possible to
construct a function that achieves optimal collision resistance and almost-optimal
preimage resistance.

U, v, w
w,v,w [ | c1
u,vw & & |4
ki ko E
| e |
u, v, w | fi|mg c1| |ma ca | |mg 3
L | L L

Figure 4.2. F3:Z3" — 72" making three block cipher evaluations.
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4.2 Impossibility Result for Hashing with Two FE-calls

4.1.1 Security Notions

Throughout this chapter, we consider P = E ¢ Bloc(n). We consider an
adversary which attacks F¥ and whose goal it is to find either a collision
F*(u,v,w) = FF(u/,v',w’) or a preimage F¥(u,v,w) = (y,2) for an in advance
chosen range value (y,z). The adversary can make forward and inverse queries
to E, and these are stored in a query history O as indexed tuples of the form
(K;, m;,¢;), where K; denotes the key input, and (m;, ¢;) the plaintext/ciphertext
pair.

4.2 Impossibility Result for Hashing with Two FE-calls

We present an attack on a wide class of double block length compression functions
with two calls to their underlying block cipher E : Z§ x Z5 — Z%. Let F? be a
compression function of this form. We pose a condition on the finalization function
f3, such that if this condition is satisfied, collisions for F? can be found in about
27/2 queries. Although we are not considering all possible compression functions,
we cover the most interesting and intuitive ones, such as compression functions
with linear finalization function f3. Compression functions with non-linear f3 are
covered up to some degree (but we note that the attack does not apply to the
compression function of Jetchev et al. [118], for which collision security up to
92n/3 queries is proven).

Jetchev et al. also consider the impossibility of a variant of F2, based on two
parallel evaluations of random functions, and argue several requirements needed
for the pre- and postprocessing functions. However, their approach is less general,
most importantly, our attack works on any possible functions f1, fs.

We first state the attack. Then, by ways of examples, we illustrate its
generality.

Theorem 4.2.1. Let F? : Z3" — Z3" be a compression function as described
in Section 4.1. Suppose there exists a bijective function L such that for any
u, v, w, 1, co € Zy we have

left, o L o f3(u,v,w;cq,co) = left, o Lo f3(u,v,w;eq,0). (4.1)
Then, one can expect collisions for F? after 2™/? queries.

Proof. Let F? be a compression function and let L be a bijection such that (4.1)
holds. First, we consider the case of L being the identity function, and next we
show how this attack extends to the case L is an arbitrary bijection.

Suppose (4.1) holds with L the identity function. This means that the first n bits
of f3(u,v,w;ecq,c2) do not depend on ¢ and we can write f3 as a concatenation
of two functions g; : Z3"™ — Z% and go : Z3" — Z4 as follows.

f3(uv v, W; 01702) = gl(uﬂhw; 01)”92(%%10; 61,02) .
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4 Optimal Collision Security in Double-Length Hashing with Single-Length Key

Let &« € N. We present an adversary A for F2. The first part of the attack is
derived from [199].

(i) Make « queries (K1, m1) — ¢; that maximize the number of tuples (u, v, w)
with f1(u,v,w) hitting any of these values (K7, m1). By the balls-and-bins
principle,? the adversary obtains at least «-23" /22" = 2" tuples (u, v, w;c;)
for which it knows the first block cipher evaluation;

(ii) Again by the balls-and-bins principle, there exists a value y such that at least
« tuples satisfy g1 (u,v,w;c1) = y;

(iii) Varying over these a tuples, compute (Ks,m2) = fo(u,v,w;c1) and query
(K3,m3) to the cipher to obtain a c. A finds a collision for F? if it obtains
two tuples (u,v,w;ey,ce), (W, v, w';c),chy) that satisfy go(u,v,w;ey,co) =
ga(u/, v w'; ¢, cb).

In step (iii) one expects to find a collision if a?/2" = 1, or equivalently if o = 2"/2.
In total, the attack is done in approximately 2 - 2"/2 queries.

It remains to consider the case of L being an arbitrary bijection. Define fz as
F2 with f3 replaced by fs = L o f3. Using the idea of equivalence classes on
compression functions (we extensively discuss this in Chapter 5) we prove that F?
and (= are equally secure with respect to collisions. Let A be a collision-finding
adversary for F°. We construct a collision-finding adversary A for F2, with oracle
access to I, that uses A to output a collision for F2. Adversary A proceeds as
follows. It forwards all queries made by A to its own oracle. Eventually, A outputs
two tuples (u,v,w), (u',v’,w’) such that fQ(u, v,w) = f2(u’, v',w’). Denote by ¢;
the block cipher outcome on input of f;(u,v,w) and by ¢z the outcome on input
of fo(u,v,w;cr). Define ¢f and ¢ similarly. By construction, as (u,v,w) and

.. =2
(u', v, w") form a collision for F~, we have
Lo f3(u,v,w;cy,co) = Lo fa(u', v, w';cf, ch) .

Now, bijectivity of L implies that f5(u,v,w;c1,c2) = f3(v/, v, w'; ¢}, ¢h), and hence
(u,v,w) and (uv',v',w’) form a collision for F2. (Recall that F? and F only differ
in the finalization function f3, the functions f; and fo are the same.) We thus
obtain Adv%%l(q) < Adv{E'(q). The derivation in reverse order is the same by
symmetry. But F’ satisfies (4.1) for L the identity function. Therefore, the attack
described in the first part of the proof applies to FZ, and thus to F2. O

We demonstrate the impact of the attack by giving several example functions
that fall in the categorization. We stress that the requirement of Theorem 4.2.1 is
in fact solely a requirement on f3; f; and fs can be any function.

2If k balls are thrown in [ bins, the a fullest bins in total contain at least ak/I balls.
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4.3 Double-Length Hashing with Three E-calls

Suppose F? uses a linear finalization function fs. Say, fs is defined as follows.

(all a12 413 ai4  aAis

)T
dg] Az A23 d24 425

> (u7v7w701702)—r = (y,Z

)

where addition and multiplication is done over the field GF(2™). Now, if ass =0

we set L = ( (1) (1) ) which corresponds to swapping y and z. If ass # 0, we set

1 —ajsag. : : : —1
L= ( 0 1972 ), which corresponds to subtracting the second equation ajsay;

times from the first one.

The attack also covers designs whose finalization function f3 rotates or
shuffles its inputs, where one defines L so that the rotation gets undone.
For instance, for MDC-2 (Figure 3.1) f3 is defined over m/2-bit words as
Fa(ul,um vl v wh w e,y eh) = (¢ @l eh @ w”, b @ wl el @ w'), where
u! and u" denote the left and right half of u, and it satisfies (4.1) for

oS O O
= O O O
o= OO
o O = O

Re-shuffling the output of f3 can even be defined at bit level, in which case L is a
227 % 22" permutation matrix.

In general, if f3 is a sufficiently simple add-rotate-XOR function, it is possible
to derive a bijective L that makes (4.1) satisfied. This is possible by composing
multiple bijective mappings L. Up to a degree, the attack also covers general non-
linear finalization functions. However, it clearly does not cover all functions and it
remains an open problem to either close this gap or to come with a (possibly
impractical) F2 compression function that provably achieves optimal collision
resistance. One direction may be to start from the compression function with
non-linear finalization f3 by Jetchev et al. [118], for which collision resistance up
to 227/3 queries is proven.

4.3 Double-Length Hashing with Three E-calls

Motivated by the negative result of Section 4.2, we target the existence of double
length hashing with three block cipher calls. We introduce a family of double
length compression functions making three cipher calls that achieve asymptotically
optimal 2™ collision resistance and preimage resistance significantly beyond the
birthday bound (up to 23n/2 queries). We note that, although the preimage bound
is non-optimal, it closely approaches the generic bound dictated by the pigeonhole-
birthday attack (Section 4.1).

Let GF(2") be the field of order 2. We identify bit strings from Z% and
finite field elements in GF(2") to define addition and scalar multiplication over
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4 Optimal Collision Security in Double-Length Hashing with Single-Length Key

Z%. In the family of double block length functions we propose in this section, the
functions f1, fa, f3, f4 of Figure 4.2 will be linear functions over GF(2"). For two
tuples = (21,...,2;) and y = (y1,...,y) of elements from Z%, we define by z-y
their inner product Zé:l Y € 2.

Before introducing the design, we first explain the fundamental consideration
upon which the family is based. The security proofs of all DBL?" functions known
in the literature (cf. Table 2.1) crucially rely on the property that one block cipher
evaluation defines the input to the other one. For DBL?" functions this can easily
be achieved: any block cipher evaluation can take as input the full 3n-bit input
state (u,v,w). Considering the class of functions DBL", and F* of Figure 4.2 in
particular, this can impossibly be achieved: one block cipher “processes” at most
2n out of 3n input bits. In our design, we slightly relax this requirement, by
requiring that any two block cipher evaluations define the input to the third one.
Although from a technical point of view one may expect that this change causes
optimal collision resistance to be harder or even impossible to be achieved, we will
demonstrate that this is not the case due to new proof techniques employed to
analyze the collision resistance.

Based on this key observation we propose the compression function design F3
of Figure 4.3. Here,

ai a1 are a3 0
A — a2 _ d21 d22 QA23 A4
asz azgr as2 aszz O
a4 d41 Q42 43 Ay

is a 4 x 4 matrix over GF'(2"). Note that, provided A is invertible and ag4, as4 # 0,
any two block cipher evaluations of F3 define (the inputs of) the third one.
For instance, evaluations of the second and third block cipher fix the vector
A(u,v, e, w) ", which by invertibility of A fixes (u,v, c;,w) and thus the first block
cipher evaluation. Evaluations of the first and second block cipher fix the inputs
of the third block cipher as asqy # 0. For the proofs of collision and preimage
resistance, however, we will need to posit additional requirements on A. As we
will explain, these requirements are easily satisfied.

In the remainder of this section, we state our results on the collision resistance
of F} in Section 4.3.1 and on the preimage resistance in Section 4.3.2.

4.3.1 Collision Resistance of F}

We prove that, provided its underlying matrix A satisfies some simple conditions,
F% satisfies optimal collision resistance. In more detail, we pose the following
requirements on A:

e A is invertible;
® aj2,a13,324,332,233,a44 7 0;
® aj;p # azy and aj3 # ass.
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w
Fa(u, v, w)
¢ < E(u,v),
| | Ky + a1-(u,v,c1),

f_/ Hv ma < ag-(u,v,c1,w),

ar-(u,v,¢1)  az(u,v,¢1) y<—E(K2,m2)+m2,

as-(u, v, ¢1, w) (u, v, (‘|] Jw) K3 « a;;-(u,v,cl),
m3<—a4~(u,v,cl,w),
Z(—E(Kg,mg)—l—mg,

D N7 return (y, z) .

Yy Z

Figure 4.3. The family of compression functions F3 where A is a
4 x4 matrix as specified in the text. Arithmetics is done over GF(2™).

We refer to the logical AND of these requirements as colreq.

Theorem 4.3.1. Letn € Z3. Suppose A satisfies colreq. Then, for any positive
integral values 11, Ts,

27’22q + 310q + 11g + 3717'22 + 7117 n q?
2n —q T1(2" — q)

" eq "
3oogn(— )
(Tz(Q” —(J)>

The proof is given in Section 4.3.1.1. The basic proof idea is similar to the
proof in Section 3.2.1 and is based on the usage of thresholds 71, 5. For increasing
values of 71,75 the first two terms of the bound increase, while the second two
terms decrease. Although the proof derives basic proof principles from literature,
for the technical part we deviate from existing proof techniques in order to get a
bound that is “as tight as possible.” In particular, we introduce the usage of wish
lists in the context of collisions, an approach that allows for significantly better
bounds. Wish lists have been introduced by Armknecht et al. [22] and Lee et
al. [145,147] for the preimage resistance analysis of DBL?" functions, but they
have never been used for collision resistance as there never was a need to do so.
Our analysis relies on this proof methodology, but as for collisions more block
cipher evaluations are involved (one collision needs six block cipher calls while a
preimage requires three) this makes the analysis more technical and delicate.

Advig(g) <
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Collision resistance
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Figure 4.4. The function Advﬁ%l(q) of (4.2) for n =128, £ = 1/35,

and the particular choice of values 71,72 (solid line), in comparison
with the optimal bound of ¢(q + 1)/2?" (dashed line).

The goal now is to find a good threshold between the first term and the latter

two terms of (4.2). To this end, let € > 0 be any parameter. We put 71 = ¢ and
To = 2"¢ (we can assume T2 to be integral). Then, the bound simplifies to

5-227q+10-2"q+1lg | ¢ eq >
AdvEd(g) < 3.9m ,
Vi) < 2" —q Tt 2me (2 — q)

We find that for any e > 0, this term goes to 0 for n — oo when ¢ = 2" /237
Corollary 4.3.2. For any € > 0, we obtain lim,, o Advﬁ%1 (2’”/23”5) =0.
Hence, the F3 compression function achieves close to optimal 2" collision
security for n — co. For n = 128, the bound on Adv(Fx/g:l is depicted in Figure 4.4,
where we take a slightly different value for 71 to achieve a better bound (to be
precise, 71 = q/ (374 +772)'/?). The collision advantage hits 1/2 for log, ¢ ~ 118.3,
relatively close to the threshold 127.5 for ¢(q + 1)/2%". For larger values of n this

gap approaches 0.

4.3.1.1 Proof of Theorem 4.3.1

The proof of collision resistance of F3 follows the basic spirit of the proof in
Section 3.2.1, but crucially differs in the way the probability bounds are computed.
A new approach here is the usage of wish lists. While the idea of wish lists is not
new — it has been introduced by Armknecht et al. [22] and Lee et al. [145,147]
for double block length compression functions, and used in Section 3.3.1 for the
analysis of MDC-4 — in these works wish lists are solely used for the analysis
of preimage resistance rather than collision resistance. Given that in a collision
more block cipher evaluations are involved, the analysis becomes more complex.
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4.3 Double-Length Hashing with Three E-calls

At a high level, wish lists rely on the idea that in order to find a collision, the
adversary must at some point make a query that “completes this collision” together
with some other queries already in the query history. Wish lists keep track of such
query tuples, and the adversary’s goal is to ever obtain a query tuple that is in such
wish list. A more technical treatment can be found in the proof of Lemma 4.3.3.

We consider any adversary that has query access to its oracle E and makes
q queries stored in a query history Q,. Its goal is to find a collision for F3, in
which it by definition only succeeds if it obtains a query history Q, that satisfies
configuration col(Q,) of Figure 4.5. This means,

Advg(g) = Pr(col(Q,)) - (4.3)

For the sake of readability of the proof, we label the block cipher positions in
Figure 4.5 as follows. In the left F} evaluation (on input (u,v,w)), the block
ciphers are labeled 1t (the one on input (u,v)), 1bl (the bottom left one), and 1br
(the bottom right one). The block ciphers for the right Fi evaluation are labeled
2t, 2bl, 2br in a similar way. When we say “a query 1t,” we refer to a query that
in a collision occurs at position 1t.

|
~= — =

a-(u,v,¢1)  ag(u,v,cp) ap- (v, v, ) as (W, v, )

ay-(u, v, 1, w) ay(u,v,cp,w)  ag (W, v, W) ag- (w0,

C

Figure 4.5. Configuration col(Q). The configuration is satisfied
if Q contains six (possibly not all different) queries that satisfy this
setting. We require (u,v,w) # (v, v, w’).

For the analysis of Pr (col(Q,)) we introduce an auxiliary event aux(Q,). Let
71,72 > 0 be any integral values. We define aux(Qg) = aux1(Qg) V- -V auxa(Qy,),
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Q ) |{(Ki7miaci)7(Kjvmj7cj) € Qq | { 7&] AN m; + ¢ = m; +Cj}| > T1;
Q) 1 max.ezy |{(Ki,miaci) €9, | a1+ (Ki,my, c;) = Z}| > T2

Q ) Hlaxzezg |{(K1,m1,cz) S Qq | ag~(Ki,m¢,ci) = Z}| > T2,

Q)

max.ezp [{(Ki,mi,¢;) € Qq | mi+ci =z} > 7.
By basic probability theory, we obtain for (4.3):
Pr (col(Q,)) < Pr(col(Q,) A maux(Q,)) + Pr (aux(Q,)) . (4.4)

We start with the analysis of Pr (col(Q4) A —aux(Q,)). For obtaining a query
history that fulfills configuration col(Q,), it may be the case that a query appears
at multiple positions. For instance, the queries at positions 1t and 2bl are the
same. We split the analysis of col(Q,) into essentially all different possible cases,
but we do this in two steps. In the first step, we distinct among the cases a query
occurs in both words at the same position. We define for binary «i, as, a3 by
COlo; anas (Q) the configuration col(Q) of Figure 4.5 restricted to

lt=2t=ay, 1bl = 2bl = s, 1br = 2br = a3 .

By construction, col(Qq) = V,, as.a5e(0,1} ©©larasas(Qq), and from (4.3-4.4) we
obtain the following bound on Advﬁ%l(q):

AVE(@) € ] Pr(coluasen(Q) A -aux(Q,)) + Pr(aux(Q,)) . (45)
a?é’{oéz,i}

Note that we did not make a distinction yet whether or not a query occurs at
two different positions (e.g., at positions 1t and 2bl). These cases are analyzed
for each of the sub-configurations separately, as becomes clear later. Probabilities
Pr (colo, ayas (Qq) A maux(Qy)) for the different choices of v, ave, avg are bounded
in Lemmas 4.3.3-4.3.6. The proofs are rather similar, and we only bound the
probability on colggo(Qq) in full detail (Lemma 4.3.3). A bound on Pr (aux(Q,))
is derived in Lemma 4.3.7.

2
Lemma 4.3.3. Pr (colggo(Qq) A maux(Qy)) < T2q+7q+;fi;2 aLERER

Proof. Sub-configuration colggo(Q,) is given in Figure 4.6. The block cipher
queries at positions a and !a are required to be different, and so are the ones
are positions b,!b and ¢, lc.

We consider the probability of the adversary finding a solution to configuration
colooo(Qy) such that Q, satisfies —aux(Q,). Consider the 't query, for i €
{1,...,q}. We say this query is a winning query if it makes colggo(Q;) A ~aux(Q;)
satisfied for any set of other queries in the query history Q;_;. We can assume
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D o D fan)

3V Av %) 3V AV

Y < Y <
Figure 4.6. Configuration colgpo(Q). We require (u,v,w) #
(v, 0", w').

the i** query does not make aux(Q;) satisfied: if it would, by definition it cannot
be a winning query.

Recall that, although we narrowed down the number of possible positions for
a winning query to occur (in colggo(Qq) it cannot occur at both 1t and 2t, at
both 1bl and 2bl, or at both 1br and 2br), it may still be the case that such
a query contributes to multiple different positions, e.g., 1t and 2bl. Note that
by construction, a winning query can contribute to at most three block cipher
positions of Figure 4.6. In total, there are 26 sets of positions at which the winning
query can contribute at the same time. Discarding symmetric cases caused by
swapping (u,v,w) and (u',v’,w’), one identifies the following 13 sets of positions:

Sy = {1t} Sy = {1t, 1bl}, S; = {1t,2bl}, S0 = {1t, 1bl, 1br},
Sy ={1bl}, S5 ={1t,1br}, Ss = {1t, 2br}, S = {1t, 1bl, 2br},
Ss={lbr}, Sg={1bl,1br}, Sy ={1bl,2br}, S5 = {It,2bl, 1br},

Si3 = {1t, 2bl, 2br} .

Note that there are many more symmetric cases among these, but we are not
allowed to discard those as these may result in effectively different collisions. For
Jj=1,...,13 we denote by colgoo.s, (Q) configuration colpoo(Q) with the restriction
that the winning query must appear at the positions in S;. By basic probability
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theory,
13

Pr (COlOOO(Qq) AN _‘aUX(Qq)) < Z Pr (C0|OOO:S]- (Qq) A —\aUX(Qq)) . (46)

j=1

colooo:s; (Qq). Rather than considering the success probability of the i*® query,
and then sum over i = 1,...,¢ (as is done in the analysis of [100,111,112,118,142,
146, 182,210] and Section 3.3.1, hence all collision security proofs of Table 2.1),
the approach in this proof is to focus on wish lists. Intuitively, a wish list is
a continuously updated sequence of query tuples that would make configuration
colooo:s, (Qq) satisfied. During the attack of the adversary, we maintain an initially
empty wish list Ws,. Consider configuration colggo(Q) with the query at position
S1 = {1t} left out (see Figure 4.7). If a new query is made, suppose it fits this
configuration for some other queries in the query history (the new query appearing
at least once), jointly representing queries at positions {1bl, 1br, 2t, 2bl, 2br}. Then
the corresponding tuple (u,v, c1) is added to Ws, . Note that this tuple is uniquely
determined by the queries at 1bl and 1lbr by invertibility of A, but different
combinations of queries may define the same wish. The latter does, however,
not invalidate the analysis: this is covered by the upper bound on Ws, that will
be computed later in the proof, and will simply render a slightly worse bound.

U,/ Ul /

D o D o

V A% 3V AV

Yy Z Y Z
Figure 4.7. Configuration colggo.s, (Q). We require (u,v,w) #
(o ).

As we have restricted to the case the winning query only occurring at the
position of S;, we can assume a query never adds itself to a wish list.? Clearly,

3A winning query that would appear at multiple positions is counted in colooo:gj (Qq) for
some other set S;.
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in order to find a collision for F3 in this sub-configuration, the adversary needs
to wish for a query at least once. Suppose the adversary makes a query E(k,m)
where (k,m,c) € Ws, for some ¢. We say that (k,m,c) is wished for, and the
wish is granted if the query response equals c. As the adversary makes at most
q queries, such wish is granted with probability at most 27%, and the same for
inverse queries. By construction, each element from Ws, can be wished for only
c‘)nce7| and we find that the adversary finds a collision with probability at most
Ws,

’ 1€T0W7 it suffices to upper bound the size of the wish list W, after ¢ queries, and
to this end we bound the number of solutions to the configuration of Figure 4.7.
By —aux;(Qy), the configuration has at most 71 choices for 1bl, 2bl. For any such
choice, by —aux(Q,) we have at most 7, choices for 2t. Any such choice fixes
w’ (as agq # 0), and thus the query at position 2br, and consequently z. By
—aux4(Qy4), we have at most 7o choices for 1br. The queries at positions 1bl and
1br uniquely fix (u,v,c1) by invertibility of A. We find [Ws,| < 7173, and hence

in this setting a collision is found with probability at most 2222(;'
colooo:s; (Qq) for j = 2,3. Both cases are the same by symmetry, and we

consider Sy only.

The analysis is similar to the one for &1, and we only present the computation
of the bound on the wish list Ws, after ¢ queries. Consider configuration colggo(Q)
with the query at position Sy = {1bl} left out (see Figure 4.8). By —aux;(Qg), the
configuration has at most 71 choices for 1br, 2br. For any such choice, by —auxs(Q,)
we have at most 7o choices for 1t and at most 75 choices for 2t. Any such choice
fixes w’ (as agq # 0), and thus the query at position 2bl, and consequently y. The
query at position 1t fixes (u, v, c1) and together with query 1br this fixes w. Any
choice of queries thus uniquely fixes (a1-(u, v, ¢1),a1-(u, v, 1, w),y —ar-(u, v, c1, w)).
We find |Ws,| < 7173, and hence in this setting a collision is found with probability

2
T1To
m—q-*

at most

cologo,sj(Qq) for j = 4,5. Both cases are the same by symmetry, and we
consider Sy only.

The analysis differs from the ones before, because in this setting the success
probability can be analyzed more easily. As the winning query (k,m,c) should
appear at positions 1t and 1bl, we require it to satisfy k = aj-(k,m,c). Any
query satisfies this equation with probability at most ﬁ (as ajz,a13 # 0). As
the adversary makes at most ¢ queries, in this setting a collision is found with

probability at most 51—

colooo:s, (Qq). By construction, there must be a query (k,m,c) in the query
history (corresponding to position 1t) that satisfies ay - (k,m,c) = az-(k,m,c).
So the problem shifts to bounding the probability that the adversary ever finds
a query (k,m,c) that satisfies this equation. As ajs # asy and a;3 # ass, the
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vow w
c | n |
A |

ag-(u, v, 1) ap- (v, v, ) ag (v, v, ¢))
ag(u,v, ¢, w)  ag(u, v, ), w) ay- (v, v, ), w')
c b
Pary Vary Pary
A\ \ A\
z Yy z

Figure 4.8. Configuration colygo.s,(Q). We require (u,v,w) #
(v, v, w').

adversary never obtains such query except with probability at most 2,7,"—7(1 (for the
same reasoning as for Sy).

colooo:s; (Qq) for j = 7,8. Both cases are the same by symmetry, and we
consider S7 only.

The analysis is similar to the one for S;, and we only present the definition
of the wish list Ws, and the computation of the bound on Ws,. Consider
configuration colggp(Q) with the queries at positions S; = {1t,2bl} left out
(see Figure 4.9). For any set of queries that fits this configuration at positions
{1bl, 1br, 2t, 2br}, the tuple (u,v,c;) is added to Ws.. By construction, this tuple
is required to satisfy (u,v, c1) = (ap(u, v, ¢}), ar{u/, v, ¢}, w'), y—a(u', v, ¢}, w')).

We upper bound the number of solutions to the configuration of Figure 4.9 after
g queries. By —aux;(Q,), the configuration has at most 7y choices for 1br, 2br. For
any such choice, by —auxs(Q,) we have at most 7, choices for 2t. The queries at
positions 2t and 2br uniquely fix (uv/,v’, ¢}, w’) (as asq # 0), and thus the values
u = ay-(u,v,¢)) and v = ay- (v, v, ¢}, w’). Together with the query 1br this
fixes ¢1 (as azz # 0). Any choice of queries thus uniquely fixes (u,v,c1). We find
[Ws,| < 7172, and hence in this setting a collision is found with probability at
most %
colooo:s, (@q)- The analysis is similar to the one for S;, and we only present
the definition of the wish list Ws, and the computation of the bound on Ws,.
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U/ U/ w/
oy |
S S ! 7
—— ——
ar-(u,v, 1) ag(u,v,cp) az- (W, v, &)
as-(u, v, ¢, w) ag-(u, v, ¢q,w) ag- (v, v, ), ')
L= - |
Vany Pany Pary
P A\ A\
y z z

Figure 4.9. Configuration colggo.s,(Q). We require (u,v,w) #
(v, v, w') and (u,v,¢1) = (a1- (v, v, c}), a1 (W, 0, ), w'),y — ay -
(v, cf,w)).

Consider configuration colgge(Q) with the queries at positions Sg = {1bl, 2br} left
out (see Figure 4.10). For any set of queries that fits this configuration at positions
{1t, 1br, 2t, 2bl}, the tuple

(31'(’(147’0701),31-(11,,’1},Cl,’u}),y - 31'(U,U,Cl,w))

= (az- (v, v, c)),aq- (W', 0 &, w'), 2 —ag- (W, 0, ), w'))

is added to Ws,. Note that we particularly require y = z.

We split this wish list up into two sets: Wg, contains only wishes of which the
corresponding queries at positions 1br, 2bl are the same, and W;Z contains only
wishes of which the corresponding queries at positions 1br, 2bl are different. Note
that by construction, a wish may occur in both sets, but this does not invalidate
the security analysis: it only results in a slightly worse bound. As before, each
element from Ws, can be wished for only once, and we find that the adversary
finds a collision with probability at most

W5 |+ WZ
2" —q ’

We upper bound the number of solutions to the configuration of Figure 4.10,
restricted to either 1br = 2bl and 1br # 2bl, after ¢ queries.

1br = 2bl. We have at most ¢ choices for 1br = 2bl. For any such choice, by
—auxz(Q,) we have at most T choices for 1t. The queries at positions
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C1 Cll

A A
= ~
ag-(u,v, ¢ ar (v, v, &)

1)
ag-(u, v, ¢q,w) ay-(v/, v/, &, w')

c b
a. D
A\ A\
< Yy

Figure 4.10. Configuration colggo.s,(Q). We require (u,v,w) #
(v, v, w') and (a1-(u,v,¢1),a1-(u, v, ¢1,w), y —ar-(u,v, ¢, w)) = (ag-
(W, v, c)),ag- (W, 0 e, w'), z — ag- (W0 ), w')).

1t and 1br uniquely fix (w,v,c1,w). The query lbr = 2bl fixes y = z.
Any choice of queries thus uniquely fixes (ay - (u,v,c1),a1 - (u,v,c1,w),
y —a1-(u,v,c1,w)). We find [Wg, | < maq;

1br # 2bl. As we require y = z, by —aux;(Q,) the configuration has at most 7
choices for 1br,2bl. The remainder is the same, and we find |W§)| < T11Te.

Hence, in this setting a collision is found with probability at most “2727‘:”

colgoo:s; (Qq) for j = 10,11,12. For these cases, the analysis for Sy directly
applies.

colooo:s,5(Qq). For this case, the analysis for Sg directly applies.

The proof is now completed by adding all bounds in accordance with (4.6). O

Lemma 4.3.4. Pr (coligo(Qq) A maux(Qq)) < 2'1;2%.

Proof. Sub-configuration coligo(Q,) is given in Figure 4.11. Note that here we in
particular have (u,v,c1) = (uv/, v, ¢}) as 1t = 2t.

The approach is similar to the one for Lemma 4.3.3 and we only highlight the
structural differences. Discarding symmetric cases caused by swapping w and w’,
one identifies 4 sets of positions at which the winning query can contribute:

Sy={1bl},  Sy={lbr},  Sy={lbl,1br}, Sy = {1bl,2br}.
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Uu C1 v w Uu C1 v w
| A | | A |
/ - ﬂ —
ar-(u,v,¢1)  ag(u,v,cp) ar-(u,v,¢1)  az(u,v,¢)

(u, v, c1,w) ag-(u, v, ¢q, w) ay-(u, v, ¢p,w') ay-(u, v, cp,w')
N > - L= |
D & D &

Y < ) <

Figure 4.11. Configuration coligg(Q). We require w # w'.
As before, we find
4
Pr (col100(Q,) A —aux(Q,)) Z (colioo:s; (Qq) A maux(Qy)) - (4.7)

colipo:s;(Qq) for j = 1,2. Both cases are the same by symmetry, and we
consider &7 only.

Consider configuration coljgo(Q) with the query at position & = {1bl} left
out. By —aux;(Q,), the configuration has at most 7y choices for 1br, 2br. For any
such choice, by —aux3(Q,) we have at most 75 choices for 1t = 2t. (Note that the
query at 1t = 2t may be made after the winning query. This is because in this case
“winning query” refers to a winning query for configuration coligo(Q,4). We stress
that this does not invalidate the security analysis.) Any such choice fixes u, v, ¢y, w’
(as aqq # 0), and thus the query at position 2bl, and consequently y. The query
at position 1t fixes (u, v, ¢1) and together with query 1br this fixes w. Any choice
of queries thus uniquely fixes (a;-(u,v,¢1),a1-(u,v,c1,w),y — ar-(u, v, c1,w)). We
find |Ws,| < 7172, and hence in this setting a collision is found with probability
at most %.

colig0:s, (Qq). By construction, there must be a query (k,m,c) in the query
history (corresponding to position 1t) that satisfies a1 - (k,m,c) = az-(k,m,c).
So the problem shifts to bounding the probability that the adversary ever finds
a query (k,m,c) that satisfies this equation. As ajs # ase and aj3 # ass, the
adversary never obtains such query except with probability at most

q
2n—q-

colig0:s,(Qq)- As in the current case we have (u,v,c1) = (v, v, ¢}), the approach
for S applies.
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The proof is now completed by adding all bounds in accordance with (4.7). O

Lemma 4.3.5. Pr(coly,a,0,(Qq) A —aux(Q,)) < @szffif?m for ajasas €
{010,001}

Proof. Both cases are the same by symmetry, and we consider ajasas = 010 only.
Sub-configuration colg19(Q) is given in Figure 4.12. Note that here we in particular
have a1-(u,v,¢1) = a1+ (v, v, ¢}) and as-(u,v,c1,w) = az- (v, ', c, w').

Uu v w U/ U/ w/
Cl | ‘1
- I —
ag-(u, v, 1) az-(uw, v, &)
ag-(u, v, ¢q, w) ag- (v, v, ), ')
Cc | : |
Pany Pary
A\ A\
z z

Figure 4.12. Configuration colg;o(Q). We require (u,v,w) #
(W, v, w'), ai-(u,v,¢1) = ay-(v,v,c)), and a3 - (u,v,c1,w) =
az-(u', v, ¢, w’).

The approach is similar to the one for Lemma 4.3.3 and we only highlight the
structural differences. Discarding symmetric cases caused by swapping (u, v, w)
and (u/,v’',w’), one identifies 4 sets of positions at which the winning query can
contribute:

S = {lt}, Sy = {1br}, S3 = {lt, lbr}, S, = {1t,2br} .
As before, we find
4
Pr (colp10(Q4) A —aux(Q,)) < Z Pr (coloio:s, (Qq) A —aux(Qg)) - (4.8)
j=1

colo10:s, (Qq). Consider configuration colg1o(Q) with the query at position S; =
{1t} left out. By —aux;(Qy), the configuration has at most 71 choices for 1br, 2br.
For any such choice, by —aux3(Q,) we have at most 7 choices for 2t. Any such
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choice fixes u',v', ¢, w’ (as agq # 0), and thus the values a;-(u,v,c1) = ay-(v/, v, ¢})
and az-(u,v,c,w) = ag-(v,v', ¢}, w). Together with the query 1br this fixes
(u,v,c1) by invertibility of A. We find [Ws, | < 7172, and hence in this setting a

collision is found with probability at most 717

colo10:s, (Qq). Consider configuration colg1o(Q) with the query at position Sp =

{1br} left out. We have at most ¢ choices for 1bl = 2bl. For any such choice, by

—auxz(Q,) we have at most 7 choices for 1t and at most 7, choices for 2t. Any

such choice fixes the query at position 2br, and thus z. The query at position 1t

fixes (u,v,c1) and together with query 1bl this fixes w. Any choice of queries thus

uniquely fixes (az-(u, v, ¢1),as(u, v, c1,w), 2 —ag(u, v, c1,w)). We find |Ws,| < 72q,
2

729

and hence in this setting a collision is found with probability at most g

colo10:5; (Qq). As the winning query (k,m, c) should appear at positions 1t and

1br, we require it to satisfy k = as-(k,m,c). Any query satisfies this equation

with probability at most ﬁ (as age,az3 # 0). As the adversary makes at most
q

q queries, in this setting a collision is found with probability at most T g

colo10:5,(Qq). Consider any query, without loss of generality a forward query
on input (k,m). Note that, as the query appears at positions 1t and 2br, we
have k = u = ag-(v/,v',¢}) and m = v = aq-(v/,v', ¢}, w’'). By —auxs(Q,),
the configuration has at most 72 choices for 2t. Any such query fixes (v/,v’,c}).
Recall that, as 1bl = 2bl, we require a;-(u,v,c1) = a1+ (v, v, ¢}). Now, the query
succeeds only if ¢; satisfies this equation, hence with probability at most - 2_q (as
a3 # 0). Exactly the same statement holds for inverse queries (as ajo # 0). As
the adversary makes at most ¢ queries, in this setting a collision is found with

probability at most Q?fq.

The proof is now completed by adding all bounds in accordance with (4.8). O
Lemma 4.3.6. Pr (colo,aya;(Qq) A maux(Qy)) = 0 when oy + az + ag > 2.

Proof. First suppose ag = a3z = 1. By design of F3 we require A(u,v,ci,w) " =
A(u',v' ¢, w')T. By invertibility of A this gives (u,v,w) = (v/,v’,w’) and this

implies that the collision is trivial. Now, suppose a; = as = 1 (the case of
a1 = ag = 1 is the same by symmetry). In this case, by design of F§ we have
(u,v,cl) = (u/avlacll) (by ap = 1) and 31'(’[,&,’[},61,10) = al~(u’,v’,c'1,w') (by

ag =1). As agy # 0 this implies w = w’ and thus that the collision is trivial. [
2 e T2
Lemma 4.3.7. Pr(aux(Q,)) < =fh—ry +3- 2" (ﬁ) .

Proof. Note that aux;(Q,) essentially equals help;(Q,) of Section 3.2.1, and the
proof and bound directly carry over. The analysis for auxs(Q,), auxs(Q,), and
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auxy(Q,) essentially equals the one for help,(Q,) of Section 3.2.1. We include the
proof for completeness.

It suffices to consider the events Pr (auxx(Q,)) (k =1,...,4) separately.
auxq (Qq). For i # j, the two queries (K, m;, ¢;) and (K;, m;, ¢;) satisfy m;+c¢;
m; + ¢; with probability at most ﬁ. Hence, the expected value E(m; + ¢; =

mj + ¢;) is at most 2,%‘1, and consequently
., 1
E({(Ki,mi,ci), (Kj,mye5) € Q| i# 5 A mi+ei=mj+e}]) <D o
iz
2
< g .
Sy
By Markov’s inequality, we obtain
e
Pr(aux;(Qy)) < ———. 4.9
(a0a(Q) < -t (4.9

aux(Qg) for k € {2,3,4}. For the proof to go through we use aj2,a13 # 0 (for
auxz(Qy,)) and age, asz # 0 (for aux3(Qy)). The cases are equivalent by symmetry,
and we consider auxa(Q,) only. Let z € Z5. Consider the i*®® query (K;,m;,c;).
This query makes equation a;j - (K;,m;,¢;) = z satisfied with probability at
most ﬁ. More than 7o queries result in a solution with probability at most

T2 T2
(7‘12) (inq) < (%) , where we use Stirling’s approximation. Considering

any possible choice for z, we obtain for k = 2, 3,4:

Pr (aux(Q,)) < 2" (ﬁ(;flq)) - (4.10)

The claim is obtained by adding (4.9-4.10). O

From (4.5) and the results of Lemmas 4.3.3-4.3.7 we conclude for Adv‘,i%l(q):

2 2 2
Ade(él(q) < 2159+ 3mq + 11g + 3175 + T n q
Pt = 2 —q T1(2" —q)

eq i
goon (%),
<72(2" —Q))

This completes the proof of Theorem 4.3.1.

+

4.3.2 Preimage Resistance of F}

In this section we consider the preimage resistance of Fi. Though we do not
obtain optimal preimage resistance — which is impossible to achieve after all, due
to the generic bounds of the pigeonhole-birthday attack (Section 4.1) — we achieve
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preimage resistance up to 23/2 queries, much better than the preimage bounds
on MDC-2 and MDC-4 (see Chapter 3), relatively close to the generic bound. Yet,
for the proof to hold we need to put slightly stronger requirements on A.

0 0
B1 0 0 0 0 1 0
o A — 00 is invertible for any Bi,Bs € {( 0 0 ),( 0 0 ),
B2 0 0

( (1) (1) )} In the remainder, we denote the subtracted matrix by [Bl/Bg};
® 2a12,213,324,332,333,344 7 0;
® ajp # a3y, a13 7 a3, and agy # ayg.

We refer to the logical AND of these requirements as prereq. We remark that
prereq = colreq, and that matrices satisfying prereq are easily found. Simple
matrices complying with these conditions over the field GF(21%®) are

(4.11)

o~ O N
O N ==
N WO
N O~ O

0
1
’ 0
1

o o= O
o O
N O = O

These are the matrices corresponding to the compression functions of Figure 4.1.
Here, we use 228 4+ 2127 4+ 2126 4 £121 4 1 as our irreducible polynomial and we
represent bit strings as polynomials in the obvious way (1 =1,2=z,3 =1+ x).
Note that the choice of matrix A influences the efficiency of the construction. The
first matrix of (4.11) has as many zeroes as possible, which reduces the amount of
computation.

Theorem 4.3.8. Let n € Z5. Suppose A satisfies prereq. Then, for any positive
integral value 7, provided T < ¢,

2 4 187 42 deq\ "/ kg
Adv'e:gre (q) < w +4.9™ ig + 8¢ 8—63 . (4.12)
A 2n — 2 T2 T2

The proof is given in Section 4.3.2.1. As for the bound on the collision resistance
(Theorem 4.3.1), the idea is to make a smart choice of 7 to minimize this bound.
Let € > 0 be any parameter. Then, for 7 = ¢/, the bound simplifies to

1/3/2 2"m
epre 6¢%/° +18¢'/% + 26 n (e \! 8eq?/3 1*7?
Advi™(g) < ST +4-20 (—5 +8¢( =, :

We find that for any ¢ > 0, this term goes to 0 for n — oo when ¢ = 23%/2 /2=,

Corollary 4.3.9. For any € > 0, we obtain lim,,_,o Adv;:;gre (23”/2/2”5) =0.
A
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Preimage resistance
10k -

0.8

F I
0.6

L I
04
02

L /

__J /
,
. — — log_2(q)
195

180 185 190

Figure 4.13. The function Adv3™(q) of (4.12) for n = 128 and
A

the particular choice of value 7 (solid line), in comparison with the
asymptotic bound of ¢?/23" (dashed line). The steepness of our
bound is caused by the last term of (4.12) which explodes for ¢
approaching 72" due to its decreasing exponent.

Hence, the F3 compression function achieves close to 2°"/2 preimage security
for n — oo. For n = 128, the bound on Adv3™ is depicted in Figure 4.13. The
A
preimage advantage hits 1/2 for log, ¢ = 180.3, relatively close to the threshold
191.5 for ¢2/23". For larger values of n this gap approaches 0.

The result shows that F} with A compliant to prereq satisfies preimage resistance
up to about 23"/2 queries. We note that our proof is the best possible for this
design, by demonstrating a preimage-finding adversary that with high probability
succeeds in at most 0(23”/ %) queries. Let o € N. The adversary proceeds as

follows.

(i) Make a2™ queries to the block cipher corresponding to the bottom-left
position of Figure 4.3. One expects to find « tuples (K3, ma, c2) that satisfy
ma + c2 = Y;

(ii) Repeat the first step for the bottom-right position. One expects to find «
tuples (K3, ms, c3) satisfying ms + ¢35 = z;

(iii) By invertibility of A, any choice of (K3,ma,c2) and (K3, ms,c3) uniquely
defines a tuple (u, v, c1,w) for the F} evaluation. Likely, the emerged tuples
(u,v,cy) are all different, and we find about «? such tuples;

(iv) Varying over all o2 tuples (u,v,c1), query (u,v) to the block cipher. If it
responds c1, we have obtained a preimage for F3.

In step (iv) one expects to find a preimage if a?/2" = 1, or equivalently if o = 2"/2.
Steps (i) and (ii) both require approximately 23"/2 queries, and step (iv) takes 2"
queries. In total, the attack is done in approximately 2 - 23"/2 4 27 queries.
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4.3.2.1 Proof of Theorem 4.3.8

The proof of preimage resistance of F3 follows the basic spirit of Section 3.3.1. We
consider any adversary that has query access to its oracle E and makes ¢ queries
stored in a query history Q,. Its goal is to find a preimage for F3, in which it by
definition only succeeds if it obtains a query history Q, that satisfies configuration
pre(Qq) of Figure 4.14. This means,

Adv:igre(q) = Pr (pre(Qy)) - (4.13)

We inherit the notation of Section 4.3.1.1. The underlining of y and z means that
these are fixed (by the adversary) from the start. We name the block ciphers

1t, 1bl, 1br similarly.
w
A |
ﬂ —

ar-(u,v,¢1)  ag(u,v,cp)

as-(u, v, ¢, w) ay-(u, v, ¢, w)

\J \J

y z

Figure 4.14. Configuration pre(Q). The configuration is satisfied if
Q contains three (possibly not all different) queries that satisfy this
setting.

For the analysis of the preimage resistance, we use the idea of free super
queries (see [22,145,147] and Section 3.3.1). The issuance of free super queries is a
well-established proof trick for achieving preimage resistance beyond the birthday
bound. If under some key the adversary has made 27! queries to F, it receives
the remaining 2”1 queries for this key for free. As in [22,147], we call this query
a super query. Free queries can be formalized as queries the adversary is forced to
make, but for which it will not be charged. For convenience, we use Q, to denote
the query history after ¢ normal queries: it thus contains all normal queries plus
all super queries made so far. A super query is a set of 2”1 single queries, and
any query in the query history is either a normal query or a part of a super query,
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but not both. Notice that at most ¢/2"~! super queries will occur: the adversary
makes g queries, and needs 2"~ ! queries as preparatory work to enforce one super
query.

For the analysis of Pr (pre(Qq)) we introduce an auxiliary event aux(Q,). Let
7 > 0 be any integral value. We define aux(Q,) = auxz(Q,) V- - -Vauxs(Q,), where

auxz(Q,) : max.ezy }{(Kz,mz,cz €9, | ar-(K;,my,¢) = z}| >T;

aux3(Qq) : max.ezp |{(Kiymi,ci) € Qq | as-(Kiymi, ;) = z}| > 73

( )
(Qq) : )

aUX4(Qq) maxzezy ‘{(szmzacz) S Qq ‘ m; + ¢ = Z}‘ > T,
(Qq): )

auxs(Qq max;ezp H Ki,m;,c;) € Qq ‘ (a; —a3) - (K;,mi,¢) = z}| > 7.

Note that aux2(Q,), auxs(Q,), aux4(Q4) equal the ones of Section 4.3.1.1, but we
reintroduce them for convenience. By basic probability theory, we obtain for
(4.13):

Pr (pre(Qq)) < Pr(pre(Q,) A —aux(Q,)) + Pr (aux(Q,)) . (4.14)

Probability Pr (pre(Q,) A —aux(Q,)) is bounded in Lemma 4.3.10. A bound on
Pr (aux(Q,)) is derived in Lemma 4.3.11.

Lemma 4.3.10. Pr (pre(Q,) A —aux(Q,)) < W.

Proof. We consider the probability of the adversary finding a solution to
configuration pre(Qq) of Figure 4.14 such that Q, satisfies —aux(Q,). The proof
shows similarities with the proof of Lemma 4.3.3, We call a (normal or super)
query winning if it makes the configuration satisfied for any other queries in the
query history strictly before this winning query is made. It may be the case that a
winning query contributes to two or three positions in the configuration. In more
detail, one can identify the following 7 sets of positions at which the winning query
can contribute:

Sy = {1t}, Sy = {1t,1b|}, S; = {lt,lbl,lbr},
Sy = {1bl}, Ss = {1t, 1br},
= {1br}, Sg = {1bl, 1br}.

For j =1,...,7 we denote by preg (Q,) configuration pre(Q,) with the restriction
that the winning query must contribute to the positions in S;. Recall that a
winning query may consist of different queries if it is a super query. By basic
probability theory,

7
Pr (pre(Q,) A maux(Qy)) < ZPI’ (presj(Qq) A ﬂaux(Qq)) . (4.15)

pres, (Qg). In this case, the winning query may be a normal query or a super
query. As is done in the proof of Lemma 4.3.3, we use wish lists for the analysis.
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Consider configuration pre(Q,) with the query at position & = {1t} left out
(see Figure 4.15). For any pair of queries that fits this configuration at positions
{1bl, 1br}, the tuple (u,v,c1) is added to Ws,. Note that this tuple is uniquely
determined by the queries at 1bl and 1br by invertibility of A.

U

voow
w |
l C1
A |

u c1 v
| . : — | —
ar-(u,v,¢1)  ag(u,v,cp) ag-(u, v, ¢p)
ay-(u, v, ¢, w) ay-(u, v, ¢, w) ay-(u, v, ¢, w)
D Py Py
AV (v, (v,

zZ Z

<

Figure 4.15. Configurations preg (Q) (left) and preg,(Q)
(right).

As before, as the winning query only occurs at 81, we can assume a query never
adds itself to a wish list. In order to find a preimage for F3 in this sub-configuration
the adversary needs to get a wish granted at least once. The adversary can make
each wish at most once. Note that it can make multiple wishes at the same time
(in case of super queries), but this does not invalidate the analysis. Suppose the
adversary makes a query E(k,m) where (k,m,c) € Ws, for some c. If the query
is a normal query, the answer is drawn uniformly at random from a set of size
at least 27!, If, on the other hand, this wish is a part of a super query, the
answer is generated from a set of size 2"~ !. In both cases, the wish is granted
with probability at most 1/2"~! (and the same for inverse queries). Thus, by
construction, in this setting the adversary finds a preimage with probability at
most ‘;/,\f‘fll‘.

Now, it suffices to upper bound the size of the wish list Wg, after ¢ queries, and
to this end we bound the number of solutions to the configuration of Figure 4.15.
By —aux4(Q,), the configuration has at most 7 choices for 1bl and at most 7
choices for 1br. For any such choice, the queries at positions 1bl and 1br uniquely
fix (u,v,c1). We find |[Ws,| < 72, and hence in this setting a preimage is found
with probability at most 72/2"~1.
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pres, (Qq) for j = 2,3. Both cases are the same by symmetry, and we consider
Ss only.

The analysis is similar to the one for &1, and we only present the computation
of the bound on the wish list Ws, after ¢ queries. Consider configuration pre(Qq)
with the query at position So = {1bl} left out (see Figure 4.15). By —aux4(Q,), the
configuration has at most 7 choices for 1br. For any such choice, by —aux3(Q,) we
have at most 7 choices for 1t. The query at position 1t fixes (u, v, ¢1) and together
with query 1br this fixes w (as asq # 0). Any choice of queries thus uniquely fixes
(a1-(u,v,¢1),a1-(u, v, c1,w),y —ar-(u, v, c1,w)). We find [Ws,| < 72, and hence in
this setting a preimage is found with probability at most 72/27~1.

pres, (Qq) for j = 4,5. Both cases are the same by symmetry, and we consider
S, only.

We make the distinction between whether or not the two queries at positions
Sy = {1t, 1bl} are the same (normal or super query), or are different (super query).

1t = 1bl. In this case, the wish list contains tuples of the form (k,m,c) that by
construction are required to satisfy k = a;-(k,m,c) and m = a;-(k,m, ¢, w)
for some w. As was the case with S, each wish is granted with probability at
most 1/2"71. By —aux4(Q,), the configuration has at most 7 choices for 1br.
For any such choice, this query fixes values asz-(k,m,c) and as-(k, m,c, w).
Together with the equations on a; and as this uniquely fixes (k,m,c¢) by
invertibility of A~ [(5 ) )/( o o )] We find [Ws,| < 7, and hence in
this setting a preimage is found with probability at most 7/2771;

1t # 1bl. In this case, the wish list contains tuples of the form (k,mq,c1, ma, c2),
where (k,mq, c1) is the wished query at 1t and (k, ma, c2) is the wished query
at 1bl. By construction, these tuples are required to satisfy k = a;-(k,m1,¢1)
and mg = a1-(k,m1, 1, w) for some w. Additionally the wish is required to
satisfy mo + co = y. As in a super query the answers are generated from
a set of size 2771, a wish is granted with probability at most m
Thus, by construction, in this setting the adversary finds a preimage with
probability at most

|W54|
2n—1(2n—1 _ 1) '
By —aux4(Q,), the configuration has at most 7 choices for 1br. For any such
choice, this query fixes values az-(k,m1,c1) and ag-(k, my, c1,w). We have 2™
choices for ¢y. This uniquely fixes msy. Now, this uniquely fixes (k,mq,c1)
by invertibility of A~ [( 5 o )/( g ¢ )]- We find [Ws,| < 72", and hence

in this setting a preimage is found with probability at most

n

_7r2"
Qn—l(gn—l_l) .

pres,(Qq). We make the distinction between whether or not the two queries at
positions S = {1bl, 1br} are the same (normal or super query), or are different

(super query).
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1bl = 1br. In this case, the wish list contains tuples of the form (k,m,c) that by
construction are required to satisfy k = aj-(u,v,¢1) = az-(u,v,¢1), and
m = a-(u,v,c1,w) = ag-(u,v,cr,w) for some u,v,c;,w. Additionally the
wish is required to satisfy m + ¢ = y = 2. As was the case with &;, each
wish is granted with probability at most 1/2"~1.
By —auxs(Q,), noting that a;-(u,v,c1) = as-(u,v,c1), the configuration
has at most 7 choices for 1t. For any such choice, this query fixes values
(u,v,c1), and thus k. Equation a;-(u,v,c1,w) = as-(u,v,c1,w) fixes w (as
agq 7 agq), and thus m. Using m+c = y this uniquely fixes (k, m, c). We find
[Ws,| < 7, and hence in this setting a preimage is found with probability at
most /2" 1;

1bl # 1br. In this case, the wish list contains tuples of the form (k, ma, ca,m3, c3),
where (k,mz,c2) is the wished query at 1bl and (k,mg3,c3) is the wished
query at lbr. By construction, these tuples are required to satisfy k =
ar-(u,v,c1) = ag-(u,v,¢1), me = ay-(u,v,¢1,w), and mz = as-(u, v, ¢y, w)
for some u, v, c1, w. Additionally the wish is required to satisfy mo +co =y
and m3 + c3 = z. As before, in this setting the adversary finds a preimage
with probability at most

[Wss|
2n71(2n71 _ 1) '

By —auxs(Qg), noting that a;-(u,v, ¢1) = ag-(u, v, ¢1), the configuration has
at most 7 choices for 1t. For any such choice, this query fixes values (u, v, ¢1)
and thus k. We have 2" choices for ¢3. This uniquely fixes mg. This uniquely
fixes w, and subsequently ms and co. We find [Ws,| < 727, al}ld hence in

this setting a preimage is found with probability at most m

pres,(Qq). We make the following distinction: 1t = 1bl = 1br, 1t = 1bl # 1br,
1t = 1br # 1bl, 1bl = lbr # 1t, and {1t, 1bl, 1br} all different.

1t = 1bl = 1br. In this case, the wish list contains tuples of the form (k, m, c) that
by construction are required to satisfy k = ay-(k,m,c) = az-(k,m,c) and
m = ay-(k,m,c,w) = ag-(k, m,c,w) for some w. These equations uniquely
determine (k,m,c,w) by invertibility of A — [( é [1) )/ ( (1) (1) )], and we
find [Ws,| = 1. Hence, in this setting a preimage is found with probability
at most 1/271;

1t = 1bl # 1br or 1t = 1br # 1bl. Both cases are the same by symmetry, and we
consider 1t = 1bl # 1br only.
In this case, the wish list contains tuples of the form (k,m, ¢, ms, cs), where
(k,m, c) is the wished query at 1t = 1bl and (k, ms, c3) is the wished query at
1br. By construction, these tuples are required to satisfy k = a;-(k,m,¢) =
az-(k,m,c), m = ar-(k,m,c,w), and mg = a4-(k,m,c,w) for some w.
Additionally the wish is required to satisfy m + ¢ = y and m3z + ¢c3 = 2.
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As before, in this setting the adversary finds a preimage with probability at

Ws.|
most WM

We have 2" choices for c¢3. This uniquely fixes mgz. This uniquely fixes
(k,m,c) by invertibility of A—[( 5 V)/( 5 o )]- We find Ws,| < 27,

and hence in this setting a preimage is found with probability at most
on )
2n—1(27z—1,1)7

1bl = 1br # 1t. In this case, the wish list contains tuples of the form (k,mq,c1, m,
¢), where (k,mi,c1) is the wished query at 1t and (k,m,c) is the wished
query at 1bl = 1br. By construction, these tuples are required to satisfy
k= 31'(k, mi, Cl) = 83'(l€, mi, Cl) and m = 31'(k, mi,Cy, w) = 34'(]{3, mi,C1, ’LU)
for some w. Additionally the wish is required to satisfy m +c=y = 2. As
before, in this setting the adversary finds a preimage with probability at
We have 2™ choices for ¢. This uniquely fixes m. This uniquely fixes
(k,m1,c1) by invertibility of A — [( o 0 )/( o 0 )]. We find [Ws,| < 27,
and hgnce in this setting a preimage is found with probability at most
T

{1t,1bl, 1br} all different. In this case, the wish list contains tuples of the
form (k,m1,c1, ma, co,ms, cs), where (k,mq,c1) is the wished query at 1t,
(k,ma, c2) is the wished query at 1bl, and (k, ms, c3) is the wished query at
1br. By construction, these tuples are required to satisfy k = ay-(k,m1,¢1) =
as-(k,my,c1), mao = ar-(k,mq, c1,w), and mg = ag-(k, my, ¢y, w) for some w.
Additionally the wish is required to satisfy ms + co = y and mg + ¢3 = 2.

As before, in this setting the adversary finds a preimage with probability at
Ws |

271—1(271,—1_17)(271,—1_2)'

We have 2™ choices for both ¢y and ¢3. These uniquely fix ms and

ms. Any such choice uniquely fixes (k,mi,c;1) by invertibility of A —

[( é 8 )/( (1) 8 )]. We find [Ws, | < 27(2" — 1), and hence in this setting

227:.
2n—1(2n—1_1)(2n—1_2) .

most

most

a preimage is found with probability at most

The proof is now completed by adding and simplifying all bounds in accordance
with (4.15):
3r2+37+1 (374 3)2"
Pr (pre(Q,) A —aux(Qy)) < o i1 —1)
22n
2n—1(2n—1 _ 1)(2n—1 _ 2)
672 + 187 + 26
2n —2 ’

<

where we use that ﬁ < 21 for n > 4. O

-2
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Lemma 4.3.11. Provided 7 < q, we have Pr(aux(Q,)) < 4-2" (fgf{)T/? +4-
o
2q (75%)

Proof. Note that auxe(Qy),...,auxs(Q,) essentially equal helps(Q,) of Sec-
tion 3.3.1, and the proof and bound directly carries over. We include the proof for
completeness.

It suffices to consider the events Pr (auxy(Q,)) (k = 2,...,5) separately. For
the proof to go through we use aiz,a;3 # 0 (for auxa(Qy)), ase,azs # 0 (for
aux3(Qyq)), and a1z # ass and a3 # agg (for auxs(Q,)). The cases are equivalent
by symmetry, and we consider auxs(Q,) only.

Let z € Z5. Denote by an) the restriction of Q, to normal queries, and by

Q((JS) the restriction of Q, to queries that belong to super queries. In order for Q,
to have more than 7 solutions to aj-(K;, m;,c;) = z, at least one of the following
criteria needs to hold:

1. 04" has more than /2 solutions;

2. QEJS) has more than 7/2 solutions.

We consider these two scenarios separately. In case of normal queries, each query
(K;,my, c;) is answered with a value generated at random from a set of size at
least 2"~ !, and hence it satisfies a; - (K;,m;,¢;) = z with probability at most
1/2"=1 = 2/2". More than 7/2 queries result in a solution with probability at

most (,9,) ()7 < (254)™".

T/2) \2m 2"

The analysis for super queries is more elaborate. In order for fo) to have more
than 7/2 solutions, as at most q/2"~! super queries occur, at least one of the super
queries needs to provide more than 7/ := W = % solutions. Consider any
super query, consisting of 2"~! queries. It provides more than 7’ solutions with
probability at most

g1\ T gn-—1 1\ 2=t \T
< ) <= )
( 7! ) 31;[0 2n—l 4 = ( 7! ) (2"1 —T/> - (T’(2"1 —T’))

Provided 7 < ¢, we have 7/ = % < 2772 and thus ﬁ < 2,%2
Consequently, this super query adds more than % solutions with probability
2"
at most (f;q) “¢ In order to cover any super query, we need to multiply this
probability with ¢/2"~*.
Considering any possibly choice for z, we obtain for k = 2,...,5:
r2n
deq 7/2 q 8eq\ 4
n n
Pr (aux;(Q,)) < 2 (T2”> 4+ om. 57\ gn _
The claim is obtained by multiplying this equation with 4. O
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From (4.13-4.14) and Lemmas 4.3.10-4.3.11 we conclude for Advgi™(q):
A

2 4 187 42 deq\™"” &
AdvE™(q) < Or" F187 £326 |y on(ded) T g (Bea)
A 2n — 2 2" 2"

This completes the proof of Theorem 4.3.8.

4.4 Conclusions

In the area of double block length hashing, where a 3n-to-2n-bit compression
function is constructed from n-bit block ciphers, all optimally secure constructions
known in the literature employ a block cipher with 2n-bit key space. We have
reconsidered the principle of double length hashing, focusing on double length
hashing from a block cipher with n-bit message and key space. Unlike in the DBL?"
class, we demonstrate that there does not exist any optimally secure design with
reasonably simple finalization function that makes two cipher calls. By allowing
one extra call, optimal collision resistance can nevertheless be achieved, as we have
proven by introducing our family of designs Fz.

In our quest for optimal collision secure compression function designs, we had to
resort to designs with three block cipher calls rather than two, which moreover are
not parallelizable. This entails an efficiency loss compared to MDC-2, MJH, and
Jetchev et al.’s construction. On the other hand, our family of functions is based
on simple arithmetic in the finite field: unlike constructions by Stam [209,210],
Lee and Steinberger [148], and Jetchev et al. [118], our design does not make use
of full field multiplications. The example matrices A given in (4.11) are designed
to use a minimal amount of non-zero elements. We note that specific choices of A
may be more suited for this construction to be used in an iterated design.

This work provides new insights in double length hashing, but also results in
interesting research questions. Most importantly, is it possible to construct other
collision secure F? constructions (beyond our family of functions F3), that achieve
optimal 2°™/3 preimage resistance? Jetchev et al.’s construction is a good starting
point for this question. Given the negative collision resistance result for a wide
class of compression functions F2, is it possible to achieve optimal collision security
in the iteration anyhow? This question is beyond the scope of this work. On the
other hand, is it possible to achieve an impossibility result for F? restricted to
the XOR-only design (where fi,..., fy only XOR their parameters)? A similar
question is asked in Chapter 5 in the context of permutation based hashing.
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5 Hash Functions Based on
Three Permutations

In this chapter, we focus on 2n-to-n-bit compression functions based on three
permutations. We refer to Section 2.6.2 for a detailed discussion of the state
of the art. In [198], Rogaway and Steinberger formally proved a wide class of
2n-to-n-bit compression functions using three distinct permutations and finite
field scalar multiplications optimally collision and preimage secure, provided the
compression function satisfies a so-called “independence criterion.” Unfortunately,
this technical criterion rules out the most intuitive and elegant type of designs,
namely compression functions that are (apart from the three permutations) solely
based on XOR operators. In [206], Shrimpton and Stam derived a XOR based
compression function, using three one-way functions rather than permutations:
Flz1,22) = fi(z1) @ f3(fi(z1) @ f2(z2)). This function is proven collision
resistant up to 2"/ queries (asymptotically), but preimages can be found with high
probability after 2/2 queries [206]. It has been demonstrated by an automated
analysis of Rogaway and Steinberger [198] that the same results hold if f1, f2, f3
are Davies-Meyer-like compression functions using permutations my,ms, 73, i.e.,
fi(z) = = & m;(x), but a formal security analysis has never been given. Since
these works, a synthetic formal collision and preimage security analysis of XOR
based compression functions has remained an interesting and important theoretical
open problem, because of their elegance and simplicity (the functions only employ
XOR operators) as well as their slight efficiency improvement (XOR operators are
slightly cheaper than finite field multiplications).

Contributions of This Chapter

In this chapter, we focus on the entire family of 2n-to-n-bit compression functions
constructed only of three isolated permutations and of XOR operators, and analyze
the security of these functions against information-theoretic adversaries. For each
of the functions, we either provide a proof of optimal collision resistance or a
collision attack faster than the birthday bound. We also analyze the preimage
resistance of the schemes that have optimal collision security.
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5 Hash Functions Based on Three Permutations

The approach followed in this dissertation is based on defining an equivalence
class on the set of compression functions, and is of independent interest: informally,
two compression functions are equivalent if there exists a tight bi-directional
collision and preimage security reduction (cf. Definition 5.2.1). Consequently,
security results of one compression function hold for the entire class, and it suffices
to analyze the security of one function per class. In this dissertation we restrict to
equivalence reductions that are easy to verify, such as interchanging the inputs to
the compression function.

For the multi-permutation setting, where the three permutations w1, 7o, w3 are
assumed to be selected independently and uniformly at random, the results are as
follows. A compression function F is optimally collision secure (asymptotically) if

and only if it is equivalent to one of the four compression functions Fq, ..., Fy:
F1(3917$2) T2 ® ma(w2) ® m3(z1 & 22 & m(21)),
Fo(w1,22) = 21 © m1(21) © m2(w2) © m3(21 © 22 © M1 (1)), (5.1)
Fa(w1,22) = 21 © T1(71) © m3(z1 @ w2 © i (71) © T2(22)), '
a(r1,22) =21 D2 D (01) D 3(21 @ w2 @ i (21) D M2(22)) .
. m/v ﬂ?j - m/ %j
T F]_ To— F2
ByAYY AN
Ty~ U FS Ta—; o) F4

Figure 5.1. Compression functions Fy,...,F4 of (5.1).

These compression functions are depicted in Figure 5.1. Not surprisingly,
the permutation based variant of the Shrimpton-Stam compression function
[206] is included, it equals F3. For compression functions non-equivalent to
any of Fi,Fy, F3,Fy, collisions can be found faster than the birthday bound,
namely in at most 22"*/% queries. Compression functions equivalent to F
are proven optimally preimage secure up to 22"/3 queries, and compression
functions equivalent to F1,F3, or F4 are additionally shown to achieve tight on/2
preimage security. Therefore, a compression function achieves optimal collision
and preimage resistance (with respect to the bounds of [199]) if and only if it is
equivalent to Fo. Particularly, this class of functions beats the Shrimpton-Stam
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5 Hash Functions Based on Three Permutations

Table 5.1. Security results for the multi-permutation setting derived
in this chapter. The functions Fy,...,F4 are given in (5.1) and
Figure 5.1. The equivalence relation is defined in Definition 5.2.1.
For F5, the obtained security results are optimal with respect to the
bounds of Rogaway and Steinberger [199]. The proofs of the results
with appended “[c]” fall back on Conjecture 5.3.2.

collision preimage
F equivalent to:  security attack security attack
F17 F4 2n/2 [C] 271,/2 2n/2 2n/2
Fsy 2n/2 [C] 271/2 2271/3 [C] 2271/3
Fs 2n/2 2n/2 2n/2 2n/2
none of these ? 22n/5 ? ?

compression function [206] with respect to preimage resistance. These results are
summarized in Table 5.1.

A minor part of the results in the multi-permutation setting, more concretely
the collision resistance of Fyi,Fs, and F4, and the preimage resistance of Fs, are
based on an extremal graph theory based conjecture. Informally, this conjecture
bounds the number of solutions (z1,x2,23) € X1 X X9 x X3 such that zo ® x5 =
x1 @ m(x1), where X7, Xo, X3 are three sets of ¢ elements. This conjecture is
similar to (but more complex than) a problem posed by Zarankiewicz in 1951
(cf. [57, Ch. 6.2]), and is of independent interest. In Appendix B.4, we analyze
our conjecture in more detail, provide it with a heuristic argument, and compare
it with the conjecture of Zarankiewicz.

In the single-permutation setting, where the compression function makes three
calls to the same random permutation m, there does not exist any compression
function in the given model that achieves optimal collision resistance. In particular,
for any possible function, collisions can be found in at most 22%/° queries,
beating the desired birthday bound. This negative result is surprising, given
the fair amount of secure functions we have found in the multi-permutation
setting. The attacks mainly rely on the fact that the adversary can misuse the
single-permutation property by introducing dependencies between the two input
values x; and z5. For instance, the function Fy of (5.1) satisfies Fa(x1,22) =
Fa(z1,22 ® 21 @ w(x1)) in the single-permutation setting. This result raises the
interesting question whether (larger) compression functions exist based only on
XOR operators and (more than three invocations of) one single permutation.

99



5 Hash Functions Based on Three Permutations

Outline

In Section 5.1, we present some mathematical preliminaries complementary to
Chapter 2, and formally describe the set of permutation based compression
functions we analyze. In Section 5.2, the equivalence relation on the set of
compression functions is formally defined. The main results are given in Section 5.3
for the multi-permutation setting and in Section 5.4 for the single-permutation
setting. The chapter is concluded in Section 5.5.
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5.1 Security Model

By log we denote the logarithm function with respect to base 2. Vectors are
denoted as a, and by ||al| = )_, |a;| we denote the 1-norm of a. For a matrix A, by
a; ; we denote its coefficient at the i*" row and j'' column. By a; . we denote the
i*h row of A, and by a,; its j*® column.

5.1.1 Permutation Based Compression Functions

We consider the following type of 2n-to-n-bit compression functions. Let
71,2, ™3 € Perm(n) be three permutations. For a binary 4 x 5 matrix A of
the form

ailp a2 0 0 0
az1 az | az 0 0
A= , (5.2)
a1 a3z | azz azs 0
(41 Q42 Q43 44 Q45

the compression function Fp : Z3" — Z7 is defined as follows.

Fa(z1,22)
Y1+ mi(anz @ apra),
Yo < m2(a2121 D a2 D azsy1) ,
ys < m3(az121 D azaT2 D azzyr O azaye),
Z 4= 04171 D aqg272 D a43y1 O a44y2 O ag5Y3,

return z.

(5.3)

The function Fp is depicted in Figure 5.2. If the three permutations are all
different, we refer to it as the multi-permutation setting. If m, 7o, w3 are equal
to one permutation 7, we are in the single-permutation setting. In total, we thus
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5.1 Security Model

analyze 2 - 2'4 compression functions. Many of these, however, are trivially weak
(cf. Section 5.1.3).

For the single-permutation setting, it is of interest to also consider the case
where n-bit constants are added to the inputs to the permutations (e.g., y; +
m1(a1121 ® ajaxe @ by) for by € Z%). This results in many more schemes, but
requires a more complex analysis. Therefore, we present our main results on Fa of
(5.3), and in Appendix B.3 we generalize our findings on the single-permutation
setting to cover any Fa where additional affine transformations on the permutation
inputs are taken into account.

I 7,
1 ”an 27
T9 +
™
(N I -
J4RY
€U

Figure 5.2. The permutation based compression function Fp of
(5.3).

5.1.2 Security Notions

Throughout this chapter, we consider P = (w1, 79, m3) < Perm(n)?, unless

explicitly stated otherwise. We consider an adversary which attacks Fa and whose
goal it is to find either a collision or a preimage. The adversary can make forward
and inverse queries to its oracles, and these are stored in query history Q as indexed
tuples of the form (x,yx), where for k € {1,2,3}, we denote that yx = mx(x).
For the single-permutation setting (Section 5.4), we consider similar definitions

where P = 7 < Perm(n).

5.1.3 Invalid Matrices

We will classify the set of optimally collision secure compression functions Fp of the
form described in Section 5.1.1, but for some matrices A the induced compression
function will clearly not fulfill the desired security requirements. For instance, if a
compression function does not use one or more permutations, attacks faster than
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5 Hash Functions Based on Three Permutations

the birthday bound can easily be constructed. We introduce the notion of “valid”
matrices, in order to rule out compression functions that trivially fail to achieve
optimal collision resistance. A matrix A is called valid if it satisfies the following
properties:

(i) For the j'" column (j = 1,2), we have a1 + ag; + as; > 1. This requirement
ensures that input z; is used in the computation of at least one permutation.
If this would not be the case, collisions can easily be constructed;

(ii) For the j*®® column (j = 3,4,5), we have [ja. ;|| > 1, and for the i*" row
(i =1,2,3), we have ||a; .|| > 1. Notice that if the i*® row (resp. j* column)
would consist of zeroes only, it means that permutation 7; (resp. m;_) is not
used in the computation, and collisions can be found in at most 2"/ queries
by Stam’s bound (see Section 2.6.2).

In the remainder, we will consider valid matrices A only. By an extensive
computation one can show that 2796 < 22 out of 2% matrices are valid (for
both the single- and multi-permutation setting).

5.2 Equivalence Classes of Permutation Based Com-
pression Functions

We define an equivalence relation on the set of compression functions Fa. This
equivalence relation intuitively describes classes of “equally secure” compression
functions, and can be used to reduce the number of compression functions to be
analyzed. Indeed, security properties of one compression function naturally convey
to all compression functions in the same equivalence class. The equivalence relation
is defined in Definition 5.2.1, and in Propositions 5.2.2-5.2.5 we describe the four
equivalence reductions that will be used in this chapter.

Definition 5.2.1. Two compression functions Fp and Fa: are equivalent if for
both collision and preimage security there exists a tight reduction from Fa to Fa,
and vice versa.

Proposition 5.2.2 (z-reduction). Consider two matrices A = (2,15 ax2; ax3;
a4 ar5) and A = (ay2; 8415 3435 axa; axs). Then, the compression functions
Fa and Far are equivalent. Intuitively, this reduction corresponds to swapping 1
and xa.

Proposition 5.2.3 (XOR-reduction). Consider a matriz A = (a*71 pAx2; Ax,3 5
as4;a:5), and let k =min{ i | a;2 # 0} (notice that k € {1,2,3} as A is valid).
Let co,...,co € {0,1}. Consider the matric A’ = A® (Coa*,g; 0; [k > 2]cras,2; [k >
3)coas 2 ; O), where [X] = 1 if X holds and 0 otherwise. Then, the compression
functions Fa and Far are equivalent. Intuitively, my is the first permutation that
incorporates xo, and this reduction represents replacing xo by ro@®coxy @Zf;ll CiYi,
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where y; is the outcome of the it permutation. Using Proposition 5.2.2, the same
reduction holds for x;.

Proposition 5.2.4 (w-swap-reduction). Let i € {1,2}, and consider a matriz
A with ai41,42 = 0. Consider the matriz A’ obtained from A by swapping
TOWs a; .« and a; 11, and consequently swapping columns a, ;42 and a, ;3. Then,
the compression functions Fa and Far are equivalent. Intuitively, this reduction
corresponds to swapping m; and w11, which is only possible if the outcome of m;
is not used as input of miy1 (i-e., if @j+1,+2 =0).

Proposition 5.2.5 (m-inverse-reduction). Consider a matriz A with (a11,a12) =
(1,0). Consider the matriz A obtained from A by swapping (as1,as1,as1) and
(as2s,ass,as3). Then, the compression functions Fa and Far are equivalent. Intu-
itiwely, this reduction corresponds to replacing m by 771_1. Using Proposition 5.2.2
and Proposition 5.2.4 on i =1, the same reduction holds for ms.

Proof of Propositions 5.2.2-5.2.5. Let Fpo and Fa/ be two compression functions
defined as in either of the propositions. For simplicity, in case of Proposition 5.2.3
we only consider k = 2 (so a12 = 0, age = 1 and ¢y = 0), for Proposition 5.2.4 we
only consider i = 1 (so as3 = 0). By construction, the compression functions Fa
and Fa: satisfy the following properties:

Far ™™ (z0, 1) for Proposition 5.2.2,

Far ™™ (z1, 22 ® cor1 @ c1mi(ar121)) for Proposition 5.2.3,

FA ™ (21, 22) =

(
Far ™™ (z1, 22) for Proposition 5.2.4,

—1
Fai 72 (m (), 22) for Proposition 5.2.5.

(5.4)

We need to provide a bi-directional collision and preimage security reduction.
For conciseness, we will provide only the collision security reduction; the case
of preimage resistance is similar and is therefore omitted. Let A be a collision-
finding adversary for the compression function Fa, that on input of 7y, 7o, 73 &
Perm(n), outputs two tuples (x1,x2), (27, x5) such that F'(x1,x2) = Fi (2], 25).
We construct a collision-finding adversary A’ for Fa, that uses A as a subroutine
and on input of 7}, 7}, 4 < Perm(n) outputs a collision for Fri. Adversary A’
operates as follows.

(i) In Propositions 5.2.2 and 5.2.3, the adversary A’ sends (my,ma,m3) <«
(7}, wh,m4) to A. In Proposition 5.2.4, A’ sends (71, ma, w3) < (74, 7, 75) to
A. In Proposition 5.2.5, A" sends (71, m2,73) < ((7]) 71, 75, 7%) to A;
(ii) A outputs two tuples (z1,x2), (2], x5) such that F}’(z1,29) = Fi' (2], x5);
(iii) In Proposition 5.2.2, A’ outputs collision (z2,71) and (z5,2z7). In
Proposition 5.2.3, A’ outputs (z1,z2 ® cor1 @ c1mi(ai1z1)) and (), x5 &
coxy @ c1mi(ar12))). In Proposition 5.2.4, A" outputs (z1,22) and (2], z5).
In Proposition 5.2.5, A" outputs ((7}) "1 (x1), z2) and ((7])~1(x}), x5).
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Notice that in step (i), the permutations (1,2, 73) are clearly randomly and
independently distributed as (7}, 7}, 7%) are, and therefore A can output (x1,z2),
(), %) such that Fi' ™™ (21, 20) = FR"™™ (2, 24) with probability Advﬁil(A).
For Fa: of Proposition 5.2.4, these tuples indeed render a collision as given in step
(iif):
Far ™7 (01, 22) = Fp2 "V (21, 22), by (5.4),
= F> 08 (2, a), by collision for Fa,

= F:}’ﬂé’ﬂé (), 25), by (5.4).

The same argument applies to the other propositions. In any case, A’ needs at
most four queries more than A, and thus we obtain Advﬁil(q) < Advﬁ‘:{ (¢ +
4). The reductions in the other direction (from Fa: to Fa) are identical due to
symmetry. O

Except for Proposition 5.2.5, the reductions also hold in the single-permutation
setting. We remark that these reductions are not only restricted to binary matrices,
but apply to general matrices A. In particular, the independence criterion of
[198] can be derived using the given reductions (by generalizing the upcoming
Lemma 5.3.3). Also, we note that the reductions can easily be represented by
linear matrix operations.

5.3 Main Result for Multi-Permutation Setting

We classify the set of permutation based compression functions of the form (5.3)
that achieve optimal collision resistance. Theorem 5.3.1 shows that the set of
(asymptotically) secure functions is fully covered by four equivalence classes; for
any other compression function collisions can be found faster than the birthday
bound. One of these four classes — defined by Fa, below — provides optimal
(asymptotic) 227/3 preimage security, for the other three classes preimages can be
found significantly faster.

Theorem 5.3.1. Consider the multi-permutation setting.  Let Fp be any
compression function defined by a binary matriz A of the form (5.2). Let Fa,
for k=1,2,3,4 be the compression functions defined by matrices

1 0/0 0 0O 1 0l0o 0 0

0 110 0 0 0 1/0 0 0
A=ty 911 00> 2=|11]/100]|

0 1 0 1 1 1 0 1 1 1

(5.5)

1 0/0 0 0 1 0l0 0 0

0 1/0 0 0 0 1/0 0 0
As=1 1 11110 ™M=|1 1110

1 01 0 1 1 1 1 0 1
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Let € > 0.

(i) If Fa is equivalent to Fa, for k € {1,2,3,4}, it satisfies lim, oo
Advﬁil(2"/2(1’€)) = 0. Otherwise, it satisfies Advf:il(q) = Q(¢°/2%);
(i) If Fa is equivalent to Fa,, it satisfies lim, o Advﬁire(QQ”/S(I*E)) =0;
(iii) IfFa is equivalent to Fa, fork € {1,3,4}, it satisfies AdvE“(q) = ©(¢*/2").

In other words, a compression function offers optimal collision resistance if
and only if it is equivalent to either of Fa,, Fa,, Fa,, Fa,, and additionally achieves
optimal preimage resistance (with respect to the bounds of [199]) if and only if it
is equivalent to Fa,.

In order to prove Theorem 5.3.1, more specifically part (i) for k¥ = 1,2,4 and
part (ii), we pose the following conjecture. This conjecture relates to the area
of extremal graph theory and is of independent interest. In particular, it can
be shown to be similar to (but more complex than) a longstanding problem of
Zarankiewicz from 1951 [57, Ch. 6.2].

Conjecture 5.3.2. Let ¢ < 2™ and let Z be a set of g elements taken uniformly
at random from Z%. Let § denote the maximum number of tuples (z1,xz9,2) €
X1 X X9 x Z such that z; @ xo = z, where X1, X2 are any two subsets of Z5 of
size q. Formally:

[ :=  max
X1,XoCZLY
[ X1|=|X2]|=¢

{(z1,22,2) € X1 Xx Xog X Z | m1®x2:z}|.

There exists a constant d; such that Pr (8 > diqlogq) — 0 for n — oo and
q < 2™/2. Similarly, there exists a constant dy such that Pr (ﬂ > d2q3/2) — 0 for

n — oo and g < 22"/3.

The first bound is used in the proof Theorem 5.3.1(i) for &k = 1,2,4, and
the second bound in the proof Theorem 5.3.1(ii). A detailed heuristic for
Conjecture 5.3.2 is given in Appendix B.4, together with a comparison with
Zarankiewicz’s conjecture, but we leave a full proof of Conjecture 5.3.2 as an
open problem.

5.3.1 Proof of Theorem 5.3.1

The proof of Theorem 5.3.1 is structured as follows. Firstly, in Lemma 5.3.3
we show that any compression function Fp can be reduced either to an invalid
compression function or to a compression function Fas defined by a matrix A’
with first two rows 10000,01000. By construction (see Section 5.2), the security
properties of one compression function are valid for the whole equivalence class.
Secondly, in Lemma 5.3.4 several collision attacks are described that invalidate
the security of each of the remaining compression functions, except for the classes
defined by Fa, (k € {1,2,3,4}) for Ay as in (5.5). Thirdly, the collision and
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preimage resistance of the remaining four compression functions are analyzed in
Lemma 5.3.5, which completes the proof of Theorem 5.3.1.

Lemma 5.3.3. Any compression function Fa, for wvalid A, is equivalent to a
compression function Far, where either A’ is invalid or the first two rows of A’
equal 10000, 01000.

Proof. The proof is constructive. Several reductions are used, but for ease of
notation apostrophes are omitted. Let Fa be a compression function defined by
some valid matrix A. As A is valid, we have a11 + a2 > 1. If a;1 + a0 = 2,
we can apply Proposition 5.2.3 on ¢y = 1 to obtain ai;; + a;2 = 1. Now, by
Proposition 5.2.2 we can assume that (a11,a12) = (1,0).

Considering the second row of A, we distinguish between aso = 1 and ase = 0.
In the former case, a XOR~reduction (Proposition 5.2.3) on (cp,c1) = (a21,a23)
reduces the scheme to the required form. In the latter case, where ass = 0,
we proceed as follows. If azgs = 0, A is equivalent to an invalid matrix.
Otherwise, by applying Proposition 5.2.3 with (cp,c1,c2) = (as1,ass,ass) we
obtain that Fp is equivalent to a compression function Fps, for some matrix A’
with rows (10000, a5, 0a}300,01000, a}, a)salsay,als). The result is now obtained
by swapping mo and 73 (Proposition 5.2.4 for i = 2). O]

As a direct consequence of Lemma 5.3.3, it suffices to consider compression
functions Fa, where

1 0 0 0 0
0 1 0 0 O
A= (5.6)
a1 aze | azz aszqg 0
aq1  Gq2 Q43 agq 1
for some binary values ag1, ..., aq4. Notice that as5 = 1 because of the validity of

the matrix. We describe a couple of collision attacks that apply to compression
functions of this form. We note that similar results also hold for preimage
resistance.

Lemma 5.3.4. Let Fp be a compression function defined by a valid matriz A of
the form (5.6).

(i) If A satisfies (az1 + as3)(ase + azs) = 0, then Advﬁ‘;l(q) = Q(q¢*/2");

(11) If A satisfies \/j:1 az; = ag; = 0, then Adv{® (q) = Q(¢?/2");

(iii) If A satisfies /\?Z1 a3ja4,j1+2 7 a3,j4+2045, then Advﬁil(q) =Q(¢3/2");

(iv) If A satisfies as1 + aqo + a43 + agq = 1, then Adv,C:OAI(q) = Q(q%/2%").

For clarity, the proofs of results (i), (ii), (iii), and (iv) will be given separately.

Proof of Lemma 5.3.4(i). Without loss of generality, we assume ags + agq = 0,
azy asz2 @33 34 )
aq1 aq2 aq43 aqq

i.e., azy = azy = 0. Hence, we consider matrices A with (
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( asi 0 ass 0
asg1  aq2  asz 1
the compression function:

), where a3y + azz > 1, by validity of A. This matrix defines

Fa(z1,22) = as121 @ asoxs ® aszmi(x1) @ mo(x2) ® m3(asi1z1 B aszzmi(z1)) .

Define the functions f1(x) = ag1z @ agzm () B m3(az1x S agzmi(x)) and fo(z) =
agor @ mo(x). Notice that Fa(z1,22) = fi(z1) @ fa(z2). A collision-finding
adversary A for Fp proceeds as follows. It sets up two lists of ¢ random elements

= {x(l) . (q)} and X5 := {x(l) - @é@}, and computes the corresponding
Values fi(xy (k )) and fa(axs (k )) (for k=1,...,q). Thus, in total A makes ¢ queries
to each of its random oracles. Given one of the (g)2 combinations z1,x} € X,
x9,xh € Xa, this combination yields a collision for Fa with probability ©(27™).
Concluding, Adv§'(q) = Q(g*/2"). O

Proof of Lemma 5.5.4(ii). For the cases j € {3,4} as explained in Section 5.1.3
(these cases are in fact redundant due to the validity of A), collisions can be found
in at most 2"/3 queries due to Stam’s bound (see Section 2.6.2). We consider
a matrix A with ass = a4s = 0 (the case j = 2), a similar analysis holds for
j = 1. Note that Fa satisfies Fa(z1,x2) = Fas (21, m2(22)), where A’ has third and
fourth rows (ag1a34a3300, a41a44a4301). The compression function Fas satisfies the
condition of this lemma for j = 4, and invertibility of w9 guarantees a collision for
Fa in the same amount of queries plus 2. We note that the result also follows from
Proposition 5.2.5, but as we will use Lemma 5.3.4(ii) in the single-permutation
setting as well, we here consider a more robust reduction. O

Proof of Lemma 5.3.4(iii). The idea of the attack is to focus on collisions
(x1,m2) # (2},x%) for which the input to the third permutation w3 is the

same. We first consider the case of matrices A with ( @s1 @s2 dss  dsd ) =
agq1 a42 a43 aqq

( 1 1 0 O

ag1 agz 11

compression function

), the general case is discussed afterwards. The matrix defines

Fa(z1,22) = an11 @ asews ® mi(x1) ® mo(22) ® (21 B 22) .

We construct an adversary A that aims at finding a collision (z1,z2) # (24, 25)
such that

r1 DT = 2] DY, (5.7a)

a4171 D agomy & w1 (71) B T2 (T2) = a417) D agory G w1 () © ma(2h) . (5.7b)

The adversary sets up two lists of ¢ = 2% elements X; := {a:gl), . (q)} and
= {x(l) ...71'5(1)}, where xgk) = xék) = 0""?||(k — 1), for k = 1,...,q. It
cornputes the corresponding values m; (xgk)) and 7r2(a:gk)) (for k =1,...,q). Fix

any x1, &2, xj such that x1 # 2. Then, there is exactly one z/, such that (5.7a) is
satisfied. For any of these q(g) options, (5.7b) is satisfied with probability ©(27").
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For any of such succeeding tuples, the adversary additionally queries m3(x; ®xo) =
m3(x} @ x4) in order to get a collision. Concluding, Advﬁil(q) = Q(qg3/2").
The described attack relies on the key property that the set of equations

x1 BTy
!
a31 Q32 a33 a34 T2 O Ty —0
, -
G41 Q42 Q43 Q44 Ty (21) @ ()

m2(72) @ m2(75)

contains an equation in which x1, zq, 2}, 2 occur exactly once. By the requirement

of A, ( an g e o ) contains at least two zeroes. If two zeroes are located
in the same row, this key property is satisfied and the attack succeeds. On the
other hand, if both rows contain exactly one zero, one can XOR the first equation

to the second one to return to the first case. O

Proof of Lemma 5.3.4(iv). Without loss of generality, we assume ay; = 1. By
Lemma 5.3.4(ii), we can consider azy = asz3 = aszs = 1. The matrix defines
compression function

Fa(zi,22) = 21 @ m3(aziz1 B 22 @ mi(x1) S m2(22)) .

We construct a collision adversary A for Fa. The adversary sets up a list of ¢ = 2¢
random elements Xy := {J:él), . ,xéq)}, and computes the corresponding values
ygk) = wz(zgk)) (for k = 1,...,q). Additionally, the adversary sets up two lists

X = {xgl), .. ,x%’n} and Y3 := {yél), . ,y§Q)}, where xgk) = yék) =0""||(k —
1) for k = 1,...,¢q. It computes the corresponding values ygk) = Wl(xgk)) and
xék) = ng(yék)) (for k =1,...,q). Fix any x1,ys, 2} such that z; # 2. Then,
there is exactly one g4 such that z1 Gy = x| Pys. The adversary obtains a collision
for Fp if X5 contains two elements x4, 25 such that xo @ y2 = as121 @ y1 G 3 and
zh ® yh = az1¥) ® y] & 2. Two such xa, zy exist with probability Q((9)/2%"). As
the adversary needs to succeed for only one of the q(g) choices of 1, ys, 2, it finds
a collision for Fp with probability Q(q°/22"). O

Next, the compression functions evolved from Lemma 5.3.3 are analyzed with
respect to the attacks of Lemma 5.3.4. Before proceeding, we remark that for
the multi-permutation setting, the following reductions apply to the compression
function classes evolved from Lemma 5.3.3. We refer to these reductions as the
“M- and N-reduction.”

M-reduction. Applying Proposition 5.2.2, and Proposition 5.2.4 on i = 1
corresponds to mutually swapping ( ¢%' ) <> ( 2% Jand ( 0 )« (23 );

aq1 Q42 aq43 Q44

asi as.t2 ) for

N-reduction. Proposition 5.2.5 reduces to swapping ( as) ) ( asta

je{1,2}.

108



5.3 Main Result for Multi-Permutation Setting

We now continue evaluating the matrices A of the form (5.6), and consider the
different values of ||ag .||

llag «|| = 0. The matrix is invalid and excluded by definition;

llag «|| = 1. The matrix is vulnerable to the attack of Lemma 5.3.4(i);

llag«|| = 2. The matrix contradicts either one of the requirements of Lemma 5.3.4.
Technically, if (ag1 + ass)(ase + as4) = 0 it violates Lemma 5.3.4(i),
and otherwise the values ay41,...,aq4 will violate either the requirement of
Lemma 5.3.4(ii) or of Lemma 5.3.4(iii);

llas,«|| = 3. By M- and N-reductions, it suffices to consider asiaszaszass = 1110,
and consequently aqy = 1 by Lemma 5.3.4(ii). Lemma 5.3.4(iii) now
states that we require a4; = a43, which gives the following four options
for asia40a43: 000, 010, 101 and 111. The first one is vulnerable to
the attack of Lemma 5.3.4(iv), and the fourth matrix is equivalent to the
second (by consequently applying Proposition 5.2.3 on (cg,c1) = (1,1), and
Proposition 5.2.4 for i = 2). We are left with A; and Az of (5.5):

1 0/]0 0 O 1 010 O O
0O 10 0 O 0 1/]0 0 O
A=l il oo | M1 1100 |
01 0 1 1 1 01 1 1
llag || = 4. By M- and N-reductions, it suffices to consider asias2as3as4 € {0000,

1000, 1010,1100,1110,1111}. The cases 1000 and 1100 are vulnerable to the
attacks of Lemmas 5.3.4(iv) and 5.3.4(iii), respectively. For the cases 0000
and 1111, finding collisions is as hard as finding collisions for F(z1,zs) =
T1 ® 9 ® mi (1) ® mo(x2) (for which collisions are found in at most 27/*
queries). We are left with Az and A4 of (5.5):

1 0l0 0 0 1 0/0 0 0
0 1/0 0 0 0 1/0 0 0
As=1 1 90110 M=|l11]1 10
1 01 0 1 1 1.1 0 1

It remains to analyze collision and preimage security of the four compression
functions defined by the matrices of (5.5), which is done in the following lemma.
Particularly, Lemma 5.3.5 completes the proof of Theorem 5.3.1.

Lemma 5.3.5. Let € > 0. Then:

(i) limp o0 AdVES (27/209)) = 0 for k = 1,2,3,4;
(1) lim, oo Advﬁi’ze(?n/?’(l—f)) = 0, and Advﬁize(q) = O(¢?/2") for k =
1,3,4.

Proof. Part (i) is proven in Appendix B.1, part (ii) in Appendix B.2. O
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5.4 Main Result for Single-Permutation Setting

In a similar fashion as in Section 5.3, we analyze the security of compression
functions based on three calls to the same permutations, the single-permutation
setting. It turns out that there does not exist any compression function of the
form (5.3) that achieves optimal collision resistance. We note that this result does
not rely on Conjecture 5.3.2. In Appendix B.3 we show how the results of this
section can be generalized to cover any single-permutation compression function
where additional affine transformations on the permutation inputs are taken into
account.

Theorem 5.4.1. Consider the single-permutation setting, where P = = &
Perm(n) and m = m = w3 = w. Any compression function Fp defined by a
binary matriz A of the form (5.2) satisfies AdviS (q) = Q(¢°/22").

Proof. The proof of Theorem 5.4.1 is similar to the proof of Theorem 5.3.1, and
we highlight the differences. Lemmas 5.3.3 and 5.3.4 still apply, and additionally
the M-reduction also holds in the single-permutation setting. Notice that the N-
reduction does not hold as it incorporates Proposition 5.2.5. Similar to before, we
will evaluate the matrices A of the form (5.6). The case ||az .|| < 2 is the same as
before.

llas «|| = 3. By M-reductions, it suffices to consider asjagsasszazs € {1110,0111}.

e aziagoazzazy = 1110. The same analysis as in Section 5.3.1
applies, leaving the matrices A; and Ay of (5.5). In the single-
permutation setting, the two corresponding compression functions
satisfy Fa,(z1,7(z1)) = 72(z1) and Fa,(x1,72) = Fa, (21,21 © 22 @
m(x1)) for any x1, z9. Collisions can thus be trivially found;

e asjaspassasy = 0111, By Lemma 5.3.4(ii), we have a4y = 1.
Lemma 5.3.4(iii) now states that we require a4o = a44, which gives
the following four options for a4oa43asq: 000, 010, 101, and 111. The
first one is vulnerable to the attack of Lemma 5.3.4(iv), the second,
third, and fourth matrix satisfy Fa(z1,21) = x1, Fa(z1,21) = 0, and
Fa(z1,21) = m(x1), respectively, for any x;. Collisions can thus be
trivially found;

llag.«|| = 4. Except for asjaszasgass € {1010,1001,0110,0101}, all induced
compression functions satisfy Fa(z1,z1)®m(0) € {0, 21, 7(z1)} for any x1, for
which collisions can be trivially found. The cases 1001,0110 are vulnerable
to Lemma 5.3.4(iii). The remaining two cases, which are equivalent by
M-reduction, allow for trivial collisions as well: the compression function
induced by (a41a42a43a44) = (1010) satisfies Fa(xy, 7 (21 @ w(21))) = 0 for
any x1 (cf. [198]).

Hence, the analyzed compression functions either allow for trivial collision or are
vulnerable to Lemma 5.3.4, therewith allowing for collisions in at most 22%/5
queries. O
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Concluding, for any compression function Fa of the form (5.3), where the three
permutations are equal to one single permutation 7, collisions can be found in at
most 227/% queries, hence considerably faster than in 2"/2 queries.

5.5 Conclusions

We provided a full security classification of 2n-to-n-bit compression functions that
are solely built of XOR operators and of three permutations. Therewith, we have
analyzed compression functions that are not included in the analysis of Rogaway
and Steinberger [198], but yet are interesting because of their elegance (they only
employ XOR, operators) and efficiency (XOR operators are slightly cheaper than
finite field multiplications by constants). For any of the 2'° compression functions
of the described form, we either provide a formal collision and preimage security
proof or a collision attack more efficient than the birthday bound.

For the multi-permutation setting, where the three permutations are different,
there are exactly four equivalence classes of functions that allow for optimal
collision resistance, one class of which the compression functions achieve optimal
preimage resistance with respect to the bounds of [199]. A summary of these
results is given in Table 5.1. Regarding the absolute number of collision/preimage
secure compression functions, by ways of an extensive computation one finds 96
functions equivalent to Fa, (including the Fa, itself), 48 functions in each of the
classes defined by Fa, and Fa,, and 24 functions equivalent to Fa,. In total, we
have thus proven 216 compression functions optimally collision secure, 48 of which
we have proven optimally preimage secure. A small part of the results for the
multi-permutation setting relies on an extremal graph theory based conjecture,
Conjecture 5.3.2, which we supported by an extensive and detailed heuristic. We
leave the full analysis of Conjecture 5.3.2 as an open problem.

For the single-permutation setting, where the three permutations are the same,
we show that it is not possible to construct a 2n-to-n-bit compression function
that achieves optimal collision resistance. In light of the amount of optimally
secure compression functions we have found in the multi-permutation setting,
this observation is not as expected. This negative result casts doubts over the
existence of any (larger) permutation based XOR based compression function built
on (multiple invocations of) one single permutation. We leave this question as an
open problem.

The results in this chapter are derived in the multi- and single-permutation
setting. It is of interest to investigate the functions where only two primitives
are the same; it is likely that secure functions in this setting exist (Shrimpton
and Stam already make this observation for their compression function [206]).
Different results may be obtained if we consider three underlying primitives to
be one-way functions: in particular, the m-inverse-reduction (Proposition 5.2.5)
and Lemma 5.3.4 rely on the invertibility of these primitives. Further research
questions include the applicability of the approach followed in this chapter to
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5 Hash Functions Based on Three Permutations

different classes of compression functions, for instance with larger domain and
range, with more permutations or random functions instead, or defined over
different fields.

112



6 The Parazoa Hash Function
Family

In 2007, Bertoni et al. introduced the sponge hash functions [41] as an alternative
of the Merkle-Damgéard design (see also Section 2.5.2). Since the introduction of
sponge functions, it has been a standard practice in the cryptographic community
to call hash functions “sponge-like” if they bear resemblances with the original
sponge design in terms of iterating a wide state and employing underlying
permutations in an extraction and absorbing phases. Despite the similarities,
the indifferentiability results of the sponge hash function do not carry over
in a straightforward manner to the sponge-like constructions and hence, an
independent security analysis is required. At times even a small adjustment to
the sponge design may render it insecure (cf. Section 6.2). It is thus an interesting
research problem to come up with a secure class of hash functions generalizing the
original sponge construction, and the results of which could simply be carried over
to its members.

Contributions of This Chapter

We introduce the parazoa family of hash functions' as a generalization of the
sponge hash function. Our generalization is crafted towards obtaining secure
sponge-like hash functions in the indifferentiability framework. The parazoa
hash function family allows for a wider class of compression and extraction
functions that satisfy a set of simple conditions. These conditions facilitate the
indifferentiability proof, but we note that these are easily satisfied and realistic for
practical purposes. Similar to the original sponge design, parazoa functions allow
for variable length outputs. In [210, Section 4.2], Stam analyzes permutation based
compression functions satisfying certain criteria, “overloaded single call Type-I
compression functions,” that are similar to the compression functions employed
in the parazoa design (albeit the requirements posited in [210, Definition 17] are
stronger). The major difference is that in the parazoa design the compression
function is not necessarily preimage/collision resistant. In particular, Stam leaves

1Parazoa is the name of the subkingdom of animals to which the sponges belong [223].
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it as an open problem to analyze security of overloaded single call compression
functions in the iteration.

We prove that the maximum advantage of any distinguisher in differentiating a
parazoa hash function, based on ideal primitive 7, from a random oracle is upper
bounded by O((Kq)?/2°7P~%), where the distinguisher makes at most ¢ queries
of length at most K blocks. Here, s denotes the iterated state size, p denotes the
number of bits extracted in one execution of the extraction function, and d is called
the capacity loss, a quantity inherent to the specific parazoa design (cf. Table 6.1).
Even though the indifferentiability proof focuses on parazoa designs where both
the compression and extraction function are based on one single permutation,
the result easily extends to designs where multiple random permutations and/or
random functions are employed.

Naturally, the sponge function design (Section 2.5.2) falls within the catego-
rization of parazoa functions, and our indifferentiability result confirms the bound
of [42]. Additional hash function designs covered by the parazoa specification are
Grindahl [131], and second round SHA-3 candidate hash functions CubeHash [37],
Fugue [107], JH [224], Keccak [40], and (a restricted variant of) Luffa [78], two
of which advanced to the final round of NIST’s hash function competition. The
implications of our indifferentiability results on these functions are summarized in
Table 6.1, and we elaborate on it in Section 6.5. We note that not all obtained
bounds are as expected. In particular, our indifferentiability bound on JH is worse
than the indifferentiability bound proven by Moody et al. [171]. The difference
may be a price to pay in return for generality. For the generic parazoa design, we
note that our indifferentiability bound is optimal: for the original sponge design,
the best generic attack meets the derived security bound [41]. Still, for concrete
instantiations of the parazoa hash function a design-specific proof may result in a
better bound.

Outline

In Section 6.1, we present some mathematical preliminaries complementary
to Chapter 2. In Section 6.2, we present a “sponge-like” function that is
insecure. Parazoa functions are introduced and formalized in Section 6.3, and
an indifferentiability result for parazoa functions is given in Section 6.4. We finish
the chapter with concluding remarks in Section 6.5.
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114



6.1 Security Model

Table 6.1. Implications of the parazoa indifferentiability result for
various hash functions. Here, s is the internal state size, m the
message block size, p the extraction block size, n the number of output
bits, and the capacity loss d is further explained in Section 6.4. The
distinguisher makes at most ¢ queries of maximal length K blocks.
For Fugue, an indifferentiability result in a different model has been
derived in [108]. See Section 6.5 for more details.

(s,m,p) d existing bound our bound

Sponge (r+emrr) 0 0] ((Kq)2/2°) [42] 0] ((Kq)2/26)
Grindahl (s,m,n) m — O ((Kgq)?/25—m—m)
Quark (r+emrr) 0 0] ((Kq)2/2c) [42] 0] ((Kq)2/2‘3)
PHOTON (' <) (r+err) r—r’ O ((Kq)?/2°) [42] O ((Kq)?/2°)
PHOTON (+' > r) (r+c,r') 0 — o) ((Kq)2 /2C+T*r’)
SPONGENT (r+cmrr) 0 O ((Kq)?/2°) [42] O ((Kq)?/2°)
CubeHash-n (1024,257,n) 1 — O ((Kq)2/21023’”)
Fugue-n (n < 256) (960,32, n) m [108] O ((Kq)?/2928—m)
Fugue-n (n > 256) (1152,32,n) m [108] O ((Kq)2/21120-n)
JH-n (1024,512, n) m O ((Kq)?/2%12) [171] O ((Kq)%/2512— )
Keccak-n (1600, s — 2n,n) s—3n O ((Kq)?/22") [42] O ((Kq)?/22™)
Luffa-n (n < 256) (768, 256, 256) 0 — 0 ((Kq)?/2512)
Luffa-384 (1024, 256, 256) 0 — O ((Kq)?/2758)
Luffa-512 (1280, 256, 256) 0 — O ((Kq)?/21924)

6.1 Security Model

A function f : Z5* — Z5 for m > n is called “balanced” if any y € Zi has
exactly 2™~ " preimages under f. We define its inverse function by f~' : y —
{x € Z% | f(z) = y}. We use the indifferentiability notion of Definition 2.3.5.
Throughout this chapter, R will be a random oracle, and we consider P = &
Perm(s). The right oracle R has two interfaces, as the distinguisher can make
forward as well as inverse queries to the permutation 7.

6.2 Differentiability of a “Sponge-Like” Function

In this section we show that a simple modification of the original sponge design
can render it insecure with respect to indifferentiability. To this end, we construct
the following sponge-like design.

Consider the following hash function H : Z$° — ZZ, that has a state size
s = 2n, and processes message blocks of n bits (see also Figure 6.1). It is based
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on a 2n-bit permutation 7, and uses a simple injective padding function pad to
process messages of arbitrary length: pad(M) = M|[1][0~IMI=1med n harsed into
message blocks of n bits. For an initial value iv = iv'[[iv", the hash function H
processes a message M as follows. H(M) outputs the n rightmost bits of hy,
where (M, ..., M) < pad(M), ho < w'[[iv", and h; < m(hi_y ® (M][0™)) for
i = 1,..., k. Notice that this design follows the original sponge design, with a
small modification that the message digest is defined by the other half of the state
(but we stress that this observation does not invalidate the security of the sponge
function design). We construct a distinguisher D that can distinguish (X", 7) from
(R,SR), for any simulator S.

M, M,

N
7 n
—__/ _J

Figure 6.1. The sponge-like hash function H of Section 6.2.

First, D decides on an arbitrary message M of length 0 < |M| < n. It defines
M1 = pad(M) and M3 = 1||On_1 Note that pad(M1||M2) = M1||M2||M3 for
any My € Zy;

D queries M to the left oracle, to get hy « L(M);

D queries 0|k to the right oracle, to get x1||y1 + R(0]|h1);

D queries (x1 ® M3)||y;1 to the right oracle, to get xa||y2 + R((x1® M3)||ly1);
D queries (iv' @ M) |iv” to the right oracle, to get x3]|ys + R((iv' @ M;)|[iv");
D queries M ||z3 to the left oracle, to get hg < L(Mi||x3).

In the real world, where the distinguisher queries H and 7, the answers of the
oracles satisfy h; = y3 and hy = yo by construction. In the simulated world
however, hy equals R(M;i||x3). As the simulator generated y, without any
knowledge of M, equality he = yo holds with negligible probability only. We
notice that, even though the described hash function is a parazoa design, the
counterexample does not contradict Theorem 6.4.1. In particular, Theorem 6.4.1
results in a O(1) indifferentiability bound (as the design has d = n).

6.3 Parazoa Functions
Informally, parazoa functions process a message M as follows. Firstly, the message

is padded into several integral message blocks of m bits, using a padding function
pad : Z3° — (Z5")*. Throughout, by k we denote the number of message blocks
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of a padded message. Then, these message blocks are absorbed by the s-bit state
(compression phase), by applying sequentially a compression function f : Z§ x
Zy* — Z5 on the state and the message. Next, the state is squeezed to obtain I > 1
output data blocks of p bits sequentially (extraction phase). The corresponding
extraction function is denoted by ¢ : Z§ — Z§ x Z5. It operates on the state, and
returns an updated state and the extract. A finalization function fin : Zgl — 75
combines these [ data blocks of p bits into the n-bit message digest. We require
that m,p < s, and that p/ > n. Both the compression function and the extraction
function are based on an s-bit permutation 7.

These functions are further explained in Sections 6.3.1-6.3.4 (for ease of
presentation, the function pad is introduced last), together with the requirements
of these functions for the security proof in Section 6.4. Now, for a fixed
initialization vector iv of size s, the parazoa function H processes a message M as
follows.

H(M)
(My,...,My) + pad(M),
ho < iv,
hi < f(hi—1, M;) fori=1,... )k, (6.1)
(hiti, P;) < g(hggi—1) fori=1,...,1,
h <+ fin(Py,...,P),

return h.

This function is depicted in Figure 6.2.

f f hi g g N

S S

Figure 6.2. The parazoa hash function H of (6.1).

6.3.1 Compression Function f

On input of a state value h;_; and a message input M;, the compression function
first uses an injection function Li, : Z3§ x Z5* — Z35 to inject the message into
the state, and then permutes the state with 7. This state is then transformed

117



6 The Parazoa Hash Function Family

and combined with a feed-forward using a function Loy : Z5 x Z35 x Z3' — Z5.
Formally, the compression function f is defined as f(h;_1, M;) = h;, where x +
Lin(hi—1, M;), y < w(x) and h; < Lous(y, hi—1, M;). The compression function f
is depicted in Figure 6.3.
For any « € Z5 we define its capacity set C(z) = {h € Z5 | 3 M €
7 s.t. Lin(h, M) = z}. Intuitively, C(x) denotes the set of state values h € Z§ for
which some message injection results in x as input to the permutation. For two
values h,h' € Z3, we define the function sameC(h, k'), that outputs true if and
only if h and A’ are both a member of a capacity set C(z) for some z.

Requirement from L;,,. We require L;, to satisfy the following properties: (i) for
any x € Z§ and h € C(x), there exists exzactly one M € Z3* such that Ly, (h, M) =
z, and (ii) if C(x) NC(z") # 0, then C(x) = C(z'). Intuitively, the first requirement
guarantees that for a state value h € Z3, a different M results in a different
x = Lin(h, M). The second requirement intuitively guarantees that two elements
x, 2’ € Z§ either have the same or disjoint capacity sets. As becomes clear in the
proof, this requirement can be relaxed at a security loss of factor 2. We notice
that these requirements are easily satisfied, and standard injection functions L;,
satisfy both. In particular, commonly used injection functions, e.g., functions that
consist of XORing the message with and/or inserting it in a part of the state,
clearly satisfy both properties. Note that the second requirement is satisfied for
any linear transformation.

Requirement from Lou. We require that for any (h, M) € Z3 x Z5', the
function Loyt (-, b, M) is a bijection on the state. Its inverse function is denoted by
L(:ult [hv M]

6.3.2 Extraction Function g

On input of a state value hyy;_1, the extraction function g employs an extracting
transformation Lex : Z§ — Z&5 that outputs a data block, and then permutes
the state with m. Formally, the extraction function g is defined as g(hg4i—1) =
(hk+i7pi)7 where P; + Lex(hk-i-i—l) and hpy; < W(hk+i_1). The function g is
depicted in Figure 6.3. Similar to f, one can consider an additional transformation

ML' R
m %p
h Lip 2 y L¢ h b
1775 in—#1 T 57 Lout[ 7% /b (o
— T i —% T ™ 5 Nyt

Figure 6.3. The compression function f (left) and the extraction
function g (right).
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after the call to the permutation, which may have hyp4;—1 as extra input. This
generalization would, however, make the proof considerably more complex (see
Section 6.5).

Requirement from L.x. We require Loy to be balanced. Intuitively, this
requirement means that each extract P € Z§ is equally likely to occur.
Accordingly, the function L_! is defined as described in Section 6.1, i.e., L.} (P) =
{h € Zg | Lex(h) = P}

6.3.3 Finalization Function fin

The function fin combines the [ bit strings, obtained from squeezing the state, into
the message digest. In most of the existing sponge based designs, the finalization
function simply consists of concatenating a required number of blocks, | = [n/p],
and chopping it to the required length of n bits. Parazoa functions allow for a
generalized finalization function.

Requirement from fin. We require fin to be balanced. Intuitively, this
requirements means that each digest h is equally likely to occur. Accordingly,
the function fin™' is defined as described in Section 6.1, ie., fin"'(h) =
{(P1,..., B) | fin(P,...,P) =h}.

6.3.4 Padding Function pad

The padding function pad is an injective mapping that transforms messages of
arbitrary length into messages of length an integral multiple of the block size m.
Associated to pad is the function depad, that processes a message M’ as follows.
If M’ = pad(M) for some message M, it outputs this M, otherwise it outputs L.
Note that the output is unique as the padding function is injective.

Requirement from pad. We require pad to satisfy the following property: we
either have [ = 1, or the last block of a padded message, My, satisfies for any
x € Zj and (W', M) € Z§ x Z5":

Lin(z, M) # z and Liy (Lows(z, b/, M), My) # x. (6.2)

As explained in Section 6.4.3 in more detail, this requirement comes from the fact
that permutation queries to the simulator corresponding to the extraction phase
of (6.1), may correspond to compression function executions f as well. We notice
that for the original sponge design, condition (6.2) translates to requiring that the
last block of a padded message is not a zero-block (which is exactly the requirement
as posited by the authors of the sponge design in [42]). Because parazoa functions
generalize these functions significantly, this requirement has become more complex
accordingly.
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6.4 Indifferentiability of Parazoa Functions

In this section, we prove the parazoa function of Section 6.3 indifferentiable
from a random oracle, under the assumption that the underlying permutation
7 behaves like an ideal primitive. Intuitively, we demonstrate that there exists a
simulator such that no distinguisher can differentiate the real world (H™,7) from
the simulated world (R, S™), except with negligible probability.

For the purpose of the proof, we introduce a technical variable d which we
refer to as the “capacity loss.” Consider the set of all couples (h,x) such that
Lin(h, M) = x for some M (M is uniquely determinable from h,z). We define
d > 0 to be the minimal value such that

Criterion 1. For fixed z and fixed P € Z}, there are at most 2¢ couples (h, )
such that h € L} (P);

Criterion 2. For fixed h and fixed P € Z5, there are at most 2¢ couples (h,x)
such that z € L} (P).

As a consequence of the first criterion, we obtain |C(z)| < 2P*4 for any z, as any
h € Zj satisfies Lex(h) = P for exactly one P € ZB. We note that the second
criterion is not needed in case | = 1 (see Section 6.4.3). The reason why we opt for
the name “capacity loss,” as well as an intuition behind this parameter, is given
in Section 6.4.1.

Theorem 6.4.1. Let m be a random s-bit permutation, and let R be a random
oracle. Let H be a parazoa function parameterized by l,m,n,p,s,t. Let D be a
distinguisher that makes at most qr, left queries of mazimal length (K — 1)m bits,
where K > 1, and qr right queries. Then:

if a¢+1) ¢

where ¢ = (K +1)qr. + qr and S makes at most gs < qr queries to R.

We note that the bound is optimal for the generic parazoa design: for the
original sponge design, as a particular instantiation of the parazoa functions, the
best generic attack requires about 2(°=P~4/2 queries [41] and meets the derived
indifferentiability bound. In the remainder of this section, an intuition behind
the capacity loss d is given in Section 6.4.1, basic preliminary definitions for the
description of our simulator are given in Section 6.4.2, and the simulator used in
the proof is introduced and explained in more detail in Section 6.4.3 and Figure 6.5.
Then, Theorem 6.4.1 is formally proven in Section 6.4.4.

6.4.1 On the Capacity Loss d

We will provide an intuition for the technical parameter d. It is used in the
computation of the indifferentiability security bound: in some cases, the simulator
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has to generate a value h such that it is not a member of C(z), for one or more
values of x, and moreover such that Lex(h) = P for some fixed P. Then, by the first
criterion, the simulator can choose out of at least 2°7P~¢ values for h. Intuitively,
the value s — p — d represents the number of bits of information of a state value
that (1) cannot be affected by the distinguisher by ways of message injection,
and (2) that cannot be obtained by the distinguisher by ways of extraction. We
demonstrate this by ways of two examples.

e Example 1. the sponge hash function [41] (cf. Section 2.5.2). The functions
Lin and Ley of the sponge hash function design are given in Figure 6.4. We
start with the first criterion that defines parameter d. Fix any = € Z3 and
fix any P € Z5, where p = r. We are considering the number of choices for
h that satisfy Li,(h, M) = x for some M, and that satisfy Lex(h) = P. As
becomes clear from Figure 6.4, the first requirement uniquely fixes the last
¢ bits of h, while the second statement fixes the first r bits of c¢. Altogether,
the value h is uniquely determined by the fixed values = and P, and criterion
1 of the definition of d is satisfied for d = 0. Criterion 2 is equivalent, and we
find that for sponge functions d = 0, hence the value attains its minimum;

e Example 2. the sponge-like hash function of Section 6.2. The functions
Lin and Lex of this hash function design are given in Figure 6.4. Fix any
x € Z§ and fix any P € Z&5, where p = c. Again, we are considering the
number of choices for h that satisfy L;,(h, M) = x for some M, and that
satisfy Lex(h) = P. As can be observed from Figure 6.4, if the rightmost
¢ bits of x are equal to P, there are exactly 2" choices for h that satisfy
these requirement, namely {(M|0°) @ z | M € Z4}. Again, criterion 2 is
equivalent; we thus obtain d = r = s — p. In this example the distinguisher
has “full control over the state”: the first r bits can be freely adjusted by
message injection, and the last ¢ bits can be obtained (in most cases) by
message extraction.

M M
)L: Lm """"" ! LCX )L: Lin """"" ! ch
BN x " P RN Ty " '
c c ! c . c P

Figure 6.4. The functions L;, and Ley of the sponge hash function
(left) and the sponge-like hash function of Section 6.2 (right), where
for sake of explanation we consider the state size to be r + c.

We note that the sponge-like hash function of Section 6.2 (example 2) still
fits in the parazoa framework, and the indifferentiability result of Theorem 6.4.1
applies. Yet, as d = s—p we obtain a trivial bound. The same occurs if we consider
an example parazoa function where the message input size m equals the state size
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s: it turns out that d = s — p, and the indifferentiability result of Theorem 6.4.1
results in a trivial bound.

The value d varies between 0 and s — p by construction, and ideally attains its
minimum. In this case, the number of bits of information that cannot be controlled
by the adversary is s — p. This value is exactly the capacity of the sponge hash
function. For increasing d the value s — p — d decreases, and therefore we call d
the “capacity loss.”

6.4.2 Defining the Simulator

The simulator maintains an initially empty database L, that represents the
simulated permutation. It consists of tuples (z,y) € Z§ x Z3, where y denotes
the sampled image of x under w. The simulator has two interfaces, denoted by
8,871, and access to R. It maintains a graph (V, A), which initially consists of
the node iv and includes no arcs. The arcs in A are labeled by messages M € Z3

and define input-output pairs of the compression function f: an arc v M, 1w means
that f(v, M) = w. Intuitively, if there is a path IV M, hy Moy My hi in
(V,A), then f(...f(f(IV,My), Ms) ..., My) = h. Abusing notation, we denote

such path by iv M, hy for M = (My, ..., My). By definition of L;,, one query
pair (z,7) adds at most 2P*% arcs to the graph, namely the arcs leaving from the
vertices in C(z). By Vous we denote the set of nodes in V' with an outgoing arc in
(V,A). Notice that Vour = U,edom(z,) C(®)- By t(V) we denote the tree in (V, A)
rooted in iv. Additionally, by (V') we denote the subset of nodes of ¢(V') that are
labeled by a correctly padded message.

In addition, the simulator maintains a database A. This database will consist
of future query inputs € Z§ of which the simulator knows that they correspond
to the extraction phase of the parazoa execution of (6.1). Associated to each x € A
isa tuple (i, Piyq--- P) withé € {1,...,1—1}. Essentially, ¢ denotes the number of
executions of g that are already simulated for this specific path, and P;yq,..., P
denote the output values of the subsequent executions of g, determined by the
simulator before. The idea behind A is further explained in Section 6.4.3.

6.4.3 Intuition

As is common in indifferentiability proofs, the simulator needs to be constructed
in such a way that the answers from the oracles (H™,7) and (R, S™) are close to
identically distributed. In other words, the oracle answers made by the simulator
need to be in consistency with the random oracle, in such a sense that any relation
among the query answers in real world, holds in the simulated world as well.
In particular, the simulator needs to pay attention to the following scenario:

suppose a path iv M, hy is in the graph, for M € rng(pad) (i.e., hy € (V).
Suppose moreover that hg,...,hgr—1 € dom(L;), where P; = Loy(hr4i—1) and
hivi = La(hgyi—1) (fori=1,...,1). Then, these values (P,..., P;) should satisfy
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Forward Query S(x)

000 if = € dom(Lr) :

001 returny = Lr(z)

002 if z € A assoc. with some (i; Piy1--- P)):
003 hoxe ¢ Lot (Pig1)\ (dom(Lx) U A)

004 if C(hnxt) NE(V) #0:

005 GOTO 003

006 Yy < huxt

007 if y € rg(Ly): GOTO 003

008 if C(z)Nt(V)#0:

009 { find unique h € t(V) and M
s.t. Lin(h, M) ==
010 if Lout (ys by M) € Vour U (Upen C(@))
011 or if 31’ € t(V) : sameC (I, Lout (y, h, M)) :
012 GOTO 003
013 end if

014 A« A\{(2;i, P+~ P)}
015 ifi+1<l: A+ AU{(hnxt;i+1,Piya--P)}

016 else if C(z)Nt(V)=0: Inverse Query S—1(y)

017y <& Z3\mg(Lx) 100 if y € rng(Lr) :

018 else if C(z) Nt(V) #0: - 101 return z = L5 (y)

019 { find unique h € t(V),M a%i M 102 2 & Z5\dom(Lx)
st Lin(h, M) =z and iv = h 103 if z € A or C(z) NE(V) £0:

020 if M||M ¢ rng(pad) : 104 GOTO 102

021 v & Z5\mg(Lr) 105 return L7 ' (y) < =

022 if Lout(y, by M) € Vous UC(2) U (Uyen Cx)) -

023 or if 3n’ € t(V) : sameC(h/, Lout (y, h, M)) :

024 GOTO 021

025 else if M||M € rng(pad) :

026 h & R(depad(M || M))

027 (Pr,...,B) <& fin~l(h)

028 haxe ¢ Lo (P1)\(dom (L) U {a} U A)

029 i Chnxt) NE(V) # 0

030 GOTO 028

031 y Lok [y M](haxt)

032 if y € rng(Lr): GOTO 028

033 if Lout(y, by M) € Vous UC(2) U (Uyen Cx))

034 or if 31’ € t(V) : sameC(I, Lout (y, h, M)) :

035 GOTO 028

036 if 1<l: A+ AU{(haxt;1,P2---P)}

037 end if

038 end if

039 return L. (z) + y

Figure 6.5. The simulator S for 7 used in the proof of
Theorem 6.4.1. The simulator aborts if a certain GOTO-statement
is executed C > 0 times consecutively, for some constant C'.

fin(Py,..., P) = R(depad(M)) in order for the simulator to maintain consistency.
However, in general the simulator can only guarantee this equation to hold if
the P;’s are decided after M is known, but before hy is known (notice that hy
determines P; = Lgy(hy) deterministically). The simulator of Figure 6.5 handles
this problem in a smart way: in the query where the last arc (hx—1 to hy) is added,
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the simulator decides on (P, ..., P;) on forehand, and based on these, it fixes the
next state value hy, such that hy, € L1(Py). This value equals the input to the next
execution of 7 in the chaining. It stores (hy;1, Ps,..., P,) in its database A. As
soon as the simulator is then queried Ay, the simulator will apply the same trick:
the answer hy1 < Lr(hg) will be generated such that 1 € L} (P;). This value
hk+1 equals the input to the next execution of 7 in the chaining. Subsequently it
replaces the corresponding entry in A with (hgt1;2; Ps, ..., P).

Before describing the simulator in more detail, we note that it includes several
GOTO-statements. These statements guarantee the randomly generated values
to satisfy certain properties. Associated to the simulator is a constant C' > 0: the
simulator aborts if a certain GOTO-statement is executed C' times consecutively.
Due to the inclusion of this parameter C, the simulator operates in polynomial
time, rather than in expected polynomial time. In the security proof (Section 6.4.4)
this constant is fixed to a certain value.

The simulator will answer its queries such that the tree ¢(V') grows as little as
possible: indeed, any path in the tree may emerge in the need of an extra element
in A, and eventually in an evaluatable query. However, as mentioned before, one
query pair (z,y) defines at most 2°¢ arcs in the graph, leaving from the nodes in
the set C(z). The simulator will answer its queries so as to satisfy the following
properties concerning the growth of the graph:

(i) Out of all newly added arcs, at most one will be added to the tree. More
generally, the simulator assures the following property at any time in the
execution:

IC(x)Nt(V)| <1 for any = € Z3; (6.3)

(ii) When a query adds a new arc to the tree, its end node has no outgoing arc.
Together with (i), this implies that per query at most one arc is added to
the tree;

(iii) The tree does not contain any colliding paths.

Notice that a query pair (z, y) adds a new arc to the tree if and only if C(x)Nt(V') #
(. Indeed, C(x) corresponds to all nodes with an outgoing arc defined by the
query pair (x,y). In this case, the simulator needs to assure that properties (i)-
(iii) are satisfied. Secondly if z € A, the simulator needs to handle as described
above. Ideally, the value x satisfies x € A and C(z) N¢(V) = ), which explains
the algorithm for S~!. In forward queries to S, however, = is chosen by the
distinguisher, and it may be possible that C(z) N¢(V) # 0 or x € A. We will now
explain the algorithm for a forward query x to S, based on the above observations.

In case C(x) N¢(V) = O (lines 016-017), no arc will be added to the tree,
and (i)-(iii) are trivially satisfied. In case C(z) N#(V) # 0, by (6.3) and the
definition of Li,, there exists one unique couple h € t(V) and M € Z3" such that
Lin(h, M) = x. By construction, the current query adds the arc h 2, v to the
tree, where v = Loyt (y, v, M). In lines 022 and 033, the simulator assures that this
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is the only arc added to the tree, i.e., that y is chosen such that v & V4 (there is
no outgoing arc from v) and v & C(z) (no outgoing arc from v will accidentally be
added in the current round). Additionally, requirements (i) and (iii) are covered
by requiring that v does not share a capacity set with a node already in ¢(V'): lines
023 and 034.

Hence, a query adds at most one arc to the tree, and in particular, in case of

evaluatable queries, the last arc hg_ M, hy is really added last. We still need
to consider this specific case that £(V) is increased. Additionally, we still need to
explain the case of x € A.

&(V)

|
—
<
N

gets increased but x ¢ A. This specific case corresponds to the else-
clause of line 025, the simulator will proceed as previously described: the
next state value hnyt (which equals the first permutation input of the
extraction phase) is generated, and the original answer y is generated
accordingly in line 031. Notice that we need to assure that no collision
in £, occurs (line 032). In line 036, the node h,y; is added to A, provided
1 < 1. Note that, by (iii), the path to hy is unique, and (Py,...,F)) is
generated in a non-ambiguous way;

does not get increased and x € A. This case corresponds to the if-
clause of line 002: again, the simulator will generate the next state value
hnxt (which equals the next permutation input of the extraction phase),
and generate the original answer y accordingly (line 006). It will update
A in lines 014-015. Note that in this if-clause it may still be possible that
C(z)Nt(V) # 0. Then, the simulator assures properties (i)-(iii) as mentioned
before (by lines 010 and 011);

gets increased and x € A. It may be the case that a query = to S is an
element of A, and moreover adds an arc to the tree (this is checked in the
if-clause of line 008). However, as we will now explain, the message block
that labels this arc can never be the last block of a padded message, and
hence, t(V) will not be increased.

As z € A, this specific value is fixed by the simulator on forehand (in the
previous query of the extraction phase defined as hnt). In particular, it
is generated in the query where (2/,y') € L, is generated such that either
Lout (v, b/, M') = x for some h', M’ (line 031, or such that ¢ = z (line 006).
However,  had been generated such that C(z), all start-nodes of the arcs
defined by z, had an empty intersection with (V') (lines 004 and 029).?
Also, in all future queries, it is assured that new queries cannot make the
link to this specific # (due to “{J, . C(z)” in lines 010, 022, and 033). As
a consequence, if the query (z,y) adds an arc to the tree, this only happens
for an arc leaving from the end node of an arc defined by (2/,%’) (as this is
the only query round in which C(x) is not avoided as end node of a newly

2Notice that, if | = 1, one does not need to assure this property. In particular, lines 004
and 029 become unnecessary. In the proof, these are the lines that make us require the second
property concerning the capacity loss d (cf. Section 6.4).
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added arc to the tree). In other words, after the forward query z to S,

we have the path iv = ho 22 hy 2225 hy in the tree for M € (Z5)>° and
My, My € Z3', where the arc (hg, hy) is defined by (2, y’) and the arc (hq, ha)
by (z,y). However, the value M satisfying this path, particularly satisfies
x = Lin(h1, Ma), where hy = Lou(y', b/, M'). Given the specific property of
z (in the beginning of this paragraph), it satisfies either

T = Lin(xaMQ) or r = Lin(l—out(xa h/aM/)aMQ)a

for some (h', M") € Z§ x Z%'. By the requirement in Section 6.3.4, we either
have I = 1 (which means that A = () at all time), or that M5 can never
be the last block of a padded message. Summarizing, a query x € A never
increases (V).

The full proof of Theorem 6.4.1 is given in Section 6.4.4.

6.4.4 Proof of Theorem 6.4.1

Let S be the simulator of Figure 6.5, and let D be any distinguisher that makes
at most ¢y, left queries of maximal length (K — 1)m bits, where K > 1, and ¢gr
right queries. Recall from Definition 2.3.5 that the goal is to bound:

Advif, §(D) = ’Pr (DH"Jr - 1) —Pr (DR’SR - 1)‘ . (6.4)

Theorem 6.4.1 will be proven via a game-playing argument. In this aspect, our
result is fundamentally different from the result obtained by Bertoni et al. for the
original sponge design [42]. Each game consists of a left and a right oracle. In
the proof, G; will equal the simulated world, and Gg the real world. We will
go from game 1 to game 9 stepwise, and obtain a bound on (6.4) using a hybrid
argument. We define C' = 1, hence the simulator of Figure 6.5 aborts if a certain
GOTO-statement is executed.

Game 1: Gy = (L, RF') (Figure 6.6). The left oracle L; of game 1
is a lazily-sampled random oracle, and the right oracle R; consists of the two
interfaces defined by the simulator of Figure 6.5, with an additional difference
that a failure condition bad is added to the GOTO-statements in lines 005, 007,
012, 024, 030, 032, 035, and 104. The distinguisher does not see the difference
until the adversary in game 1 sets bad (recall that we put C = 1). We obtain
’Pr (DRvSR = 1) — Pr (’DG1 = 1)‘ <Pr (DGl sets bad).

Game 2: Gy = (L', RY") (Figure 6.6). The left oracle of game 1 is replaced
by a so-called relay oracle Ly that passes the queries made by the distinguisher
to L1, and returns its responses. The right oracle remains unchanged. The

distinguisher has identical views in G; and G5, and we obtain Pr (DGl = 1) =
Pr (DG2 = 1).
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L

Game 3: Gz = (L?ll,Rfl) (Figure 6.6). The left oracle of game 2 is
now replaced by an implementation of the parazoa function, which moreover
uses the right oracle as a subroutine, rather than L; directly. The right oracle
itself remains unchanged. In Lemma 6.4.2 it is proven that, as long as the bad
flag is not set in any of the two games, both are identical. Formally, we obtain
’Pr (DG2 = 1) — Pr (DG3 = 1)| < Pr (DG2 sets bad) + Pr (DG3 sets bad).

Note that in game 3, as well as in all subsequent games, the right oracle will be
queried at most ¢ := (K + 1)qr, + gr times. Indeed, in all of the following games,
the left oracle queries the right oracle at most K times in the compressing phase,
and [ times in the extraction phase. All subsequent right oracles are constructed
in such a way that each query to this oracle adds at most one element to L.
Game 4: G4 = (L?z,Rz). The right oracle Ry of game 4 differs from R;
of game 3 in the sense that h < L;(depad(M|M)); (Py,...,P) < fin"'(h)
(lines 026 and 027) is replaced by (Pi,...,P) & Zgl. Observe that the
games are perfectly indistinguishable: in game 3, R; is the only algorithm
querying L;, and as the padding is injective, it never queries L; twice on
the same value. Therefore, it can just as well generate the random values h
himself. Then, as the function fin is balanced, we have, for any a € Zgl:

Pr ((Pl, L P)=a:h& T (P, P) S fin’l(h)) = 1/2¢!. In other words,
the values (P1,...,P,) follow the uniform random distribution on pl bits, and
therefore the right oracle can just generate them directly. Formally, we have
Pr (D% = 1) = Pr (D% = 1).

Game 5: G5 = (LE?, Rs) (Figure 6.7). In game 4, all values (Py,..., P}) are
randomly generated as soon as the first one is needed. The remaining [ — 1 values
are then associated to anode z € A (line 036), and as soon as « is queried, the next
value, P, 1, is taken off of the list and processed. In game 5, these values P; are not
anymore generated in advance, but generated when needed. As a consequence, we
implicitly adjust the definition of A, in the sense that each element is labeled by an
index ¢ € {1,...,l—1} only. As in both cases the values (Py,..., P;) are generated
uniformly at random, a distinguisher cannot see the difference. Consequently, we
obtain Pr (DG4 = 1) =Pr (DG5 = 1).

Game 6: Gg = (L{*,R,) (Figure 6.7). In game 5, the values P
(i = 1,...,0) are taken uniformly at random, and the state values hpy; are
taken according to the property that P; = Lex(hnxt) for all ¢ = 1,...,1 (lines
004 and 028 in Figure 6.7). In game 6, this is the other way around: hpxt
(recall that this value equals the input to the next permutation execution in
the extraction phase) is taken randomly (permutation-wise), and the value P;
is taken such that P, = Lex(hnxt) still holds. Hence, the only changes are

in lines 003-004 and 027-028 of game 5. In Lemma 6.4.3 it is proven that

2
’Pr (’DG5 =1 | DC5 sets ﬂbad) —Pr (DGG =1 | DC6 sets —\bad)| < 22‘15 .
Game 7: Gr = (L¥*,R;) (Figure 6.8). 1In game 6, concretely in

the blocks 003-008, where the oracle is queried on an z belonging to the
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extraction phase, and 027-032 where the query answer to z will initiate the
extraction phase, the oracle decides on its answer y based on the next state
value hpyxt. In game 7, the answer y is taken uniformly at random, and the
next state hpyy is generated accordingly. The values P; = Lex(z;) are not
used in Rs, and their generation is omitted. In Lemma 6.4.4 it is proven that
’Pr (DGG =1 | DC6 sets ﬂbad) —Pr (DG7 =1 | DE7 sets —\bad)| < 22i2
Game 8: Gg = (L, Rg) (Figure 6.8). The right oracle Rg in game 8 differs
from Rj in game 7 in the sense that the GOTO-statements that are accompanied
with a bad-statement are removed. As a consequence, game 7 and 8 proceed
identically as long as the bad flag is not set in game 7. Formally, we obtain
’Pr (DG7 = 1) — Pr (DG8 = 1)| < Pr (DG7 sets bad).

Game 9: Gg = (L§7, R7). The right oracle R7 mimics a lazily-sampled random
permutation 7, and the left oracle is the parazoa specification querying this right
oracle. Hence, Gg = (H™,7), and thus Pr (DG9 = 1) =Pr (DHW’“ = 1). It turns
out that Rg of game 8 also mimics a lazily-sampled permutation, due to the removal
of the GOTO-statements. In particular, any forward query to Rg is answered with
ay € Z3\rmg(Lx). As a consequence, we obtain Pr (D% = 1) = Pr (D% =1).

We conclude that (6.4) reduces to:

. 4 2
AV (D) < 3 Pr (D% sets bad) + 2qs . (6.5)
ie{1,2,
3,5,6,7}

In the remainder of the proof, we will evaluate the probability that the
distinguisher sets bad in game 3. Thereafter, we will elaborate on the other
probabilities.

Consider the j* query (j = 1,...,¢) to R;. Notice that, by Lemma 6.4.5,
we have |A] < j —1 and [¢(V)| < j. By the union bound, the probability that
bad is set in this round, Pr;, equals the probability that bad is set in either
of the lines 005, 007, 012, 024, 030, 032, 035, or 104. Denote by Prj™* the
probability that bad is set in the j* query in line xxx. Observe that Pr?12 <
Pr?24 < Pr??"r’7 and the simulator will either execute one of these lines. Similar
observation holds for Pr?05 < Pr(;»30 and Pr?07 < Pr?32. Therefore, we obtain
Pr (DG3 sets bad inquery j) =Pr; < Pr23°v°32v°35 + Pr}°4. We first consider
Pr?3°\/°32v°35. Boolean bad is set in either of these lines if Ay, taken uniformly
at random from a set of size at least 2°7P — 2q (notice that (Py,..., P,) are fixed),
violates lines 029, 032, 033, or 034.

029. This line is violated if h,y corresponds to any capacity set already
represented in ¢(V). Consider a node h € (V). By the definition of the
capacity loss d in Section 6.4 (as Lex(hnxt) = P is fixed), there are at most
24 values hpy; such that h € C(hyy). In total, there are at most j2¢ possible
values for h,y that make this line violated;
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6.4 Indifferentiability of Parazoa Functions

032. Line 032 is violated if L ;1 [h, M](hnx) hits a set of size at most j — 1. Recall
that Loyt forms a bijection on the state (for fixed h, M);

033. Recall that Vour = U,y edom(z,) C(@0)- Line 033 is violated if hnxy hits any of
the sets C(xg), for xg € dom(L,) U {z} UA. However, by the definition of d,
for each zg, there are at most 2¢ values hyy that would satisfy hp. € C(x0).
In total, there are at most (2§ — 1)27 possible values for hy,; that make this
line violated;

034. This line is violated if h,y; shares the same capacity set with any of the
elements in ¢(V). Consider a node h € t(V): this element exactly defines
one capacity set,® say C(zo). By the definition of d (as Lex(hnxt) = P is
fixed), there are at most 2¢ values hy,y; that would satisfy hny € C(xo).
In total, there are at most j2% possible values for hyy that make this line
violated.

4j-1)2 1 .
Summarizing, we obtain Pr{>°V0%2V0% < uy)pigg Now for Pr;**, notice that

bad is set in line 104 if z, taken uniformly at random from a set of size at least
2% — g, hits a set of size at most j2PT¢ + j — 1 (by the definition of d, each h is a

ioptdy i
member of at most 2P°T¢ capacity sets). Concluding, Pr;04 < 12;)27:?1 By the

union bound, and under the assumption that 2¢ < 2°~P~!, we thus obtain

Tq(q+1)

Pr (DG3 sets bad) < Y

For games G1, G, the same analysis holds. For games G5, G, G7, the same
bound can be obtained similarly, and we only highlight the major differences: (i)
hnxt is now generated randomly from a set of size at least 2° —2¢, and (ii) we cannot
use the fact that Lex(hnxt) = P is fixed anymore, but still the same analysis holds
with 2¢ replaced by 2P*9. In general, however, the same bound is obtained for
these games. Now, combined with (6.5), these bounds give the claimed result.

Lemma 6.4.2. As long as bad is not set in games 2 and 3, both are identical.
Formally, Pr (DG2 =1 | D2 sets ﬁbad) =Pr (DG3 =1 ’ D sets ﬁbad).

Proof. We need to prove that, until bad is set in either one of the two games,
the query outcomes in games 2 and 3 are identically distributed. As both games
employ the same right oracle, D can differentiate game 2 and 3 only if it discovers
any inconsistencies in the answers by the left oracles (Ly for game 2 and Ls for
game 3), given any list of queries made by D to the right oracle.

Consider an execution of game 2 or game 3. Recall that £, consists of a list
of query pairs to the right oracle, and that (V, A) is the graph defined by these.
Denote by V = (V1,, Vr) any view of a distinguisher on an execution of the oracle
(G2 or Gs). Here, Vy, is a list of different query pairs (M, h), and Vg a list of query

3Here we require the property of Lj, that all capacity sets are the same if they share one
element. It is clear that this requirement can be relaxed at a cost of 2™, as mentioned in
Section 6.3.1.
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pairs for the right world. In game 2, we have Vp = L, and in game 3, we have
Vr C L (by construction). Denote by (V, A) the subgraph of (V, A) generated
by the query pairs in Vr. We need to prove that, given any view V, outcomes of
new queries to the left oracle are identically distributed in both games. Formally,
we need to prove that for any M € Z3° and any h € Z7, we have

Pr(Ly(M)=hin G3 | V; M & dom(Vy); DY sets —~bad)

o (6.6)
=Pr(Ls(M)=hinG3 | V; M &dom(V.); DY sets —bad) .

Define (M, ..., My) = pad(M) to be the padded message of M. We will call the

queried message M “determined” by Vg if there exists a path iv M M, h
in (V, A). We will prove that if M is not determined by Vx, both probabilities in
(6.6) equal 1/2"™. On the other hand, if M is determined by Vg, both properties
are still equal (although they may naturally have a higher value).

M is not determined by Vg. As the tree in (V, A) contains no path labeled by
M -+ My, and moreover M ¢ dom(Vy,), in both games the oracle L; had
never been queried on M. Now, in game 2, Ly passes the query through
to Li, which will generate its answer uniformly at random from Z% (line
201). In game 3, the for-loop of line 402 will force the right oracle to grow

the path iv R[N hi to some node hy. By Lemma 6.4.5 and as M

is not determined by Vg, at least the last arc hg_1 My, hi will be newly
added to the tree. By construction, the oracle R3 will generate the query
answer via the else-clause of line 025. It will query a new value to L1,
which samples the value h <= ZJ. The oracle R3 will represent this value h
in an obfuscated way in a list of [ values (Py,..., ;) and answer all future
queries from L3 such that this oracle will exactly extract the same values
(Py,...,P). Consequently, the value h outputted by Ls in line 411, exactly
equals the one randomly sampled;

M is determined by Vg. By construction, the path iv M, R My, hy, is
in the tree, for some hg_1, hy. But by Lemma 6.4.5, the tree is only increased
with one arc at a time, and as a consequence, the arc (hg_1,hy) labeled
by Mj must have been added to the tree after My --- My_1 are known.
Additionally, the tree is never increased in inverse queries (Lemma 6.4.5), and
a determinatable path is never created in queries for x € A (Lemma 6.4.6). In
other words, this specific arc had been added in a forward query via the else-
clause of line 025. In particular, the oracle R; already generated (P4, ..., P)
such that fin(Py,..., ) = Li(M) (by Lemma 6.4.5 there are no collisions
in the tree, and thus the oracle indeed queried L; on M). It additionally
defined the node hy as the next state in the extraction phase corresponding
to the above-described path. Additionally, it saved (hg;1, Ps, ..., P) in A.
By construction, this value hj satisfies Lex(hi) = Pi. In particular, Vg
and A jointly deterministically define (Py,...,P), and therewith L;(M).
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6.4 Indifferentiability of Parazoa Functions

However, the distinguisher does not know A. Let i* € {0,...,l — 1} be the

maximal index such that hg, ..., hgr—1 € dom(Vg). Recall that we have
Pz' = Lex(hk+i—1) and hk+i = Eﬂr(hk_i_i_l), for i = 1,...,[. Then, using
this equation, the distinguisher can deterministically determine P, ..., P;x

from Vi. As L;(higyi+) is unknown to the distinguisher, and all other
values in (Vr, Vg) are unrelated,* the distinguisher is oblivious to the values
Pi<y1,..., P such that fin(Py, ..., P) = L1(M). This analysis holds for both
games: in game 2, the oracle Ly will output this pre-determined h. In game
3, by construction of the if-clause of line 002, the oracle L3 will output the
same pre-determined h. O

Lemma 6.4.3. As long as bad is not set in any of the games 5 and 6 (Figure 6.7),
both games are statistically indistinguishable. Formally, we have:

2q2

|Pr (DG5 =1 | D5 sets ﬂbad) — Pr (DG6 =1 | DE6 sets —\bad)| < e

Proof. For the purpose of the proof, we construct two new games 5a and 6a. Game
Ha differs from game 5 in the sense that line 028 is replaced by:

028a hoxt < Lot (P1)
028b if hnyxe € dom(Lr)U{z} UA:
028c  bad’ + true; GOTO 028a

and similar for line 004 of game 5. D does not see the difference, and hence
Pr (DG5 = 1) = Pr (DGSa = 1). Game 6a differs from game 6 in the sense that
line 027 is replaced by:

027a huxt < 73
027b if hnyxe € dom(Lr)U{z} UA:
027c¢  bad’ <+ true; GOTO 027a

and similar for line 003 of game 6. As before, Pr (’DG6 = 1) = Pr (DG5a = 1),
and the problem reduces to bounding |Pr (DG5a = 1) —Pr (DGG@ = 1) | By the
properties of Ley, both games distribute the (P;, hpyt)’s identically as long as bad
and bad’ are not set. As a consequence, we obtain:

‘Pr (DG’)"' =1 | DCsa gets ﬂbad) — Pr (DGG“ =1 | DCsa gets —\bad)|
< Pr (DG5“ sets bad’) + Pr (DG“ sets bad') .

Consider game 5a, and assume D%« did not set bad. Suppose the right oracle
has been queried j — 1 times, and consider the j™ query z to the right oracle.

41t may be the case that hiti € dom(Vg) for some ¢ > i*, but this only happens with
negligible probability. Moreover, from the view of the distinguisher, this arc is equally likely to
be a part of the tail as any other arc.
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As the simulator will either execute line 004 or 028 (not both), and will set bad’
with a higher probability in 028c, it suffices to consider this line only. Notice that
we have |[dom(L,) U {z} UA| < 25 — 1 (by Lemma 6.4.5). The probability that
bad’ is set in 028c equals the probability that a value Ay, randomly sampled
from a set of size 2° (recall that line 028 is preceded by P; & 75 and that Leyx
is balanced), hits a value in a set of size at most 2j — 1. As a consequence, bad’
is set in the j*" query with probability at most 22-1. Summed over j, we obtain

25
Pr (DG“ sets bad') < (21—2 Similarly, we obtain Pr (’DGGa sets bad’) < g—z O

Lemma 6.4.4. As long as bad is not set in any of the games 6 and 7 (Figures 6.7
and 6.8), both games are statistically indistinguishable. Formally, we have:

2q2

25

Proof. The proof is similar to the one of Lemma 6.4.3, and we only highlight
the details. We adjust game 6 as in the proof of Lemma 6.4.3. In game 7, we
expand lines 003 and 026 similarly. As long as bad and bad’ are not set in both
games, the values (y, hnxt) are generated identically, and no distinguisher can see
the difference. As a consequence, it remains to bound the probability that bad’
is set in any of the two games. Straightforward computations now result in the
required bound. O

|Pr (DY =1 | D¢ sets —-bad) — Pr (D" =1 | D7 sets ~bad)| <

Lemma 6.4.5. For games G; (i = 1,...,8), the following holds. Let (V,A) be
the graph generated during the execution of the games, and let (t(V),t(A)) be
the subgraph spanned by the nodes in t(V'). Let (t(V);,t(A);) be the subgraph of
(t(V),t(A)) after the j™ query. Let A; denote the set A right after the j™ query.
Under the condition that in the execution of the game, bad is not set, the following
properties are satisfied for any j > 0:

(1) We have |C(x) Nt(V);| <1 for any x € Z5;
(i1) We have [t(V);| < j+1 and [t(A);| < j. In particular, t(V) is a tree in
(V, A);
(i1i) We have |Aj;| < j.

only for game 7. First of all, (iii) is satisfied as any query to the R5 adds at most
one element to A. The proof of the other properties is done by mathematical
induction. Before the first query to Rs is made, we have [¢(V)o| = 1 and [t(A)o| =0
and the claims are naturally satisfied. Now, assume the claims hold after j — 1
queries, and consider the ;' query. We distinguish between forward and inverse
queries.

Inverse query. On input of y, the simulator outputs some value x. This query
adds at most 2PT¢ arcs to the graph, leaving from the vertices in C(x). As the
simulator did not set bad in line 104, we have |C(x) N¢(V);_1] = 0, and as a
consequence, the size of the tree is not increased. The claims now follow by the
induction hypothesis.
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Forward query. On input of x, the simulator outputs some value y, and this is
the only query pair added to £,. This query adds at most 2°T% arcs to the graph,
leaving from the vertices in C(z). If [C(z) N¢(V);_1] = 0, the same happens as
for inverse queries, and all properties are satisfied by induction. Suppose C(z) N
t(V)j—1 # 0. By the induction hypothesis for (i), there is exactly one value h in
this intersection, which by the properties of L;, uniquely defines M such that an arc

h M wtow = Lout(y, h, M) will be added. Thus, this (x,y)-pair defines exactly
one new arc in the tree starting from a node in ¢(V'),_1. In terms of Figure 6.8,
either the if-clause of line 008, or the else-clause of 018 will be executed. In both
cases, as bad is not set, y is generated in the same manner, and for simplicity
we will analyze the run of the if-clause of line 008 only. As bad is not set via
line 010, the end node w is no element of Vit U C(x). In other words, w has no
outgoing arc in the updated graph. As a consequence, t(A); = t(A);—1 U{(h,w)}.
Also as bad is not set via line 011, the end node w is not yet in the tree ¢(V);_1,
and will henceforth be newly added. These two observations prove property (ii).
Remains to prove that the first property is satisfied. To the contrary, suppose
IC Nt(V);| = 2 for some capacity set C. This implies that h’,w € C for some
R € t(V);—1, which contradicts with the fact that bad is not set via line 011. [

Lemma 6.4.6. Consider games 2 and 8 (Figure 6.6), and assume that bad is
not set. A query Ri(x), with x € A, never increases t(V).

Proof. First of all, if [ = 1, lines 015 and 036 never increase A, and the claim is
naturally satisfied as A = () throughout. Otherwise, by virtue of the condition in
Section 6.3.4, the last block of a padded message always satisfies (6.2). We will
show that, if a query Rj(x) for x € A adds an arc to the tree, the message block
M that labels this path satisfies Ly, (z, M) = x or Ly (Low(z,h', M'), M) = z for
some (h’, M’), therewith proving the claim.

Inverse queries never increase the tree (Lemma 6.4.5), and we will ignore them
for simplicity. For readability, we will add a subscripts to the values x and the tree.
Denote by (V); the tree in (V, A) after the j'" query, for j = 1,...,¢. Suppose
x; is the 4 query to the right oracle, and suppose x; € A (notice that z; occurs
exactly once in A, due to lines 003 and 028). The node z; had been added to A in
either line 015 or 036, in one of the previous queries, say the i*" query, for i < j.
By lines 004 and 029, z; had been generated such that C(z;) N¢(V);—1 = (. Due
to the statement “{J ., C(z)” in lines 010, 022 and 033, it is assured that any new
node added to the tree in the (i + 1) up to the (j — 1) query, is not in C(x;).
Formally, we have C(z;) N (¢(V);—1\t(V);) = 0. As moreover C(z;) Nt(V);—1 =0,
this means that the query x; to Ry increases t(V) only if Lout(yi, B, M') € C(z;)
for some h/, M’ (coming from the i*" execution). By the properties of Ly, these
values uniquely define the message block M that labels the new arc created by
the query z;, namely: M satisfies Lin(Lou(vi, B/, M'), M) = z;. However, by
construction (lines 006 or 031), we either have y; = z; or y; = Lo\ [/, M'](x;).

out
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Consequently, the message block violates the (6.2). Therefore, M cannot be the
last block of any padded message, and in particular ¢(V') is not increased. O

6.5 Conclusions
We present some comments on the parazoa hash function design.

Ambiguity. The design as described in Section 6.3 allows for ambiguous
interpretations. In particular, it is straightforward to construct schemes that can
be described as a parazoa function in different ways:

o Let P be any s-bit permutation. For any parazoa design with [ = 1, the
same design is described if Liy, Loyt and Lex are replaced by Li, = Li, o P,
L we = PoLlout and L, = Lex o P71, and with the initial chaining value re-
defined as iv' = P(iv). Although this modification does not harm the security
of the described parazoa design, the obtained indifferentiability bound may
differ. In particular, this modification may affect the value d;

e Consider a parazoa design where Lo (h) = left,(h), and fin(Py,..., P) =
Pyl -+ - ||P;. Then, the same design is described if these functions are replaced
by LL.(h) = h and fin'(Py,..., P) = left,(P1)]| - - - |/left,(P,). However, our
bound becomes meaningless for the second description, whereas this need not
be the case for the first description. This paradoxical ambiguity is because
the parazoa design allows for any type of finalization function, and therefore,
we cannot base security of the parazoa function on specific properties of the
finalization. For instance, our scheme does not make any distinction between
fin" and fin" (P, ..., P) = left, (P1]| - | P).

In general, different descriptions of a parazoa design may result in different bounds,
and the best bound naturally applies.

Generalization of g. It is possible to consider the parazoa hash function
design with a more complicated function g, namely to define it as g(hgyi—1) =
(hii, Pi), where (z, P;)  Miy(hgtiz1), v < w(z), and hgyi < Mout (Y, Akti-1)
(cf. Figure 6.9). It is straightforward to generalize the simulator and the proof
to this case. The simulator of Figure 6.5 is modified mainly in the lines 003 and
028 (one randomly generates xy¢ as input to the next permutation and generates
huxt Tandomly from I\/I;ll(asnxt, P;+1) rather than L} (P;41)) and in line 006 (one
deterministically finds the previous state value hprev and computes y such that
Paxt = Mout (¥, Bprev)). The proof results in the same bound. For this proof, we
would require both M;, and My, to be bijections on the state, and additionally
that, restricted to the extract P;, the function Mj, is balanced.

Generalization to (multiple) different ideal primitives. The description of
the parazoa design is based on one permutation 7, which is utilized by both f
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Forward Query R;(x)

000 if x € dom(Ly) :

001
002
003
004
005
006
007
008

009

010
011
012
013
014
015
016

=

return y = L (x)

if © € A assoc. with some (i; Py P) :

Baxt € Lad (Pig1)\ (dom(L) U A)
if C(hnxt) NE(V) #£ 0 :
bad « true; GOTO 003
Y < hnxe
if y € rng(Lx) : bad + true; GOTO 003
if C(x)Nt(V)#0:
{ find unique h € ¢(V) and M
s.t. Lin(h, M) ==z
if Lout(y, hy M) € Vour U (Uyen C(@))
or if 30’ € t(V) : sameC(h/, Lout(y, h, M)) :
bad < true; GOTO 003
end if
A A\{(z;%, Piy1--- P)}
ifit1<l: Ae AU{(hnxt;i+1,Pipa - P)}

else if C(z) NH(V)=0:

017  y<<& Z5\rng(Lr)
018 else if C(z)Nt(V) #0:

{ find unique h € £(V), M and M
019 v

s.t. Lin(h, M) =z and iv — h

020  if M||M ¢& rng(pad) :
021 y & Z5\mg(Lr)
022 if Lout(y, h, M) € Vous UC(2) U (Upen Cx))
023 or if 30’ € t(V) : sameC (R, Lout(y, h, M)) :
024 bad <« true; GOTO 021
025 else if M||M € rng(pad) :
026 h & Ly (depad(M]|M))
027 (Pr,...,P) & fin~1(h)
028 Bt <= Lot (P (dom(Lx) U {a} U A)
029 if C(hnxt) NE(V) #0:
030 bad + true; GOTO 028
031 y < Lok [h M](haoxt)
032 if y € rng(Lr) : bad < true; GOTO 028
033 if Lout(y, h, M) € Vous UC(2) U (Uyen Cx))
034 or if 30’ € t(V) : sameC(h/, Lout(y, h, M)) :
035 bad < true; GOTO 028
036 iF1<l: A AU{(hnxt;1, P2+ P)}
037 end if
038 end if

039 return L (z) <y

6.5 Conclusions

Inverse Query Rl_l(y)

100 if y € rng(Lr) :

101 return z = L7 (y)

102 7 & 7Z5\dom(Lr)

103 if z € Aor C(z)Nt(V) #0:
104 bad < true; GOTO 102
105 return L7 (y) < «

Query L; (M)

200 if M € dom(H) return h = H(M)
201 h <& 7
202 return H(M) < h

Query Lz(M)

300 return h < Ly (M)

Query Ls(M)

400 (M, ..., M) < pad(M)
401 ho + iv

402 fori=1,...,k:
203z« Lin(hi—1, M;)
404  y <+ Ri(x)

405 hi < Lout(y, hi—1, M;)
406 end for

407 fori=1,...,1:

408 P e Lox(hisi1)
409 hpyi ¢ Ri(hgyio1)
410 end for

411 h« fin(Py, ..., P)

412 return h

Figure 6.6.

Games 1, 2, and 3.

In game 1, the distinguisher

has access to Ll,RlL1 (oracles Lo, Ls are ignored). In game 2, the
distinguisher has access to Lgl , RlL ! (oracle Lj is ignored). In game

Ly
3, the distinguisher has access to L3Rl ,RlL1 (oracle Lo is ignored).
Oracle L; maintains an initially empty table H.
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Forward Query Ra(x)

000 if = € dom(Ly) :
001 return y = Lr(z)

002 if = € A assoc. with some i :
for a =3:

003 Py & 78

004 hnxt < Lot (Pig1)\(dom(Lx) U A)
fora=4:

003 huxt < Z5\(dom(Lr) U A)

004  Piyq < Lex(hnxt)

005 if C(hnxt) NE(V) #0:

006 bad « true; GOTO 004

007 Y < hnxt

008 if y € rng(Lx) : bad < true; GOTO 004

009 if C(z)Nt(V)#0: Inverse Query R;l(y)
010 find unique ’h e t(V) and M 100 if y € rg(Lx) :
st. Lin(h, M) = @ o1y,
L o e v c 101 return z = L (y)
011 if Lout(y, h, out U
s ! " ;(;;‘/' . f(&)e' out C((hQILGA (xh))M)) ' 102 z <& Z3\dom(Lx)
o °r‘; Lo e GSS’;GO oos out (v, 5, M) : 103if 2 € A or C(z) N (V) # 0 :
ad « true; 104  bad « true; GOTO 102
014 end if

105 return £;'(y) «

015 A+ A\{(z;4)}
016 ifi+1<l: A+ AU{(hnxt;i+1)}

017 else if C(z)Nt(V) =0: Query L3(M)
018y << Z5\mg(Lr) 400 (My, ..., My) « pad(M)
019 else if C(z)Nt(V) #0: 401 hg + iv
020 { find unique h € t(V), M dr%([i M 402 for i =1,. k:
s.t. Lin(h, M) =z and iv — h 403 z 4 Lin(hi—1, M;)

021 if M||M & rng(pad) : 404 y < Ra(z)
022 y < Zg\mg(Lx) 405 hy Lot (y, hi1, M;)
023 if Lout (y, b, M) € Vous UC(2) U (U en C(2)) 406 end for
024 or if 3n’ € (V) : sameC(h’, Lout(y, h, M)) : 407 fori=1,...,0:
025 bad <+ true; GOTO 022 408 Pi + Lex(hgti—1)
026 else if M| M € rg(pad) : 409 Riyi < Ra(hryio1)

fora=3: 410 end for
027 P& 411 b« fin(Py, ..., )
028 hnxt & Lgxl (Pl)\(dom([:‘rr) U{z}u A) 412 return h

fora=4:

027 Bt < Z5\ (dom(Lx) U {z} U A)

028 Py 4 Lox(hnxt)
029 if C(huxt) NE(V) #0:
030 bad + true; GOTO 028
031 y < Lk [hy M)(hnxt)
032 if y € rng(Ly) : bad < true; GOTO 028
033 if Lout(y, b, M) € Vour UC(z) U (U, en Cl))
034 or if 30’ € t(V) : sameC(h/, Lout(y, h, M)) :
035 bad «+ true; GOTO 028
036 if 1<l: A+ AU{(hnxs;1)}
037 end if
038 end if

039 return L (z) <y

Figure 6.7. Game 5 (for @ = 3) and game 6 (for @ = 4). In both
games, the distinguisher has access to L?%Rw
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Forward Query Rq ()

000 if = € dom(Ly) :

001 return y = Lr(z)

002 if = € A assoc. with some i :
003y <= Z§\rmg(Lx)

004  huxt ¢

005 if hnxt € dom(Lr) U A

006  or if C(hnxt) Nt(V) #0:

007 bad <+ true; | GOTO 003

008 if C(z)Nt(V)#0:

009 { find unique h € ¢(V) and M
s.t. Lin(h, M) =2z
010 if Lout(y, h, M) € Vour U (Ugen C(@))
011 or if 30/ € t(V) : sameC(h/, Lout(y, h, M)) :
012 bad « true;
013 end if

014 A+ A\{(z;9)}
015 ifi+l1<l: A+ AU{(hnxt;i+1)}
016 else if C(z)Nt(V)=0:
017 y & Z5\rng(Lr)
018 else if C(z)Nt(V) #0:
find unique h € £(V)), M and M
{ s.t. Lin(h, M) = 2 and iv 25 h
020 if M||M ¢ rng(pad) :

=

e

019

021 y & Z5\rng(Lr)
022 if Lout(y, h, M) € Vous UC(2) U (Uyen Cx))
023 or if 3n’ € (V) : sameC(h/, Lous(y, h, M)) :

024 bad «+ true; | GOTO 021

025 else if M| M € rg(pad) :

026 y <& Z5\rng(Lr)

027 haxt < Lout (y, h, M)

028 if hnxt € dom(Lr)U{z} UA

029 or if C(hnxt) NE(V) #0:

030 bad < true;

031 if Lout(y, h, M) € Vous UC(2) U (Uyen C(2))
032 or if 30’ € t(V) : sameC(h/, Lout(y, h, M)) :
033 bad < true;

034 if 1<l: A<+ AU{(hnxt;1)}

035 end if

036 end if

037 return L (z) <y

6.5 Conclusions

Inverse Query R;l(y)

100 if y € rng(Lx) :

101 return z = L7 (y)

102 z <& Z5\dom (L)

103if z€ Aor C(z)Nt(V)#0:

104 bad + true; | GOTO 102

105 return L7 (y) « «

Query La(M)

400 (My, . .., My) < pad(M)
401 hg + iv

402 fori=1,...,k:

403 z  Lin(hi—1, M;)
404 y < Ra(z)

405 hi + Lous(y, hi—1, M;)
406 end for

407 fori=1,...,0:

408 P; + Lex(hkti-1)
409 hppi < Ra(hpyio1)
410 end for

411 h <+ fin(Py, ..., P)

412 return h

Figure 6.8. Game 7 (for « = 5, including the boxed statements)
and game 8 (for o = 6, with the boxed statements removed). In both
games, the distinguisher has access to Lf",Ra.
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6 The Parazoa Hash Function Family

x
hivir—p My | 7 < Mout—> it
()

Figure 6.9. A generalized variant of the extraction function g.

and g. We notice that in the design and the proof, 7 can easily be replaced by a
random function. Also, it is straightforward to consider two different permutations
71, (e.g., f is build on 7 and g on m3). We notice that, in some cases, the usage
of different permutations may improve the indifferentiability bound. For instance,
if { = 1, and the last execution of f is defined to use a different permutation, the
variable d (cf. Section 6.4) becomes superfluous.

Remarks on the applications. In the introduction of this chapter, we
sketched several applications of parazoa functions, and we will briefly elaborate
on this. The original sponge follows the parazoa design with m = p; if we
relax this requirement to allow for p # m, the indifferentiability bound results
in O((Kq)?/25~max{pml) (d = max{m — p,0}), where s is the state size of the
sponge. The indifferentiability bounds for the lightweight hash functions Quark
[24], PHOTON [55], and SPONGENT [106] follow directly. The Grindahl hash
function (simplified, with zero final blank rounds) satisfies the parazoa function
design with d = m, which is caused by the fact that L;, inserts the message
in the leftmost part, while Lex outputs the rightmost part of the state. With
respect to NIST’s SHA-3 hash function competition, we can consider the following
second round candidates. CubeHash consists of a permutation P executed 16 times
iteratively, and the result holds if P! is assumed to be a random permutation. In
its final transformation, one bit in the chaining is swapped, which results in d = 1.
Hamsi [135] employs two different permutations, one of which is exclusively used
in the last compression function. We note that, even though the permutation
and compression function input sizes of Hamsi differ, the design can be described
as a parazoa function: instead of chopping half of the state at the end of a
compression function evaluation f, and concatenating the remaining state with
the expanded message in the subsequent call to f, one can just as well leave the
state unchopped, and overwrite the redundant part of the state with the expanded
message in the next evaluation of f. A simplified version of Hamsi, where each
compression function employs one single permutation, would be insecure as the
attack of Section 6.2 would apply. However, it is fair to believe that for the original
Hamsi a better bound can be obtained [134]. The Fugue design can be considered
to have a final compression function execution based on a permutation «’ differing
from the permutation 7 used in the iteration (for instance, for Fugue-256 we have
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6.5 Conclusions

7 = (SMIX o CMIX 0o ROR3)? and 7’ = G [107]). Still, the parazoa design can
handle Fugue, and the results carry over. The Luffa compression function consists
of a linear function operating on the state, and multiple smaller permutations
executed in parallel. The results hold under the assumption that this parallel
execution behaves like one random permutation. (For Luffa-384 and Luffa-512,
which satisfy the parazoa design with I = 2, (6.2) says that the last block of
a padded message should satisfy Li,(xz, M) # z for all € Z5. However, the
last block of a padded message of Luffa-384 or Luffa-512 is a zero-block, and for
both versions of Luffa we have L;,(0°,0™) = 0°. It is straightforward to see that
indifferentiability can be re-obtained by artificially assuring that ¢(V)NC(0%) =0
throughout (for instance, this is satisfied if the simulator defines a query pair
(0%,y) for randomly chosen y € Z§ in its initialization phase).) For both Fugue
and Luffa, our result has been confirmed by Bhattacharyya and Mandal [43].
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7 NIST’s SHA-3 Hash
Function Competition

In 2004, a series of differential attacks by Wang et al. [220,221] have exposed
security vulnerabilities in the design of the most widely adopted and deployed
SHA-1 hash function. As a result, in 2007 the US National Institute for Standards
and Technology (NIST) recommended the replacement of SHA-1 by the SHA-2
hash function family and announced a call for the design of a new SHA-3 hashing
algorithm. The call prescribed that SHA-3 must allow for message digests of length
224,256,384, and 512 bits, it should be efficient, and it should provide an adequate
level of security. NIST received 64 submissions, 51 of which advanced to the first
round of the competition. In the second round, 14 candidate hash functions were
considered, and five candidates of them advanced to the third and final round:
BLAKE [25], Gregstl [104], JH [224], Keccak [40], and Skein [93]. On October
2nd, 2012, NIST announced that Keccak has been selected as the winner of the
SHA-3 competition. Keccak is about to be standardized and may (or may not)
become the most prominent hash function in the next decennia. Below we recall
the security requirements by NIST in their call for the SHA-3 hash function.

NIST Security Requirements

The SHA-3 hash function is required to satisfy the following security requirements
[180]: (i) at least one variant of the hash function must securely support HMAC
[30] and randomized hashing [109]. Next, for all n-bit digest values, the hash
function must provide (ii) preimage resistance of approximately n bits, (iii)
second preimage resistance of approximately n — L bits, where the first preimage
is of length at most 2¥ blocks, (iv) collision resistance of approximately n /2 bits,
and (v) it must be resistant to the length extension attack. Finally, (vi) for
any m < n, the hash function specified by taking a fixed subset of m bits of the
function’s output is required to satisfy properties (ii)-(v) with n replaced by m.
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7 NIST's SHA-3 Hash Function Competition

Notation

Throughout this chapter, we use a unified notation for all candidates. The value
n denotes the output size of the hash function, ! the size of the chaining value,
and m the number of message bits compressed in one iteration of the compression
function. A padded message is always parsed as a sequence of k > 1 message
blocks of length m bits: (M, ..., My).

Contributions of This Chapter

Several classifications of the SHA-3 candidates appeared in literature [92,97,133,
216], but the focus in those works is on performance. In this chapter, we provide a
detailed survey of the five SHA-3 finalists, in which we compare their security
reductions. We consider preimage, second preimage, and collision resistance
(security requirements (ii)-(iv)) for the n = 256 and n = 512 variants. We also
include their indifferentiability security results. The security analysis is realized
in the ideal model, where one or more of the underlying integral building blocks
(e.g., the underlying block cipher or permutation(s)) are assumed to be ideal, i.e.,
random primitives.

Observe that for the five SHA-3 finalists, the algorithms that output 224 or 384
bits are the same as the 256- or 512-bit algorithms with an additional chopping at
the end. As for requirement (i), all designers claim that their proposal can safely
be used in HMAC mode [30] or for randomized hashing [109], and for requirement
(v), we note that all designs are secure against the length extension attack.

In an attempt to complete “open gaps” in the classification, in this chapter we
prove several results of the five finalists:

BLAKE. We include a full security analysis of BLAKE in the ideal cipher model
in Section 7.1 and give proofs of optimal collision, preimage, and second
preimage resistance;

Grgstl. We present an indifferentiability analysis of Grgstl in the ideal permutation
model in Section 7.2, as well as an optimal second preimage security proof;

JH. We present a (second) preimage security proof of JH, which is optimal for
n = 256;

Skein. We present an optimal second preimage security proof of Skein.

We refer to Table 7.1 for the summary of all provable security results of
the SHA-3 finalists. It shows that all candidates, with the exception of the
(second) preimage security of JH-512, achieve optimal collision, preimage, and
second preimage security for both their 256 and 512 variants. The optimal results
refer to the general iterative structure of all the algorithms. The analysis in
all cases is performed in the ideal setting. More importantly, we claim that
the provided comparison is sufficiently fair due to the fact that the ideality
assumption is hypothesized on basic underlying primitives, such as block ciphers
and permutations, as opposed to higher level compression function building blocks.
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7 NIST's SHA-3 Hash Function Competition

On the other hand, while optimality results hold for the five hash function
finalists, the security of their compression functions again in the ideal model differs.
The security here varies from trivially insecure compression functions for JH and
Keccak to optimally secure ones for BLAKE, Grgstl, and Skein. We want to note
that the latter remark does not reflect any security criteria indicated in the security
requirements of NIST. In addition to the classical notions of collision, preimage,
and second preimage security, we also investigate the notion of indifferentiability.
We include the indifferentiability notion not only because it is relevant by itself,
but it is also an important tool to derive further security results: it encompasses
structural attacks, such as the length extension attack in single round interactive
protocols [157,192]. JH and Skein offer 256-bit indifferentiability security for
both their variants, and BLAKE and Grgstl offer 128-bit and 256-bit security for
their respective 256 and 512 variants. Keccak provides higher indifferentiability
guarantees: 256-bit and 512-bit, respectively, and that is achieved by increasing
the iterated state size to 1600 bits as compared to sizes from 256 bits to 1024 bits
for the other hash function candidates.

Outline

In Sections 7.1-7.5, we consider the five SHA-3 finalists from a provable security
point of view. We give a high level algorithmic description of each hash function,
and discuss the existing and new security results. All results are summarized in
detail in Table 7.2. The chapter is concluded in Section 7.6, where we discuss the
provable security results.

Bibliographic Notes

The first classification of SHA-3 candidates based on the by NIST specified security
criteria has been published by Andreeva, Mennink, and Preneel at the Information
Security Conference 2010 [12]. This classification consisted of a summary of the
state of the art provable security results (regarding requirements (1i)-(iv)) of all
14 second round candidates. In the International Journal of Information Security
[3], Andreeva, Bogdanov, Mennink, Preneel, and Rechberger extended this result
with a classification of security against differential attacks [47]. Later, during
the third and final round of the competition, Andreeva, Mennink, Preneel, and
Skrobot reconsidered this classification for the five finalists, and filled the “open
gaps” (results in Sections 7.2, 7.3, and 7.5 of this chapter). This work was published
at AFRICACRYPT 2012 [16]. The classification as given in this chapter is mostly
taken from [16].

Section 7.1 furthermore contains results published by Andreeva, Luykx,
and Mennink at Selected Areas in Cryptography 2012 [6], and Section 7.2
contains results published by Andreeva, Mennink, and Preneel at Security and
Cryptography for Networks [9].

143



7 NIST's SHA-3 Hash Function Competition

Parts of these results have also been presented at NIST’s 2nd SHA-3 Candidate
Conference 2010 [10,13], NIST’s 3rd SHA-3 Candidate Conference 2012 [7,17], and

Bulgarian Cryptography Days 2012 [18].

Table 7.1. Security guarantees of the SHA-3 finalists. Here, [ and m
denote the chaining value and the message input sizes, respectively.
The next four columns of both tables correspond to the preimage,
second preimage, collision, and indifferentiability security in bits.
Regarding second preimage resistance, the first preimage is of length
2L blocks. The results in bold are derived in this chapter. For a
more detailed summary we refer to Table 7.2.

l m epre esec col iff assumption
BLAKE-256 256 512 256 256 128 128 E ideal
Grgstl-256 512 512 256  256-L 128 128 m, p ideal
JH-256 1024 512 256 256 128 256 7 ideal
Keccak-256 1600 1088 256 256 128 256 7 ideal
Skein-256 512 512 256 256 128 256 E ideal
NIST’s requirements 256  256-L 128 — —
l m epre esec col iff assumption
BLAKE-512 512 1024 512 512 256 256 FE ideal
Grgstl-512 1024 1024 512 512-L 256 256 m, p ideal
JH-512 1024 512 256 256 256 256 7 ideal
Keccak-512 1600 576 512 512 256 512 7 ideal
Skein-512 512 512 512 512 256 256 E ideal
NIST’s requirements 512  512-L 256 — —

7.1 BLAKE

The BLAKE hash function [25] is a HAIFA construction (Section 2.5.1). The
message blocks are accompanied with a HAIFA-counter, and the function employs
a suffix- and prefix-free padding rule. The underlying compression function f is
based on a block cipher E : Z3! x Z7* — Z2'. It moreover employs an injective
linear function L, and a linear function L’ that XORs the first and second halves
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7.1 BLAKE

BLAKE: Keccak:
(n,1,m,s,t) € {(256, 256,512, 128, 64), (n,1,m) € {(256, 1600, 1088), (512, 1600, 576)}
(512,512, 1024, 256, 128) } w1 Z — ZY permutation
E: 72 x 23 — 72" block cipher f(hy M) = m(h @ (M||0'=™))
L:zbrett 5 720 L. 22" — 7Z) linear functions
f(h, 8, M, T) = L'(Ep(L(h, S, T))) & h & [S]2 Keccak(M)
(M1, ..., My) < pad, (M), ho + iv
BLAKE(M) hi + f(hi—1,M;) fori=1,...,k
(M, ..., My) « pad, (M), ho < iv h <+ lefty, (hx)
S € Z3, (T:)F_, HAIFA-counter return h
hi < f(hi_1,S, M;,T;) fori=1,...,k
return hj Skein:
(n,1,m) € {(256,512,512), (512,512, 512)}
Grostl: E 23 x 23?8 x Zl2 — Zy' tweakable block cipher
(n,1,m) € {(256,512,512), (512, 1024, 1024) } f(h,T,M)=Epr(M)® M
T, p : Ly — L, permutations Skein(M)
h,M)=mn(h® M M h ! .
géh):lr(h)é}ffb )@ p(M) & (Mllyu,Mk)(—pads(M), ho + iv
(T%);—, round-specific tweaks
Grostl(M) hi  f(hi—1, T, M;) fori=1,...,k
(M, ..., My) + pady (M), ho + iv R+ left, (hy)
hi « f(hi—1,M;) fori=1,...,k return h
h « left, (g(h))
return h
JH: Padding functions:
(n,1,m) € {(256,1024,512), (512,1024, 512)} G (M) — M0 1M1 —t—2 mod my|( (| s
w1 Z — ZY permutation pad, (M) = M| I ‘Zf
PN I I d (M) = M| 10=!M1—65 mod 1 | M|465
F(h, M) =w(h@ (0™ M) @ (M[l0'~™) pady (M) = M| Mix [oos
pad; (M) = M [1078%+ (= 1M mod m) | (107]) 15
JH(M) ad‘ (A1>_M”10—\1&1\—2 mod m
(M, ..., My) + pad; (M), ho « iv pady A mod m)am
hi « f(hi—1,M;) fori=1,...,k pad, (M) = M'||0
h <+ lefty, (hi) h M o= M if |M| =0 mod 8
return h WRETe M= M10— 1M1=t med & Grhorwise

Figure 7.1. Algorithmic descriptions of the five SHA-3 finalist
hash functions. iv denotes an initialization vector, A denotes state
values, M denotes message blocks, S denotes a (fixed) salt, T denotes
a counter or tweak. The notations for BLAKE are explained in
Section 7.1. The padding rules of BLAKE and Skein are additionally
defined by a counter or tweak (see Sections 7.1 and 7.5).

of the input. By [z]s = x|l we denote the concatenation of two copies of x. For
ease of presentation, in the technical part of this section we regularly write [, m, s,
and ¢ in terms of n, and say E € Bloc(2n). The BLAKE hash function design
is given in Figure 7.1. A diagram of the compression function f is displayed in
Figure 7.2 and an algorithmic description follows, where C' € Z% is a constant.
f(hi—1, S, My, T;)

vi < (i1 |S|[TH|[T72) ® (0™ C),

Wy <— E(M“’Ul) s

hi < wh & wl & hi—1 &[S,

return h; .
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7 NIST's SHA-3 Hash Function Competition

I M;
o [S]2
hi1— 2n
S n/2 1/)7 U)i / D /
H N on E 2n n T N n hl

Figure 7.2. The BLAKE compression function f.

Regarding the security definitions of Section 2.3.1, if C = H the domain points
are parsed as y = (S, M) € Z5xZ3°, and for the second preimage notion we require
A to be of length at least n/2 bits. In case C denotes the BLAKE compression
function f, its domain points are of the form y = (h, S, M, T) € Z, x Z§ x 7 x 7%,
Note that in all definitions A can freely choose the salt, e.g., a collision with
different salts is counted valid. Our results directly apply to the setting of a
fixed salt. These queries are stored in a query history Q as elements of the form
(M;j,vj,w;), where j is the query index, M; is the key input to the block cipher
(note that for BLAKE the message input to f is the key input to E), and v; and w;
denote the plaintext and ciphertext, respectively. Associated to query (M;, v;, w;)
we define the value z; = wé © w} © h; @ [S;]2 as the output of the compression

function f, where we parse hj||Sj||Tj(1)||T]-(2)HTJ-(3)||TJ-(4) —v; @ (0™|C).

Compression Function Security

As the mode of operation of BLAKE is based on the HAIFA structure, all
security properties regarding this type (cf. Section 2.4) hold [46], provided the
compression function is assumed to be ideal. We show, however, that the BLAKE
compression function shows non-random behavior: it is differentiable from a
random compression function in about 2"/4 queries, making the above-mentioned
security properties invalid. This result was independently shown by Chang et
al. [69].

We consider the indifferentiability of the BLAKE compression function f from
a random oracle R (with the same domain and range as f), when the underlying
block cipher E is sampled uniformly at random, F & Bloc(2n). In more detail, we
construct a distinguisher D, such that for any simulator S, D differentiates (¥, F)
from (R,S™®) in about 2/* queries, hence significantly faster than expected.

The differentiability attack considers fixed-points for f, by which we in this case
mean values (h, S, M, T) such that f(h,S, M,T) = h@®|[S]2. The presence of fixed-
points of these form have already been pointed out in [25, Section 5.2.4]. However,
not every block cipher evaluation renders a valid compression function evaluation,
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7.1 BLAKE

due to the duplication of T" in the block cipher input. The simulator may be able
to take advantage of this, which makes the attack proof more complicated.

Theorem 7.1.1. Let E < Bloc(2n), and let R : Z4 /224 7m be g
random compression function. For any simulator S that makes at most qs queries
to R, there exists a distinguisher D that makes at most 2"/* + 1 queries to its
oracles, such that

s

Adviﬁﬁs(D) >1—e" on -

Proof. Let S be any simulator making at most gs queries to R. We construct
a distinguisher D that differentiates (f¥,E) from (R,S®) with a significant
probability. D has query access to (L, R, R~1) and operates as follows.

(i) D picks 27/* distinct messages M;, queries v; < R™'(M;,0), and parses
1 2 3 4 n
ST NTPNT T 05 @ (07)0);
(i) ¥ TINTP £ T T for all j € {1,...,27/*}, D guesses (L, R) = (R,S)
and halts;
(iii) Let j € {1,...,2"/*} be such that T\ ||T\” = T | T\, D queries

1 3
h <+ L(hjvsijjvTj( )||Tj( ))7

and guesses (L, R) = (f, E) if and only if h = h; & [S}]a.

The distinguisher guesses its oracles correctly except if one of the following events
occur:

Ev: V4, TP #1201 | (L, R) = (f.B);
E: 35 TV =TT and h = h; & [S))2 | (L, R) = (R,S).

In particular, Advifﬂ(D) >1—Pr(Ey) — Pr(Ez). We start with Pr (Ez), and we
suppose (L, R) = (R,S). Eg in fact covers the event that S finds a fixed-point
for R, namely inputs hj, S;, M;,T; such that R(h;, S;, M;,T;) = hj @ [Sjla. As
S makes at most gs queries, it can find such fixed-point with probability at most
gs/2™. Next, we consider Pr (E;), and we suppose (L,R) = (f,E). As E is a
random block cipher and the message blocks M are all different, the probabilities

Pr (T;l) HT;?’) # Tj(2) ||Tj(4)> are independent for different indices j, and satisfy

1 3 2 4 1 3 2 4
Pr (1711 # 1 |7) = 1= Pr (7711 = 77|17V = 1 - 1/2°/1.

n/4 .
Therefore, Pr (E;) = (1 — 1/2”/4)2 < e. We thus obtain Adv (D) > 1 —

el —qs/2™. O
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The BLAKE compression function shows similarities with the PGV5, or
Davies-Meyer, compression function, but the results of [52, 53, 210] (see Sec-
tion 2.6.1) do not directly carry over. We prove that optimal collision and preimage
resistance is achieved. In the ideal model, everywhere second preimage resistance
of the compression function can be proven similar as the preimage resistance, up
to a constant (the security analysis differs only in that we give the adversary one
query for free).

Theorem 7.1.2. Let n € N. The advantage of any adversary A in finding a
collision for f after ¢ < 22"~1 queries can be upper bounded by

co q(g+1)

Proof. Let j =1,...,q. We consider the probability that the j*" query results in
a collision. We distinguish between forward and inverse queries.

Collision by a forward query. The adversary makes an encryption query of
the form (Mj,v;) to receive a ciphertext w; such that E(M;,v;) = w;. Parse
hIS; TN N TN TS vy @ (07 C). 1 TN # T|TSY the block
cipher query does not correspond to a compression function evaluation and a
collision is obtained with probability 0. Hence, we assume T’ j(l) ||Tj(3) = Tj(z) HTJ-(4).
In this case, the block cipher query corresponds to the compression function
evaluation f(h;, S]-7Mj7Tj(l)||Tj(3)) = wé © wj @© h; © [Sj]2. The query renders
a collision for f only if

wg»@w;@hj@[sj‘}gé{l‘i|i=1,...,j—1}U{h0}, (71)

where the x; are defined as in the beginning of this section. Let x denote any of
the j elements from the set at the right hand side of (7.1). The ;" query collides
with 2 with probability Pr (w} ® w} = x @ h; @ [S;]2), where h; and S; are fixed
by the adversarial input v; to E. As wj; is generated from a set of size at least
227 _ ¢, and at most 2" values w; satisfy the equation, this probability is upper
bounded by 22%77(1 Considering any choice of x, then the j*" query results in a
collision with probability at most 22]27_q

Collision by an inverse query. The adversary makes a decryption query of
the form (Mj,w;) to receive a plaintext v;. Parse thSjHTj(l)\|Tj(2)||1}(3)||Tj(4) —
v;®(0™]|C). This query only renders a collision if v; is consistent with the definition
of f, i.e., it satisfies Tj(l)HTj(S) = T]-(2)|\Tj(4). Additionally, the query constitutes a
collision for f only if

wh ®wf ®hy ®[S;l2 € {wi |[i=1,...,5—1}U{ho}. (7.2)
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Let  denote any of the j elements from the set at the right hand side of (7.2).
The ;' query results in a collision with this = with probability

Pr (h B[S =z @ uwl ®w] A T(l)HT Tj(z)”TJG))

J

Z Z Pr hj = x@w @w%@[S]Q/\Sj:S
4 . )
<= A T TP T T = [Tl [17),
S€Ly'~ TEL,

where the equality holds simply by conditioning on the values attained by S; and
the T}’s. As v; is generated from a set of size at least 22" — g, for any fixed S and T
this probablhty is upper bounded by 2% Cons1der1ng any choice of z, S, and T,

n/2qon/4 3n/4
then the j* query results in a collision Wlth probability at most 2 222” 2 = 3237_(1.

A collision for the compression function f is generated by either a forward or
inverse query, and the ;' query thus renders a collision with probability at most

jor o jasn/4 32" . . .
max 4 gem— = 3t Summing over all ¢ queries, we obtain

q7 22”7(1
col < X .72n q + 1)2n
Z 22n _ 2271 _ q)
For g < 22"~ 1, we have 2% p < 2%, which completes the proof. O]

Theorem 7.1.3. Let n € N. The advantage of any adversary A in finding a
preimage for f after ¢ < 221 queries can be upper bounded by

Adv?%re(q) < ;—Z

Proof. Let y € Z3 be any point to be inverted, as specified in Definition 2.3.2.
The proof follows the proof of Theorem 7.1.2 with the only difference that the j**
query (for j =1,...,q) needs to hit this particular value y, rather than any value
x from a set of size j (cf. (7.1-7.2)). More detailed, the j*® query needs to satisfy
wé ®wj @ h; ©[S;]2 =y, and results in a preimage for y with probability at most

n . . .
52— . When summing over all queries, we obtain
22n —q ’

epre q2” 2q
Ade < Z 22n _ — 22n _ 27 )

where the last inequality holds as ¢ < 22771, O

Hash Function Security

As the HAIFA mode of operation preserves collision and everywhere preimage
resistance [19], the findings of Theorems 7.1.2 and 7.1.3 directly carry over to
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the BLAKE hash function H, due to which we obtain Adviyk = ©(¢%/2") and
Advi)y = 0(q/2").

We prove that optimal second preimage resistance (up to a constant) is achieved
for all versions. Our proof shows similarities with the second preimage proof for
HATFA by Bouillaguet and Fouque [59]. It is, however, realized in the ideal cipher

(rather than ideal compression function) model.

Theorem 7.1.4. Let n € N, and A > n/2. The advantage of any adversary A in
finding a second preimage for H after ¢ < 22"~ queries can be upper bounded by
4q

AdviE e < o

Proof. Let (S, M') € 23/2 ><Z;‘7"/2 be the target preimage. We denote pad(M’) =
M{||---||M}, and denote by T7,...,T}, the corresponding counter values. Note
that by construction, T}, = (i'2n), 4 for i € {1,..., k" = 2}, T}, # (k'2n), /4, and
Tj,_, may or may not be of the form ((k’ —1)2n),,/4. The block cipher executions
corresponding to this hash function evaluation are given to the adversary for free.
That is, A is forced to make the k' corresponding queries but will not be charged
for this. Denote by hy, ..., h}, the state values corresponding to the evaluation of
H(S', M.

The goal of the adversary is to find a tuple (S,M) # (S’,M’) such that
H(S, M) = H(S’,M’) and such that the query history contains all block cipher
evaluations required for the computation of H (S, M). We pose the following claim:

Lemma 7.1.5. Suppose A finds (S,M) # (S',M') such that H(S,M) =
H(S',M'"). Denote by My,..., My, Ty, ..., Tk, and hg, ..., hi the message blocks,
counter values and intermediate state values corresponding to the computation
of H(S,M). There must be i € {1,...,k} and ' € {1,...,K'} such that
f(hifl,S,MhTi) = f(hé/il,s/,Mi//,Ti/,), where (hifl,S,Mi) 75 (h/i/717Sl,MZ'II)
and T;, T}, satisfy

T; =Tj or (T; # (i2n) /4 and Ty, # (i'2n),4) . (7.3)

Proof of lemma. As H(S, M) = H(S', M'), we have hy, = hl,. If |M| # |M’|, then
My # My, Ty, # (k2n)y/4 and T}, # (k'2n), 4, and a collision of the prescribed
form is found. Thus, suppose |M| = |M’|. This implies ¥ = k¥’ and T; = T} for
1=1,...,k. If S #5’, a collision for hy, is directly found. If S = S’, we necessarily
have M # M’ and by the standard collision resistance preservation proof for the
Merkle-Damgard mode of operation (Theorem 2.4.1), there must by an index ¢
such that f(hi_l,S, MZ‘,T,') = f(hfifl’ S/’Mi/’Ti/) but (hi—laMi) # (hgthz/)
This completes the proof. O

It consequently suffices to consider the probability of the adversary finding a
collision with any of the &’ compression function evaluations of H(S’, M’), such
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7.1 BLAKE

that the corresponding counter values satisfy (7.3). We call a collision of this form
“valid collision.” Thus,

Adv esec[/\] ™ query is valid collision) . (7.4)

Il M@

Let j = 1,...,q. We consider the probability that the j* query results in a
collision with any of the target state values. We distinguish between forward and
inverse queries.

Valid collision by a forward query. The adversary makes an encryption query
of the form (M;,v;) to receive a ciphertext w; such that E(M;,v;) = w;. Parse
1 2 3 4 n 1 3 2 4
hISITONTENTD TS v @ (07)C). 1 TV|T # TE2||TY the block
cipher query does not correspond to a compression function evaluation and a
valid collision is obtained with probability 0. Hence, we assume Tj(l)HTj(g) =

T].(Q)HT ]-(4). In this case, the block cipher query corresponds to the compression

function evaluation f(h,S, M, Tj(l) ||Tj(3)) = wé ® w; ® h; © [Sj]2.

It Tj(l)HT](?’) = (a2n), /4 for some o € {1,...,k" — 1}, this means the query
corresponds to a compression function at the o position, and (7.3) may be
satisfied only for i = «. If Tj(l)||T](3) # a2n for any a € {1,..., kK — 2}, (7.3)
can be satisfied only for i € {k' — 1,k'}. In any other case, there is no i’ that
makes (7.3) satisfied. In any case, there are at most 2 values that wé @w;dh; O[Sl
may hit in order to render a valid collision. As in the proof of Theorem 7.1.2, the
4t query results in a valid collision with probability at most 22%%

Valid collision by a inverse query. The analysis follows the same lines. The

7' query results in a valid collision with probability at most 222231/; .

A valid collision for the compression function f is generated by either a forward or
inverse query, and the ;' query thus renders a valid collision with probability at

most max 23;?:1, 222231/;} = Qijq. Summing over all ¢ queries, we obtain from
(7.4):
q n n
esec[)\] 2.2 2q2 4q
Adv <222n_ 22n_ <ﬂ’
where the last inequality holds as ¢ < 22771, O

We prove that the BLAKE hash function is indifferentiable from a random
oracle, under the assumption that the underlying block cipher E behaves like an
ideal primitive. Intuitively, we demonstrate that there exists a simulator such that
no distinguisher can differentiate the real world (H¥, E) from the simulated world
(R,ST), except with negligible probability.
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7 NIST's SHA-3 Hash Function Competition

M, o My,

Figure 7.3. The Grgstl hash function H.

Theorem 7.1.6. Let E < Bloc(2n), and let R be a random oracle. Let H be the
BLAKE hash function. Let D be a distinguisher that makes at most qr, left queries
of maximal length K - 2n bits (not including the salt), where K > 1, and qr right
queries. Then:

, 1
Adviys (D) < 5% :

where ¢ = Kqr, + qr and S makes qs < qr queries to R.

The simulator S used in the proof mimics the behavior of random block cipher
FE such that queries to & and queries to R are consistent, which means that
relations among the query outputs in the real world hold in the simulated world
as well. The proof can be found in Andreeva et al. [6], and is by Luykx. It can
also be found in [156].

7.2 Grgstl

The Grgstl hash function [104] is a chop Merkle-Damgard construction, with a
final transformation before chopping (Section 2.4). The hash function employs a
suffix-free padding rule. The underlying compression function f is based on two
permutations m,p : Z5 — Z. The final transformation g is defined as g(h) =
w(h) @ h. The Grgstl hash function design is given in Figure 7.1. A graphical
visualization is given in Figure 7.3.

We also consider the Grgstail function F : Z, x Z5 — ZL, a composition of
the last compression function f with the final transformation (i.e., Grgstail is the
“tail” of Grgstl):

F(h,m) = m(f(h,m)) ® f(h,m). (7.5)
Note the similarities of this function with the class of functions of Chapter 5,
where in this case two primitives are the same. We remark that — even if the

three permutations are independent — in order to find collisions for F, it suffices
to find them for f(h,m): F allows for collisions in 2!/* queries (see next section).
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7.2 Grgstl

Compression Function Security

The compression function of Grgstl is permutation based, and the results of [199,
209] apply. Furthermore, the preimage resistance of the compression function is
analyzed by Fouque et al. [101], and an upper bound for collision resistance can
be obtained easily. As a consequence, we obtain tight security bounds on the
compression function, Advj}fi = 0(¢?/2") and Advjﬁ},p = 0(q*/2"). In the ideal
model, everywhere second preimage resistance of the compression function can be
proven similar as the preimage resistance, up to a constant (the security analysis
differs only in that we give the adversary one query for free).

A recent result by Dodis et al. [88] prescribes how to prove indifferentiability
of hash functions by ways of preimage awareness (cf. Section 2.4.3). Loosely
speaking, Dodis et al. proved that if H : Z3* — Z! is a preimage aware hash
function and R : Z, — Z. is a random function, then the composition R o H
is indifferentiable from a random oracle. One might be tempted to consider
this approach for the indifferentiability analysis of Grgstl, i.e., by assuming that
the output transformation is a random oracle and then proving the Grgstl hash
function (without the output transformation) to be preimage aware. However, the
behavior of the output transformation 7(x)®x deviates significantly from a random
function: similarly to the Davies-Meyer construction, fixed points w(z) @z = =
are easy to compute by making the inverse query 77 1(0) = x. A second attempt is
to go one step backwards in the iteration and view the last compression function
together with the output transformation, i.e., Grgstail (7.5), as a random function.
We show that this approach also fails since Grgstail is easily differentiable from a
random function.

Theorem 7.2.1. Let m,p be two random [-bit permutations, let F be the Grostail
compression function (7.5), and let R : Zb x Z4 — ZL be a random function. For
any simulator S that makes at most qs queries to R, there exists a distinguisher
D that makes at most 3 queries to its oracle, such that AdViFffr,pvs(D) >1-—gqs/2"

Proof. Let S be any simulator that makes at most gs queries to R. We construct
a distinguisher D that with overwhelming probability distinguishes Grgstail from
a random function in 3 oracle queries. The distinguisher proceeds as follows.
First, it makes inverse queries xo = R,-1(0) and x; = R;-1(z2). Then, it makes
a query to the left oracle to obtain y = L(z1 @ x9,22). If D converses with
(F™P (m, p)), then y = F™P (21 @ x9,22) = 7(x1) & 1 = 21 ® x2. If D converses
with (R, S™®), this equation holds only if the simulator can find z;, x5 such that
R(x1 & xo,x2) = 21 P 2, i.€., only if the simulator can find a fixed point for R.
As the probability for the simulator to find fixed points for R is upper bounded
by qs/2!, the advantage for D to distinguish, AdVing,p’ s(D), is lower bounded by
1-— qS/Ql. O

If the final truncation is included in Grgstail as well, a lower bound 1 — gs/2"
can be obtained similarly.
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Hash Function Security

The Grgstl mode of operation preserves collision resistance and everywhere
preimage resistance due to which we obtain Adv$ss, = ©(¢?/2") and Advy, =
©(q/2").

We prove that optimal second preimage resistance (up to a constant) is achieved
for all versions. Our proof shows similarities with the second preimage proof for
Merkle-Damgard by Bouillaguet and Fouque [59]. It is, however, realized in the
ideal permutation (rather than ideal compression function) model.

Theorem 7.2.2. Let n € N, and X\ > 0. The advantage of any adversary A in
finding a second preimage for the Grgstl hash function H after ¢ < 2'=1 queries
can be upper bounded by

(A+65)/m+2)qlg—1)  2q
21 2n

Advie(g) <

Proof. Let M’ € Z3 be any target preimage. Denote by hj, ..., h}, the state values
corresponding to the evaluation of H(M’), and let h = left,, (7w (h},) & h},).

We consider any adversary 4 making q queries to its underlying permutations
m and p. Associated to these queries, we introduce an initially empty graph G
that indicates compression function calls for Grgstl that can be derived from these
queries. Note that any m-query (z.,y,) and any p-query (z,,y,) correspond to
exactly one compression function call, namely . @z, = T ® Y- © x, Dy, where
the message input is ,. In order to find a second preimage, the adversary

(i) either needs to end up with a graph that contains a path (labeled differently
from the first preimage) from iv to any node of {hy,...,h} },

(ii) or it needs to find a m-query (zr,y-) with . # h}, such that left, (z, Dy,) =
h and G contains a path from iv to x.

A proof of this claim is similar to the one in Theorem 7.1.4. To achieve the first
goal, the adversary needs to find a preimage for the Grgstl compression function,
for any image in {h{,...,h},}. To achieve the second goal, the adversary needs
to find a preimage for the final transformation of the Grgstl compression function.
Fori=1,...,q, we consider the probability of the i*" query to render success. We
distinguish between the two success cases.

Case (1). Without loss of generality the i*" query is a forward query z, to T,
let y, be the oracle answer drawn uniformly at random from a set of size at least
2! — q. Let (z,,y,) be any p-query in the query history. The query results in a
compression function call xr ® z, = T @ Y= ® x, @ y,. This value hits any of

{h{, ..., h},} with probability at most g;f; Considering any of the at most ¢ — 1

possible p-queries, case (1) is achieved with probability at most Wg}#. The
same bound is found for queries to p and for inverse queries.
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7.3 JH

Case (2). Case (2) can only be achieved in a query to w. Without loss of
generality, the i*" query is a forward query z, let y be the oracle answer drawn
uniformly at random from a set of size at least 2/ —¢q. This value satisfies left,, (z, ®

yr) = h with probability at most %

By the union bound, we obtain the following bound on the second preimage
resistance of Grgstl:

q / _ l—n ! _ l—n
Azl < 30 (WHHI | 20 0 dula 0

Vi q 21—q 2(2! — q) 2l—q’

As for ¢ < 27! we have 2,—17(1 < Z and k' < (A +65)/m + 1, we obtain our

result. O

Given that for Grgstl we have [ = 2n, for ¢ < 2" the result of Theorem 7.2.2
directly implies a ©(A/m - ¢/2™) bound on the second preimage resistance.

We prove that the Grgstl hash function is indifferentiable from a random oracle,
under the assumption that the underlying permutations 7, p behave like ideal
primitives. Intuitively, we demonstrate that there exists a simulator such that
no distinguisher can differentiate the real world (H™?, (m, p)) from the simulated
world (R, S®), except with negligible probability.

Theorem 7.2.3. Let m, p be two random l-bit permutations, and let R be a random
oracle. Let H be the Grgstl hash function. Let D be a distinguisher that makes at
most qr, left queries of mazimal length (K — 1)1 bits, where K > 1, g, right queries
to ™ and g, right queries to p. Then:

Advill, , s(D) <18

where ¢ = (K + 1)qr, + max{qx,q,} and S makes at most qs < qr queries to R.

The simulator S used in the proof mimics the behavior of random permutations
7w and p such that queries to S and queries to R are consistent, which means that
relations among the query outputs in the real world hold in the simulated world as
well. To this end, the construction of the simulator is based on several designing
decisions. The proof is, for ease of presentation, included in Appendix C.1.

7.3 JH

The JH hash function [224] is a sponge-like function, but can also be considered
as a parazoa function (Chapter 6) or a chop Merkle-Damgard construction
(Section 2.4). The hash function employs a suffix-free padding rule. The
compression function f is based on a permutation Z, — Z.. The JH hash function
design is given in Figure 7.1.
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Compression Function Security

The compression function of JH is based on one permutation, and collisions
and preimages for the compression function can be found in one query to the
permutation [50,51].

Hash Function Security

The JH hash function is proven optimally collision resistant [140], and we obtain
Adv‘;f[}r = O(¢?/2"). Furthermore, it is proven indifferentiable from a random

oracle up to bound O (Qﬂfdm + %) if the underlying permutation is assumed to

be ideal by Bhattacharyya et al. [45]. This bound is improved by Moody et al. [171]
to O((Kq)?/2!=™). Using (2.1), this indifferentiability bound additionally renders

an improved upper bound O ( 5% + 21’1%) on the preimage and second preimage

resistance.

Independently of Moody et al. [171], we considered the preimage and second
preimage resistance of JH, given that the bound of Bhattacharyya did not result
in optimal bounds for these security notions. We analyze these notions in
Theorems 7.3.1 and 7.3.2. Although the new bounds are still not better than
the trivial bound for n = 512 (as was the previous bound), they are optimal (up
to a constant) for the 256 variant. They meet the bounds independently derived
by Moody et al..

Theorem 7.3.1. Let n € N. The advantage of any adversary A in finding a
preimage for the JH hash function H after ¢ < 2= queries can be upper bounded

by
44 2

b .7,
2l—m om

Advir(q) <

Proof. Let h € Z% be any point to be inverted (cf. Definition 2.3.2). iv denotes
the initialization vector of size [ bits. We consider any adversary A making ¢
queries to its underlying permutation 7. Associated to these queries, we introduce
an initially empty graph G that indicates compression function calls for JH that
can be derived from these queries. We denote G; as the graph after the i** query
(i=0,...,q). Each query adds 2™ edges to the graph, and G; thus contains i2™
edges. In order to find a preimage, the adversary must necessarily end up with a
graph that contains a path from node iv to any node in H := {h|h’ | ' € Z,"}.
We denote by winA; the event that after the i*" query this property is satisfied.
We denote by GO, resp. G, the set of nodes in G; with an outgoing,
resp. incoming, edge. We denote by Tzi" the subgraph of G; consisting of all nodes
and edges reachable from iv. Similarly, 7/ denotes the subgraph of G; consisting
of all nodes and edges from which any node in H can be reached. Next to event
winA;, we say the adversary also wins if either of the following events occurs for
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any i =1,...,¢q:
winB; : 7V contains two nodes v, v with left; ,,(v) = left;_,,(v');
winC; : 77\ H contains two nodes v, v’ with right,_, (v) = right,_, (v).

We denote by win; = winA; V winB; V winC; the event that after the i*® query the
adversary has won. We have

q
AdviP(q) < Pr(winA,) < Pr(winy) = > Pr (win; A ~win;_1) . (7.6)
i=1
Fori=1,...,q, we consider the probability of the i*" query to render success. We

distinguish between forward and inverse queries.

Forward query. Suppose the adversary makes a forward query x; to receive a
random y;. By —winB;_1, there is at most one v € 7¥; such that left;_,,(v) =
left;—,, (x;). Denote M = right,_,,(v) @ right;_,,,(z;); this query will add only the
edge v — y; ® (M]|0'~™) =: w to the tree. We define the following events:

badA; : right,_,, (y:) € {right,_,.(w) | w € 7, };
badB; : left;_,,(w) € {left;_,(v) | v €TV };
badC, : w € G

badD; : left,(w) =h.

Here, badA; covers the event that 72, is extended. Event badB; covers the case
that the updated 7)V contains two nodes with the same left half (note that this
would directly make winB; satisfied). The case badC; covers the event that the
newly added edge to 7.V hits any node with outgoing edge, and badD; covers the
event that the newly added edge to the tree would hit A (in both cases a valid
preimage path may have been established). Denote bad; = badA; VVbadB; vV badC;V
bale
By basic probability theory, we have in case of forward queries

Pr (win; A —=win,;_1) < Pr (win; A =win;_; A —bad;) + Pr (bad; A —win;_1) .

We consider the first probability. Assume —win;_; A —bad;. Recall that by
—winB;_1, v — w is the only edge added to 7¥,. Now, we have —winA; by
—winA;_1, and as by —badC; A —badD; this new edge does not connect TZ@" with
H. Case —winB; follows from —winB;_; A —badB;. Finally, by —badA;, the
tree Tfi 1 is not extended, and hence —winC; follows from —winC;_;. Thus, the
first probability equals 0 and for forward queries we have Pr (win; A —win;_;) <

Pr (bad; A —win;_1). This probability will be analyzed later.

Inverse query. Suppose the adversary makes an inverse query y; to receive a
random ;. By —winC,_1, there is at most one v € 7{1, such that right,_,,(v) =
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right;_,,,(y:). Denote M = left;_,,(v) & left;_,,(y;); this query will add only the
edge w := z; @ (0!™||M) — v to the tree. We define the following events:

badA’ : left;_,,(z;) € {left;_,,(v) | veE T, };
badB/ : right,_,,(v) € {right,_,, (w) | we 7 };
badC}: v € G*;

badD’ : v =iv.

Here, badA; covers the event that 71, is extended. Event badB; covers the case
that the updated 7 contains two nodes with the same right half (note that this
would directly make winC; satisfied). The case badC, covers the event that the
newly added edge to 77 hits any node with incoming edge, and badD), covers the
event that the newly added edge to the tree would hit iv (in both cases a valid
preimage path may have been established). Denote bad, = badA’\ badB’ \VbadC} Vv
badD),.
By basic probability theory, we have in case of inverse queries

Pr (win; A —win;_;1) < Pr (Wini A =win;_q1 A —\badg) + Pr (bad’i A —|Wini_1) .

We consider the first probability. Assume —win;_; A —bad,. Recall that by
-winC;_1, v — w is the only edge added to 71,. Now, we have —winA; by
—winA;_1, and as by —badC, A —badD] this new edge does not connect iv with
. By —badA], the tree 7Y, is not extended, and hence —winB; follows from
—winB;_;. Finally, case —winC; follows from —winC; ; A —badB. Thus, the
first probability equals 0 and for inverse queries we have Pr (win; A —win;_1) <
Pr (badg A —\wini_l). This probability will be analyzed later.

As each query is either a forward or an inverse query, we obtain for i = 1,...,¢:

Pr (win; A =win;_;) < max{Pr (bad; | —win,;_y; forward query) , (7

Pr (bad; | —win;_y; inverse query)}.

As explained above, provided —win;_;, the i*® query adds at most one node to
7, and at most one node to 7 ,, regardless whether it is a forward or inverse
query. This particularly means that |7¥,| < i and |7Z;| < i — 1. Additionally,
|G9UY|, |GIR| < 42™. Tt is now straightforward to analyze the success probabilities
of bad;, bad} to occur. As the answer from 7 is drawn uniformly at random from

a set of size at least 2! — ¢, we obtain from (7.7):

Pr (Wini AN ﬁWini,]_) S

This combines with (7.6) to

epre 3i—1)2m  2ln 2¢%2™ g2t
AdviD: (q)<z<( 21_)(1 +2l_q)< +
i=1
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1 <2
2l_q S ol D

The result is now obtained as for ¢ < 2!~ we have

The proof of second preimage resistance of JH is similar. Note that the attack
by Kelsey and Schneier [123] only impacts JH in the internal state, which is
reflected by the second part of the bound. In accordance with NIST’s security
requirements, we can assume ¢ < 2"~ L, or in particular that A/m - q < 2™ (see
the remark below Definition 2.3.3). Consequently, the second term of the second
preimage bound is negligible.

Theorem 7.3.2. Let n € N, and A > 0. The advantage of any adversary A in
finding a second preimage for the JH hash function H after ¢ < 271 queries can
be upper bounded by

12 2Nm+2)q 2
Adew(q)éyﬁmjt (/";l )q+2—z.

Proof. The proof follows the same argument as the proof of Theorem 7.3.1; we
only highlight the differences. Let M’ € Z2 be any target preimage. Denote by

0s- .-, Ny, the state values corresponding to the evaluation of H(M’), and set
left,,(h},) = h. Now, the adversary necessarily needs to end up with a graph that
contains a path from iv to any node in

{hfy, ..., W YU {h||n' | W € Z5 "},

This path must be labeled by a message different from M’. The analysis of
Theorem 7.3.1 carries over, with the minor difference that badC; and badC} are
replaced by

badC; : w e G U{hy, ..., hjy_1};
badC,: ve GMU{n),....h.}.

Similar as before, we obtain

q -
(31 —1)2™ K 2l—n
Adv esec[/\]
Z 2l_q +2l_q+2l_q
2 2gm K 2l—n
< q + q + q .
20 _q A g A g
The result is now obtained from the fact that k¥’ < \/m + 2. O

7.4 Keccak

The Keccak hash function [40] is a sponge function (Section 2.5.2), but can
also be considered as a parazoa function (Chapter 6) or a chop Merkle-Damgard
construction (Section 2.4). The compression function f is based on a permutation
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Z, — 7. The hash function output is obtained by taking the n leftmost bits of
the state.! Notice that the parameters of Keccak satisfy [ = 2n 4+ m. The Keccak
hash function design is given in Figure 7.1.

Compression Function Security

The compression function of Keccak is based on one permutation, and collisions
and preimages for the compression function can be found in one query to the
permutation [50,51].

Hash Function Security

The Keccak hash function is proven indifferentiable from a random oracle up to
bound O((K¢)?/2!=™) if the underlying permutation is assumed to be ideal [42].
Using (2.1), this indifferentiability bound renders an optimal collision resistance
bound for Keccak, Advf,‘z}r = O(¢?/2"), as well as optimal preimage second
preimage resistance bounds ©(q/2").

7.5 Skein

The Skein hash function [93] is a chop Merkle-Damgard construction (Section 2.4).
The message blocks are accompanied with a round-specific tweak,? and the
function employs a suffix- and prefix-free padding rule. The compression function
f is based on a tweakable block cipher E : ZJ' x Z3*® x Z}, — Z5*. The Skein hash
function design is given in Figure 7.1.

Compression Function Security

The compression function of Skein is the PGV1, or Matyas-Meyer-Oseas,
compression function, with a difference that a tweak is involved. As claimed in [31],
the results of [52,53,210] carry over, giving optimal preimage and collision security
bounds on the compression function, Adv?}re = O(q/2!) and Adv‘;&l = O(q?/2}).
In the ideal model, everywhere second preimage resistance of the compression
function can be proven similar as the preimage resistance, up to a constant (the
security analysis differs only in that we give the adversary one query for free).

1We notice that sponge function designs are more general [41], but for Keccak this description
suffices.

2More formally, the design is based on the UBI (unique block identifier) chaining mode which
queries its underlying tweakable block cipher on additional tweaks, that differ in each iteration.
The general description of Skein involves a specific final transformation. In the primary proposal
of the hash function, however, this final transformation consists of another execution of the
compression function, with an output-specific tweak and with message 0™. As we included this
final message block in the padding, the given description of Skein suffices.
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7.5 Skein

Hash Function Security

The Skein mode of operation preserves collision resistance and everywhere
preimage resistance due to which we obtain Advis = ©(¢?/2") and Advy)y =
O(q/2"™). Furthermore, the Skein hash function is proven indifferentiable from
a random oracle up to bound O((K¢q)?/2!) if the underlying tweakable block
cipher is assumed to be ideal [31]. This proof is based on the preimage awareness
approach [88]. Using (2.1), this indifferentiability bound additionally renders an

q

improved upper bound O (27 + %*j) on the second preimage resistance.

The second preimage bound for Skein is optimal for the n = 256 variant, but
meets the trivial bound for the n = 512 variant. Therefore, we reconsider second
preimage resistance of the Skein hash function. We prove that optimal second
preimage resistance (up to a constant) is achieved for all versions.

Theorem 7.5.1. Let n € N, and X\ > 0. The advantage of any adversary A in
finding a second preimage for the Skein hash function H after ¢ < 2'=1 queries
can be upper bounded by

esec[A 2q 2(]
AdVHE[ ](Q) < o + on

Proof. The proof follows a similar reasoning as the proof of Theorem 7.2.2, and
we only highlight the differences. Let M’ € Z3 be any target preimage. Denote
by hg, ..., h}, the state values corresponding to the evaluation of H(M’), and let
h = left, (h},).

We consider any adversary A making ¢ queries to its underlying block cipher
E. Associated to these queries, we introduce an initially empty graph G that
indicates compression function calls for Skein that can be derived from these
queries. Note that any query tuple (M,T,h) — C corresponds to exactly one
compression function call, namely h — C' @ M where the message input is M and
where T is a tweak value. These tweaks are round-specific (see Figure 7.1). In
order to find a second preimage, the adversary needs to end up with a graph that
contains a path (labeled different from the first preimage) from iv to any node
of {hf, ...,k }y U{h||" | I’ € Z5 "}, where the associated tweaks need to be
compliant with the hash function evaluation corresponding to the path. A proof
of this claim is similar to the one in Theorem 7.1.4. To achieve the first goal, the
adversary needs to find a preimage for the Skein compression function, for any
image in Hy := {h},...,h},} or Hy := {h|W | B € Z5 "} (where the twealk is
compliant). For i = 1,...,¢q, we consider the probability of the i*" query to render
success. We distinguish between the two sets Hi, Ho. Without loss of generality,
let the i*" query be a forward query M, T, h, and let C be the oracle answer drawn
uniformly at random from a set of size at least 2! —q. The same bounds are found
for inverse queries.
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7 NIST's SHA-3 Hash Function Competition

Set H;. As the tweaks need to be compliant, depending on T there is at most
one value h € H; for which a collision h = C'® M may result in a valid second
preimage. The " query thus renders a collision with H; probability at most ﬁ.

Set H,. A collision with any element from Hs may result in a valid preimage.
C @& M collides with any element from Hs with probability at most gj—j;

By the union bound, we obtain the following bound on the second preimage
resistance of Skein:

esec[\] ! 1 2l—n q q217n
AdviT M) <) gt < +
=1

20—q) " 20—q 20—¢q°

The result is now obtained as for ¢ < 211 we have 2,1_q < % O

7.6 Conclusions

In this chapter we classified the provable security results of the five finalist SHA-3
candidate hash functions. More concretely, we analyzed and summarized the state
of the art, and proved almost all remaining gaps in the classification. A detailed
summary of all results is given in Table 7.2. All results in this classification hold for
comparable ideal underlying primitives, either ideal ciphers or permutations. The
few open problems left for the security analysis of the five finalist hash functions
in the ideal model is achieving an optimal preimage and second preimage bound
of the 512 variant of the JH hash function.

We note that our security analysis needs to be read with care and for this
purpose we provide the following discussion:

e As already discussed in Chapter 1, ideal model proofs only give an indication
for security. In particular, by idealizing the candidates’ underlying block
ciphers or permutations, we abstracted away any properties of these building
blocks, and only considered security of the modes of operation. However, due
to the lack of security proofs in the standard model (other than preserving
collision and preimage security of the compression function in Merkle-
Damgard based designs), assuming ideality of these underlying primitives
gives significantly more confidence in the security of the higher level hash
function structure than any ad-hoc analysis or no proof at all;

e While assuming ideality of sizable underlying building blocks like per-
mutations and block ciphers allows for a fair security comparison of the
candidates on one hand, it disregards internal differences between the
idealized primitives on the other hand. Such specific design details can
distort the security results for the distinct hash functions when concrete
attacks exploiting the internal primitive weaknesses are applied. Moreover,
further differences, such as chaining sizes and message input sizes, are also
not fully reflected in the comparison.
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7.6 Conclusions

On October 2nd, 2012, NIST announced that Keccak has been selected as
the winner of the SHA-3 competition. From a provable security point of view,
we support this choice. Indeed, given the classifications in Tables 7.1 and 7.2,
(almost) all finalists are proven to achieve an adequate level of collision, preimage,
and second preimage security. Yet, Keccak provides higher indifferentiability
guarantees than the others, n-bit security where n is the size of the hash function
output. It means that Keccak achieves a higher level of security than any other
design when used as underlying primitive in a higher level cryptosystem C (see
Section 2.3.3). Remarkably, Keccak is the only design whose results have already
been proven in the first phase of the competition and shortly after the design has
been introduced, for the other candidates the results have only been completed in
2012 [6,16]. The designers seem to have made a deliberate choice to also focus
on achieving a high level of provable security of their design, which we believe
has given Keccak a significant advantage over the other candidates and shows the
importance of provable security.
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8 Conclusions and Open
Problems

“Richtiges Auffassen einer Sache und
Mif$verstehen der gleichen Sache schliefien
etnander nicht vollstindig aus.”

Franz Kafka, Der Procefs

Information security relies heavily on cryptographic hash functions. These
functions should be efficient, but more importantly, they should be secure. Recent
breakthroughs [219-221] have exposed serious security problems in mainstream
hash functions MD5, SHA-1, and RIPEMD, and the launch of NIST’s SHA-3
hash function competition has sparked new interest in hash function security.

Our research, presented in this dissertation, can be divided into two parts:
research on the basic principles of hash function security and contributions to the
SHA-3 competition.

In the former direction, we analyzed various aspects of hash function security.
First of all, we considered the foundational concepts of hash function design,
by formalizing and analyzing security against the Nostradamus attack of Kelsey
and Kohno [122]: we showed, among others, that the attack is actually optimal
(Section 2.4.2). Secondly, we analyzed the security of several block cipher
and permutation based compression functions, and introduced new families of
functions. Our search for minimal compression function designs with maximal
security has lead to the introduction of a family of optimally collision secure
double block length compression functions (Chapter 4) and a full security
classification of all 2n-to-n-bit compression functions solely built of XOR operators
and three permutations (Chapter 5). Finally, we introduced the parazoa hash
function family, as a generalization of sponge functions, and proved them to be
indifferentiable from a random oracle (Chapter 6).

Regarding the impact of our work on NIST’s SHA-3 hash function competition,
we provided in Chapter 7 a detailed survey of the five SHA-3 finalists (following
an earlier work [12] on all fourteen second round candidates), in which we
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8 Conclusions and Open Problems

considered collision resistance, preimage resistance, second preimage resistance,
and indifferentiability of all finalists. In this direction, we discussed the state
of the art, and proved almost all remaining gaps in the security classification.
We not only believe that our contributions in this direction have helped NIST in
making their exceptionally hard decision, but we also think they have made the
society conscious of the importance of provable security, the base for the design
cryptographic primitives.

8.1 Directions for Future Research

Although the SHA-3 competition has come to an end, many research questions
remain open. A formal theoretical foundation of cryptographic primitives will
always be of utmost importance. With CAESAR [64], a novel competition on
authenticated encryption mechanisms, as well as a password hashing competition
[184] approaching, challenging security problems are ahead of us for the next years.
We conclude with some challenging research problems related to the findings in
this dissertation.

Exploring the boundaries. The quest for design minimalism with maximal
security exposes the boundaries of symmetric cryptology: the possibilities and
impossibilities of design strategies. The works of Chapters 4 and 5 are a shot in
the right direction, but many open questions regarding block cipher or permutation
based compression functions exist. We highlight the open problem of designing an
optimally secure 3n-to-2n-bit compression function making two calls to a block
cipher with n-bit message and key space: this question has previously been
considered by Jetchev et al. [118], and in Section 4.2 we ruled out a wide class
of designs, yet it remains open to either prove impossibility in general or to come
up with a (possibly impractical) function that provably achieves optimal collision
resistance.

Tightness of proofs. Apart from the search for optimally secure designs, many
functions — most prominently double length functions using a cipher with n-bit
message and key space — with a loose security bound exist. For instance, the
security bounds on Jetchev et al.’s construction [118] and the (iterated) MJH
hash function (see Section 2.6) do not meet the best known attack. In Table 3.1
we list all bounds and gaps for MDC-2 and MDC-4 in detail. Also for permutation
based hash functions, open problems of similar kind exist [198]. Powerful proof
techniques, such as using thresholds (see, e.g., Chapters 3-5) and wish lists (see,
e.g., Chapters 3-4), appeared in the last years. These techniques allowed for
achieving better security bounds. A new creative idea is likely to improve the
current state of the art.

Generalizations. Indifferentiability proofs are nowadays still design-specific. In
Chapter 6 we presented an indifferentiability proof that applies to a class of hash
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functions, and several follow-up works appeared [67,77]. However, as shown in
Chapter 6, generality comes with a toll, in a sense that the proofs are more complex
and that design-specific proofs may render better bounds. Further research in this
direction is needed.

Automated Proofs. Although applied to specific designs, some proofs in this
dissertation are generic. For instance, the proofs of Theorem 3.2.1 (Section 3.2.1),
Theorem 4.3.1 (Section 4.3.1.1), and Lemma 5.3.5(i) (Appendix B.1) all rely on
the fundamental idea that the hard problem is divided into smaller sub-problems
which are easier to analyze. In [198], Rogaway and Steinberger developed an
automated proof technique to analyze permutation based compression functions,
and it is of interest to investigate the possibilities of automated analysis for
other constructions. In a similar fashion, Backes et al. [26] and Daubignard et
al. [77] analyze indifferentiability of the Merkle-Damgard mode of operation in an
automated way.

Indifferentiability for multi-stage games. Novel definitions rarely come with
no technicalities, and should always be handled with care. Indifferentiability, one
of the most prominent notions in hash function security, is shown to apply to
single stage games only [192]. However, a recent work by Luykx et al. [157] shows
that no practical domain extender meets the generalized reset-indifferentiability
for multi-stage games. A major question is, how this affects the security of hash
functions proven indifferentiable in the original model, such as SHA-3. For which
practical applications is this a problem, and how can this problem be solved?

Beyond the ideal model. All proofs in this dissertation are in the ideal cipher
or ideal permutation model. The next step is to break these primitives into pieces.
Several works considered the indifferentiability of the Feistel cipher [71,72,85,115,
202], and in a recent work by Andreeva et al. [1], we analyze the indifferentiability
of the Even-Mansour block cipher construction, assuming ideality of the underlying
primitives. However, this research direction is still in its infancy. Furthermore,
these approaches still focus on structural security, as the underlying primitives
are assumed to be ideal. The ultimate goal is, of course, to step away from the
ideal model, and consider security of compressing functions based on block ciphers
or permutations in the standard model. However, this approach involves many
technicalities. For instance, Simon [207] showed that the standard security model
for block ciphers, PRP (pseudo-random permutation) security, is insufficient to
prove security of a block cipher based hash function, and additionally, schemes
are known that are secure in the ideal model but insecure with any instantiation
of it [29,49,65,66,178]. A fruitful approach may be to consider security in the
almost ideal model (as, e.g., done by [61]), security from unpredictable ciphers
(see, e.g., [89,148]), or schemes based on hard mathematical problems.
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A Appendix to Chapter 2

A.1 Chosen-Target-Forced-Midfix Preimage Security
of Iterated Hashing

In this section, we prove chosen-target-forced-midfix security of the Merkle-
Damgard domain extender, Theorem 2.4.3. We consider adversaries making
q = q1 + g2 queries to their random oracle f. Associated to the queries made in
the attack we consider a directed graph (V, A). A compression function execution
f(hi—1,M;) = h; corresponds to an arc h;_1 ELIN h; in the graph. The graph
is initialized as ({iv},0). We denote by (V(j),A(j)) (for j = —qi,...,q2) the
subgraph of (V, A) after the j*" query. Hence, after the first phase of the attack
we are left with graph (V(0), A(0)).

A path h; M Pigy - LN h; in a graph is called “v-tail” (for valid tail) if
M1l -+ || M; forms the suffix of a correctly padded message. Formally, it is v-tail
if there exists M; € (Z5")™ such that

Mi||Miga |-+ | Mi||Mi41 € rg(pad) .

Intuitively, it means that h; — h; is formed by a valid sequence of message blocks
and can possibly occur at the end of a hash function execution. Notice that the
v-tail property of a path carries over to its sub-suffixes. For two state values
hi, hy € Z5, we define

distn,—n, (j) = {0 < k < oo | (V(5), A(j)) contains v-tail h; —» hy of length k} .

M; . . . .
For a P € Zg, a path h; i, higy -+ & hy is called “P-comprising” if
M1 - - - || My, contains P as a substring.

Proof of Theorem 2.4.3. Let A be any CTFM adversary making ¢; 4+ ¢o queries
to its random function f. In other words, at a high level the attack works as
follows. (1) The adversary makes ¢ queries to f, (2) it commits to digest z, (3)
it receives a random challenge P < 72, (4) it makes g queries to f, and (5) it
responds with Ry, Ry such that #(R:||P||Rz) = z and |Ry||P||Rz| < Lm. Denote
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by Pr(sucs(j)) for j = —qi,...,q2 the success probability of A after the j*®
query. Obviously, Adv5i™(A) = Pr (suca(gz)). In the first phase of the attack,
the adversary arbitrarily makes q; queries to f, and then outputs a commitment
z. Consequently, it receives challenge P & Z%. Consider the following event E:

Eo: (V(0),A(0)) contains a P-comprising path.

Eog captures the event of A guessing P in the first phase of the attack. We
will split the success probability of the adversary, using the fact that it either
did or did not guess P in the first phase. In other words, we can write
Pr (suca(g2)) < Pr(suca(qz) | 7Eo) + Pr (Ep). However, for the purpose of the
analysis we introduce two more events E;, E5. Let 7 > 0 be any integral threshold.

E; : heV k = mindist =: > T

i max I{ (g2) | k = mindistp—.(q2)}| =t a1 > 7
Ex: max [{h €V(g)]| (W, h) € A(g@)} = az > 2.
heV(q2)

E: sorts all nodes in V(g2) in classes with elements at (minimal) distance
0,1,2,..., L from z, and considers the class with the maximal number of nodes. Es
considers the event that Q contains a multi-collision of more than two compression
function executions. By basic probability theory, we have

Pr (suca(g2)) < Pr(suca(qz) | "Eo A —E1) + Pr(Eo V Ey)
< Pr(suca(qz2) | 7Eo A —=E1) + Pr (Eo V Ey | =E3) 4+ Pr(Ez)
< Pr(suca(ge) | =Eo A —E1) + Pr (Eq | —Es)
+Pr(E; | -Ez) +Pr(Ey), (A1)

and we consider the probabilities on the right hand side separately.

Pr (suca(gz2) | 7Eo A —E1). By —Eq, P is not contained in (V(0), A(0)) yet, but
it may be contained partially and hence the adversary will at least need to make
one compression function execution. It may be the case that the adversary makes
calls to the compression function for multiple strings P, and it may be the case
that after it queried for P, it knows multiple paths of different length including
P, but this does not violate the analysis. In general, the suffix Ry of the attack
covers at most L — 1 message blocks. At any time in the attack, there are at most

1{h € V(gs) | disthss(g2) N {0,..., L — 1}]

possible nodes for which a hit results in a collision. By —E;, this set is upper
bounded by (L—1)7. As the adversary makes at most g < ¢ compression function
calls that may result in success, the total probability is upper bounded by @;ﬁ
Pr (Eg | ~E2). Notice that —E5 implies that all nodes in (V(g2), A(g2)), as well
as all nodes in (V(0), A(0)), have at most two incoming arcs. We consider the
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probability that there exists a P-comprising path. The existence of such path
implies the existence of an arc that supplies the last bit of P. Consider any
@)

M;
arc hj_y = hj, and let M]( for i = 1,...,m denote the m*™ bit. Now, we

can analyze the probability that P & 7% is included as a substring of a path in
(V(0), A(0)), with M;Z) corresponding to the last bit of P. Then, Pr (Eq | —Ez) is
upper bounded by this probability summed over all ¢ and the number of arcs. We
consider the probability for different values of i:

e i > p. P is integrally captured in M; as M(Z P ||M = P. This
happens with probability 1/2P for predetermmed M; and random P;

e i < p. The first ¢ bits of M; correspond to the last ¢ bits of P, and that the
first p—i bits of P are a suffix of any path ending in h;_;. Let 8 = [(p—i)/m].

As by —E, there are at most 2% paths of length 3 blocks to hj—1, we can
28 _ 28
op—i — 2P

upper bound the probability by - -

Now, we can sum over all possible values of 7 and the number of queries ¢;. We
obtain

(m4+p—1Dq1 .
S it p <my,
Pr(Eg | —Ez) <<, oriim s P>
i ifp>m.
. [p/m]
In both cases, we derive upper bound ”127 , given q1 < q.

Pr (E1 | 7E2). Let k* be minimal such that the maximum is achieved, and let
hi,...,hq, be all nodes with distance k* from z. Consider the subgraph (V, A) of
(V(g2), A(go)) consisting of all' paths h; — z of length k* edges (fori =1,...,a1).
By ways of an elaborate case distinction (see Lemma A.1.1), one can show that
for each node h in (V, A), all paths to z are of the same length. This in particular
implies that the h;’s (i = 1,...,@1) have no ingoing edge, and that z has no
outgoing edge. Therefore, we can classify the nodes in the subgraph into sets:

a¥” = a; at distance k* from z, o/f at distance k* — 1, etc., af = 1 at distance
1

0. Notice that o?,.. .,o/f 1 < o} by definition, but it can be the case that
a7t > ol (for 1 < i < k*) for technical reasons. By —Ez, @ does not contain any
3-way collisions, but only 2-way collisions. The number of 2-way collisions between
the nodes at distances i and i — 1 equals max{a} — affl,O}. Consequently, the

described subgraph, and hence (V(gz2), A(g2)) itself, contains at least

Zmax{aﬁ —atol >l —dl=a;—1>7

n case of multiple paths of the same length starting from a node h;, one arbitrarily chooses
a path.
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2-way collisions. Thus, the probability is upper bounded by (?) (Qi)T < <q25) ,

T2"M

where the inequality holds due to Stirling’s approximation.

Pr (E2). The occurrence of Es implies the presence of a 3-way collision in Q,
which exists with probability at most ¢/2%" only [215].

From (A.1) and above upper bounds on the three probabilities, we obtain:

(L—1)7q+m2“7/qu+(q26)T ¢

on 2P + 9o -

Adv3 (A) = Pr(suca(gz)) < >

T2n
As this holds for any adversary making ¢ queries, this completes the proof.
Lemma A.1.1. For each node h in (V,A), all paths to z are of the same length.

Proof. We show that the graph (V, A) defined in Theorem 2.4.3 does not contain
a node with two paths of different lengths to z. Recall that (V, A) is constructed
in the following manner. £* is the minimal value for which there are the maximum
number of nodes, o with distance k* to z. For each of the ay nodes hy, ..., hqa,,
we take any path of length k* to z, and add it to (V, A). By definition, for each
i =1,...,a1, there does not exist a path h; — z of length shorter than k£* arcs.
We show that for any node h € V, all paths to z are of the same length. The proof
is done by contradiction: we will show that the existence of an h contradicting
aforementioned property implies the existence of a path h; — z (for some i) of
length strictly shorter than k* arcs. Notice that this result in particular implies
that the h;’s (i = 1,..., ;1) have no ingoing edge, and that z has no outgoing
edge.

Suppose there exists h € V such that for some My, My € (Z5)™ with |M;| <
| M| the paths h 2y 2 and B 225 2 are included in (V, A). If the path h 2 isa

subpath of any h; — z for some ¢, one can replace this subpath by h M to obtain
a path h; — z of length strictly shorter than k* arcs, rendering contradiction.

Thus, we assume that h Mz, 4 is not integrally included as a subpath of any
h; — z. We split up the path h Moy intro three parts. Let ¢ € {1,...,a1} be
such that the first edge of h Moy s included in the path h; — z. Let MQ(U be

(1
the maximal prefix of Ms such that h Lt BN (for some h1) is a subpath of

h; — z. Secondly, identify the edge leaving? A(!) in the path h Ma, z, and let ¢/
be such that this edge is included in the path h;; — z. Let MQ(Q) be of maximal

(2)
length such that MV|[MS is a prefix of M, and h(V) LB AC) (for some h(?))
is a subpath of h;; — z. Thus, we split h Mo into

h M2(1) h(l

@) (3
) M; y Mg

h(?

(A.2)

M
2This edge exists, as h —2 z is not an integral subpath of any path h; — z.
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where \MQ(I)|, |M2(2)| >0, |M2(3)| >0, and

1) @)
hy Ms, p, Mo,y May s and hy 225 p () Mo, p@ Mo, Z, (A3)

for some M3, My, M5, Mg € (Z5')™. Here, Mél) and MZ(Q) are of maximal possible
(2)
length, i.e., the first arcs of A1) My o and A &) h(® are different and the

3
first arcs of h® 2% 2 and A2 M z are different.

If b = h, the path h; Msy p M 2 s in (V(g2), A(q2)) and of length shorter
than k* blocks, rendering contradiction. Similarly, if h®) = AV, a shorter path
hiy — z can be found. Hence, we consider the case h # h(1) # h(?) and make the
following case distinction:

|My| # |M(22)M6|. One can combine the two paths described in (A.3) to obtain
either a path h; — z or h;; — z of length strictly shorter than £* arcs;

|My| = |M(22)M6|. We make the following case distinction:
|[Mg| > |M(23)\. This means that |My| > |M2(2)M2(3)| and hence |M2(1)M4| >
|Ma| > |My|. The path h; Msy b 2y 2 s thus strictly shorter than k*
arcs;

[Mg| < |M(23)\. One can do the same analysis with paths k() Mo, » and

M®
h?) —Z— 2 But by construction |M2(3)\ < |Mz| — 2m so one will

eventually end up with the same problem with \Méd)\ = 0, in which
case one will not arrive in case 2b.

Concluding, there does not exist any node in (V,A) which has two paths of
different lengths to z. O
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B.1 Proof of Lemma 5.3.5(i)

For Fp, (k=1,...,4), where the matrices Ay, are given in (5.5), the goal is to prove
that lim,, s Advﬁi’\i (27/2(1=€)) = 0 for any € > 0, demonstrating the asymptotic
collision security of Fa,. In the remainder of this section, 7,72, 73 are assumed
to be three permutations taken uniformly at random from Perm(n).

The approach followed in this proof is as follows. Finding a collision for
a function Fa, with A of the form (5.6), corresponds to obtaining query pairs
(1,91), (24, 9)) for m1, (x2,y2), (2, yh) for ma, and (z3,ys), (x4, y4) for 73 in the
query history, such that:

(1‘1,172) # (xllv'r12)7 (Bla‘)
a31T1 O aze2®2 © assys D asey2 = T3, (B.1b)
a1y ® azoxh D assyy D asayh = 2, (B.1c)

)

a1 B a12T2 D as3y1 B asays B Ys = an ] B asnry O aszy; S auys Sy (B.1d

(recall that the adversary is required to make the correct queries in order to form
the collision). We will analyze the maximum probability of any adversary, making
at most ¢ queries to its oracles, in breaking (B.1), which equals Advﬁ‘:l(q) by
definition. Denote by Q; for ¢ = 1,...,q the first ¢ queries of the query history
Q4. To bound Advﬁ‘;l(q), we distinguish among the possibilities that z; = 2’ (for
j =1,2,3). Formally, we obtain

3
Advﬁil(q) < Z Pr | solution for (B.1) A /\ Ty =af =5 (B.2)
1,02, j=1
0536{0,1}

Returning to the four compression functions Fa, (k € {1,2,3,4}), this leaves 32
cases to be evaluated, but for some choices of a;asas the probability on the right
hand side of (B.2) equals 0. Starting with Fa,, the cases ajasas € {110,111}
violate (B.1a), the case 010 would give contradiction for (B.1d), and 101 would
give a contradiction in lines (B.1b-B.1c). On the other side, the case ajazaig = 000
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Table B.1. Case distinction for the analysis of (B.2) for Fa, (k €
{1,2,3,4}). In case of X, the choice ajazas renders violation of one
or more equations of (B.1), otherwise the case corresponds to event
Ei(Qq) (1 €{1,...,13}) given in Figure B.1.

alagas 000 001 010 011 100 101 110 111

Fa, Ei1(Qq) E5(Qq) X (B.1d) E9(Qq) E10(Qq) X (B.1b-B.lc) X (B.la) X (B.la)
Fa, E2(Qq) E5(Qq) E7(Qq) Eo(Qq) Ei11(Qq) X (B.1b-B.lc) X (B.la) X (B.la)
Fa, E3(Qq) E6(Qq) Es(Qq) Eo(Qq) X (B.1d) E13(Qq) X (B.la) X (B.1a)
Fa, E4(Qq) X (B.1b-B.1d) Eg(Qq) Eo(Qq) Ei12(Qq) X (B.1d) X (B.1a) X (B.la)

corresponds to Eq(Q,) of Figure B.1, and similarly the cases 001,011, and 100
correspond to events E5(Qq), Eg(Qy), E10(Qq) of Figure B.1, respectively. A similar
analysis can be applied to Fa,,Fa,,Fa, to obtain the results of Table B.1. In
general, the following holds for Fa,, where k € {1,2,3,4}:

collision for Fa, = E1(Q4) V E5(Q4) V Eg(Qq) V E10(Qy) , (B.3a)
collision for Fa, = E2(Q,) V E5(Qq) V E7(Qq) V Eo(Qy) V E11(Q4), (B.3Db)
collision for Fa, = E3(Qq) V Es(Qq) V Es(Qq) V Eo(Qq) V E13(Qq),  (B.3c)
collision for Fa, = E4(Qq) V Es(Qq) V Eg(Qq) V E12(Qy) . (B.3d)

Here, the events E;(Q,) (I € {1,...,13}) are given in Figure B.1. Thus, it remains
to analyze the probabilities of the events E;(Q,) to occur, but we will analyze these

under the condition that the previous query did not result in success, and some
additional condition C(Q,) = Civ. v4(Q,), where the claims Ci(Qy), ..., Ca(Qy)
are given in Figure B.2:

Pr(E(Qq)) < Pr(E(Qy) [ 7Ei(Qq-1) A =C(Qq)) + Pr (Ei(Qq-1) V C(Qy)) -
Similarly, the second probability of this bound can be split up further:

Pr(E/(Qq-1) VC(Qq)) < Pr(Ei(Qq—1) | "Ei(Qq—2) A 2C(Qq-1)) +
Pr (C(Qg) A =C(Qg-1)) + Pr(E/(Qg—2) V C(Qg-1)) -

Applying this trick ¢ times eventually gives the following probability bound on
Ei(Qq):

Pr(E(Q,) < ) Pr(E(Qi) | “Ei(Qi1) A—C(Q:)) +
w7 (B.4)
> Pr(C(Q:) A=C(Qim)) -
i=1
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The remainder of the section is now divided as follows. In Appendix B.1.1, we
will bound the conditioned events E;(Q,) to occur for [ € {1,...,13} (first sum of
(B.4)). Then, in Appendix B.1.2, a bound on the occurrence of C(Q,) is computed
(second sum of (B.4)). The results are assembled in Appendix B.1.3, to prove
Lemma 5.3.5(3).

E1(Q) : (w1,91), (21, 91), (w2, y2), (x5, y3), E7(Q) : (x1,91), (21, 91), (3, y3), (¢h, y5) € Q s.t.
(z3,y3), (acg,yé) € Q s.t. 1 # ac'l,mg # ac’s,
Ty # a), T2 # Th, T3 £ T, 1 Dy s =z) Dy, Oy,
1 ®y1 O x2 = z3, z3 ®ys = x5 B ys.
¥ B Y1 BTy = a3, Es(Q) : (z1,51), (2}, 91), (22, 2),
T2 ®y2 ®ys = T4 DYy B Y (z3,v3), (x5,y5) € Q s.t.
E2(Q) : (z1,v1), (2, ¥1), (w2, y2), (x5, ¥5), x1 # o), x5 # 1h,
(z3,y3), (25, y3) € Q s.t. 1 @y Dz =) Dy Dy =22 D Y2,
xl;éwll,aw;ém;,mg;éxg, 13@y3=zg®yg4
o1 Oy §x2 = s, Eo(Q) : (x1,11), (2}, 4}) € Q 5.t

1 ®y1 O 7 = 7, @1 # @,
1Dy Dy Dys =z, DY, O ys D s
Es(Q) : (z1,91), (€71, ¥1), (T2, 92), (25, 95),
(w3, y3), (x5, y5) € Q s.t.
w1 # Ty, 2 # Th, T3 # T,

1 @y1 ©zr2 D y2 = zs3,

1 Dy =) DY
E10(Q) : (z1,91); (z2,y2), (5, Y3),
(z3,v3), (x5,95) € Q s.t.
@y # wy, w3 # a3y,
B , , , , 126313:1/2@I'3:zl@y1,
x1@yl®x2®y?:x?7 / xQ@yQ@yszwé@,yé@yé_
1 ®y1 Qys =z; Dy; Dys.
Ea(Q) : (w1,91), (x7,91), (w2, y2), (x5, y3),
(z3,93), (z3,y3) € Q s.t.
Ty # @, 2 £ Th, T3 #£ T,

z1 By ©r2 Dy2 = w3,

E11(Q) : (w1,91), (2, 92), (¢4, y3),
(z3,v3), (x5,y5) € Q s.t.
To # 112,13 # 1/3,
T2 D as =xy Gy = a1 Y1,
Y2 D ys =y D ys-
E12(Q) : (z1,91), (2, 92), (x5, y5),
(z3,93), (5, y3) € Q s.t.

22 # T, w5 # o,

Ty yy Dy D yy = h,
T @y Dz Dys =) Dyy ®xh D ys.
Es(Q) : (w1,91), (21, 91), (w2, y2), (x5, y5) € Q s.t.
Ty # a7y, T2 # Ty, , , ,
$1€By1@$2:$;@y1®$é, xz@yz@x:j:ac?@%@xg:ml@yl,
T2 D ys = x5 D ys3-
E13(Q) : (z2,y2), (¢5,y3) € Q s.t.
Ty # T3,

T2 B y2 = T O Yo

Iz@y2=zl2®y;.
Ee(Q) : (w1,91), (27, 91), (w2, y2), (a5, y3) € Q s.t.
e ———
1 @y =27 Dy,
T2 ® Y2 =25 D ys

Figure B.1. The events E;(Q) (I € {1,...,13}).
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C,1(Q) : for some c there exist more than 7; solutions in Q to one of the 3 equations:

z1 By =c T2 By2 = ¢, z3 D ys =c.

C2(Q) : for some c there exist more than 72 solutions in Q to one of the 3 equations:

1 Dy1 Dr2Dy2 =c, 1 Gy1 ©r3 Bys =c, T2 Dy s Dys =c.

C3(Q) : there exist more than 72g solutions in Q to one of the 3 equations:

z1 Dy D x2 D y2 = 3, r1 D y1 D x3 B ys = w2, T2 D y2 D x3 Dys = 1.

C4(Q) : there exist more than g — 1 solutions in Q to one of the 3 equations:

To ;é:c;, :ng;émé, and T2 ;é:c;, :cg;éa:é, and xg;é:c;, zg;émé, and
w2 & w3 = xh B T4, and zo @ 3 = x4y O x5, and T2 @ ys = xh @ ys, and
Y2 D ys = y5 ® ys T2 QY2 Bys =, Qs Dyy 12O y2 Dwz =75 Dyy O .

Figure B.2. Claims C1(Q),...,C4(Q). We denote C(Q) =
Civ...va(Q). The parameters 71 > 1, 79 > 1 are any fixed constants.

B.1.1 Bounding Occurrence of E;(Q,), I =1,...,13

In this section, we bound the conditioned events E;(Q,) (for I = 1,...,13) to
occur, more specifically the first sum of (B.4). The cases | = 1,2,3,4 are
found in Lemmas B.1.1-B.1.4, respectively. The cases [ = 10,11,12 are found
in Lemma B.1.5, and the remaining cases in Lemma B.1.6.

Let dy be the constant defined in Conjecture 5.3.2. On input of parameters
(g,n), we define e.(q,n) = Pr (8 > diglogq) of Conjecture 5.3.2. This quantity
tends to 0 for n — oo and for ¢ < 2*/2. In the remainder of this chapter, we
define ¢ = dyqlogq. We will also consider Conjecture 5.3.2 on inputs (¢,n) and
(T2q,mn), where 75 is a parameter used in Figure B.2.

7'2(]% log g1

g T2eelan) +

q
Lemma B.1.1. ZPr(El(Qz) I ﬂEl(Qi—l) A _\C(QZ)) <

i=1

Ec(qla n)

Proof. We write Eqa, E1b, and E;c for the three equations of E;(Q) (Figure B.1).
We first bound the success probability of the i*t query (i = 1,...,¢), and then we
sum over all values of 7.

Assume first the adversary makes a query x:(;) — yéz) = 7'('3(,%;2)) fori=1,...,q
(the same treatment holds for queries zf — y4, T2 — o, or x4, — y5). By
Conjecture 5.3.2, there exist at most ¢ tuples (z},y]), (x5, v5), (x4, y4) such that
E1b is satisfied, except w.p. at most &.(¢q,n). Denote L; to be the number of tuples
(z1,41), (x2,y2) that make equation E;a satisfied for x:(;)‘ For any of the tuples
satisfying E1b, and any of the tuples satisfying E;a, equation E;c is satisfied with

probability at most ﬁ. Considering all queries x3 — y3, the adversary succeeds

in breaking E;(Q,) with probability at most > ¢, QLTL’Elq + e.(¢,n). Notice that
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by Conjecture 5.3.2, >°f | L; < q1, except w.p. at most .(¢g,n). We thus obtain
2
(g,m).
(2)

Assume the adversary makes a query y;° — xéi) =Ty ( (¢ )) fori=1,...,q
(the same treatment holds for query y}, — z4). By ConJecture 5.3.27 there exist at
most ¢ tuples (2}, y1), (x4, v5), (x4, y4) such that Eqb is satisfied, except w.p. at

upper boun

most £.(g,n). This consequently leads to at most ¢ possible values of y( R ThH D
y5 ®yh. For any of these values, by —Cz(Q;) there exist at most 7o combinations of
2 DLy DY, DYs = 11 DYy1 Dxs Dys. For any of
these T2¢1 choices, the adversary breaks E;(Q;) if xéi) hits yéi) Dys Db Bys, Dy =
1P y1 Bxs, hence with probability at most ﬁ. Considering all queries yo — x2,
the adversary succeeds with probability at most X + ec(q,n).

queries (x1, Y1), (x3,ys) such that ys

Assume the adversary makes a query y( 2 ( ) = él)) fori=1,...,q
(the same treatment holds for query g4 — z5). By Conjecture 5.3.2, there exist at
most ¢ tuples (2}, y1), (4, v5), (x4, y4) such that E1b is satisfied, except w.p. at
most £.(q,n). This consequently leads to at most ¢; possible values of x}, @ y5 ® y5.
Denote L; to be the number of choices (x2,y2), x5 & y4 & y5 that make equation
Eic satisfied for y; @, For any of these L; tuples, equation Eja is satisfied with
probability at most =— Con51der1ng all queries y3 — x3, the adversary succeeds

in breaking E;(Q,) w1th probability at most Y 7_, 2n‘q +e.(g,n). Notice that by
Conjecture 5.3.2, Y7, L; < diq1log 1, except w.p. at most e.(q1,n)." We thus
obtain upper bound % +ec(q,n) +ec(qr,n).

Assume the adversary makes a query x( R ygi) = Wl(l'gi)) fori =1,...,q

(the same treatment holds for queries y; — 1, #} — ¥}, or y; — z}). By
Conjecture 5.3.2, there exist at most ¢ tuples (z},y]), (x4, ¥5), (4, y4) such that
E1b is satisfied, except w.p. at most £.(g,n). This consequently leads to at most
¢1 possible values of x4, @ y) @ y5. Again by Conjecture 5.3.2, there exist at most
d1q1 log ¢1 combinations of queries (xllv yll)v (xéa yé)? (’I’g, yé)v (an y2)7 ('I?n y3) such
that E;c is satisfied, except w.p. at most €.(q1,n). For any of these combinations,

the adversary breaks E; (Q,) if yli) hits x@@mg ®x3, hence with probability at most
. Considering all queries x1 — y1, the adversary succeeds with probability at

2'7L
most M + Ec(q7 ) + gc(qlvn)'

In any case, the success probability is at most w +2e.(q,n) +ec(qr,m).
L]

Here, Z (the values 22 @ y2) is a set of ¢ random elements, and the adversary is challenged
to find two sets, one of size ¢ (the values x3) and one of size at most g1 (the values =, ® y) B y3),
to maximize the number of matches. The success probability for this is upper bounded by
the success probability in breaking this problem if all sets are of size q;. Then, we can apply
Conjecture 5.3.2 on (g1,n).
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q 21
Lemma B.1.2. Y Pr(E2(Q;) | ~E2(Qi—1) A =C(Q))) < wgiifg;h—i—%c(q,n)—k
=1

EC(Q1, TL)

Proof. We write Esa, Esb, and Esc for the three equations of Eo(Q) (Figure B.1).
The approach is similar as before.

Assume first the adversary makes a query x:(,f) — yg) = 7'('3(1‘;2)) fori=1,...,q
(the same treatment holds for queries zf — y4, z2 — o, or x4, — y5). By
Conjecture 5.3.2, there exist at most ¢ tuples (z},y]), (x5, v5), (x4, y4) such that
Esb is satisfied, except w.p. at most &.(¢q,n). Denote L; to be the number of tuples
(z1,41), (x2,y2) that make equation Esa satisfied for xgl). For any of the tuples
satisfying Esb, and any of the tuples satisfying Esa, equation Esc is satisfied with

probability at most 2n17q. Considering all queries x3 — y3, the adversary succeeds

in breaking E;(Q,) with probability at most > ¢, QL,,jElq + e.(¢,m). Notice that

by Conjecture 5.3.2, >°7 | L; < q1, except w.p. at most .(¢g,n). We thus obtain

2
upper bound Qfl_q + 2¢ec(g,n).

Assume the adversary makes a query y;(;) — xéi) = 7T3_1(y§i)) fori=1,...,q
(the same treatment holds for query y5 — %, yo — z2, or y, — z5). By
Conjecture 5.3.2, there exist at most ¢1 tuples (z7,v}), (x5, y5), (¢5,y4) such that

Esb is satisfied, except w.p. at most £.(g,n). This consequently leads to at most
q1 possible values of yél) D) Dyl ®y,Dy; Again by Conjecture 5.3.2, there
exist at most dyq; log ¢; combinations of queries (27, v}), (25, y5), (x4, y4), (x1, 1),

(22, y2) such that Exc is satisfied for yéi), except w.p. at most £.(q1,n). For any of

these combinations, the adversary breaks Eo(Q,) if xz()f) hits 1 ® y1 @D 2, hence
with probability at most 2n—17q. Considering all queries y3 — x3, the adversary

succeeds with probability at most % +ec(g,n) +ec(qr,n).

Assume the adversary makes a query xgi) — yy) = wl(xgi)) fori=1,...,q
(the same treatment holds for queries y3 — z1, ) — ¥}, or ¥} — z}). By
Conjecture 5.3.2, there exist at most ¢; tuples (z1,v}), (x5, y5), (¢5,y4) such that
Esb is satisfied, except w.p. at most £.(¢g,n). This consequently leads to at most g1
possible values of ) @y} Dy @ y4. For any of these values, by =Ca(Q;) there exist
at most 7o combinations of queries (z2,y2), (3, y3) such that xe ® yo ® x3 D ys =

x} ®y) Dyhdys. For any of these 72q; choices, the adversary breaks Eo(Q;) if yii)

hits xgi) @ x2 P x3, hence with probability at most 2—1_(1 Considering all queries
x1 — Y1, the adversary succeeds with probability at most % +ec(gq,n).

2
In any case, the success probability is at most %ﬁiql +2e.(q,n) +eclq1,m).
O

q
Lemma B.1.3. ZPI‘ (E3(Qy) | "E3(Qi—1) A C(Q;)) < 24
i=1
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B.1 Proof of Lemma 5.3.5(i)

Proof. The case of E3(Q,) is fairly similar to the case of E3(Q,) (see Lemma B.1.2),
with the difference that the usage of Conjecture 5.3.2 is replaced with —C3(Q;).
We write Esa, Esb, and Ezc for the three equations of E3(Q) (Figure B.1). The
cases of queries x1, 2, y1, ¥}, 3, and x% are the same as before (notice that Esa and
Esb can be substituted in Egc), resulting in a success probability upper bounded

2 2
729
by i

Assume the adversary makes a query a:g) — yéi) = Wg(iféi)) fori=1,...,¢q
(the same treatment holds for queries yo — x2, a5 — yh, or yh — x5). As
—C3(Q;), there exist at most 72q tuples (2}, y1), (xh,v5), (x5, y5) such that Esb is
satisfied, and this consequently leads to at most mo¢q possible values of ), ® yb ®
x @ y4, which behave random. By a slight variant of =C3(Q;) (as the previously

mentioned values behave random), there exist at most 72q combinations of queries

(@1, 1), (25, 92), (5, 45), (1, 91), (€3, ys3) such that 1 Dy1 Dys = x5 Dy, s Dys.

For any of these combinations, the adversary breaks E3(Q,) if yéz) hits z1 @ y1 &

(z) @ x3, hence with probability at most 57— Considering all queries z2 — yo,
the adversary succeeds with probability at most T2qq.
Assume the adversary makes a query yé) xél) = w;l(y:()f)) fori=1,...,q

(the same treatment holds for query y5 — x%). As =C3(Q;), there exist at most
Toq tuples (27, y1), (x4, y4), (x4, y4) such that Ezb is satisfied, and this consequently
leads to at most 72q possible values of 2}, @y, ®xh®ys;. Denote L; to be the number
@) For any of
Considering

of choices (z1,y1), 2} ®y; dys that make equation Esc satisfied for y(3
these tuples, equation Esa is satisfied with probability at most 5= 7
all queries y3 — x3, the adversary succeeds in breaking E3(Q,) with probability

at most Y ¢, 2n‘q . Notice that by a slight variant of —=C5(Q;), > i, L; < 73¢.

O

The slight variant of C3(Q;) employed in the proof of Lemma B.1.3 embraces
the case the adversary has ¢ different tuples (1, 1) and ¢ different tuples (z3,y3),
but (at most) 7oi different random values zo = x4 @ y) @ a4 O v4, and aims at
finding combinations such that x1 ®y; ® 2o = x3 (or similar variants). Rather than
introducing a separate claim for this, it suffices to condition for E3(Q) on claim
C(Q) where Toq queries are allowed. This observation is used in Appendix B.1.3,
where the results are assembled.

d1736%1og(72q)

2n —q +

q

Lemma B.1.4. > Pr(E4(Q;) | -Es(Qi—1) A-C(Q)) <
i=1

5c(7_2q’ Tl) :

Proof. The case of E4(Q,) is fairly similar to the case of E1(Q,) (see Lemma B.1.1),

with the difference that most of the usages of Conjecture 5.3.2 are replaced with

—C3(Q;). We write E4a, E4b, and E4c for the three equations of E4(Q) (Figure B.1).
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Note that equation Esc reduces to y2 @ x5 ® y3 = yb @ x4 @ y4 by substituting
equations Ega,E4b. The cases of queries x1, 2], y1,¥],z3, and x% are the same
as before. For queries g, 25,ys3, and yj5, one follows the same reasoning as for
queries Y — x2 in the analysis of E1(Q,), and for queries y,,y5 one follows the
same reasoning as for y3 — x3 in the analysis of E;(Q,). Concretely, the success
probability is at most Moi(mq) + ec(maq,n). O
Lemma B.1.5.

. nqqﬁ-q + €c(q, ) fOT’l =10,
ZPr(El(Qi) | =E(Qi—1) A =C(Qi)) < qqﬁ% +éec(q,n) forl =11,
i=1 T1T: _
;,?7“1 forl=12.
Proof. We start with E11(Qg), and write E;;a, E11b for the two equations of Eq1(Q)
(Figure B.1). The approach is similar as before.

Assume first the adversary makes a query x( 2 ( ) = Wg(Igi)) fori=1,...,q
(the same treatment holds for queries z§ — y5, :EQ — y2, Or TH — yb). By
Conjecture 5.3.2, there exist at most ¢1 tuples (25, v5), (x4, y5), (1,y1) such that
the second equality of Ejja is satisfied, except w.p. at most €.(¢q,n). For any such
choice, as xél) is fixed there exists at most one (x2,y2) such that equation Ej;a is
satibﬁed For any of the combinations, E11b is satisfied with probability at most
S ;- Considering all queries x3 — ys, the adversary succeeds in breaking E11(Qq)

with probability at most ng_lq +ec(g,n).

Assume the adversary makes a query y( QN xgi) =Ty ( < )) fori=1,...,q
(the same treatment holds for queries y§ — zf, y2 — x2, or y4 — z). By
Conjecture 5.3.2, there exist at most ¢; tuples (25, v5), (x4, y5), (x1,y1) such that
the second equality of Eq;a is satisfied, except w.p. at most £.(g,n). For any such
choice, as yi(;) is fixed there exists at most one (zq,y2) such that equation E;1b is
satisﬁed For any of the combinations, Ejja is satisfied with probability at most
57— . Considering all queries y3 — x3, the adversary succeeds in breaking Eq1(Qq)

w1th probability at most quq +ec(g,n).

Assume the adversary makes a query xgi) — ygi) = wl(xgi)) fori=1,...,q
(the same treatment holds for queries y; — x1). By =C4(Q;), there exist at most
q — 1 tuples (z2,vy2), (r3,y3), (25, y5), (25, y5) such that zo & x3 = ) & x4 and
y2 @ y3 = yp @ y5. For any such tuple, the adversary succeeds with probability at

most ﬁ. Considering all queries x1 — y;, the adversary succeeds in breaking
E11(Q,)

In any case, the success probablhty is at most q’h+q + e.(g,n). The cases of

E10(Qq), E12(Q,) are fairly similar, with the major dlfference that one needs to
take into account that by —C;(Q;) the query history contains at most 71 collisions
z2 @ y2 = ¢, for any ¢, and similar for z3. Additionally, for E12(Q,) the usage of
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B.1 Proof of Lemma 5.3.5(i)

Conjecture 5.3.2 is replaced with —=C5(Q;). Concretely, the success probabilities
2 2 2
are upper bounded by %—i—ec(q, n) for E10(Q,) and % for E12(Q,). O

q

Lemma B.1.6. Y Pr(E/(Q;) | “Ei(Qi-1) A=C(Q;)) = 0 for I = 5,...,9,13,
i=1

provided T, = 1.

Proof. Starting with E5(Q,), for the i*® query xéi) > yéi) fori=1,...,q. As

—C1(Q;) for 71 = 1 there does not exist any other query (x5, y5) such that argl) &>

yéi) = 2/, @ yb. The same reasoning applies to the other events. O

B.1.2 Bounding Occurrence of C(Q,)

In this section, we bound the event C(Q,) to occur, more specifically the second
sum of (B.4). Notice that this sum by probability theory equals Pr(C(Q,)).
However, we can split up the probability as follows.

Pr (Cl\/___\/4) S Pr (Cl) —+ Pr (C2 | _\Cl) + Pr (Cg | _‘CIVZ) + Pr (C4) . (B5)

The probability bounds on C1(Qy),...,Cs(Q,) (the four quantities of (B.5))
are obtained in Lemmas B.1.7-B.1.10. The proofs rely on the following bound,
which holds due to Stirling’s approximation:

e T1+1
Lemma B.1.7. Pr(C(Q,)) <3-2" (m) .

Proof. We start with the first equation of C;(Q,). Fix any ¢. For any (z1,y1), the
equation is satisfied with probability at most ﬁ. More than 7 such tuples give
a collision with probability at most

() (5 = (area)

Now, the result follows by quantifying over the number of choices for ¢ and the
number of equations of C1(Q,). O

)(7‘2+1)/T1

T 2@
Lemma B.1.8. Pr(C2(Q,) | ~C1(Q,)) <3 2" (e

Proof. We start with the first equation of C2(Q,). Fix any ¢. Assume the adversary
makes a query a:gl) — yy) for i = 1,...,q (the same treatment holds for queries
Y1 — T1, To — Y2, O Yo — x2). For any tuple (2, y2), the equation is satisfied with

probability at most ﬁ Thus, the query results in a solution with probability
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at most ﬁ. The adversary makes 2¢ queries, and as =C1(Q,), each “hit” adds
at most 71 solutions. Therefore, the adversary needs at least (r2 + 1)/71 out of
at most 2¢ hits. Consequently, Q, contains more than 75 solutions to the first
equation of C3(Q,) with probability at most

2(] q (124+1)/m1 7'12q2e (t2+1)/m1
<|—————F— .
<(Tz+1)/ﬁ> (2"—(1) B ((Tz+1)(2”—Q)>

Now, the result follows by quantifying over the number of choices for ¢ and the
number of equations of Ca(Q,). O

Lemma B.1.9. Pr(C5(Q,) | ~Civ2(Q4)) = 0.

Proof. We start with the first equation of C3(Q,), a similar reasoning applies to
the other equations. As ~Co(Q,), for any (x3,ys) there are at most 7o solutions
to 1 ® Y1 B T2 B Y2 = x3. As Q, contains ¢ tuples (z3,ys), it contains at most
Toq solutions to the first equation of C3(Q,). O

2

Lemma B.1.10. Pr(C4(Q,)) < 3( i )q.

2n —q

Proof. We start with the first equation of C4(Q,). By construction, there are
at most ¢® tuples of queries that satisfy xo © x3 = a5, @ 2%, and the adversary
can achieve this number if it makes forward queries only, and we will assume
henceforth. For any of these tuples, the second equation is satisfied with
probability at most ﬁ More than ¢ — 1 such tuples give a collision with
probability at most

(qq3> (2n1q>q : (q(;feq))q

Now, the result follows by quantifying over the number of equations of C4(Q,). O

B.1.3 Assembling the Results
Denote by bndE;(q) the bound obtained for conditional events E;(Q,) (I =

1,...,13, Lemmas B.1.1-B.1.6), and by bndC;(¢) the bound obtained for claim
C(Qq) (I =1,...,4, Lemmas B.1.7-B.1.10). Recall that ¢1 = diglogq. Using
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B.1 Proof of Lemma 5.3.5(i)

slight variants of (B.3-B.5), one gets

4
Vit (g) < > bndEj(q) + Y bndCi(q)
=1

le{1,
5,9,10}

4
AdvE! (q) < > bndEi(g)+ Y bndCi(q)

le{2,5,
7,9,11}
3 3
Vil () < > bndEi(q) + Y bndCi(q) + > bndCi(raq)
1€{3,6, =1 =1
8,9,13}

4
AdvE! (q) < > bndEy(g)+ > bndCi(q)

le{4,
8,9,12}

Note that the bound for AdeOl (¢) includes a third sum, the cause of
which is explained after Lemma B.1.3. Let ¢ > 0. In order to prove
lim,, 00 Adv';;‘/ic (2n/2(1=2)) = 0 (for k = 1,2,3,4), it suffices to prove that the
separate bounds tend to zero for n — oo. The results of Appendices B.1.1
and B.1.2 hold provided 7 = 1, but still hold for any choice of 75. Set 72 =n — 1.
Note that the e.-parts in the bounds bndE;(q) all approach 0 for ¢ = on/2(1—¢).
in particular, for large enough n we have diglogqg < 2"/? and mq < 2™/2, and
Conjecture 5.3.2 applies. Therefore, we omit the e.-parts for simplicity. The
evaluations are now fairly the same and mostly rely on the fact that for large
enough n the bounds behave like (;,ZE for some constants «, 3. This function
clearly tends to 0 for n — oo. We discuss bndE;(¢) and bndCq(g) in detail. As
we consider the asymptotic behavior, Without loss of generality we assume n is
large enough to obtain 2"7711 <z . < 2 for ¢ < 2V/2. By elementary
mathematics,

(n —1)(diqlog g)* log(diglogq) _ din'q®

bndE =
ndEi () g <o
Consequently, bndE; (27/2(1=9)) < %, approaching 0 for n — co. Similarly, for
bndCs:
2(m2q)%e \" deng®\"
bndC}(q) := bndC =3-2" | ————] <3.2"
niCy(a) = bndCa(rag) =3-2" (AP < )

which implies bndC(27/2(1-¢)) < 3 (gffj) approaching 0 for n — oo.
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B.2 Proof of Lemma 5.3.5(ii)

For Fa, (k = 1,2,3,4), where the matrices A, are given in (5.5), the goal
is to prove that Adv{(q) = ©(¢*/2") for k = 1,3,4, and to prove
k
lim,,—s 00 Advﬁize(22"/3(1—€)) = 0 for any € > 0, demonstrating the asymptotic
preimages security of Fa,. In the remainder of this section, 71, mg, 73 are assumed
to be three permutations taken uniformly at random from Perm(n), and z denotes
any challenge. We will analyze the maximum probability of any adversary A,
making at most ¢ queries to its oracles, in finding preimage for Fp,, denoted as
Advi™(q) by definition. Denote by Q; for i = 1,...,q the first i queries of
k
the query history Q,. By construction, we have Advﬁi’re(q) = Pr(E14(Qy)),
1 -
Advﬁif(q) = Pr(E15(Qy)), AdVeFige(q) = Pr(E(Qy)), and Adv,e:i;(q) =
Pr (E17(Q,)), where the events E;(Q,) (I € {14,...,17}) are given in Figure B.3.

E14(Q) : (z1,v1), (w2, 92), (z3,y3) € Q s.t. E16(Q) : (z1,91), (2,¥2), (x3,y3) € Q s.t.
1 D y1 D x2 = x3, 1 D y1 D x2 Dy2 = w3,
z2 Qy2 Dys = 2. z1 Dy1 Dys = 2.

E15(Q) : (z1,v1), (w2, 92), (z3,y3) € Q s.t. E17(Q) : (z1,91), (2,¥2), (x3,y3) € Q s.t.
1 Dy D x2 = x3, 1 D y1 Dx2 Dy = w3,
1 O Yy1 Dy2 O ys = z. y2 @ xs Dys = 2.

Figure B.3. Events E;(Q) (I € {14,...,17}).

In Appendix B.2.1, we will upper bound Pr (E15(Q,)). In Appendix B.2.2, we
provide a tight bound for Pr (E;(Q,)) for | = 14,16, 17.

B.2.1 Bounding Occurrence of E;5(Q,)

In order to bound Pr (E15(Q,)), we define a new claim Cy/(Q). This claim equals
C2(Q) of Figure B.2 restricted to the third equation and for fixed ¢ instead of for
any c. In a similar fashion as in (B.4)-(B.5), we obtain:

q

Pr(Ei5(9Q,)) < ZPI‘(Els(Qi) | 7E15(Qi—1) A "Civar (Qi)) +

i=1

Pr (C1(Qq)) + Pr(Cx(Qy) | ~C1(Qy)) -

(B.6)

In Lemma B.2.1 we bound the conditioned occurrence of E15(Q,) (the first part
(B.6)), and in Lemma B.2.2 we compute probability on Co/(Qq) (the third part
of (B.6)). A bound on C;(Q,) is given in Lemma B.1.7. The results are then
assembled to prove lim,, o Advﬁize(?"/?’(l—&)) =0 for any £ > 0.

Let dy be the constant defined in Conjecture 5.3.2. On input of parameters
(g,n), we define €/(¢,n) = Pr (6 > d2q3/2) of Conjecture 5.3.2. This quantity

tends to 0 for n — oo and for ¢ < 22"/3,
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3/2

d + T
24 24 +

q
Lemma B.2.1. ZPI‘ (E15(Ql) | ﬂE15(Qi_1) A\ —\Cl\/gf(Qi)) < on _ q

i=1

eu(q,n).

Proof. We write Ej5a and Eq5b for the two equations of Ej5(Q) (Figure B.3). The
approach is similar as before.

Assume first the adversary makes a query xg) — yél) = 7T3(J?éz)) fori=1,...,q
(the same treatment holds for queries y5 — x3, o — yo2, and yo — x2). Denote
L; to be the number of tuples (x1,y1), (x2,y2) that make equation Ejsa satisfied
for xz(;). For any of these tuples, equation Ejsb is satisfied with probability at
most ﬁ. Considering all queries x3 — ys3, the adversary succeeds in breaking

E15(Q,) with probability at most 3¢, 5£—. Notice that by Conjecture 5.3.2,

i=12n—¢q
1L < d2q®/?, except w.p. at most el(g,n). We thus obtain upper bound
40?2
g tecla,n).
Assume the adversary makes a query mgl) — ygl) = 771(9351)) fori=1,...,q

(the same treatment holds for queries y; — 7). As =Co/(Q;), there exist at most
Ty tuples (z2,y2), (z3,y3) such that xo B yo © x3 & y3 = z is satisfied. For any of
these tuples, equation Ejsa is satisfied with probability at most in, 7 Considering
all queries &1 — y1, the adversary succeeds in breaking E;5(Q,) with probability

at most 2?fq.
e . 3/2
In any case, the success probability is at most ‘MT_J;T” +el(q,n). O

)(724-1)/7'1

Lemma B.2.2. Pr(Cy(Q,) | 7C1(Qy)) < (%

Proof. The proof is identical to the proof of the bound for C5(Q,) (Lemma B.1.8).
Note that Co/(Qg) consists of one equation, and one choice for ¢ only. O

Let € > 0. As in Appendix B.1.3, to prove lim,,_, Advﬁize(22”/3(1—5)) =0, it
suffices to prove that the separate bounds tend to zero for n — co. Put 7, = 2 and
7o = 2"/3 — 1. The evaluations are now fairly the same, and we only discuss the
bound bndE;5(q) on E15(Q,). Again, by Conjecture 5.3.2 the e,-part goes to 0 for
q = 227/3001=¢) "and we omit it for simplicity. Notice that ﬁ < 2% for ¢ < 2771,
We obtain:

d 3/2 2n/3_1 d 3/2 on/3
bndEy5(q) = =2 ;(_q 4y ; 1,

Consequently, bndE;5(227/3(1-¢)) < g? + 22”%, which approaches 0 for n — oo.

B.2.2 Bounding Occurrence of E;(Q,), | = 14,16, 17

In this section, we prove Pr (E;(Q,)) = ©(¢*/2") (I = 14,16,17) by providing a
lower bound in Lemma B.2.3, and an upper bound in Lemma B.2.4.
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Lemma B.2.3. Pr(E;(Q,)) = Q(¢?/2") for | = 14,16, 17.

Proof. We consider E14(Q,), the analysis for the other compression functions is
analogous.?

We construct an adversary A whose goal is to find tuples (z1,y1) €
71, (Z2,y2) € w2, and (x3,y3) € m3 such that Ei4(Q,) is satisfied. The adversary

proceeds as follows. It sets up two lists of g random elements X5 := {z; 1) §‘1)}
and Xy := {m(l) .. (q)} and computes the corresponding values y( ) = (:rgk))
and y( ) = = mo(x (k)) (for ¥ = 1,...,q). Additionally, for each k = 1,...,q,
the adversary sets y( ) = xék) @ yék) @ z and computes the corresponding value

xék) =73y é )). Fixany k € {1,..., ¢}, then x(k)@yé )@y(k) = z by construction.
The adversary obtains a solution for Ei4(Q,) if X7 contains an element z; such
that 1 ®y; = x2®x3. By basic probability theory, such x; exists with probability
Q(q/2™). As the adversary needs to succeed for only one of the ¢ choices of k, it
finds a solution for E14(Q,) with probability (¢?/2"). O

Lemma B.2.4. Pr(E;(Q,)) = O(¢?/2") for 1 = 14,16,17.

Proof. We consider E14(Q,), the analysis for the other compression functions is
analogous. We write Ej4a, Ej4b for the two equations of Ei4(Q,). The approach
is similar to before. By basic probability theory,

Pr (E14(Q)) Z (B14(Qi) | 7B14(Qi1) A =C1(Qi)) + Pr(C1(Qq)) - (B.7)

We start with the first probability and consider 7 = 1.

Assume first the adversary makes a query x:(,f) — yg) = ﬂg(mg)) fori=1,...,q
(the same treatment holds for queries xo — y2). For each of the < ¢ tuples (z1,y1),
by —C;(Q;) the values x1 @ y; are distinct, and there exists at most one (z3,y2)
such that equation Eq4a is satisfied. For any of the combinations, E14b is satisfied

with probability at most ﬁ. Considering all queries z3 — ys3, the adversary

succeeds in breaking E14(Q,)

Assume the adversary makes a query y( 9 ( = wgl(xéi)) fori=1,...,q.
By —C1(Q;), there exists at most one tuple (:cg,yg) such that equation Eisb
is satisfied. For this tuple, Ej4a is satisfied with probability at most ﬁ
Considering all queries 3 — ys, the adversary succeeds in breaking E;4(Q,) with

2

Assume the adversary makes a query y( & ( ) = ﬂ;l(xgi)) fori=1,...,q.
For each of the < ¢ tuples (z1,y1), by =C1(Q; ) the values x1 ®y1 are distinct, and
there exists at most one (x3,y3) such that z; @ y; ® yo ® 3 ® y3 = 2. For any of

2The attack defining the lower bound for E16(Qg) corresponds to an attack by Joux described
in [206].
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the combinations, Ej4a is satisfied with probability at most ﬁ. Considering all
queries kg — Yo, the adversary succeeds in breaking E;4(Q,) with probability at
2

most 2§_q.

Assume the adversary makes a query mgi) — ygi) = Wl(Igi)) fori=1,...,q
(the same treatment holds for queries y; — 7). For each of the < ¢ tuples
(23,93), by =C1(Q;) there exists at most one (x,y2) such that equation Ejsb is
satisﬁed For any of the combinations, Ej4a is satisfied with probability at most

Conblderlng all querleb x1 — y1, the adversary succeeds in breaking E14(Q,)

271
w1th probability at most 5i—

In any case, we obtain Zi:l Pr(E14(Q;) | 7E14(Qi—1) A =C1(Q;)) < 23—_(}.
The claim now immediately follows from (B.7), Lemma B.1.7, and the fact that
g <2n L O

B.3 Generalization of Theorem 5.4.1

We generalize our findings on the single-permutation setting to cover any function,
where affine transformations on the inputs to the permutations are taken into
account. This generalization is straightforward, but technical and more elaborate.
For a matrix B = (b1, b, b3, b4)T with elements in Z%, we define the compression
function Fag as follows.

Fag(z1,x2)

y1 < mi(anss © ajprr © by),

Yo — ma(anT1 @ axrs ® azsyr @ ba),

y3 < m3(az171 D azaTz D azzyr © azay2 O b3) ,

2z 4 a4171 D agoT2 D a43y1 © agay2 O ags5y3 O by,

return z.

where A is as in Section 5.1.1. We note that for the multi-permutation setting,
this generalization is of no added value, as the permutations are independently
distributed anyway. Adding constants is, however, a customary approach to obtain
different permutations from a single one (e.g., m;(x) = 7(b;®x) for i = 1,2,3), but
as we will show, the findings of Theorem 5.4.1 also apply to this extended setting.

We reformulate Propositions 5.2.2-5.2.4 to the case of Fag (recall that
Proposition 5.2.5 did not apply to the single-permutation setting in the first
place). Propositions 5.2.2 and 5.2.3 apply to any Fag and Fagr with B = B’
and Proposition 5.2.4 holds for any B and B’ with (b},0],,) = (bit1,b;). Given
this, the proof of Theorem 5.4.1 almost carries over. Lemmas 5.3.3 and 5.3.4 apply
with straightforward generalization. It remains to evaluate the matrices A of the
form (5.6) for any B € (Z2)**'. The case las,«|| < 2 is the same as in the proof
of Theorem 5.4.1.
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llas «|| = 3. By M-reductions, it suffices to consider asjagzasszass € {1110,0111}.

e azjazeaszazs = 1110. The same analysis as in Section 5.3.1 applies,
leaving the matrices A; and Az of (5.5). In the extended single-
permutation setting, the two corresponding compression functions
satisfy FAlB(xl Db, 7T($1)@b1 Bb3) = 77(7r(:c1)69b1 @bz@b?,)@bl Pbs Dby
and Fa,g(21,22) = Fa,a(21, 21 ®xo®m(x1 Db1) Dby @ bs) for any xq, .
Collisions can thus be trivially found;

e asjaszpassazy = 0111, By Lemma 5.3.4(ii), we have a4y = 1.
Lemma 5.3.4(iii) now states that we require as2 = a44, which gives the
following four options for a4oas3a44: 000, 010, 101, and 111. The first
one is vulnerable to the attack of Lemma 5.3.4(iv), the second, third,
and fourth matrix satisfy Fag(z1,7 1 (7(z1 @ b1) @ by @ b3) ® by) =
x1 Dby ® b3 @ by, Fag(w1 ® b1, 21 ©bo) = Fag(x1 ® by @ bo D b3, 21 @ b3),
and Fag(z1 ® b1, 1 ® ba) = w(x1 © by D bs) ® by ® by @ by, respectively,
for any z;. Collisions can thus be trivially found;

llas || = 4. Except for asiassasgzasqa € {1010,1001,0110,0101}, all induced
compression functions satisfy Fag(z1 @ b1,71 @ b2) b 7(by B b & b3) &
aq1b1 @ agabs ® by € {0, 21, w(x1)} for any x;, for which collisions can be
trivially found. The cases 1001,0110 are vulnerable to Lemma 5.3.4(iii). The
remaining two cases, which are equivalent by M-reduction, allow for trivial
collisions as well: the compression function induced by (a41042a43044) =
(1010) satisfies Fag(z1, 7 *(z1 ® m(21 @ b1) @ ba @ b3) B ba) = by B by P by

for any x;.

Hence, any of the analyzed compression functions either allows for trivial collision
or is vulnerable to Lemma 5.3.4, therewith allowing for collisions in at most 227/
queries.

Concluding, for any compression function Fag of the generalized form (B.8),
collisions can be found in at most 22"/> queries, hence considerably faster than in
27/2 queries.

B.4 Heuristic Argument for Conjecture 5.3.2

In this section, we provide a heuristic argument for the first part of Conjec-
ture 5.3.2, a similar argument applies to part two. Throughout the argument it
becomes clear why the conjecture is similar to but more complex than Zarankiewicz
problem [57, Ch. 6.2], as claimed in Section 5.3.

In more detail, we will show that the conjecture should hold for d; = 10 for
large enough n. Let Z be a given set of ¢ < 2"/2 random elements. Denote by
Pr (succ(Z)) the probability that there exist two sets X7, X2 such that the number
of solutions (z1,x2,2) € X1 X X3 X Z with 21 @ z9 = z is larger than 10glogg. In
this heuristic argument we will provide a bound on Pr (succ(Z)). In fact, we will
first consider ¢ = 2% and show that the number of solutions is with high probability
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upper bounded by 2¢qlogq + ¢g. If ¢ is no power of two, the number of solutions
is then clearly upper bounded by the amount of solutions for ¢’ = 2/1°€41 hence
upper bounded by 8¢qlog g + 2g < 10qlog g (provided ¢ > 2).

Before proceeding, we pose the following claim on Z (recall that Z is a
multiset):

D1(Z) : there exist z1,z2 € Z such that z1 = z2.
Clearly, Pr (D1(Z)) < ¢?/2", and by probability theory we have

Pr (succ(Z)) < Pr (succ(Z) | -D1(Z)) + Pr (D1(2))

2 B.9
< Pr(succ(Z) | -D1(2)) + ;J—n . (B9)

Therefore, it suffices to analyze succ(Z) given that Z contains no collisions. The
goal for an adversary now is to come up with two sets X; = {xgl), R J;ﬁq)} and
X, = {xél),...,xéq)} such that |{(z1,22,2) € X1 x Xo x Z | 21 ® 2y = z}| is
maximized. A
Consider a ¢ X ¢ matrix X with rows corresponding to chz) and columns to
a:éj), and the coefficient z;; of X equals z € Z if x&’) &) zgj) = z, and is empty if
xii) D xgj ) ¢ 7. Now, the goal of the adversary is to maximize the number of filled
coefficients of X, by smartly choosing x(li),xéj ). Denote by s(X) the maximum
number of elements in the matrix X. Some restrictions apply to the choices for
argi), 29
(i) An element z € Z does not occur twice in one row or column (it would imply
a collision in X; or X5);
(11) Let i,i/,j,j/ S {1, .. .,q} and 21,20 € Z. If Tij = Tyjr = 21 and Tijr = 22,
then x;/; = 2z (obtained by XORing the first three equations);
(iii) Let i,7',7,7" € {1,...,q} and 21,...,24 € Z satisfying z1 @ 20 D 23 ® 24 = 0.
If x;; = 21, @35y = 22 and x;/; = 23, then 2,/ = 24 (obtained by XORing the
first three equations).

The problem now reduces to smartly positioning in X as many elements from Z
as possible.

Let K be maximal such that there exists a set of values zi,...,205 € Z
satisfying z1 @B zo = ... = 2051 D22k . We call this set of values a K-way collision,
the adversary can obtain a 4 x 4 submatrix of X filled with four values z1, 22, 23, 24
each occurring four times,® but as we will argue this is essentially the best the
adversary can get. Notice that this also demonstrates that the best approach
followed by the adversary is to exploit the K-way collision.

In Figure B.4, we introduce four claims Dy(Z),...,D5(Z) to further analyze
event succ(Z), and we bound the occurrence of these events provided —D;(Z).

3The adversary chooses x<11>, sets ccgj) =2z; ® :c(ll) for j = 1,2,3,4, and a:i” =2z; D wél) for
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D2(Z) : for some c there exist more
than 72 solutions in Z to:

z1 # z2, and
21 @ z2 = c.
D3(Z) : for some c there exist more

than one solution in Z to (with different
z7 for each solution):

21,...,27 distinct, and
Zz2i—1 @ z2; = ¢ (for i =1,2,3), and
21 @23 @ 25 D27 =0.

D4(Z) : for some c there exist a solution

in Z to:
Z1,...,212 distinct, and
z2i—1 ®z2; =c (for i =1,...,5), and

21 @ 23 ® 25 @ 211 = 0, and

27 @ 29 @ 211 D 212 = 0.

D5(Z) : let d > 4, for some c there
exists a solution in Q to:

21,...,224 distinct, and

22i-1 @ z2¢ = ¢ (for i =1,...,d), and

21 @23@ - D zag—1 = 0.

Figure B.4. Claims Dy(Z),...,D5(Z). The parameter 72 > 1 is
any fixed constant.

(r2+1)

Pr(D2(Z) | -D1(Z)) < 2™ (% . The proof is similar to the proof of
Lemma B.1.8, with the difference that now ¢ random values are generated

(being Z) that piece for piece may result in a solution;

2
Pr (Ds(Z) | -D1v2(Z)) < 2n (Tzzin) . Fix any ¢. By —D3(Z), there are at most

23(72) possible choices for 21, 23, 25 (the choices for 22, 24, zg follow directly),
any of which satisfies the second equation with probability at most ¢/2".
As we require more than one different value z; to be hit, and Z contains ¢
different possibilities for zén by =D1(Z), Z contains more than one solution

to D3(Z) with probability at most

2 r 3 N 2
2°(%) (L )2 - (74
2 on) = \2n ) -
Now, the result follows by quantifying over the number of choices for c;

2
Pr (D4(Z) | -D1v2(Z)) < 2™ (Tzzin) . Fix any ¢. By —Do(Z), there are at most

25 (T;) possible choices for z1, 23, ..., z9 (the choices for 23, 24, . .., 210 follow
directly). For any choice, the second and third equation are both satisfied
with probability at most ¢/2". Therefore, Z contains a solution to D4(Z)

with probability at most

2
o5 (T (if < (724
5 2n) —\2n )

Now, the result follows by quantifying over the number of choices for ¢;

o 2d
Pr(Ds(Z) [ -D1(Z)) < 27 Z (2n)7d+1'
d=4
we can consider the values of Z to be generated piece for piece. Consider

Fix any c¢,d. Without loss of generality
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the generation of z; for i = 1,...,q. For any other value z, the first equation
is satisfied with probability at most 1/2". Thus, the query results in a
solution with probability at most ¢/2". In total ¢ values are generated, and
as 7D1(Z), each “hit” adds at most one solution. Therefore, we need d out
of at most ¢ hits. Given that d pairs are found, the second equation of D5(Z)
is then satisfied with probability at most 1/2", as the values zél) are different
by =D;1(Z). Consequently, Z contains a solution to D5(Z) with probability
at most

() )" 5 = g

Now, the result follows by quantifying over the number of choices for ¢ and
d (in fact, we are using D5(Z) for d = 4,6 only but we generalize its usage
for simplicity).

We obtain for (B.9):

Pr (SUCC(Z) | _‘Dl) S Pr (SUCC(Z) | ﬂDl\/m\/5) + Pr (D2 | _‘Dl) +

Pr (D3 ‘ —|D1\/2) + Pr (D4 | —|D1\/2) + Pr (D5 | —‘Dl) . (Blo)
Similar to before (e.g., Appendix B.1.3), one can show that for 75 = n — 1 the
second part of (B.10) approaches 0 for ¢ = 27/2(1=¢) and n — co. In what remains,
we heuristically argue that Pr (succ(Z) | =Dyv.. v5(Z)) is expected to equal 0 for
d; = 10.

Naturally, the maximal number of solutions is achieved when the adversary
includes in the matrix X as many boxes ( Z‘ Z ) as possible, where z,, z;, denotes
any twin of the maximal K-way collision. However, it may be the case that three
values z1, 22, 23 coming from different twins form a collision with a value z € Z
no member of the K-way collision, therewith resulting in more solutions due to
property (iii) described above. However, by =D3(Z), there is only one such possible
value z, and XORed with any other values from different twins it does not collide
with another element from Z (by —D4(Z)). Thus, the value z appears in X at
most ¢ times, and no other value can occur. We just scrap this value out of the
matrix, continue with the matrix built of the K-way collision only, and add g¢
to the finally obtained number of elements in the matrix. Concluding, the best
approach is to consider the matrix X consisting of 2 x 2 submatrices that satisfy
the following property: each block is either entirely filled by a twin of the K-
way collision, or empty. Additionally, any two rows of 2 x 2 submatrices share
at most two “positions” (by —D3(Z)). Now, we can constrict rows 2i — 1 and 2i
(for i = 1,...,¢/2) and columns 25 — 1 and 25 (for j = 1,...,¢/2) to obtain a
matrix X[9/2]. Here we replace every 2 x 2 submatrix by the first element of the
twin. Matrix X[9/2 still satisfies properties (i,ii), and moreover it satisfies the next
properties:
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(iv) The matrix does not contain a full 2 x 3 (or 3 x 2) submatrix (by —D3(2));

(v) For any d > 4, the matrix does not contain d different values that XOR up
to 0 (by —D5(2)).

Now, the number of coefficients filled in X satisfies s(X) < 4s(X[9/2) + ¢, and
hence we bound the maximum number of elements in any matrix X[9/2 satisfying
(i,ii,iv,v).

Before proceeding, we note the relation of our conjecture with Zarankiewicz
conjecture.* Let G,, = (V1 U Va, E) be a bipartite graph on color classes Vq, Vs
of equal size n. Zarankiewicz problem regards the case of determining the
maximal graph G,, that does not contain any complete bipartite subgraph on
3 + 3 vertices. With respect to our problem, we can consider X[4/2 to represent
an incidence matrix of a bipartite graph, where the rows correspond to one side
of the bipartition, and the columns to the other side. An element x;; € xla/2] is
non-empty if and only if xgi) @:réj /1 , and the corresponding edge is labeled
by z. By virtue of (i,ii,iv,v) several restrictions apply to this graph: for instance,
it does not contain a complete bipartite subgraph on 2+ 3 vertices (property (iv)),
and it does not contain a complete bipartite subgraph on 2 4 2 vertices where the
four edges have different labels (property (v)). Various other restrictions to this
matrix can be extracted from the randomness of Z, but for our heuristic argument
the restrictions put forward suffice.

We proceed with the heuristic argument. Consider a matrix X[9/2] that achieves
the maximum number of solutions. X[9/2 is likely to have two elements 21,z € Z
occurring ¢/2 times, which can be seen as follows. Consider a first element z;.
Suppose z; occurs ¢/2 — 1 times, w.l.o.g. (by graph isomorphism) at the first
q/2 — 1 diagonal elements of X9/2]. This means that Tq/2,q/2 7 Z1. Without
loss of generality, [{i | @; 42 € Z}| < |{j | 24/2; € Z}|. We construct the

matrix Y[Q/Q], with the first ¢/2 — 1 columns identical to the ones of Xla/2] but
with Tg/0.4/2 = 21. By property (ii) and the fact that all diagonal elements of
X[q/ 2]
easy to check that X[Q/Q] satisfies (i,ii,iv,v) if X[9/2] does. In particular, it does
not violate property (i) (similar argument applies to other properties): it would
violate (i) if Z; 42 = Ts; = xi; for some 4,5 € {1,...,q/2 — 1}, which for the

equal z1, we obtain T; g0 = Tg/0; = Zg/2,; for i = 1,...,¢/2 — 1. It is

original matrix X[9/2] would imply that Tq/2,; = Tij, and thus (by property (ii) for
X[Q/Q]) Tq/2,j = Tii = 21, impossible by construction. Thus, we obtained a matrix

X197 ith 21 occurring ¢/2 times and with at least as many solutions as X[4/2],

A second element is likely to occur ¢/2 times for similar reasons.

4Generalizations of Zarankiewicz problem exist, but this problem is the most well-known
among them.
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Xl4/2] can thus be considered to be of the following form:

z21 Z
1 <2 X1 X a
Z2  z1 4
21 22
Xo1 Xy a
2] _ 2o Z 4
xla/2] — 2 21 ,
z21 Z
Xg 1 Xi 2 ! 2
4 4 22 Zl

for some 2 x 2 submatrices X;;. Now, by property (ii) we have X;; = X;; for all ¢, j.
Additionally, as no two rows share three columns (and vice versa), each block is
either empty or an (anti-)diagonal matrix where the two (anti-)diagonal elements
are equal by property (ii). Consequently, we can constrict rows 2i — 1 and 2i (for
i=1,...,q/4) and columns 2j — 1 and 25 (for j = 1,...,¢/4) to obtain a matrix
Xle/4] Here each 2 x 2 block on the diagonal of X[9/2] is constricted to z;, and
each other block to its only element. Now, the number of coefficients in X1 (with
¢ = q/2) satisfies s(X[4) < 2. (¢//2) + 2s(X[9'/2)): the second part counts each
element in X[/ as two original elements, and we add two remaining from the
original diagonal blocks. The matrix X[9/4] satisfies (i,ii,iv,v) if Xl9/2] does. For
(i,ii,v) this is clear, and we briefly consider property (iv). Notice that a diagonal
element of X[%/4 corresponds to a full 2 x 2 submatrix of X[%/2 but a non-empty
non-diagonal element corresponds to a diagonal or anti-diagonal 2 x 2 submatrix
with one and the same element. Suppose X%/4 contains a full 2 x 3 submatrix
X[2x31 - 1f X[2%3] involves two diagonal elements, it implies z5 @ z4 = 0 for some
23,24 € Z (impossible by —D(Z)). If X2%3] involves one diagonal element, it
implies z; @ 2o @ 23 ® 24 = 0 for some 23,24 € Z (impossible by (v)). If X[2x3]
involves zero diagonal elements, it implies z1 @ zo @ 23 D 24 D 25 D 26 = 0 for some
23,24, 25,26 € Z (impossible by (v)). The last property comes from selecting 6
coefficients of X[9/2] such that in any row/column either two or zero coefficients
are selected. By the form of X[2*3| and the properties (i,ii), this turns out to be
possible for the matrix X[2/2],

We reduced the problem to a smaller dimension ¢/4, but with the same
properties. This analysis can be applied recursively, until we are left with a
2 x 2 matrix X2, By induction to the size of ¢, we can now show that for
matrices satisfying properties (i,ii,iv,v) the number of elements is upper bounded
by qlog(2q). For ¢ = 2, we have s(XPl) = 4 = glog(2q), so the claim holds.
Suppose s(X¥/2) < k/2log k. Then,

S(X[k}) <2-(k/2) + Qs(x[k/2l) < k(1 +logk) = klog(2k).

Thus, s(X19/2) < ¢/2logq. For the original matrix X, we now obtain s(X) <
43(X[‘1/2]) + g < 2qlog g + q, which completes the argument for g a power of two.
As explained in the beginning of this appendix, this result implies s(X) < 10glog ¢
for any q.
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C.1 Indifferentiability of Grgstl

In this section, we prove the indifferentiability of Grgstl, Theorem 7.2.3.

C.1.1 Defining the Simulator

The simulator maintains two, initially empty, lists L, L, that represent the
simulated permutation. They consist of tuples (x,y) € Z, x ZL, where y denotes
the sampled image of z under 7 or p. The simulator has four interfaces, denoted
by Sz, 871,85, 8,7, and access to R. It maintains a graph (V, A), which initially
consists of the node iv and includes no arcs. The arcs in A are labeled by
messages M € Z, and define input-output pairs of the compression function f:
any (z1,y1) € Ly and (z2,y2) € L, define an arc z1 & x2 1 B Dy D Yo
in (V, A). Intuitively, if there is a path iv M, hy May L My hy in (V; A), then
FG f(f(iv, My), M) ..., My) = hg. Abusing notation, we denote such path by

iv L, hy for M = (M, ..., My). We say that (V, A) contains “colliding paths”

if there exists an h € V such that iv 2% h and iv 22 h are two paths in (V, A),

for different M, M e (le)oo. By Vout, Vin we denote the set of vertices in V' with
an outgoing or ingoing arc, respectively. Observe that if £, L, are of size ¢, q,,
respectively, the sets Ve, Vin are of size at most ¢rq,. By (V') we denote the tree
in (V, A) rooted in iv. Additionally, by (V') we denote the subset of nodes of ¢(V')
that are labeled by a correctly padded message.

C.1.2 Intuition

In this section we take a closer look at the simulator of Figure C.1 by starting
with an example. Consider the case that a node z is a member of both (V)
and dom(L;). This means that (1) there exists an M such that iv M, 2 and
depad(M) # L, and (2) there exists a y € rng(L,), such that y = S;(z). In the
real world (where the left oracle is the Grgstl hash function), these values satisfy
H(depad(M)) = left,,(z ® y) by construction. If the simulator does not answer its
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Forward Query Sx (1)

000 if z1 € dom(Lx) :

001 return y; = L (z1)
002 if =1 € ¥(V) for iv 5 a1 :
003  h < R(depad(M))

004 wzZL"

005  y1 + @1 @ (hl|w)

006 if y1 € mg(Lx):

Inverse Query S.;l(yl)

007 GO’EO 1004 200 if y1 € mg(Lr) :
008 else : y1 < Zh\rng(Lr) 201 return o1 = [:;l(yl)
009 end if

202 71 <& Zb\dom(Lr)

203 if z1 € (V) :

204 GOTO 202

205 forall z2 € dom(L,) : if 1 Gx2 € t(V):
206 GOTO 202

010 View « {z1 69:1:'2,1'1 GDL’Z Dy D yé | (J:'Q,yé) € L,} multiset
011 forall (z2,y2) € L, with iv £> T P

012 huxt < 21 B2 B Y1 D Y2

013 if hnxt € V U (Vaew \{hnxt}) or

014 (]\4”:102 € rng(pad) and hnxt € dom(Ly) U {Tl}) : 207 return E;l(yl) P

015 GOTO 002

016 end forall

017 return L (1) < 1 Inverse Query 5;1('.’/2)
300 if y2 € mg(Ly,) :

Forward Query Sp(x2) 301 return zp = £;1(y2)

302 2 <& ZL\dom(L,)
303 forall 1 € dom(Lx) : if 21 a2 € (V) :
304 GOTO 302

100 if z € dom(L)) :

101 return y2 = L,(z2)
102 y2 & le\rng([:p) 4
103 View < {2 @ z2,2) @22 @y ®y2 | (2],9}) € L} multiset 305 return £, " (y2) « z2
104 forall (z1,y1) € L with iv M, z1 Do

105 hnxt <~ 1 Dr2 D Yy1 D y2

106 if hnxt € V U (Vaew\{Anxt}) or

107 (M”Ig € rng(pad) and hnxt € dom(LW)) :
108 GOTO 102

109 end forall

110 return L, (x2) < 42

Figure C.1. The simulator S for 7 and p used in the proof of
Theorem 7.2.3.

queries wisely, this equality would hold with negligible probability in the simulated
world. More generally, the simulator can guarantee that this equation holds only
if x is added to dom(L,) after it was added to (V) (reflected in requirement
R3 below). Maintaining consistency, however, becomes harder when [t(V')| and
|dom(L)| increase. The idea behind the simulator is to answer its queries such
that it can control the growth of ¢(V'), and in particular the growth of ¢(V) as
a subset of ¢(V'), while still maintaining consistency in its answers. Intuitively,
the simulator responds to its queries, such that the following requirements are
satisfied:

R1. There are no colliding paths in (¢(V'), A). Observe that two different paths to
the same node may lead to distinguishability for D as the simulator can be
consistent with only one of the paths. This requirement is satisfied if ¢(V)
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is never increased with a node that has two incoming arcs in the updated!
graph;

R2. Sincreases t(V) only if it is forced to do. In particular, (V') is never increased
with a node that has an outgoing arc in the updated graph. Observe that
each path in (¢(V), A) leads to a potential node in #(V);

R3. S never increases ¢(V) with a node in the updated dom(L,);

RA4. S increases dom(L,) with a node in ¢(V) only if it is forced to. Observe
that in case of inverse queries to S !, the simulator can avoid outputting
elements in ¢(V). In forward queries to Sy, the simulator may be forced to
increase (V) Ndom(L;). In this case, it consults its oracle R to generate
the answer.

The first two conditions are regarding the growth of ¢(V'), and the second two
concern the growth of (V) Ndom(L,). We show how these conditions occur in
the description of the simulator in Figure C.1. We first consider requirements R1
and R2, then we look at R3 and R4.

Restricting the growth of ¢(V)

Inverse queries. Consider an inverse query y; to S; 1. It is easy to see that both
R1 and R2 are satisfied if the simulator outputs its answer z1, such that none of
the newly added vertices {x1 @ z2 | z2 € dom(L,)} to Vo is already rooted. A
similar observation holds for queries to S;l. These requirements translate to lines
205 and 303 in the description of the simulator in Figure C.1.

Forward queries. In forward queries to Sy, S,, the simulator may be forced to
increase t(V'). Consider a query x1 to Sy, and consider any zo € dom(L,) such
that x1 @ 2 € t(V). Then, the arc x1 ® z 22 21 B a0 B Y1 B yo will be added
to (V, A) by construction. Denote by V' the multiset of updated nodes after the
query. Then, we require that x1 @ z2 @ y1 @ y2 does not occur twice in Vi (in
order to establish R1), and moreover that it does not occur in V{; (in order to
establish R2). If we define View = {21 @ 25, v1 ® b D y1 D y5 | (x5, y5) € L,} to
be the multiset of newly added nodes to V in the query to S, both requirements
are satisfied if 21 ® 2 D y1 Dy2 € V U (Vaew \{21 ® 22 ® y1 ® y2}) holds for all
(x2,y2) € L, such that 1 ® zo € t(V). A similar condition can be derived for
queries to S,. These requirements translate to lines 013 and 106 in the description
of the simulator in Figure C.1.

I This requirement should hold for the “updated” graph, which can be seen as follows. Suppose
the distinguisher makes a forward query z1 to Sy such that x1 @ z2, 21 P x’2 € t(V) for different
x2, 24 € dom(L,), and both x1 Bz Py1 By2 and z1 Bz, Py1Byh are not in V yet. By construction,
these nodes have zero incoming arcs in the non-updated (V, A), but it may accidentally be the
case that these nodes are equal, in which case they have two incoming arcs in the updated graph.
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Restricting the growth of (V) N dom (L)

Inverse queries. As explained, S never increases t(V) C (V) in inverse queries.
Hence, requirement R3 is naturally satisfied. Furthermore, R4 is guaranteed if
queries to S ! are never answered with a node in #(V'). This requirement translates
to line 203 from Figure C.1.

Forward queries. First consider requirement R3. Let the distinguisher make a
query to Sy or S,, such that #(V') gets increased. By construction and the fact that
requirement R2 is satisfied, this means that an arc x; ® o 22 2 Dao D Y1 D Ys
is added to (V, A), such that iv 2, 21 @ x5 for some M € (Z4)™, and M|z €
rng(pad). The simulator needs to be designed such that the newly added value to
t(V), £19T20y1 Pys, is not a member of (the updated) dom(L,). This requirement
translates to lines 014 and 107 in Figure C.1. Requirement R4 is clearly not
applicable to queries to S,. Consider a query z; to Sy, where 1 € ¢(V'). Then,
the simulator is forced to increase #(V) Ndom(L,). As x1 € t(V), there exists an

M such that iv -5 x1 and depad(M) # L. The output of the simulator needs to
be consistent with its random oracle, such that R(depad(M)) = left,, (Sy(x1) B x1).
This requirement translates to lines 002-007 in the description of the simulator in
Figure C.1.

C.1.3 Proof of Theorem 7.2.3

Let S be the simulator of Figure C.1, and let D be any distinguisher that makes
at most g, left queries of maximal length (K — 1)l bits, where K > 1, ¢, right
queries to m and g, right queries to p. Recall from Definition 2.3.5 that the goal
is to bound:

Advi.,5(D) = [Pr (D770 = 1) — pr (DR — 1)) (C.1)

Theorem 7.2.3 will be proven via a game-playing argument. Each game consists of
a left and a right oracle. In the proof, G; will equal the simulated world, and G
the real world. We will go from game 1 to game 6 stepwise, and obtain a bound
on (C.1) using a hybrid argument.

Game 1: Gy = (L1, R¥*) (Figure C.2). The left oracle L; of game 1 is a
lazily-sampled random oracle, and the four interfaces of the right oracle are the
simulator of Figure C.1, except for the inclusion of a failure condition bad in lines
007, 015, 108, 204, 206, and 304. In other words, we have G; = (R,S™), and in
particular, Pr (DR"SR = 1) =Pr (DGl = 1).

Game 2: Gy = (LL*, RF*) (Figure C.2). The left oracle of game 1 is replaced
by a so-called relay oracle Ly that passes the queries made by the distinguisher
to L1, and returns its responses. The right oracle remains unchanged. The

distinguisher has identical views in G; and G5, and we obtain Pr (DGl = 1) =
Pr (DG2 = 1).
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L

Game 3: G3 = (L?II,R{“) (Figure C.2). The left oracle of game 2 is
now replaced by an implementation of the Grgstl hash function, which moreover
uses the right oracle as a subroutine, rather than L; directly. The right oracle
itself remains unchanged. In Lemma C.1.1 it is proven that, as long as the bad
flag is not set in any of the two games, both are identical. Formally, we obtain
’Pr (DG2 = 1) — Pr (DG3 = 1)| < Pr (DG2 sets bad) + Pr (DG3 sets bad).

Note that in game 3, as well as in all subsequent games, the right oracles 7
and p will both be queried at most ¢ := (K + 1)qz, + max{¢r,q,} times. Indeed,
in all of the following games, the left oracle queries 7 at most K + 1 times and p
at most K times. All subsequent right oracles are constructed in such a way that
each query to this oracle adds at most one element to L, or £,,.
Game 4: G4 = (L¥*, Ry) (Figure C.3). Game 4 differs from game 3 in the
fact that the right oracle does not query subroutine L; anymore, but rather, it
generates the outcomes itself. Concretely, in line 003, & is now randomly sampled
from Z%. The distinguisher cannot notice the difference: as the padding rule is
injective, in game 3 the right oracle R; , will never query its left oracle twice on

the same value, and hence it will always receive h & Zy. Formally, we obtain
Pr (D% = 1) = Pr (D% = 1).

Game 5: G5 = (L{*, R3) (Figure C.3). GCame 5 only differs from
game 4 in the fact that the GOTO-statements are removed. In other words,
game 5 and game 4 proceed identically until bad occurs. As a consequence,
’Pr (DG4 = 1) — Pr (DG5 = 1)| < Pr (DG4 sets bad).

Game 6: Gg = (LY, Ry) (Figure C.4). The left oracle of game 6 is the
Grgstl algorithm, and the four interfaces of the right oracle perfectly mimic
two lazily-sampled random permutations m and p. In other words, we have
Ge = (H™",(m,p)), and thus Pr (D% =1) = Pr (D*""(™#) =1). The only
difference between games 6 and 5 is in the forward queries to Rz, and Ry,:
in game 5, some queries to R3, are answered with uniform random samples
from Z,. Therefore, distinguishing game 6 from game 5 is at least as hard as
distinguishing a random permutation from a random function. We thus obtain
[Pr (D% = 1) —Pr (D% =1)| < &.

We conclude that (C.1) reduces to:

4 2
Advifl., 5(D) < 3" Pr (D% sets bad) + %l . (C.2)
i=2

As we have Pr (DG2 sets bad) < Pr (DG3 sets bad) = Pr (DG4 sets bad), we
focus on game G4, and introduce an additional game 7 to simplify the analysis.
Game 7: G; = (L5, R5) (Figure C.5). In game 7, the failure conditions for
bad of game 4 are rewritten into sets Ao, ..., A,. Suppose D% sets bad in line
015. This means that for some (x2,y2) € £, such that z1 @ z2 € t(V) either one
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of the following two cases occurred:

)= 1B xo D ys B v, for some v € VU (View\{21 B 22 Dy1 D y2})
! 21 D xo D y2 @z, for some z) € dom(L,) U {z1}.

By definition of A;, this means that y; € A;. Hence, D" sets bad in line
011. A similar observation holds for the other bad conditions of game 4. As a
consequence, Pr (D% sets bad) < Pr (DY sets bad), and it suffices to consider
game 7.

Consider the j* query (j = 1,...,q) to Rs. By the union bound, the
probability that bad is set in this round, Pr;, equals the probability that bad
is set in either of the lines 007, 011, 104, 204, or 304. Denote by Prj™ the

probability that bad is set in the j** query in line xxx.

P 3)07 bad is set if 31, taken uniformly at random from a set of size 2!, hits Ay.
As Ay is of size at most ¢, Pro07 is bounded by ;

P Jo11 bad is set if y;, taken unlformly at random from a set of size at least 2! — ¢
(we can assume bad is not set in line 007), hits Ay. As A; is of size at most

q(2¢> + q), Pr011 is bounded by M,
Pr 104 Similarly to Pr011 Prlo4 is bounded by M,
P J2°4 bad is set if 21, taken uniformly at random from a set of size at least 2! —q,
hits As. As As is of size at most ¢ + ¢, Pr204 is bounded by £ (q+1)
P j’°4 bad is set if x5, taken uniformly at random from a set of size at least 2l —q,
hits A4. As Ay is of size at most ¢?, Pr?04 is bounded by %

%}:{1) + gr. By the union bound, and under

the assumption that ¢ < 2!, we thus obtain

Summarizing, we obtain Pr; <

3 2 1 2
Pr (DG7 sets bad) < % + ZT .

Now, combined with (C.2), this gives the claimed result.

Lemma C.1.1. As long as bad is not set in games 2 and 3, both are identical.
Formally, Pr (DGQ =1 | D2 sets ﬁbad) =Pr (DG3 =1 ’ D sets ﬁbad).

Proof. We need to prove that, until bad is set in either one of the two games,
the query outcomes in games 2 and 3 are identically distributed. As both games
employ the same right oracle, D can differentiate game 2 and 3 only if it discovers
any inconsistencies in the answers by the left oracles (Ly for game 2 and Lj for
game 3), given any list of queries made by D to the right oracle.

Consider an execution of game 2 or game 3. As both games have the same
right oracle, we simply write R for R; (i = 2,3). Recall that L., £, consist of

226



C.1 Indifferentiability of Grgstl

lists of query pairs to the right oracle, and that (V, A) is the graph defined by
these. Denote by V = (V,Vr,V,) any view of a distinguisher on an execution
of the oracle (G2 or G3). Here, Vy, is a list of different query pairs (M, h), V; a
list of query pairs for the right oracle 7, and similarly for V,. In game 2, we have
(Vr, V) = (L, L,), and in game 3, we have (V,,V,) C (L, £,) (by construction).
Denote by (V, A) the subgraph of (V, A) generated by the query pairs in Vy, V.
We need to prove that, given any view ), outcomes of new queries to the left
oracle are identically distributed in both games. Formally, we need to prove that
for any M € Z3° and any h € Z7, we have

Pr(Ly(M)=hin G2 | V; M ¢ dom(Vy); DY sets —bad)

. (C.3)
=Pr (L3(M)=nhin G3 | V; M & dom(VL); D® sets —bad) .

Define (M, ..., My) = pad(M) to be the padded message of M. We will call the

queried message M “determined” by V;,V, if there exists a path iv M, My hi
in (V, A) with hy, € dom(V,). Similarly, we define determinability by £, L,. We
will prove that if M is not determined by Vi, V,, both probabilities in (C.3) equal
1/2™. On the other hand, if M is determined by Vi, V,, both properties are still
equal (although they may naturally have a higher value).

M is determined by V,,V,. In both games, this means that the path iv ELIN

cochgq My, hy is in the tree £(V), with hy € dom(V,). By Claim C.1.2,
there are no colliding paths and in particular the described path is unique.
Furthermore, due to Claim C.1.3, hj, had been added to dom(V;) in a forward
query, after it was added to £(V'). Therefore, by line 003, we have R, (hy) =
hi @ (h||lw), where h = L1(M). As a consequence, L1(M), and thus Lo(M)
and L3(M), is fully determined by Vi, V,, which means that the outcomes
in game 2 and 3 are identically distributed;

M is determined by L., £, but not by V.,V,. This event is excluded for
game 2, given (V;,V,) = (Lx,L,). In game 3, L, L, also include queries
made to the right oracle via the left oracle L3. We will show, however,
that the probabilities of (C.3) equal 1/2™ then. Similarly to the previous
case, there exists a path iv RN cerhgq M, hy in the tree t(V), with
hi, € dom(L;). It satisfies R (hi) = hi @ (h||w), where h = Ly (M). But M
is not determined by Vr,V,, which means that h, had been queried to R,
independently of V;,V,. Furthermore, L3(M) is also independent of V.2
Concluding, (C.3) holds with probability 1/2™ in this case;

M is not determined by L., L,. As a consequence, there either exists no path
v Moy hi—1 M, hi in the tree (), or there exists such path, but with

20Observe that in game 3, V1, consists of pairs (M, h) such that h = left, (Rx(hy) ® hy) for
some hy, € £{(V)Ndom(Lr), where, by Claim C.1.3, Rx(hy) had been generated via lines 003-007.
As there are no colliding paths in (V, A) by Claim C.1.2, hy differs from all such hy’s, and in
particular Vy, reveals nothing about L3 (M).
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hi & dom(L;). For game 2, M ¢ dom(Vy) implies that M had not been
queried to Ly before (L; is queried in lines 003 and 500 only). Therefore,
in this case Lo(M) outputs a value h randomly sampled from Z%. For game

3, let j < k be the maximal index such that iv ELIT & h; is a path in
(V, A). We consider the following cases:

(i) 5 = k. As M is not determined, we have hy ¢ dom(L,). In line 607,
R (hi) will then be computed via lines 002-007: R (hy) = hy @ (h||w)
for h <~ Z2. The outcome L3(M) thus equals Ls(M) = left, (R, (hi) ®
hi) = h. As a consequence, the outcomes of Ly and L3 are identically
distributed in this case;

(ii) j < k. (V, A) contains no arc h; — hj;1 labeled by M;;,. By virtue of
Claim C.1.2, in the (5 +1)*® iteration of lines 602-606, a new node h; 1
will be added to t(V) such that hj;1 was not rooted yet and there is no
outgoing arc from h;;; in the updated graph. The same holds for all
subsequent iterations, and in particular hj will be newly added to £(V)
in the k" iteration. Due to Claim C.1.3, this newly added note is not
an element of dom(L,) after this last round. Now, the same analysis as
in case (i) applies. O

Lemma C.1.2. Suppose DY sets ~bad (fori = 2,3). Consider a node h € t(V),
and a right oracle query in which an arc (h,v) will be added to (V, A). Denote by
(V', A" the updated graph (after the query). Then, v has no incoming or outgoing
arc in (V' A\{(v,w)}). As a consequence, after the execution of G;, the final
graph contains no colliding paths.

Proof. As both games have the same right oracle, we simply write R for R; (i =
2,3). In a right query to R ! or R;l, none of the newly added arcs have a rooted
node as starting point, by —bad in lines 206 and 304. Consider a query x; to R,
and let (V, A) be the graph before the query. An outgoing arc from h € ¢(V') will
only be added if h = z1 ® x5 for some x5 € dom(L,). By construction, the end
node of the arc is &1 ® x2 B y1 ® y2 =: v. By —bad in line 108, we have (i) v € V,
(ii) none of the newly added arcs will leave from v, and (iii) apart from (h,v),
none of the newly added arcs will arrive at v. As a consequence, v is an isolated
node in (V', A"\{(h,v)}). A similar argument holds for queries to R,, by —bad in
line 108.

We prove that the final graph contains no colliding paths by mathematical
induction. Before the first query is made, A = @ and hence no colliding paths
occur. Assume (V,A) contains no colliding paths and consider a right oracle
query. We can sequentially apply the above reasoning and discard all newly added
arcs (h,v) for h € t(V), in order to observe that colliding paths in (V'; A’) imply
colliding paths in (V, A). By the induction hypothesis, these do not occur. O

Lemma C.1.3. Suppose DY sets =bad (for i = 2,3). Consider a right oracle
query in which a node w will be added to t(V). Then, w is no element of (the
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updated) dom(L;). Furthermore, t(V)Ndom(L,) will only be increased in forward
queries to R; .

Proof. As both games have the same right oracle, we simply write R for R; (i =
2,3). As a direct consequence of Claim C.1.2, ¢(V) will be increased only if an
arc 11 B To -2 11 ® 10 B y1 @ yo is added such that iv % r1 P x2 is a path in
(V,A), and M|xzo € rng(pad). By —bad in lines 015 and 108, this newly added
node is not an element of (the updated) dom(L;). Furthermore, an inverse query
to R, will never be answered with a node already in £(V'), by —bad in line 204,
and therefore (V') Ndom(L,) will only be increased in forward queries to R,. O
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Inverse Query R;}r(yl)

200 if y1 € mg(Lx) :
201 return z ﬁ;l(yl)

Forward Query Ri, x(x1)

202 71 < Z\dom(Lx)

000 if x1 € dom(Ly) :
001 return y; = L (z1)
002 if =1 € {(V) for iv 5 a1 :

003 h < Ly(depad(M))

004 w Z,l;"

005  y1 + @1 @ (hl|w)

006 if y1 € mg(Lr) :

007 bad + true; GOTO 004

008 else : y & Zh\mg(Lx)

009 end if

010 View  {z1 ® zh,z1 ® 2 & y1 ® vh | (xh,vh) € L} multiset
011 forall (z2,y2) € L, with iv ﬂ» z1 Do

012 hnxt < @1 22 B y1 O y2

013 if hnxt € V U (Vaew \{hnxt}) or

014 (anz € rng(pad) and huxt € dom(Ly) U {.m}) :
015 bad <« true; GOTO 002

016 end forall
017 return Lr(z1) + y1

203 if z1 € L(V) :

204 bad <+ true; GOTO 202
205 forall z2 € dom(L,) :
206 bad < true; GOTO 202
207 return C;l(yl) — T

if z1 @ae €t(V):

Inverse Query Rl_’})(yz)

300 if y2 € rg(Ly) :

301 return xp = E;l(yg)
302 79 <& Z4\dom(L,)
303 forall 21 € dom(Lx) :
304 bad <+ true; GOTO 302
305 return L;l(yz) — x

if 21 ®az €t(V):

Query L1(M)

400 if M € dom(H) :
401 return h = H(M)

402 h & 73
403 return H(M) < h

Forward Query R, ,(x2)

100 if z2 € dom(L)) :

101 return y2 = L,(z2)

102 yo & le\rng(ﬁp)

103 Vhew < {2} @ x2,2) D a2 @y} D y2 | (¢],9]) € L} multiset
104 forall (z1,y1) € L with iv M, 1 Do

105 hnxt ¢ 21 D2 DY1 D Y2

106 if hnxt € VU (Vaew \{hnxt}) or

107 (]\/1”1132 € rng(pad) and hnxt € dom(ﬁw)) :
108 bad < true; GOTO 102

109 end forall
110 return L,(z2) < y2

Query Lz2(M)

500 return h < L; (M)

Query Ls(M)

600 (Mi,..., M) <+ pad(M)
601 hg < iv

602 fori=1,...,k:

603  x+ Ri,(M;)

604 y < Rix(hi—1 & M;)
605

hi+x®y®hi—1

Figure C.2. Games 1, 2, and 3.
has access to Ll,RlL1 (oracles Lo, L3

606 end for

607 z < Ry x(hy)

608 h < left;_,, (z @& hy)
609 return h

In game 1, the distinguisher
are ignored). In game 2, the

distinguisher has access to Lé H RlL ! (oracle Ls is ignored). In game

3, the distinguisher has access to L3Rl

1,1’%%1 (oracle Lo is ignored).

Oracle L; maintains an initially empty table H.
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Forward Query Ra,r (1)

000 if x1 € dom(Ly) :

001 return y; = L (z1)

002 if zy € {(V) :

003 h&zp

00a wzhm

005 y1 < z1 @ (hljw)

006 if y1 € rmg(Lr) :

007 bad ¢ true;

008 else : y; < Zh\mg(Lx)

009 end if

010 Vhew  {z1 ® @), 21 @ ah S y1 ® yh | (zh,y5) € L} multiset
011 forall (z2,y2) € L, with iv M, 1 D

012 hnxt <~ 21 B 22O Y1 O Y2

013 if hnxt € VU (Vaew \{hnxt}) or

014 (J\IHIQ € rng(pad) and hnxt € dom(Lx) U {11}) :
015 bad < true;

016 end forall

017 return L (z1) < y1

C.1 Indifferentiability of Grgstl

Inverse Query R;’lﬂ (y1)

200 if y1 € mg(Lr) :

201 return z; = £ (y1)

202 71 <& Z\dom(Lr)

203 if z; € (V) :

204  bad < true;

205 forall xp € dom (L) : if 1 Dxa € t(V):

206 bad <« true; | GOTO 202

207 return E;l(yl) —x

Inverse Query Rc_,‘,lp (y2)

300 if y2 € rg(Ly) :

301 return zs = L;l(yz)

302 @ < Zl\dom(L,)

303 forall z; € dom(Lx if 21 @xz €t(V):

304 bad <« true; | GOTO 302

305 return ﬁ;l(yz) — xo

Forward Query Ra,p(x2)

Query L3(M)

100 if x2 € dom(L,) :

101 return yo = L,(z2)

102 yo & Zh\mg(L,)

103 View < {#] @ w2, 7] © 2 ® ¥} 2 | (#],9]) € L} multiset
104 forall (z1,y1) € Lx with iv 25 21 & 25 -

105 hnxt <= 71 @ 2 D Y1 © Y2

106 if hnxt € V U (Vaew \{hnxt}) or

107 (IWHxQ € rng(pad) and hnxt € dom(Eﬂ-)) :
108 bad < true;

109 end forall

110 return L,(z2) < y2

600 (M, ..., M) + pad(M)
601 hg < iv

602 fori=1,...,k:

603 @+ Ra,(M;)

604  y < Ra,n(hi—1 ® M)
605 hi<rz@®ydhi—1
606 end for

607 z  Ra,x(hy)

608 h « left;_,, (= @ hy)

609 return h

Figure C.3. Game 4 (for oo = 2, including the boxed statements)
and game 5 (for @ = 3, with the boxed statements removed). In both
games, the distinguisher has access to L?“,Ra.

Forward Query R4, (1)

Inverse Query RZ;( (y1)

000 if z1 € dom(Lr) :

001 return y; = Lx(z1)
002 y1 < Zb\me(Lx)

003 return Lr(z1) < y1

200 if y1 € rg(Ly) :

201 return z; = E;l(yl)
202 @1 <& ZL\dom (L)

203 return £;1(y1) —x1

Forward Query R4 ,(x2)

100 if 22 € dom(L)) :

101 return yo = L,(x2)
102y <& Zh\rng(L,)

103 return L, (z2) < 32

Inverse Query R;:)(yZ)

300 if y2 € rng(Ly) :

301 return ro = [:;l(yg)
302 xp < Z}\dom(L))

303 return E;l(yg) Ty

Query L3 (M)

600 (Mjy, ..., My) « pad(M)
601 ho < iv

602 for i =1,...,k:

603 @ Ra,(M;)

604 Yy < Ry x(hi—1 & M;)
605 hi < x®y®dhi—1
606 end for

607 2 < Ra,r(hi)

608 h < left;_,, (z ® hy)

609 return h

Figure C.4. Game 6. The distinguisher has access to L?“, Ry.
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Inverse Query R;:‘_ (y1)

Forward Query Rs x(%1)

000 if z1 € dom(Lr) :

001 return y; = Lx(z1)

002 if z1 € {(V):

003 h&7p

004 wzZh

005  y1 < z1 @ (h||lw)

006 if yi € Ag:

007 bad <+ true; GOTO 004
008 else : y1 <& Zh\rmg(Lx)

009 end if

010 if y; € Ay :

011 bad «+ true; GOTO 002

200 if y1 € rmg(Lr) :

201 return r; = E;l(y1)

202 z1 < ZL\dom(L)

203 if 1 € A3 :

204 bad « true; GOTO 202
205 return l:;l(yl) —x1

Inverse Query R;;(ya)

300 if y2 € rng(Ly) :

301 return o = C;l(yg)

302 7o & Zb\dom(L,)

303 if 20 € Ay :

304 bad < true; GOTO 302
305 return ,C;] (y2) < x2

012 return L (z1) < y1

Query L3(M)

600 (M, ..., M) + pad(M)
601 ho + iv

602 fori=1,...,k:

Forward Query Rs ,(x2)
100 if z2 € dom(L)) :
101 return yo = L,(x2)

102 yo <& ZL\mg(L,) 603  z < Rs ,(M;)
103 if y2 € Ag : 604  y< Ry np(hi1 @ M;)
104 bad « true; GOTO 102 605 hi < x®yPDhi—1

606 end for

607 z < Rs x(hy)

608 h + left;_, (2 ® hy)
609 return h

105 return L,(x2) < 42

Ao = rmg(Lr);
Ay = U(zz,yz)ggp <{l‘1 Pr2®Yy2®v | vE VU Vaew\{z1 D2 ®y1 ®y2}) } U
{z1 ® 2 ®y2 & 2| 2] € dom(Lr)U {xl}}),
where View = {z1 ® 25,21 ® 25 © y1 @ v5 | (25, y5) € Ly} is a multiset;
Ag = U(;ﬂl’yl)eﬁﬂ, ({fﬂl Pro®y1 Do | vE VU Vaew\{z1 D2 ®y1 ®y2}) } U
{z1@z2 @y By o) € dom(ﬁﬂ)}),
where View = {@] ® 2, 2] ® 22 @y} ®y2 | (2],v]) € Lx} is a multiset;
Az = t(V)U{z2®v | z2 €dom(L,),v € t(V)};
Ay= {z1®v|x1 €dom(Lr),v € t(V)}.

Figure C.5. Game 7. The distinguisher has access to L3RS, Rs.
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