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Abstract. AEZ is one of the third round candidates in the CAESAR
competition. We observe that the tweakable blockcipher used in AEZ
suffers from structural design issues in case one of the three 128-bit sub-
keys is zero. Calling these keys “weak,” we show that a distinguishing
attack on AEZ with weak key can be performed in at most five queries.
Although the fraction of weak keys, around 3 out of every 2'2% seems
to be too small to violate the security claims of AEZ in general, they
do reveal unexpected behavior of the scheme in certain use cases. We
derive a potential scenario, the “external key padding,” where a user of
the authenticated encryption scheme pads the key externally before it
is fed to the scheme. While for most authenticated encryption schemes
this would affect the security only marginally, AEZ turns out to be com-
pletely insecure in this scenario due to its weak keys. These observations
open a discussion on the significance of the “robustness” stamp, and on
what it encompasses.
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1 Introduction

Authenticated encryption aims to offer both privacy and authenticity of data.
The ongoing CAESAR competition [8] targets the development of a portfolio
of new, solid, authenticated encryption schemes. It received 57 submissions, 30
candidates advanced to the second round, and recently, 16 of those advanced to
the third round.

AEZ is an authenticated encryption scheme by Hoang, Krovetz, and Rog-
away [18]. In this work we focus on AEZ v4, the latest version that has been
submitted to CAESAR [17]. The addendum “v4” will be omitted for brevity. We
remark that our findings can also be generalized to versions v2 and v3, despite
the major revisions that have been made in the key scheduling. Our attacks do
not apply to vl, because it differs from v4 not only in the key scheduling but
also in the encryption mode itself.



AEZ is designed as a “robust authenticated encryption (RAE) scheme” [18];
this informally means that it achieves privacy and authenticity as good as pos-
sible even in the case of nonce-reuse. It moreover implies that it is secure in
case of release of unverified plaintext [2]. The designers of AEZ claim that it is a
RAE scheme as long as the query complexity does not exceed 2°° and the time
complexity does not exceed 2128 [17].

On the other hand, robustness implies nothing for more “alternative” attacks,
such as key recovery attacks, related-key attacks, and others. In [13], Fuhr et
al. derived a key recovery attack on AEZ v3 in complexity 2"/2; not breaking
the claimed security, but definitely an unexpected security property. In response
to the observation by Fuhr et al., the designers of AEZ performed a major
revision from AEZ v3 to AEZ v4 in order to mitigate the attack. Chaigneau and
Gilbert [9], however, demonstrated that v4.1 is still vulnerable to a key recovery
attack with a similar complexity to that of [13].

Beyond ]9, 13], no analysis on AEZ has appeared. In this work, we will in-
vestigate the underlying tweakable blockcipher of AEZ and notice that it shows
remarkable behavior for certain structured sets of keys. We will show how these
weak keys can be used to attack the AEZ mode and to distinguish it from a
random primitive in constant time. We will additionally discuss a specific use
case of AEZ where its weak keys can be exploited.

1.1 Weak Keys

AEZ allows for arbitrarily-sized keys, and transforms them into three subkeys
of 128 bits using a key derivation function:

L — {K1f|K|—384, |
BLAKE2b(K) otherwise .

In other words, if the key is already 384 bits long, it is simply padded into I||.J||L;
otherwise, it is first hashed via BLAKE2b [5]. This is done deliberately, as the
authors state [17]: “We dispense with calling BLAKE2D if the key K is already
3 - 128 bits.”

We will show that if one of the three subkeys I, .J, L equals 0'2%—call a key
K for which this is the case “weak”—AEZ can be distinguished from random
in at most two evaluations if it is known which subkey equals 0122 and at most
five evaluations otherwise. The attack relies on the fact that for weak keys the
tweakable blockcipher used in AEZ is completely insecure. In more detail, by
explicitly writing out this tweakable blockcipher, as we have done in Section 3.1,
one finds that if I, J, or L equals 0'%%, one can identify multiple tweaks for which
the tweakable blockcipher collides.

A simple computation shows that, if we consider keys of length 384 bits,
3.2256 _3.2128 1 1 x 3.22%0 of those are weak. Regarding keys of size different

3 This explicit description may contribute to a better understanding of the primitive
used in AEZ, and may be of independent interest.



from 384, assuming that BLAKE2b is a random oracle (see [12,15] for the latest
analysis of BLAKE2b) approximately 3 out of 2128 keys result in a subkey 0128,
Although this in itself does not break the security claims of AEZ, the observa-
tion testifies of a more structural weakness in AEZ, namely that the underlying
tweakable blockcipher is not secure (for these weak keys).

1.2 External Key Padding

Focusing on keys of length different from 384 bits, a key is weak if I||J||L =
BLAKE2b(K) satisfies that I,J, or L equals 0'2%. This set of weak keys is
rather unstructured; hitting a weak key is a mere coincidence. As a matter of
fact, calling these keys “weak” is debatable in the first place.

For keys of length exactly 384 bits, the situation is completely different.
We will illustrate this via a potential use case, which we call the “external key
padding.” At a high level, this scenario covers the case where the user of AEZ
pads the key himself prior to feeding it to the scheme. Partly attributed to
the key scheduling of AEZ, this would result in an omission of the evaluation
of BLAKE2b. Above-mentioned weak key attacks can then be used to distin-
guish AEZ from random in case of external key padding. Remarkably, for “or-
dinary” authenticated encryption schemes (such as [3,7,19,21,22,26]), external
key padding would only have a marginal influence, mostly because the scheme
already pads the key itself in the first place.

A simple patch for this use case would be to always hash the key through
BLAKE2D, regardless of the size of K. Unfortunately, this patch does not resolve
the structural design issues the tweakable blockcipher of AEZ suffers from, and
other problematic use cases may exist.

1.3 Outline

A high-level description of the AEZ mode is given in Section 2. We discuss the
AFEZ tweakable blockcipher primitive, as well as its weak key issues, in Section 3.
The weak key attacks on AEZ are discussed in Section 4. We discuss the external
key padding scenario and the corresponding attack in Section 5. The work is
concluded in Section 6.

2 AEZ

We will describe the interface and security model of AEZ in Section 2.1, and
give a high-level description of AEZ in Section 2.2.

2.1 Interface and Security Model

AEZ [17,18] is an authenticated encryption scheme that consists of an encryp-
tion function £ and a decryption function D. The encryption £ gets as input
a key, nonce, associated data, tag size, and message, and outputs an expanded



ciphertext. The decryption D operates the opposite way; it gets as input a key,
nonce, associated data, tag size, and expanded ciphertext, and it outputs either
a message or a dedicated L symbol. More formally, for some finite key space

K c {0,1}*,
E: K x{0,1}* x {0,1}* x Nx {0,1}* — {0,1}",
(K,N,A,7,M) C € {0,1}M+7
D:Kx{0,1}* x{0,1}* x Nx {0,1}* — {0,1}* U {1},
(K,N,A,7,C)— M/ L,

where D is required to satisfy that
D(K7N7A’T’£(K’ N’ A7T7 M)) = M

for any K, N, A, 1, M.

AEZ is introduced alongside the security model called “robust authenticated
encryption (RAE),” and we will describe it in own terminology. Throughout,
z < X means that z gets sampled uniformly at random from a finite set X. An
adversary A is a probabilistic algorithm that has access to one or more oracles
O, denoted A®. By A® = 1 we denote the event that A, after interacting with
O, outputs 1.

Let K & K be a uniformly randomly drawn key. Denote by 7 a random
injection function with the same interface as k. More detailed, 7 is a fam-
ily of random functions indexed by (N, A,7) € {0,1}* x {0,1}* x N, and a
query 7(N, A, 7, M) is responded with a C' € {0,1}/M+7. A decryption query
7 YN, A, 7,C) is responded with either the unique M such that 7(N, A, 7, M) =
C, or with L if no such M exists. We refer to [18] for the details.

We define the RAE security of AEZ as

AdvEE, (A) = ‘PrK (AFPx = 1) = Pr (A7 = 1)

)

where the probabilities are taken over the randomness of K, w, and the random
choices of A. The resources of A are usually bounded in terms of (g, ¢,t), where
q is the maximum queries to the construction oracle, each query is of length at
most £, and A runs in time ¢.

2.2 High-Level Description of AEZ

AFEZ takes as input an arbitrarily sized key K € {0,1}*, and performs all of its
procedures with three keys I, J, L € {0,1}!28, where

K if |K| = 384,

| J[IL — : (1)
BLAKE2b(K) otherwise .

AEZ then evaluates an algorithm depending on the size of M:*

4 The interfaces of the underlying algorithms have been slightly modified for the sake
of simplicity.



— If |[M| =0, it evaluates AEZ-prf(I||J||L, N, A, T);
— If |[M| > 0:

o If |[M| < 256 — 7, it evaluates Encipher-AEZ-tiny(I||J|| L, N, A, T, M);
o If |M| > 256 — 7, it evaluates Encipher-AEZ-core(I||.J||L, N, A, 7, M).

Each of these algorithms starts with an evaluation of the AEZ-hash algorithm, a
multi-layer PMAC-style MAC function that transforms (7, N, A) into a 128-bit
mask A. In this work, we are specifically interested in AEZ-hash and Encipher-
AEZ-core. In more detail, in Section 4, we will describe three weak key attacks on
Encipher-AEZ-core: two of which directly concern the Encipher-AEZ-core algo-
rithm, one of which operates via AEZ-hash. The latter attack can be performed
equivalently well via AEZ-prf and Encipher-AEZ-tiny, as the three algorithms
rely on AEZ-hash in an identical way.

The four sub-algorithms of AEZ internally use a tweakable blockcipher
E {0,132 5 T {0,111 — {0, 1)1, (2)

that gets as input a key I||J||L € {0,1}31%8 a tweak (j,i) € T := ({—1,0} x
[0. 7]) U (NJr X N), and bijectively transforms a plaintext X into a ciphertext

E}Hl 7. (X). We will elaborate on the tweakable blockcipher of AEZ in Section 3.

AEZ-hash. We will use AEZ-hash for the simplified case where |N| = |A| =
128; AEZ-hash for this case is given in Algorithm 1. Our attack generalizes to
arbitrarily-sized nonces and associated data.

Algorithm 1 AEZ-hash

Input: (I||J||L,T, N, A) with |N| = |A| =128

Output: A ¢ {0,1}'?8

1: Ay EIHJ”L (7)128) > (T)128 is the encoding of 7 as an 128-bit string

(
(N)
As + Bl (4)

return A = A, & A § As

s
/l\
L
EEE
F

Encipher-AEZ-core. We will describe our attacks for messages M such that
384 < |M|+7 < 511, and Encipher-AEZ-core for this case is given in Algorithm 2
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Fig. 1: AEZ for messages such that 384 < |M|+7 < 511 [17]. Here, the message is
padded as M, || M, || M| M, < M]|07, where |M,| = |M| = |M,| = 128 and 0 <
|M,| < 127. The mask A is computed as A <— AEZ-hash(||J||L, 7, N, A). A box
with inscription j,4 represents an evaluation of EI” L A trapezoid represents
either chopping or 10*-padding, depending on the direction.

and Figure 1. We remark that the attacks can easily be generalized to any M
such that |M| > 256 — 7.

Algorithm 2 Encipher-AEZ-core

Input: (I||J||L,N, A, 7, M) with 384 < |M|+ 7 < 511

Output: C € {0, 1}|M|+T

1: A« AEZ-hash(I||J||L,T,N, A) > See Algorithm 1

Y « E?HJHL(C )@ E?\FJHL(C 10%)
Oy Se@E,(S) 5 G S, @AaY @Y%, (C)
return C,||C,||Ck||Cy

2 My || M, || My|[My < M]|07, where [Mu| = |My| = [My| = 128 and 0 < [M,| < 127
3 X « Ept (M) @ E?HSJHL(M 10%)

4: Sy + My @A@X@E,ML(M) ;i Sy +— My @EIHJ”L(S)

5: S S.®S,

6: Cu + M, @E,“{,ﬁL(S) i Cv— M, @ ;50 (S)

7

8:

9:

3 AEZ Tweakable Blockcipher

We will elaborate on the tweakable blockcipher used in AEZ in Section 3.1, and
describe structured sets of weak keys for it in Section 3.2.



3.1 Design

The tweakable blockcipher used in AEZ is internally constructed from the AES
round function [10]. Define the keyless AES round function aesr(X) as

aesr(X) = MixColumns o ShiftRows o SubBytes(X) .
AEZ uses the two blockciphers AES4 and AES10, where for » € {4,10},
k,(X)=aesr(---aesr(X ® Ko) - ® K,—1) ® K,

.....

The tweakable blockcipher in AEZ is furthermore built of multiplications. Note
that we can represent 128-bit strings as elements of a finite field GF(2!28) of
order 2128 and vice versa: a 128-bit string A = aja7aise---ajag € {0,1}'?8
can be seen as a polynomial A(x) = a127x'?" + -+ a1x + ag € GF(2'2%). We
define multiplication of A, B € {0,1}!'?® as multiplication in GF(2!?%) modulo
the irreducible polynomial f(x) used to generate the field:

A- B:= A(x) - B(x) mod f(x).

We remark that the multiplications in AEZ usually involve a term A of the form
2™ + n for m € N and n € [0..7], which significantly simplifies the computation
of A-B. We refer to [17] for the details.

The tweakable blockcipher E of (2) takes as input a key I||.J||L € {0,1}3128,
a tweak (j,1) € ({—1,0} x [0..7]) U (NT x N), and a plaintext X and computes
the ciphertext as

tweak E%

Ty (X) =

j=-1,i€[0.7] AESI10k(X) with K = (i-J,1,.J,L,1,J,L,1,.J,L,1)
j=0, i€[0.7 AES4g with K = (i - 1,.J,1, L, 012)

(A1,
I,

X
»

(X)
j=1, ieN AES4k (X) with K = (4;-1,J,1,L,0'%)
j=2, i€N AES4k (X) with K= (A;-1,L,1,J,L)
§j>3, i=0 AES4k(X) with K= (2073 L,J,I,L,2773 L)
ji>3, i>1 AES4k(X) withK= (273 Lo A, J, JI,L, 23 Lo A;-J)

where A; = (23L0-D/8] 1 (j-1 mod 8)) for brevity. This tweakable blockcipher
reminds of the XE(X) tweakable blockcipher used in OCB2 [25], as the “inner
keys” are invariant of the tweak, and the “outer keys” depend on the tweak via
the powering-up methodology. B

Hoang et al. [17] claim that the AEZ construction is secure as long as E
is a secure tweakable blockcipher. The usage of the tweakable blockcipher E as
described above is validated using the so-called proof-then-prune approach: first,
it is argued that if the tweakable blockcipher is instantiated with AES10 every-
where, it behaves like XE(X), and then some uses of AES10 are cut down to 4
rounds to speed up AEZ. As it is unreasonable to assume that AES4 behaves
like a pseudorandom permutation, the proof-then-prune approach is ultimately
a heuristic [17,20]. In this work, we will not consider any internal properties of
AES4 and AES10, and simply consider both AES4 and AES10 as secure prim-
itives: our attacks are independent of the debated proof-then-prune approach,
but rather center around the structural properties of E.



3.2 Weak Keys

The definition of E, and more specifically the generation of the key K from
I||.J|| L, reveals peculiar behavior. Particularly, if one of the subkeys I, J, L equals
0'28 the tweakable blockcipher allows for trivial collisions among different tweaks
and is insecure.

Lemma 1. The tweakable blockcipher E satisfies the following properties:

(i) If J = 0128, then E;Hlo*f%”L = N;Hl(;f%”L for any i,i € [0..7);
(ii) If I = 028, then Egiés\lJHL = EOIQSHJHL for any 4,4 € [0..7];
(iii) If L = 0'28, then E1|\J\|0128 = EIHJH0128 for any j,5' > 3 and i € N.

Proof. The properties are in fact a direct consequence of the definition of E';”’ L

(see Section 3.1). Starting with (i): for subkey J = 0'28 and tweak value j = —1,
we have

E;H101228HL( ) - AESlOK(X) )

with K = (i-0128, 1,028, L, 1,028 L, 1,028 L, I). In other words, £
is independent of 7, and we obtain that

B oies (%)

—1,4 =—1,i
E =F
102%||L 1101231

for any ,4" € [0..7]. The proof of (ii) and (iii) is equivalent: for (ii), Egiégl‘JHL is

independent of 4, and for (iii), BT

Tl jor2s is independent of j > 3 foralli € N. 0O

More properties can be derived in a similar fashion, but these three relations
suffice for the discussion of our attacks.

4 Weak Key Attacks on AEZ

We will perform three distinguishing attacks on AEZ, each of which exploits one
of the properties of Lemma 1 and distinguishes AEZ from random in at most
two queries. Note that if it is unknown which subkey equals 028, hence it is
unknown which of the properties of Lemma 1 to exploit, all three attacks should
be evaluated and the complexity is five queries (at most).

The first two distinguishing attacks rely on weaknesses in Encipher-AEZ-
core, while the third one relies on a weakness in AEZ-hash. In these attacks,
we will consider an adversary that has access to either £k with random key K,
or its idealized counterpart 7 (cf. Section 2.1), and denote by O € {Ek,w} the
oracle to which the adversary has access.



4.1 Attack Exploiting Property (i)

Assume that J = 0!28. Using Lemma 1 property (i), we can perform the following
distinguishing attack.

— Let N, A, 7 be any nonce, associated data, and tag size;

— Let M be any message such that 384 < |M|+ 7 < 511. Write M||07 =
M, || M, || My|| My, where |M,| = |My| = |M,| = 128 and |M,| = |M|+ 7 —
384 =: ¢;

— Query C' = O(N,A,7,M) € {0,1}M+7 Write C = C,||C,||Cy||Cy, where
|Cul = |Cx| = |Cy| = 128, and [Cy| = ¢;

- If

chop, (M, ® C, & M, & C,) = 0", (3)

output 0, otherwise output 1.

If O = &k, we have
chop, (Mu @ Cu) = chop, (E;HB%%HL(S))
O chop, (E;HIO’IZSHL(S)) = chop, (M, & C,) ,

and (3) is satisfied by construction. Thus, the adversary always outputs 0 in the
real world. In the ideal world, if O = , this condition is satisfied with probability
1/2%. Thus, the success probability of the attack is

AdVXLISZ(A) =1- 1/267

where A makes 1 construction query of length |N|+|A|+|M]|, and has negligible
time complexity. Recall that £ = |M| + 7 — 384, where M is a freely chosen
message. Hence, by taking |M| + 7 = 511 the success probability of the attack
is 1 —1/2127,

4.2 Attack Exploiting Property (ii)

Assume that I = 0128, Using Lemma 1 property (ii), we can perform the following
distinguishing attack.

— Let N, A, 7 be any nonce, associated data, and tag size;

— Let 0 < ¢ < 128. Let M,, M. € {0,1}* be any two distinct message blocks.
Write M, = M,10* and M}, = M,10*. Let M,, € {0,1}**°~7 be any message
block. Write

M = My||M, || My and M = M||My|[ My ;
— Query C = O(N, A, 7, M) € {0,1}M+7 and ¢" = O(N, A, 7, M’) € {0, 1}M'I+7,

Write C = CL[|C[|Cx||Cy and €' = C.||CL|ICLCL, where |Cu| = |Cy] =
ICy| = |CL| = |Gy = [Cy| = 128, and |Cy| = |C]| = &



— If
M,&C,& M, & Cl =028, (4)
output 0, otherwise output 1.

The verification of the attack is a bit more complex than for case (i), and relies
on the key observation that in the real world, S = S’. In more detail, if O = &,
we have

X = X ® X, = B0y (M) @ B0, (M,10°) € 0128 and

X' = X, @ X, = Bk, (M) @ Egitey 5, (M107) E 0125

In other words, X = X’. Furthermore, as (7, N, A) is the same in both evalua-
tions,

A = AEZ-hash(0'®||J||L,7, N, A) = A",

Finally, the two different queries satisfy M,, = My, . From Algorithm 2 we obtain
that the intermediate value S is a function of M,,, X, and A, and thus,

S=9".
We consequently obtain

M, ® Cu = E()_léngJHL(S) = Eo_léfHJHL(S/) = Mlj 53 CL/, )

and (4) is satisfied by construction. Thus, the adversary always outputs 0 in the
real world. In the ideal world, if O = m, this condition is satisfied with probability
1/2'28. Thus, the success probability of the attack is

Advig,(A) =1-1/2"%,
where A makes 2 construction queries of length |N|4|A|4|M |, and has negligible
time complexity.
4.3 Attack Exploiting Property (iii)

Assume that L = 0128, Using Lemma 1 property (iii), we can perform the fol-
lowing distinguishing attack.

— Let 7 be any tag size and M any message such that 384 < |M|+ 7 < 511;°
— Let N, N’ € {0,1}'28 be any two distinct nonces;

5 The condition on the message length is simply to assure that the attack goes via
Encipher-AEZ-core of Algorithm 2. As a matter of fact, AEZ-prf and Encipher-
AEZ-tiny use AEZ-hash in an identical way, and the attack applies equally well to
messages of a different length.

10



- ({QuerﬁMCl;L: O(N,N',7,M) € {0,1}/M+" and ¢’ = O(N',N,7,M) €
0,1 S
—If

Coc =M (5)
output 0, otherwise output 1.

If O = &k, we have

A = AEZ-hash(I||J]|0"*%, 7, N, N')
= E?”JH0123(< >128) S¥ EIHJHOHS(N) (&) EIHJH0128 (N )
(111)
E?”1JH0128(< >128) 5% EIHJHOHS(NI) ©® EI||JH0128 (N)
— AEZ-hash(I]|.J]0'23, 7, N', N) = A’.

It follows from Algorithm 2 that C = C”, and that (5) is satisfied by construction.
Thus, the adversary always outputs 0 in the real world. In the ideal world, if
O = T, this condition is satisfied with probability 1/2/™/+7. Thus, the success
probability of the attack is

Advis, (A) = 1 1/2IM17

where A makes 2 construction queries of length 256 + | M|, and has negligible
time complexity. Recall that 7 can be freely chosen.

5 External Key Padding

We consider a specific scenario, called “external key padding,” which shows the
potential strength of the attacks of Section 4. Consider a user that uses AEZ
as a black box. Instead of plugging his key K’ into AEZ directly, he naively
thinks speed-up could be achieved by artificially extending K’ to a 384-bit key
in advance:%

K « K'|| 0384 1KT

Alternatively, one could consider a scenario where two users communicate, both
set a part of the key, K and Kj, and the final key is established by padding in
the middle:

K« K('L||O384*‘K:1‘*‘K{7‘||K{,.

Although these use cases may sound contrived at first sight, they cover a realistic
setting where a user of a scheme “misuses” it to suit the application. More gen-
erally, the scenario covers any form of poor key generation where K € {0,1}3%

S Here, it is implicitly assumed that K’ is of size at most 384 bits.

11



Use case of AEZ

o K < {0,1}*!'28 derived using poor key generation
e Evaluation of AEZ £ and D:

K K
1 \
N,A,7,M N,A,r,C
— | AEZ AEZ |«
or| ¢ D | M/
— _—

o If K is weak, £ can be distinguished from ideal 7

Fig.2: External key padding scenario. Here, the key K is generated in such a
way that it may, inadvertently, contain a 0!2® subkey.

is generated according to a very weak key generation function. This could hap-
pen due to naive use of the user, key generation regulations enforced by service
providers, or whatsoever. See also Figure 2. Note that in these cases, AEZ works
syntactically fine (as would any other authenticated encryption scheme) and will
not produce errors due to the abuse.

5.1 How Does AEZ Behave?

It is straightforward to see that in case of external key padding, the attacks of
Section 4 directly apply. Indeed, if a user of AEZ has a 256-bit key K’ € {0, 1}2%6,
and prematurely pads it to a 384-bit key as K = K'||0'2%, it obtains a weak
key K for which property (iii) of Lemma 1 holds. Thus, the scheme can be
broken in at most two queries, making use of the fact that the last subkey
equals 0'2%. A similar reasoning applies to the case K <+ K/|/0'?8| K, where
K! K| e {0,1}!28.

5.2 How Do Other Schemes Behave?

Intuitively, one would expect the security of the mode to decrease linearly with
the amount of key reduction. In other words, if the security advantage as a
function of the key size is @(271%1), then in case of the external key padding,
the distinguishing advantage would increase to O(2~ 1% /‘).

It turns out that, in fact, the majority of the authenticated encryption
schemes show exactly this behavior. For instance, considering Sponge-based au-
thenticated encryption [1,4,7,11,14,19,22,23,27], the key is already padded in-
ternally, and the external key padding has no influence. Alternatively, for regular
blockcipher-based modes such as OCB [21], SIV [26], and COPA [3], the security
of the mode is reduced to the security of the underlying Fx, and the adjustment

from K’ to K becomes captured in the blockcipher security Advy?(gq,t).

12



6 Conclusion

Given the rarity of weak keys in AEZ (around 3 out of every 2!?8 keys), there is
little chance that a randomly selected key is weak, and it seems not possible to
break the security claims of AEZ using these weak keys. In addition, a simple
mitigation of our attacks consists of imposing that no subkey equals 028, (But
there may be other weak keys as multiplications in the tweakable blockcipher
are performed in the finite field GF(212%) [16,24,28].)

Nevertheless, the observations do show a more peculiar weakness in AEZ,
namely that the underlying tweakable blockcipher is not sound. Even if a more
complicated key scheduling is used (as was done, for instance, in AEZ v2 and
v3), it is still straightforward to see that a certain fraction of the keys allows for
collisions in the tweakable blockcipher. In other words, while the issues with the
external key padding could be mitigated using a stronger key scheduling, the
issues with the tweakable blockcipher in AEZ are more structural.

Regardless of whether or not the external key padding scenario is relevant,
it sets the stage for a discussion of what one may expect of a highly secure
authenticated encryption scheme. Our observations (as well as the ones by Fuhr
et al. [13] and Chaigneau and Gilbert [9]) stand in sharp contrast with the usage
of powerful terms like “robustness” and with what high-security authenticated
encryption embraces. Barwell et al. [6] already expressed their worries about the
usage of the “robustness” term in the context of robust authenticated encryption,
and stated: “Robustness characterizes the ability of a construct to be pushed
right to the edge of its intended use case (and possibly beyond).” Putting our
attacks in this perspective, by padding outside the mode, one incorrectly uses
that mode, but on the other hand, “robust authenticated encryption” seems
to imply that such modes work properly as long as they are employed in a
syntactically correct manner. From this point of view, our attacks violate the
robustness claims on AEZ.
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