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Abstract. Counter mode encryption uses a blockcipher to generate a
key stream, which is subsequently used to encrypt data. The mode is
known to achieve security up to the birthday bound. In this work we con-
sider two approaches in literature to improve it to beyond birthday bound
security: CENC by Iwata (FSE 2006) and its generalization NEMO by
Lefranc et al. (SAC 2007). Whereas recent discoveries on CENC argued
optimal security, the state of the art of NEMO is still sub-optimal. We
draw connections among various instantiations of CENC and NEMO,
and particularly prove that the improved optimal security bound on the
CENC family carries over to a large class of variants of NEMO. We fur-
ther conjecture that it also applies to the remaining variants, and discuss
bottlenecks in proving so.
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1 Introduction

The most well-known blockcipher based encryption mode is counter mode en-
cryption: given an n-bit keyed blockcipher Ej, a message M of (without loss
of generality) length £ - n bits is encrypted by generating a random looking key
stream of £ blocks,

Ep(N) [ Ex(N+1) [ -+ | Ex(N +£-1), (1)

and XORing this key stream to the message M. Here, N is an initial value that
needs to meet certain criteria irrelevant for the current treatment. This mode
is known to be birthday bound secure: as F is a blockcipher, the generated key
stream does not expose collisions whereas after the generation of around 27/2
blocks a truly random key stream would expose collisions.

Beyond birthday bound encryption modes aim to achieve security beyond this
bound. A simple way of achieving beyond birthday bound security for counter
mode is by implementing it with a PRF, the most logical choice being the sum
of permutations, where every key stream block is constituted of the sum of two
blockcipher calls. For example, the first key stream block would be

ER(N0) & Ex(N|1), (2)

where the nonce is now an (n — 1)-bit string. After a long line of research [2,
3,10, 14], Patarin [15] and later Dai et al. [5] proved that this construction is



secure up to 2™ key stream block generations. Unfortunately, the construction is
expensive, requiring two blockcipher calls per data block.

In 2006, Iwata introduced CENC, an elegant and relatively cheap adjustment
of counter mode that also achieves security beyond the birthday bound. At a
high level, for a predetermined value w > 1, in every chunk of w + 1 blockcipher
calls, the first one is “sacrificed:” it is not used as key stream but rather used
to mask the remaining w chunks. It only allows for nonces of size m bits with
m < n, and generates its first w key stream blocks as

E(N|0s) ® ER(N[[1s) || -- - [| Ex(N][0s) @ Ex(N[[ws) 3)

after which N is incremented and w new blocks are generated. Here, is denotes
the encoding of 7 as an s = (n—m)-bit string. Iwata proved security of CENC[w]
for w > 1 up to around 22"/3 key stream block generations, and conjectured
security up to around 2"/w key stream block generations. Only recently, Iwata
et al. [7] confirmed this bound, pointing out that it was a direct consequence
of Patarin’s Mirror Theory [11-13,15]. Bhattacharya and Nandi [4] derived a
comparable bound using the Chi Squared Theory [5]. See also Section 3.1.

Soon after the introduction of CENC, Lefranc et al. [9] introduced a gener-
alization called NEMO. Rather than being parametrized by w and using w + 1
blockeipher outputs per w keystream blocks, NEMO[G] is instantiated using a
matrix G of size w X v and it generates w keystream blocks using v blockcipher
outputs as

B, (N|05)

Er(N1s)

G- (4)

Er(N[(v - 1))

Lefranc et al. proved that if G is the generator matrix of a [v, w, d] code, where
d is the distance of the code (see Section 2.4), then the resulting scheme achieves
security up to approximately (2"/v)%(4+1) key stream block generations (sim-
plified, assuming that w ~ v¥(4+1)_ See also Section 3.2. The term is quite com-
plicated, but important is the exponent d/(d+ 1), where for small d it gives sub-
optimal security. For larger d the bound goes to optimal security, but the mode
becomes less efficient: by the Singleton bound [16], one requires v > w +d — 1
blockcipher evaluations to generate w blocks with distance d.

1.1 Equivalences

One can consider counter mode with the sum of permutations as a special case
of CENC (with w = 1). What is more, one can consider the general CENClw] as
a special case of NEMO, namely with generator matrix

1110---0
1101---0

Geencpw) = || - - - (5)
1100---1



Table 1: Rate (key stream blocks per blockcipher evaluations) and security (up
to the number of key stream blocks) and for all variants of counter mode.
NEMO[v, w, d] is short for NEMO[G] for generator matrix G of a binary [v, w, d]
code. For state of the art, only the most recent citations are given.

mode rate security reference
plain counter (1) 1 on/2 1]
sum of permutation (2) 1/2 " [5,15]
CENC[w] (3) w/(w+1) 2" Jw [4,7]
NEMO[v, w, d] (4) w/v (2" Jv) ¥/ d+t [9]
2" Jv Section 4.1*
2" Jv Section 4.2**

* for even-weight code only
** conjectured bound for arbitrary code

In light of this, the state of the art on NEMO appears to be outdated.

In this work, we further explore the connection between the generalized
CENC[w] (for arbitrary w) and NEMO[G] (for arbitrary generator matrix G).
First, noting that for efficiency reasons, one would prefer G to be binary and
Maximum Distance Separable (MDS). Textbook results dictate that only three
such codes exist, namely the trivial [v,v, 1], [v,1,v], and [v,v — 1,2] codes [17,
Prop. 9.2].

— Binary [v,v,1] MDS code. This code corresponds to plain counter mode of
(1), giving tight 2*/2 birthday bound security.

— Binary [v,1,v] MDS code. This code corresponds to counter mode based on
the sum of permutations of (2),! giving tight 2" security.

— Binary [v,v — 1,2] MDS code. This code, finally, is generated among others
by Gcencpuw) of (5), i.e., corresponds to CENC.

Inspired by this, one may argue that any other implementation of NEMO[G]
performs sub-optimally compared with state of the art.

We further investigate the security of NEMO[G] for arbitrary matrices and
derive two results. First, in Section 4.1 we prove that for any G generating
a binary [v,w,d] code with even-weight codewords only, NEMO[G] is at least
as secure as CENC[v — 1]. Second, in Section 4.2 we explore the possibilities for
arbitrary generator matrices G (that have odd-weight codewords) and conjecture
that a similar bound can be obtained. The state of the art and the new bounds
are compared in Table 1.

! This follows from looking at the modes at a pseudorandom function level, i.e., iso-
lating the pseudorandom function Fy(N) = Ex(N||0) ® Ex(N||1) from the mode.



1.2 Understanding the Equivalences

In Section 5 we elaborate on possible alternatives of CENC[w], where a different
generator matrix of the [v,v — 1,2] code is applied. A particularly interesting
approach would be to use

110---00
011---00

Geencfw] = |10 0 -, o (6)
000---11

instead of G'cencw) of (5). This diagonalized version of CENC[w] gives the exact
same level of security (by Lemma 1 in Section 4.1), but may allow for more
elegant implementations and easier interpretations. In addition, it allows for
drawing a different connection between CENC[w] and counter mode based on
the sum of permutations of (2), as the latter can be obtained from CENC'[w] by
discarding every second key stream block.

2 Preliminaries

For m,n € N, we denote by {0,1}" the set of all n-bit strings. We denote by
P(n) the set of all permutations on {0, 1}"™, F(m,n) the set of all functions from
{0,1}™ to {0,1}", and m,, the encoding of the number m as an n-bit string. For

aset S, s < S denotes uniformly random sampling of s from S.

2.1 Blockcipher
A blockcipher E : {0,1}x{0,1}™ — {0, 1}" is a family of permutations indexed
by a key k € {0,1}". We denote by Adv},”(D) the advantage of a distinguisher
D in distinguishing E from an ideal permutation 7 <~ P(n):
Advy?(D) =Pr (k: & {0,131 - DB 1) —Pr (71' & P(n) - D" — 1) .
(7)

We denote AdvyP(q,t) = supp AdvyP (D), where the supremum is taken over
all distinguishers that can make ¢ queries and operate in ¢ time.

2.2 Pseudorandom Function
A pseudorandom function F : {0,1}"x{0,1}™ — {0,1}" is a family of functions
in F(m,n) indexed by a key k € {0,1}". We denote by Adv%rf(D) the advantage
of a distinguisher D in distinguishing F from an ideal function p < F(m,n):
Adv%rf(’D) =Pr (k; & 40,1)F . DFF & 1) —Pr (p & Fim,n) : D — 1) .
(8)

We denote Adv%rf(q, t) = supp Advlj’;f(q7 t), where the supremum is taken over
all distinguishers that can make ¢ queries and operate in ¢ time.



2.3 Encryption

A nonce based encryption scheme & : {0,1}" x {0,1}" x {0,1}* — {0,1}* is
a function that operates on a secret key k. On input of a nonce N and an
arbitrarily length message M, it returns a ciphertext C of length |M|. We denote
by Advy™*(D) the advantage of a distinguisher D in distinguishing € from a
random function $ that for every query (N, M) returns a random ciphertext C'
of size |M]|:

AdvPH(D) =Pr (k< {0,1}" : DT 1) —Pr($ & F(n+ %) : D 1),

where, with abuse of notation, F(n + x, %) is the set of all functions that get
as input an n-bit block and an arbitrarily length block, and output a string
of the same size as the arbitrarily length block. Distinguisher D is required
to be nonce-respecting, meaning that it should not repeat nonces. We denote
AdvP?(g,0,t) = supp AdvF* (D), where the supremum is taken over all dis-
tinguishers that can make g queries of length ¢ n-bit blocks and operate in ¢
time.

2.4 Linear Codes

Let v,w € N be such that v > w. A binary linear code of length v and rank
w transforms vectors in {0,1}" into vectors in {0,1}" using a generator matrix
G € {0,1}»*?.2 The distance of the code is defined as

d:= min |:13—r . G’| . 9)
ze{0,1}*
x#0

The code C is referred to as a [v,w,d] code. We call a code even-weight if all
code words have even weight (hence the name). The rows of the generator matrix
form a basis of the code, and hence, for any generator matrix G € {0,1}**? and
invertible P € {0,1}**™, the generator matrices G and G’ = P - G correspond
to the same code.

According to the well-known Singleton bound [16], the code necessarily sat-
isfies v —w > d — 1. A Maximum Distance Separable (MDS) code is a code that
achieves equality in the Singleton bound. An elementary result [17, Prop. 9.2]
states that the only binary MDS codes are the trivial [v,v,1], [v,1,v], and
[v,v — 1,2] codes. The second of the two is the repetition code (encode a bit
by a v-fold repetition of that bit) and the latter is its dual that can be generated
by the following matrix:

10---0[1
01---01

= 6{071}(%1)“' (10)
00---11

2 In this work we are only concerned with binary linear codes.



3 CENC and NEMO

Let k,m,n,v,w € N such that v > w and m + s = n for s = [log,(v)]. Let
E € B(k,n). Both CENC and NEMO can be described by a pseudorandom
function F : {0,1}" x {0,1}™ — {0,1}*™ based on v evaluations of Ej. This
pseudorandom function is then evaluated in counter mode, in such a way that
F}. is never evaluated twice for the same input. The following theorem is a
straightforward exercise.

Theorem 1. Let F : {0,1}* x {0,1}™ — {0,1}*™ be a pseudorandom function
(in this work, F is either the pseudorandom function of CENC or of NEMO ),
and let £ be counter mode encryption based on F. We have,

AdvP*(q,¢,t) < Adv%rf(fﬁ/w}q,t) ) (11)

The proof is trivial and henceforth omitted. We proceed discussing the pseudo-
random function of CENC and NEMO.

3.1 CENC Pseudorandom Function

CENC was introduced by Iwata [6], but we rephrase it in our terminology. The
pseudorandom function CENC[w] : {0,1}" x {0,1}™ — {0,1}*™ has v = w + 1,
hence it makes w + 1 calls to the underlying blockcipher, and is defined as

1110---0 Ey(x]0,)
1101---0
CENC[w]x(x) = A M Ey(z||1s)
1100---1 Ey(z||ws)
N————’
=:GCenC[w]

recalling that s = [logy(w 4 1)] and m + s = n. Note that Gcencpw) can be
obtained from G}, of (10) by left multiplication with an invertible matrix, and
hence, the two matrices generate the same code.

Iwata et al. [7] derived the following bound on CENC[w] using the Mirror
Theory [11-13,15]:

Theorem 2 (Iwata et al. [7]). We have, provided wqg < 2" /67,

v w’q v
AdngfNC[w](q’ t) < on + Adv%p((u) + l)q, t) . (13)

Bhattacharya and Nandi [4] derived a comparable bound using the Chi Squared
Theory [5]:
Theorem 3 (Bhattacharya and Nandi [4]). We have,

1+ Vv2)(w+1)%
2TL

Advg’équw] (¢.1) < +AAVEP((w+ 1) t).  (14)



3.2 NEMO Pseudorandom Function

NEMO was introduced by Lefranc et al. [9]. Let G be the generator matrix of a
[v,w,d] code. Then the pseudorandom function NEMO[G] : {0,1}* x {0,1}™ —
{0,1}*™ makes v calls to the underlying blockcipher, and is defined as

Ejy(]|05)
NEMO[G]x(z) = G - (1) , (15)

Ey(z[v—15)

recalling that s = [log,(v)] and m + s = n.
Lefranc et al. [9] derived the following bound on NEMO[G] for any generator
matrix of binary [v,w, d] code:

Theorem 4. Let G be the generator matriz of a binary [v,w,d] code. We have,

2 2d, d+1
£ vTq v q
Advﬁl;EMO[G](qvt) < on T Todn

+ Adv}?(vg,t). (16)

4 Equivalences

It is obvious from the definitions of the pseudorandom functions of CENC in (12)
and NEMO in (15) that NEMO is a direct generalization of CENC, in the sense
that

NEMO[Gcencu] = CENClw]. (17)

However, the generic security bounds on CENC[w] in Theorems 2 and 3 are better
than that of NEMO[G] in Theorem 4, regardless of the generator matrix in use.
In this section, we will explore the connection further, draw equivalences and
reductions among the various instantiations of CENC[w] and NEMO[G].

First, in Section 4.1, we focus on generator matrices G for even-weight linear
codes of length v, and demonstrate that their induced NEMO[G]’s are at least
as secure as CENC[v — 1]. In Section 4.2, we look beyond even-weight codes,
conjecture that a similar result can be obtained for arbitrary generator matrices,
and discuss bottlenecks in the analysis.

4.1 Even-Weight Linear Code

We will reduce the security of NEMO[G] for a generator matrix G of an even-
weight [v, w, d] code to the security of CENC[v — 1].

Theorem 5 (Security of NEMO for even-weight binary code). Let G be
a generator matriz of a binary even-weight [v,w,d] code with v > w. We have,

rf rf
AdVElEMO[G] (g,t) < AdVgENC[yq] (g,1) - (18)



Proof. Let G be a generator matrix of a binary even-weight [v, w, d] code. Define
the matrix

A= [O(U_w_l)xw szwfljl e {0, 1}(v7w71)><v7 (19)

where G,_,,_ is the matrix of (10) corresponding to the trivial [v—w,v—w—1, 2]
MDS code.

First Step. As a first step, we will prove that the following two matrices are
row equivalent:

[i] ~GI_y, (20)

where G,_; of (10) corresponds to the trivial [v,v — 1,2] MDS code. To prove
(20), row reduction on G' demonstrates the existence of a matrix B € {0, 1}#*(v=)
such that G ~ [Iw B}. Thus:

G I B
~ w . . 21
[A} [Owwl)xw G } )

v—w—1

As G is an even-weight generator matrix, every row in B has odd weight. Con-
sider any row [by by ... by_y| in B. For each ¢ € {1,...,v —w — 1} such that
b; = 1, add the i-th row of G;_, _; (or, equivalently, the (w + i)-th row of the
entire matrix) to this row in B. As the original row has odd weight, and each
row in G _,,_; has even weight, the resulting row in B has odd weight, and is
in particular of the form [0 0 ... 1]. Performing this elimination algorithm for

all rows in B, we subsequently have

I, B

~ G*
O(vfwfl)xw G;—w—l

v—1> (22)

completing the proof of (20).

Second Step. The second step is to note that GJ_; is row equivalent to
GCENC[U—H of (5)

G, -1 ~ Gcencpp-1 - (23)

This equivalence is immediate and does not require further discussion.

Third Step. Combining (20) and (23), there exists an invertible matrix P €
{0, 1}(v=Dx(=1) guch that

G
POGCENC[U—l] = |:A:| . (24)



This immediately completes the proof using Lemmas 1 and 2 below, as

Ad"msfMO[G] (¢,1) < AdvﬁgMO[PoGCENC[U_”}(q>t) by Lemma 2 and (24), (25)
= AdV{EnoiGeec, (@ 1) by Lemma 1, (26)

= AdvBeyc,_y(@:t) by (17). (27)

O

Lemma 1. Let G,G’ € {0,1}"*Y be two generator matrices such that G' =
P -G for some invertible matriz P € {0,1}***. We have,
f f

Advyeyorg (@:1) = Advl,\)lrEMo[G,] (g,t). (28)
Proof. The proof is a trivial consequence of the fact that G and G’ generate
the same code. Let D be a distinguisher against NEMO[G], we will construct a
distinguisher D’ against NEMO[G’] with at least the same success probability
at D. For each query z that D makes, D’ queries = to its own oracle, receives a
wn-bit string y. Treating it as a vector of w n-bit blocks y, it computes P~y
and sends it to D. Then, if D makes its final decision, D’ forwards its choice.
Distinguisher D’ succeeds if D succeeds. This holds for any distinguisher D, and
hence, AdvﬁrEfMo[G] (¢,t) < AdvPH! ~(g,t). As P is invertible, the proof in

NEMO[G']
reverse direction is symmetric. a

Lemma 2. Let G € {0,1}**% and G’ € {0,1}*' %" be two generator matrices
such that G’ = {i] for some matriz A € {0, 1}(“’/*“’)”. We have,

AdvRE o (@) < Adv‘,\)féMo[G,] (g,1). (29)
Proof. The proof is a trivial consequence of the fact that G' can be obtained from
“expurgating” G’ [17, Sect 5.4.2]. Let D be a distinguisher against NEMOI[G],
we will construct a distinguisher D’ against NEMO[G’] with at least the same
success probability at D. For each query x that D makes, D’ queries x to its own
oracle, receives a w'n-bit string y. It forwards the first wn bits to D. Then, if
D makes its final decision, D’ forwards its choice. Distinguisher D’ succeeds if
D succeeds. This holds for any distinguisher D, and hence, AdvﬁrEfMo[G] (¢, t) <

rf
Adv,}\’lEMo[G,](q,t). O

Remark 1. We remark that, due to its generality, the bound of Theorem 5 is
non-optimal. Consider, for example, generator matrix

1100---00
0011---00 w

Gxoplw] = [+ 11 ¢ € {0, 1}, (30)
0000---11



for which NEMO[Gxop[)] corresponds to a parallel evaluation of w sums of
permutations. Patarin [15] and later Dai et al. [5] demonstrated that this con-
struction is secure up to around wq/2". The proof of Theorem 5 augments the
generator matrix to

[1100---00]

0011---00

0000 11| .+ syt

0100_.'01 6{071} ) (31)
0001---01

0000---01]

which generates the same code as G3,,_; of (10) and Gcencjew—1) of (12), and
it gives an upper bound of around (2w)?q/2".

4.2 Arbitrary Linear Codes

We conjecture that the result of Theorem 5 extends to arbitrary binary linear
codes.

Congjecture 1 (Security of NEMO for arbitrary binary code). Let G be a gener-
ator matrix of a binary [v,w, d] code with v > w. We have,

rf rf
AdVEIEMO[G] (¢,t) < AdVgENC[wu (¢,1) - (32)

The result is intuitively appealing. As G cencjy—1] corresponds to a binary [v, v —
1,2] MDS code, it gives the most one can get out off v blocks of randomness.
Stated differently, v — 1 output blocks are generated using v blocks of random-
ness. Outputting another block would degrade the security of the scheme to the
birthday bound. Conversely, any other [v,w, d] code for d > 2 outputs less data,
hence exposes less of the v blocks of randomness, and is likely to be more secure.

The proof of Theorem 5 does not stretch to Conjecture 1, and the reason is
that an arbitrary generator matrix G cannot necessarily be augmented to G,
for binary [v,v — 1,2] code. A simple example is given by

Ghrad = [1 1 1] . (33)
For this matrix, NEMO[G}aq] implements the function
NEMO[Guaali(z) = Ex(ll0,) & Ep(al1) & Ex(x]2,), (34)
which is seemingly more secure than
CENC[2]1(x) = Ex(#]0) @ Ex(al]1) | Bx(2ll0,) ® Ex(xl|2).  (35)
Yet, there appears to be no simple reduction to argue this formally. In particu-

larly, Gpaq cannot be augmented to G5 of (10).

10
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Fig. 1: CENC[3]x of (12) (left) and CENC'[3]; of (38) (right)

5 Understanding Equivalences

Recall GCENC[w] of (12)

110---0
101---0

Geenciw] 7= |10 - E{Ovl}wx(w+1)~ (36)
100---1

By Lemma 1, left multiplication with an invertible matrix P € {0,1}**" does
not decrease the security:

f f f
AdvﬁEMO[P'GCENC[w]](q7 t) = AdVIKIIEMO[GCENC[zz)]](Q7 t) = Adngqu] <q’ t) ’

(37)
recalling that NEMO[G'cencw]] = CENClw].

Note that an implementation of CENC[w]; would have to compute Ej(z||05),
store it, and add it to Ej(z|is) for ¢ = 1,...,w. See also Figure 1 (left). An
alternative to CENC[w] would be CENC'[w] based on generator matrix

110---00 10---00
011---00 11---00
coae | = | Geencu - (38)

000---11) [00---11
—_———

G CENC/ [w] i=

=P

In this case, the i-th output block of NEMO[G cenc/[w)] would be Ex(x||(i—1),)®
Ey(z|lis) as depicted in Figure 1 (right). This could be preferable in certain set-
tings. The generator matrix of (38) gives another advantage: the transformation
to the sum of permutations is immediate. One just needs to discard every second
block to obtain a NEMO instantiation that mimics w/2 sums of permutations as

11



suggested by Remark 1 in Section 4.1:

1100---00
0011---00
D (39)
0000---11

As mentioned in Remark 1, this scheme gives around ¢/2™ security for the gen-
eration of ¢ output blocks.
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