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Introduction

 What is Asynchronous Messaging?
 Does anyone have an idea?
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Asynchronous messaging

“Asynchronous Messaging is a communication method where 
participants on both sides of the conversation have the freedom to 
start, pause, and resume conversational messaging on their own 

terms, eliminating the need to wait for a direct live connection.” [1]

 Question time!
 Can you think of possible privacy issues associated with 

asynchronous messaging?
 What could practically be going wrong at e.g. WhatsApp when it 

comes to privacy?
 Hint: Message content end-to-end encrypted, but? Moderation?
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WhatsApp extensive monitoring [2]

 Investigated by ProPublica, Sept. 2021
 Investigative Journalism
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WhatsApp extensive monitoring [2]
 ProPublica

 Investigation of data, documents, dozens of interviews

 Monitoring billions of users: Flagged content

 Over 1000 contract workers

 Content reviewers go through millions of messages

 Artificial intelligence systems and account information for message examination

 Respond to dozens of lawful requests; sharing metadata

 Mark Zuckerberg’s vision: very secure

 WhatsApp’s focus on privacy using end-to-end encryption

 Privacy statement assures full metadata control: “Trust us”

 Metadata is powerful!
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Metadata

 Metadata is powerful

 Question time!
 What is Metadata actually?
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Metadata
 Data providing information about data
 Pre-digital analogy: Outside of an envelope; inside protected
 There are many different types of metadata:
 Usage data
 Location data
 Who are you contacting and for how long?

 Social Graph -> Relevant concept w.r.t. privacy!
 Etc…

“Metadata absolutely tells you everything about somebody’s life.
If you have enough metadata, you don’t really need content.” [2]

- Former NSA General Counsel Stewart Baker
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Metadata is crucial information!

 Edward Snowden [3,4]
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Metadata is crucial information!

 Edward Snowden [3,4]
 Leaking NSA top secret documents
 Mass surveillance
 Millions of regular, innocent Americans

 Building a ‘pattern of life’
 Detailed profile of a target and anyone

associated with them

 By gathering metadata
 Find out individual’s connections and associations
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Metadata: FBI & WhatsApp [5,6]
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Metadata: FBI & WhatsApp [5,6]

 Rolling Stone, American magazine
 Obtained unreported FBI document
 Popular message apps deeply vulnerable 

to law enforcement searches
 Easy for FBI to harvest data; warrant or subpoena

 Chat apps claim privacy and transparency

 WhatsApp offers the most real-time information
 With a search warrant: all address book contacts
 Serious consequences for e.g. journalists working with

confidential source or facing governmental threats
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Metadata: Belgium Government [7]

 Obligatory for chat apps
to store metadata by law

 In particular:
 Identification data
 Traffic data
 Location data
 Who contacts who

 Replacement of
data retention law
 Privacy concerns
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Metadata: Social Engineering

 Metadata can be used against you [8]
 Social Engineering Attacks – Trick users

 Legitimacy of popups and people
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Another Relevant Concept

 We have seen practical cases regarding metadata

 Metadata can be used against you

 Who payed attention? Are you still awake?

 What relevant concept with regard to

privacy did I mention a few slides back? 
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Social Graphs

 Can be created from metadata

 What is a social graph?
 “A representation of the interconnection of 

relationships in an online social network.” [9]

 Linkability

 What can it be used for?
 Advantages and disadvantages
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Social Graphs Use Cases

 Advantages:
 Law enforcement

 Forensic research

 Behavioural studies

 Spreading of viruses
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Social Graphs Use Cases

 Disadvantages:
 Criminal activities and stalking

 Commercial use for businesses

 Prejudices/profiling
 Refuse of hiring

 Unknown connection to illegal 
activities

Reference article: [10]
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Core problem

 Content of communication

 When, where and/or with who
 Metadata

 Behavioral data
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"We kill people based on metadata"

 Johns Hopkins University's 
Foreign Affairs Symposium

 Mass surveillance programs 
of NSA

Michael Hayden
Former director of NSA and CIA
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"We kill people based on metadata"

Reference 
video: [11]
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"We kill people based on metadata"

Reference 
video: [11]
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Societal Perspective

 "Only" metadata

 Challenge to move
 Signal and Telegram <-> WhatsApp [12]
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Societal Perspective – Whistle-blowers

 What is a whistle-blower?

“One who ‘blows the whistle’ on a person 
or activity.” [13]

“To bring an activity to a sharp conclusion, 
as if by the blast of a whistle; now usually 

by informing on (a person) or exposing

(an irregularity or crime).” [13]
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Societal Perspective – Whistle-blowers

 Speaking truth to power [14]
 Congressmen Ted Lieu and Don Beyer
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Societal Perspective – Whistle-blowers

 Natalie Edwards [15]

 Financial Crimes Enforcement Network (FinCEN)

 50,000 documents of which 2,000 SARs

 Presidential elections of 2016

 Buzzfeed - The money trail [16]



27 / 85

Societal Perspective – Whistle-blowers

27

Reference 
article: [17]
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Societal Perspective – Whistle-blowers

28

Reference 
articles: [17]



29 / 85

Legal Perspective – History

 Data Retention Directive [18]

 Declared invalid in 2014

 Why?
 Violation of fundamental rights

 Possible new legislation [19]
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Legal Perspective – GDPR

 Metadata not mentioned

 Article 4(i)
 “‘personal data’ means any information relating to an identified or 

identifiable natural person (‘data subject’)” [20]

 e-Privacy Regulation1

 Lex specialis GDPR

1. https://www2.deloitte.com/nl/nl/pages/risk/articles/eprivacy-regulation.html

https://www2.deloitte.com/nl/nl/pages/risk/articles/eprivacy-regulation.html
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Legal Perspective – Human Rights

 Human Rights Council

 The right to privacy in the digital age [21]
 Right to privacy extends to metadata
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Legal Perspective – Human Rights
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Ethical discussion

 Privacy vs. Safety

What about
my right to

privacy?
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Attempts at Solutions

 Attempt 1: Encryption

 Attempt 2: The Onion Router

 Attempt 3: PETs
 Transmission Protocol Using Public Bulletin Board [22]

 RIPOSTE Protocol [23]

 DP5 Protocol [24]
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Attempt 1: Encryption

 End-to-end encryption
 Secures content

Reference picture: [25]
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Attempt 2: The Onion Router [26,27]

Tor is a network solution for anonymous 
communication on the internet based on 

obfuscation of this communication 
via different and variable routes
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The Onion Router – Solution [22]

Alice Bob
AB BA(sAB, SAB) (sBA, SBA)(kAB, KAB) (kBA, KBA)Tor Tor

m' = enc(sign(m))
verify(dec(m'))

entry guard middle relay exit relay

Box 
AB

Box 
BA
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The Onion Router – Problems?

 Two problems remain
 Access in succession

 Habit in checking email

m' = enc(sign(m)) verify(dec(m'))Box 
A

Box 
B

Box 
AB

Box 
BA

Box 
AC

Box 
AD
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Intermezzo – Can we do better?

 Mix networks [28]?

 Dissent [29,30] or Vuvuzela [31] protocols?

But these solutions are synchronous!
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Attempt 3: Three PETs

 PET 1: Transmission Protocol Using Public Bulletin Board
 October 2015, see [22]

 PET 2: RIPOSTE Protocol
 March 2015, see [23]

 PET 3: DP5 Protocol
 June 2015, see [24]
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PET 1: Transmission Protocol

"A secure and privacy friendly asynchronous unidirectional 
message transmission protocol using a public bulletin board
that makes individual send or receive events unlinkable to one 
another."

"An asynchronous unidirectional private point-to-point 
message transmission protocol allows one user to send 

messages asynchronously to another user in private."
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Requirements

 Correctness

 Confidentiality

 Integrity

 Availability

 Unlinkability of events

 Unlinkability of relationships

 Forward security

 Authenticity
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Ingredients

 (Unidirectional) protocol between e.g., Alice and Bob

 Bulletin board

n cells
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Simple Protocol

 setupAB

 sendAB

 receiveAB

Bulletin Board

setupAB

receiveAB

sendAB

m

m

⊥

⊥

receiveAB

receiveAB
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Simple Protocol?

Bulletin Board

se
tu

p
A

B

sendAB

receiveAB
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Mix 
Network

High-Level Protocol

Bulletin Board

se
tu

p
A

B

sendAB

receiveAB

Secure channel
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Bulletin Board

 n cells

 Randomly indexed: B[i]

 Value-tag pairs <v,t>

 Hash H(.) with t = H(b)

 Two operations:
 add(i, v, t)

 get(i, b)

1

1

1

6

6

6

0

0

0

3

3

3

4

4

4

2

2

2

5

5

5

<v,t>

add(2, v, t)

get(2, b)
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Secure Channel

 Authenticated encryption scheme

 Authenticated encryption: c = {[m]}AB

 Using KAB

 Assumed to leak no info on {[m']}A'B'

 Decryption: openAB(c)
 Returns m or ⊥
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Mix 
Network

Overview Protocol

Bulletin Board

se
tu

p
A

B

sendAB using add(i, v, t) and {[m]}AB

receiveAB using get(i,b) and openAB(c)

Secure channel
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(Semi) Formal Notation

sendAB(m):

idx' ∈R {0, …, n-1}

tag' ∈R T

u := {[m||idx'||tag']}AB

add(idxAB, u, H(tagAB))

(idxAB, tagAB) := (idx', tag')

KAB := KDF(KAB)

receiveAB():

u := get(idxAB, tagAB)

if u ≠ ⊥ ∧
(m||idx'||tag') := openAB(u)

then (idxAB, tagAB) := (idx', tag')

KAB := KDF(KAB)

return m

else return ⊥
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Requirements Check

 Requirements are met

 Unlinkability
 Remember Tor example?

 Mailboxes randomly allocated

 Privacy

 Physical challenges
 Synchronization

 A lot of users?
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Stronger Adversary?

 Availability
 DoS attacks

 Adversary fills every cell

 Unlinkability!
 Block every user except Alice and Bob

 Access cell?
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Alternative to WhatsApp?

 Bidirectional use

 Online/offline messages
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PET 2: Riposte

“Riposte is a new system for anonymous broadcast messaging. 
Riposte is the first such system, […] that simultaneously 

protects against traffic-analysis attacks, prevents anonymous 
denial-of-service by malicious clients, and scales to million-user

anonymity sets.”



55 / 85

Why Riposte?

 Low-latency anonymizing proxies are vulnerable to traffic 
analysis attacks

 Other anonymous messaging systems are not scalable
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Properties

 Protects against traffic analysis attacks

 Prevents malicious clients from anonymously executing
denial-of-service attacks

 Scales to anonymity set sizes of millions of users
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Ingredients

 Database

 Write requests, split into shares

 Time epochs

 Coalition of (non-colluding) servers

 Two variants: Large network size vs. reliability
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Security Goals

 Write-private - (s, t)-Write Privacy

 Disruption resistant – ≤n compromised rows
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Toy Protocol 1/2

____
____
____

B 0

1

2

L-1

⋮

____
____
____

A 0

1

2

L-1

⋮
dA = r1⊕...⊕rn

db = (el1 ⊕ ···⊕ eln)
⊕ r1⊕...⊕rn

dA⊕dB

=
(el1 ⊕ ···⊕ eln)

. . . . . .

rn

rm⊕eln
r2

r2⊕el2r1

r1⊕el1
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Toy Protocol 2/2

n Clients:

{r1, …, rn}∈R{0, 1}L

{el1, …, eln}, e[l]=1

2 Servers:
dA= r1⊕ ···⊕ rn

dB= (el1 ⊕ ···⊕ eln)⊕ (r1⊕ ···⊕ rn)
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Limitations

 Bandwidth efficiency

 Disruption resistance
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Intermezzo 1 – Collisions and Forward Secrecy 1/2

 Clients write at random locations in a database

 Chance of messages being overwritten

 k-way collisions, client i writes in each database cell

(mi, mi
2, …, mi

k)

 By increasing number of clients k, we reduce the table size
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Intermezzo 1 – Collisions and Forward Secrecy 2/2

 Adversary can compromise all servers

 n write requests, before epoch end

 Unlinkability

 Servers are honest at the moment requests are sent
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Distributed Point Functions 1/4

 Converse of private information retrieval, e.g., write action

 Core building block is a distributed point function

 Pl,m: ℤL → 𝔽, such that Pl,m(l) = m and Pl,m(l’) = 0, l ≠ l’

 P3,1 = (0, 0, 0, 1, 0), for l∈ (0, 1, 2, 3, 4)
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Distributed Point Functions 2/4

 Second step: (s, t)-distributed point function
 Gen(l, m) → (k0, …, ks-1)

 Eval(k, l’) → m’
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Distributed Point Functions 3/4

 Toy Construction: (s, s-1)-distributed point function
 Gen(l, m) → (k0, …, ks-1)

 k0, …, ks-2 generated randomly

 ks-1 = m×el - σ𝑖=0
𝑠−2 ki

 Eval(k, l’) → m’
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Distributed Point Functions 4/4

 Generalization:
 s servers, ≤t collude

 𝔽L database state

 Client uses (s, t)-distributed point function to generate s DPF keys

 Client sends one key per server

 Server adds this key to its database state
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Two Server Scheme 1/2
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Two Server Scheme 2/2

 Step 1:
 PRG G: 𝕊 → 𝔽y

 Gen(l, m) → (kA, kB)

 l = lxy + ly , with lx∈ ℤx , ly∈ ℤy and xy ≥ L

 bA∈R {0, 1}x, sA∈R 𝕊
x and slx

∗∈R 𝕊
x

 bA = (b0, …, blx , …, bx-1)

 bB = (b0, …, blx , …, bx-1)

 sA = (s0, …, slx , …, sx-1)

 sB = (s0, …, slx
∗ , …, sx-1)

 v = m×el + G(slx) + G(slx
∗ )

 kA = (bA, sA, v) and kB = (bB, sB, v)

 Step 2:
 Eval(k, l’) → m’

 k = (b, s, v)

 l' = l’xy + l’y , with l’x∈ ℤx , l’y∈ ℤy and xy ≥ L

 g = G(s[l’x])

 m’ = (g[l’y] + b[l’x] v[l’y] )



70 / 85

Disruptors Prevention

 Previous protocols only addressed the bandwidth
efficiency

 Malicious servers could malform keys, and thus gain
additional information about users

 Option 1: Third non-colluding party

 Option 2: Expensive zero-knowledge proofs
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Discussion

 Novel applications of PIRs and secure
multiparty computation techniques

 Practical protocol, capable of handling
big anonymity sets

 Protects whistle-blowers

 Is it enough?
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Conclusion

 Social and legal perspectives

 Different attempts at anonymizing

asynchronous messaging

 Open questions remain
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Questions?
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