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Literal definition

To throw into shadow
or
To make obscure
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Practical definition
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Tracking and online monitoring
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Cookies

®  Thought up in 1994
®  Originally used to make a site stateful
® A small bit of data saved in the browser

Figure 1: Lou Montulli
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Third-party cookies

®  User for de-anonymising traffic

®  Link browsing behaviour to a real person

®  Mainly used by advertisers to track people across the web




Example case: coolblue.nl

®  bing.com
®  linkedin.com
®  pinterest.com

®  clarity.ms
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Third-party cookies

®  User for de-anonymising traffic
®  Link browsing behaviour to a real person
®  Also used by governments to track people across the web (and world)
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Third-party cookies

_______________

Figure 2: Cookie piggybacking [1]
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Cookies that give you away

Can we use third party cookies to associate traffic to real people?
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Attacker model

®  "No SSL stripping allowed" - 2014 (only 30% of the web was https)
—  Allow our attacker model to mitm
®  assuming attacker has access to major web traffic junctions (think of an ISP)
®  The attack is fully passive
® |P addresses of the target can change frequently
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Cookies that give you away

®  Long lasting cookies
®  non changing cookies
®  User specific cookies

®  cookies we can use to create a user "profile"
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Cookies that give you away

Good way to find these cookies?
run two browser simulations at the same time and check what cookies are unique
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Matching traffic to users

From: IP 1.1.1.1
Cookie: “ID-A=aaa™

—

From: IP 1.1.1.1

(CEE |

www.exampleA.com

Cookie: “ID-X=xxx"

From: IP 3.3.3.3
Cookie: “ID-C=ccc”

—

From: IP 3.3.3.3

(- I |

www.exampleC.com

Cookie: “ID-X=xxx"

From: IP 3.3.3.3

»

-

Cookie: "ID-Y=yyy”

Cookie: “ID-Y=yyy”

Radboud University




Blockers

Figure 4: Ublock origin
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Tracking pixels

®  Simple transparent image object

®  No actual use ... besides tracking
®  Harder to block (but not impossible)
®  quick visit to bol.com: (?) tracking pixels




Tracking pixels

®  Simple transparent image object

®  No actual use ... besides tracking

®  Harder to block (but not impossible)

®  quick visit to bol.com: 2 tracking pixels

®  product data sent?




Tracking pixels

®  Simple transparent image object

®  No actual use ... besides tracking

®  Harder to block (but not impossible)

®  quick visit to bol.com: 2 tracking pixels

®  product data sent: 121 parameters sent....




FLoC

o~

®  Anonymisation by grouping
®  Everyone hates it because no one got asked
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Hardware tracking
e DrawnApart [2]
®  Browser render times

®  Nearly impossible to block and cross browser

®  Sadly shows great promise

|11
DT .

"
—_—

GEN3-6  GEN3-1

Figure 5: Raw traces from 2 gpus [2]
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Obfuscation methods
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Defining the scope

®  Many different methods, each designed for specific purposes
®  We are going to look at 2 examples of techniques
®  (CacheCloak and TrackMeNot
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CacheCloak

®  False echoes and imitations to achieve obfuscation
®  Privacy vs functionality trade-off

®  k-anonymity
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CacheCloak: Goals

®  Best features of all existing solutions to the trade off
®  Relevant data can still be extracted by the user

®  Not temporary time-buying strategy
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CacheCloak: Solution

® |t generates mobility predictions from historical data ..

® . and submits intersecting predicted paths.

®  Each new predicted path is made to intersect with other users’ paths.

®  Users retrieve cached query responses for successive new locations from the trusted server.

®  New prediction only when no cached response is available for their current locations.
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CacheCloak: Solution

1 Cache Hit
—  Cachecloak has cached data on this location, return cached location

2 Cache Miss
—  Cachecloak doesn’t have cached data on this location
—  Calculate predicted path with that location a known cached location
— query LSB for all locations in that path




CacheCloak: Example
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CacheCloak: Example




CacheCloak: Distribution

®  Trust needed in CacheCloak server
®  (Can be solved by doing the caching locallly
®  Using the CacheCloak server as "lookup proxy"
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CacheCloak: Conclusion

®  No spatial degrading
®  Minimal time delay
®  The more users, the more privacy
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TrackMeNot

e Hiding the user in the crowd (that you create)
®  Benefit of personalization against the risk of sensitive information disclosure
®  Best of both words?
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TrackMeNot: The Problem

®  Provide personalized searches in a privacy friendly way
® It is challenging!
® A lot of data that can (and will) be misused
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TrackMeNot: The Problem

®  Many queries are too ambiguous
e Reformulation techniques are used

®  Mostly based on previous search history

®  Search logs!




Previous attempts

® By search engines themselves
e Tor
®  Private information retrieval techniques (PIT)

®  Obfuscation of search queries
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TrackMeNot: Goals

e Extension for Chrome and Firefox, available for free

e  Simplicity by design

®  Achieve ‘query indistinguishability’

®  Prevent adversaries from using side channels and fingerprints
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TrackMeNot: Goals Limitations

®  Only aiming to hide the user queries and specific user interests
®  Some info can still leak
®  Destruction vs devaluation
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TrackMeNot: Adversary Model

®  TMN queries vs real user ones
®  Topic based analysis
®  Timing based analysis

®  Frequency based analysis
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TrackMeNot: Query indistinguishability

®  Topic-exposed Query Indistinguishability (TEQI)

®  Queries are generated across the same broad topics as the original topics
®  Topic-obfuscated Query Indistinguishability (TOQI)

®  Query indistinguishability plus a larger set of topics

Radboud University ¢



TEQI: Against frequency analysis

®  Frequency of queries across topics

®  Frequency of keywords within topics

®  Relative popularity of query n-grams

®  TMN maintains an obfuscation profile with similar relative frequencies

this,

T

unigrams:

N =1 :[Thig]is|a]lsentence

sentence

this is,

N = 2 :[Thisis[a|sentence] grams: isa

a sentence

thisis a,

N = 3 :[This[is a|sentence]rigrams: 125%,.,

Figure 6: N-grams example




TEQI: Against timing analysis

®  TMN uses user's history to be resilient to timing analysis

¢  TMN maintains a weekly and daily profiles of timing information of user requests
®  Exact replication does expose TMN to timing analysis

®  Randomness is introduced

e  TMN also tries to keep track of active periods




TOQI: Against topic analysis

Hiding the user topics into a larger set

Infer the user topic interests as well as construct a list of obfuscation topics
Selection from the universe of topics U

The user can then chose among the topics selected

RSS feeds are retrieved from RSS seach engines or Twitter

Keywords are extracted (mainly titles and capital letters)

<Pxml version="1.8" encoding="is0-8855-1" 7>
rss version="2.8">
<channe 1>
<titleWT Sgt; Yorld Business<titles
<itens
<titlesRussia and Ukraine Rench Cowpromise/titles
<Linkshttp: A/ .nyEines . corv28A6/81 /85 /BBUKraine .hitu L </ Links

-slescriptionsThe solution ollowed both nations...c/description:
<AULhOr>ANDREW . KRAMER</aLthors
pubDatesThu, 85 Jon 2806 BE:68:80 EDT</pubbates
</itens
<titles
</channe >
resx

Figure 7: RSS example
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TOQI: topic analysis limitations

®  The obfuscation topic and the actual topic have fundamentally different semantics
®  TMN needs to choose at least one obfuscation topic to hide a real user topic

®  Only against a simplistic query analysis model
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TrackMeNot: Side Channel Attacks

®  Query scheduling
e HTTP Header

e  External element downloading

®  Favicon

®  Active Content Handling
®  Query suggestions

®  (Click Stream




Side Channel Attacks: Query scheduling

®  No queries if the browser is closed
®  Query Bursts
®  Search patterns
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Side Channel Attacks: HTTP Header

®  Miscomputed Cookie and User Agent headers can flag TMN queries
®  TMN uses Regular Expression to catch the search URL
®  The referrer is never set according to the websites that a user visits
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Side Channel Attacks: External element downloading

®  TMN loads the search result page in a collapsed browser element
®  Same fingerprints as the user’s queries

®  Search engines cannot filter artificial queries
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Side Channel Attacks: Favicon

e s displayed along the title of the page
® Is downloaded by TMN when the page is rendered
® |f present in the cache it is not downloaded

Gl Favicon - Wikipedia, the free encycl

File Edit \View History Bookmarks Tools Help

@ -0 2 [!flﬁtm/emwwkiped\a‘urgfwik\/Fav\cun

W Wikipedia, the free encyclop... S\ Wikipedia, the free... €3 |
Help us improve Wikipedia by supj

article || discussion w tory

Favicon

From Wikipedia, the free encyelo|

A favicon (short for faverites icon), alse known a: site icon, shortel
webpage. Aweb designer can create such an icon an Il it into a websit¢
Browsers that provide favicon support typically display & favicon in the
support a tabbed document interface typically show a pag; vicon next to

to web pages.

Figure 8: Favicon example
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Side Channel Attacks: Active Content Handling

®  Active content is supported on the search result page
®  Malicious JavaScript?
®  Personalized depending on the search engine
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Side Channel Attacks: Query suggestions

e TMN mimics interactions with search engine interfaces

e  TMN simulates every DOM event that is monitored on the search engine web page

e When TMN simulates keystrokes in the search box, query suggestions are requested to the
search engine




Side Channel Attacks: Click Stream

e  TMN sometimes follows search result links

®  but never actually downloads content from clicked URLs

e (licks on sponsored links are prevented




Is obfuscation justified?
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53

THIS GAME MAY CONTAIN CONTENT NOT APPROPRIATE FOR ALL AGES,
OR MAY NOT BE APPROPRIATE FOR VIEWING AT WORK.

Violent

Please enter your birth date to continue:

1 v January v 2022 v

Cancel
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Dishonesty of obfuscation

®  How is the data processed?
®  What data is collected?
e GDPRArt. 12 and 13

®  Facebook
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Figure 10: Image from Wikipedia
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Philosophy: Immanuel Kant

®  Merely mean to achieve goals

® Lying always wrong

®  Acts morally good independent on outcome
®  Responsible for consequence of lie

®  Nuance

Kant, Immanuel, On a supposed right to lie because of philanthropic concerns.
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Philosophy: John Stuart Mill

®  Maximize happiness

L d Protect privacy for many

Figure 11: Image from Wikipedia
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Free riding

®  Benefits

®  Without giving up privacy




Waste and pollution

®  Unnecessary usage
e Pollution
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Privacy Enhancing Technologies

®  TrackMeNot
®  DuckDuckGo
e TOR

e  AdNauseam
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TrackMeNot

Engine

yahoo
yahoo
bing
bing
bing

bing

google

google

Mode

timed

timed

timed

timed

timed

timed

timed

timed

URL Query/Message
south park

windows less
popular than xp

windows xp

popular than
windows

less popular than

virginia police
phones routinely
use secret
pitchbook ai yoy
35.9b 1.8b vc
windows popular
than

Figure 12: TrackMeNot

Date
05:49:21
4/17/2022
05:49:14
4/17/2022
05:49:05
4/17/2022
05:48:57
4/17/2022
05:48:51
4/17/2022

05:48:44
4/17/2022

05:48:36
4/17/2022
05:48:29
4/17/2022
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TrackMeNot

Honesty?
Free riding?
Waste?

?

Figure 13: TrackMeNot




TOR

Figure 14: TOR
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AdNauseam

®  Built on top of uBlock origin
®  (licks all ads

®  Discontent with ads, a protest

Figure 15: AdNauseam




Summary: justification of obfuscation

®  Dishonest

®  Free riding

®  Waste and pollution




Summary: justification of obfuscation

®  Dishonest
®  Free riding
®  Waste and pollution

However... Why should we use obfuscation?




Why is obfuscation necessary?
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"I've got nothing to hide."
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"Arguing that you don't care about the right to privacy because you
have nothing to hide is no different than saying you don't care about free
speech because you have nothing to say."

Edward Snowden




A world with no privacy

Employment History | Voting Record | Trave
Gerersl | Order | Snopping | teamn

Kelly, James Alexande: BIRTH: 03/17/68
6102049998-45-54610 ST CALLED: 06/02/04

Home Office

Palace }

| 736 Montrose Court e

L\
N
N

Phone Mobde phone

P

ITi

Pa
g

LHRE ram

https://www.youtube.com/watch?v=RNJI9EEcsoE




Information asymmetry
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Information asymmetry

®  Data collection about user (by default)
®  User no choice regarding collection

®  Hence, asymmetrical relationship
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Opting out




Opting out

®  Just opt out
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Opting out

®  Just opt out
e . right?
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Opting out

®  Just opt out
e . right?

®  FEasier said than done
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Responsibility

®  User
®  Businesses
®  Government
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Responsibility

®  User
®  Businesses
®  Government
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Businesses

Tech Giants Earn Fortunes
by the Minute

Revenue generated by selected tech companies
per minute (2021%)

[5691.235]
I

* First trimester 2021
Source: CNBC

@®6 statista %




Businesses

®  Gathering, bundling and selling individual data (DoubleClick, Acxiom)
®  Customer data to improve its operations (Amazon, Wal-Mart)

®  User-data-driven advertising revenue (Google)
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Businesses

®  Gathering, bundling and selling individual data (DoubleClick, Acxiom)
®  Customer data to improve its operations (Amazon, Wal-Mart)

®  User-data-driven advertising revenue (Google)

It is not in the company’s interest to support restraints on access to this information.
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Government

®  Balancing interests
®  Protecting values and principles

®  Defining and enforcing data-collection and data-management practices for businesses (7)
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Government - problems

® | egislation operates relatively slow

®  Opposition slows it down even further (corporations, other institutes, sometimes the
government itself!)

IXG I\/o\/i
$ $ $

SPECIAL INTEREST —> POLITICIAN SPECIAL INTEREST —> LOBBYIST —— POLITICIAN
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Privacy is served by ...

®  Improved opting out systems
®  Disclosure limits imposed by organizational best practices

e  (Constraints of law and regulation
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Vulnerability remains

®  Obfuscation, a troublemaker strategy

®  An additional layer of cover
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OBFUSCATION
A USER'S GUIDE

FOR PRIVACY ANI NEST

Finn Brunton | Helen Nissenba

Figure 17: The book on obfuscation by Finn Brunton and Helen Nissenbaum
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"[Obfuscation] can be used for data disobedience under difficult
circumstances and as a digital weapon for the informationally weak." [3]
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Would it work?
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Obfuscation in Nature

Figure 18: Image of the webs and decays of the Figure 19: Image of the decays of the spider taken
spider taken from [4] from [5]
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Hiding from the internet

®  Living like a cage man?

®  WhatsApp vs Signal and Telegram

Monthly Global Installs of WhatsApp - App Store and Google Play Monthly Global Installs of Telegram and Signal - App Store and Google Play

Sep20  Oct20  Now20  Dec20  Jan21 Fob21  Mar21 Apr2t . > Dec-20 Fob21

Figure 20: Installation of WhatsApp during Figure 21: Installation of Telegram and Signal
20210-2021 taken from [6] 7 2 during 20210-2021 taken from [6
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To buy time

®  We do not need all the time just enough time

®  The safe is as good as the security around it

Figure 22: Buying time [7] Figure 23: Safe as the system around it [8]




To provide cover

®  Hide your identity in a pool of others
® If there is enough noise in the data, the data is useless

®  Most often it results in the first goal of buying time

[N SR A

o
/ 1

Figure 24: Cover your identity taken from [9]
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For deniability

Hide the link between the user and action

°
® Linkability is a key concept in privacy
® Tor
Entry guard Encrypted by Tor
— === Not encrypted by Tor
ju} % rypted by
Tor client o
Tor S
== network ““ Destination
N = .E
Middle relay 2 '
Exit relay

Figure 25: Tor taken from [10]




To hide individual’s identity in a database

®  Privacy-friendly storage of data

®  Tracker's action

® |n reality we have laws to enforce this




To express protest

®  Unlike others this is an aggressive action

Intentionally inserting wrong information into the collected data.

®  Wrong data or conclusions make by the tracker.
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Yes but it depends ...

®  What is the goal?
®  What are the capabilities of the tracker/attacker?
®  Probably enough for most real life cases.

An Obfuscation-Based Approach Privac‘\l;‘-presﬁrsir:g g:fchine‘!-earning
for Protecting Location Privacy rough Pata Gbluscation
Claudio A. Ardagna, Marco Cremonini, Sabrina De Capitani di Vimercati, and Pierangela Samarati Tianwei Zhang Zecheng He

y B.
Princeton Umvelswy Princeton University Princeton University
edu

Abstract—The

fstoring e dovoloprment ofrew appcatons tat u he pryseal ostonaf a1 oer oo e anicos 10 busess
sacil, or nformational purposes. I such a
aias ahoren v ot o VA 1o it 2t 8 sddas s plom anu prosent a solution based on

We also inrod: versary model o
inst — of the users.
Fol, we presot some expoematal et ot vakite ot e

Index Terms—Peivacy, obfuscation techriques, location-based services.

+

Figure 26: Obfuscation for locations [11] Figure 27: Obfuscation for machine learning [12]
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Small use case - slang

®  The trackers can understand as much as we let them to

®  Encryption is key but it is hard in real life

®  Parent who do not understand the slang and abbreviation used by their kids
®  Event related words that "you need to be there to understand"

®  These words are easy to use and might be hard to decode

e

A
Slang Words@

in2022 ¢
a gg/

IIHEAR THEY MAKE GOOD
SOUP.

Figure 28: Example of slang from 2022 [13] Figure 29: Old man getting 'good soup’ [14]

97
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Conclusions

®  Advanced tracker wants your data.

®  Obfuscation methods to fight back the trackers.
®  Ethics about obfuscation.

®  Why do we need it?

®  Would it work?

®  Relatively new filed with a lot to research and discover.




Thank you for your attention.

Questions ?
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