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Obfuscation



$ Agenda

* What is privacy and the problem?
 What is obfuscation/?
» Going into depth

» Network -

* [First parties

* Third parties

I Closing notes



OO

What is privacy

» “The right that someone has to keép their
personal life or personal/information secret or
known only, to a small/group of people” -
Cambridge dictionainy

| “the state of being alone and not watched or

interrupted by other people™ - Oxford dictionairy

https://dictionary.cambridge.org/dictionary/english/privacy
https://www.oxfordlearnersdictionaries.com/definition/english/privacy



https://dictionary.cambridge.org/dictionary/english/privacy
https://www.oxfordlearnersdictionaries.com/definition/english/privacy

>  The problem

* As a user of services you don’t want to be tracked
and spied on

« Can you pbfuscate your|behaviour and identity to
protect your privacy?

* . Which methods and tools can be used to achieve this?

In one main question:

Can obfuscation and other methods of ‘resistance’ help
to protect your privacy?



OO General Idea of obfuscation

(Spartacus)’ l ill !
oy il
(I

|
 Trying to find one individual | ]I LK | I‘ l I i l

person (the
leader/Spartacus)

« Every soldier impersonates
Spartacus

« Spartacus is thus "hidden” in

the crowd
 -> The roman soldiers has /‘ ,
to identify everyone as N Y

‘Spartacus’, they cannot be
sure who it actually is



QO Obfuscation by a
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OQ Obfuscation to attack rival
businesses '

» Obfuscation might also be used maliciously
* Uber yvs. Gett case in New York =

» Uber would create many false orders to obfuscate real
orders, cancelling them again before arrival
» Gett cannot distinguish anymore between real and fake orders

» Uber even sent job offers to the drivers

 -> Value of jobs at Gett are reduced by .ObeScating real
| requests




C}O Obfuscation in Programming

International obfuscated,C-

code contest (ioccc.org

* Reverse engineening gets
harder

*Impossible to read at first
glance

* Does'not secure privacy

#include<stdio.hs
#/* [bbde3cf3]*/include<stdlib.h>
# define D(o,1,T)/*( C ) 2 0 1 § */o#Fl##1/+
nil;ARGF.each char{ | =e ? c < "A"|
4 \ ! - ) kg {bU' *Evergarden*/
D{ t ,ype ,def y D f)yD (= tru
et ) { %X, ¥,z ; . ( £);
=6 %40, V , i, 0, 1, L T[22 ] =
*B,5 * 19, 2 *D (7,5, 1,2 + 5 * 4 * 5%29, 446 i
#20 %+ 2 * (31 + 2 3 %2+ 1) { 2%2 % 3 *# 2 +# ~=( 2%3 * 2 )
~ - (4% 5 ) * 4 %+ 7T *3 -1, e =(2 %3 % 2 ) F o~ o (2Fa=(2 % 3 % 2%3
‘ ) - * 2+ 2 %2 %3 %3 2 ) 1+ 7 %4+ 7 %4,
-~ - (5%6 ) ,3%4+8, 8,6, ( 17+ 113 * 8
11 3 *8 *4*8*8~*2-1}p,q.,x5y;iD(v,o,id) s {
Ulx ]=U[y ] ,U[y]l=u; }D(v,oi,dm_p,_q){ d=( + pt+q )
-p1 {m( p ,d) s m(d, g) ;D(f, o, r)( i =p,o=d, y H +Py<H+ g
= :oqnatU[+11-y>U[ol-yI|(U[+il [0 ).ys& U [ + i ]
? ok d#+ ;o2 ();)} for (y=p , x=H + p;y 1 oy *#=l)s () ; }D (W,
; D(E o,r ) (i= 1 i =22&& (o=I[ 1++ 1+ + 1 ,l=o+I[i] , ( e<
/22 ;) void a (){if(H+2 > t){ U = ( b *)D(r ,ea ,lloc )
*D talz » e, of)(b )i} UL Hl.x=x;U[H].y =y ; U [ H¥+]. z = e;p=p >y
P ¥:g ;v (}:}D( v .0, id )Q(_ 0){(l=abs ( 0 ) ) 2 D (fpr, i , ntf )(f
”\33" [%d!c W1,V +(020) ):0; W i}D(vo,i, d ) P ( _ p){iE [ © =0] e=p
if( p T7)y{for( H P 3 : p>=§) {E[o++]= lZB| (9 *7&p );}E[ ol= (g* o
g )| p; }or(;o = 1 ;D(f,pu, te) (E[o--] ,f ¥)i¥ b (e, h, ar) d[2 ] ;D(i
, D, t)r (char*u ){return (f=D(fo, pe . n) (u, d))? 0:(perror{u),-1);
} _ /%0 *#/D(m, a,in) (_ 0,D( ch, a , r ) **2 ){f=stdin;if(=--
OEE [ [ **++2) -45] | ] ) &&r { *Z)){goto X;}
D(f ) (*d [=( 5 );(e=D(f, get
<) ) ih=

e & 31,1:(e&g)
& 7
? a() ,h:
V4 @)<<li;Vie } fclose(f);f=D(std,
if (U) {if(0<1){ U [H] H); for

0
h<H&&+U [++h].¥y
B(-~ 9):3D(
s()){V =D(ra,
0) ? r(*++Z) 104+) {
0, y =g+l;h< He&k<
(*++2) 1D
=q -p+2;--h JB(10
JO;y=U[h++]. ¥i{:0Q
U [h].x);B( Ulh].
i 10(g-y) ;P (10}
}}}0=0;% :D{r
i H*
*/

https://www.ioccc.org/2019/yang/violet.c



> What is obfuscation

» Obfuscation can usefully bejcompared to
camouflage

 Privacy based obfuscation

* Using obfuscatlon methods and techniques to protect
your privacy

* JAnonymity based obfuscation

« Using obfuscation methods and tech1ques to protect
your identity/stay anonymous

* There is an overlapping area



> What is obfuscation

Overlapping area

* While using obfuscation techniques/to protect

your privacy, youl use networks and tools that hide
your identity

| For example: hiding yourself in a group so you can
not be tracked, you can use Tor

« But how you use the techniques) networks and

tools define if you are protecting your privacy or
identity



> What is obfuscation

Some base techniques '

* Encryption | sl Steganography

* Anonymous | * Pseudonymization
communication |
networks

» Virtual private
networks



> What is obfuscation

Limitations of the techmques

* Encryption - vulnerable to attacks

- Anonymous communication networks - can be slow, may not
provide complete anonymity

« | Virtual private networks - vulnerable to attacks, restricted in some
countries, security depends on provider and implementation

* | Steganography - vulnerable to detection, quality may be affected

« Pseudonymization'- can be linked back to the original identity



> What is obfuscation

Some basic use cases

* Online | sl Location privacy
communication ! .
| ¢ Personal information
 Data storage | | protection
* IOnline transactions

» Internet browsing



> What is obfuscation

Some examples of obfuscatlon

* Filling a channel with| | '«| Making patterns to trick

noise | a trained observer
*| Location services * Many people under one
without location name or in one outfit
trackin |k
‘ S * Changing
* Blending genuine and "identities” periodically

artificial search queries



Obfuscation

First party

Social media

e Network Third party

* Tracking by 3rd parties by e.g. cookies or the "Facebook-Pixel"
| * Cookies, which are present on multiple websites and thus
Tor netWOI"k can track a single users browsing history
‘ * Tracking may also be done with a .png imagine and the
corresponding GET-request
= A user may block 3rd-party-cookies by the browser, preventing
this kind of tracking
* Browser fingerprinting might be used instead of cross-site-
cookies
* The user does not need to give conscent to that
* -> More convenient for tracking services



@ Network

Tor network



L Tor network ¢

* Open-source privacy network that enables anonymous web browsing
(Originally developed by the U.S. government)
* Who uses it?
* Government agencies
* For-profit enterprises
* lllicit organizations
* Private individuals



«H  Tor network Tér

How it works

* The more people use it, the better

* Tor network does not directly connect your computer to the website
* Highly tangled network that frequently changes

* |t uses layered encryption



@ Network
w

hat does Tor have to do with obfuscation?

* Can ensure privacy for data and communication on the
web
» Helps with hiding yourself
* Being used by other tools
* Methods being used
* Encryption
* Data minimization



First party

Social media



Social media

Social dilemma on Netflix
Did you see it?

. S-OCIaI 0+




ocial media .
dilemma t:° -

» “Nothing vast enters the life of mortals without a curse” -
Sophocles

« “We were naive about the flip side of that coin” - Former
president Pinterest

» “If you are not paying for the product, then you are the
product”
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dilemma t:° -

What is their goal?
 Engagement goal: drive up your usage, to keep you scrolling
« Growth goal: keep you coming back and invite as many friends

» Advertising goal: make as much money as possible from
advertising

Do you recognize this pattern in your daily life?
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What do they use to track you?
» Cookies & fingerprinting
* Your location
 Your activities on the platform
* What you watch and for how long
* What you like
* Which hashtags you use

* Who you interact with
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Do they know EVERYTHING about you?

* Depressed? « What you do late at night?
* Lonely? * Introvert or extrovert?

* Your ex? « What kind of neuroses you

+ Stalking your ex? have?

« Thinking about your ex? * Your personality?

Invasion on your privacy?



Social media

Spartacus-as-a-service

« Obfuscation tool for 25
different social media platforms

* Floods account with random
posts/events (mariages, job
change etc.)

display name: johnkabal78

* Will change the
"known behavior”
of the obfuscated Mt b et

they were his father. | think they were the
only one who could force the Dark Lord's

user d rastically S e whe s s S Op Ly

ago,asthecupwas...

el (wowramay
[ e |

@M 3 8 & O B €

ar

johnkabal78 @johnkabal/8 . ds

+ [1234586). . .If it wasn't for my horse 7 not be not delinquision and industries will

be at an advantages of securjng the great contrators and the process of the
problems of the United States and the Congress of the National Government in

johnkabal78 @ ohnkabal78 - Aug ©

[123456]. . .The sky was a shade of gray and munderstanding the long, golden
gallow. “What are you doing, Harry?" said Lupin. “Well, you saw him could
excuse the House cup first off the map. Mumbling told us to do with it, and that
mang will . ..

johnkabal78

[123456]. . .The sky was a shade of gray and /pece to the deposits of the other
attention of the United States and the Secretary of the employees of the Nation
who have taken by the continued of the convention could not be deprefuties

and the country ©Mike Kiser @ DEF CON27



Spartacus-as-a-service
Does it help?

« Using an obfuscated twitter profile to share information to an
invited group, by muting the fake posts

 The user will have an obfuscated advertisement profile

” :.'.:, Searching for Volvos




Spartacus-as-a-service

Does it help?

« Did change the ads served drastically over 4 weeks

« But do we really want this?



Social media

is be useful?

* Would th

* Would you use it?



Social media

* Fighting the symptoms! with YouTube as case study

uYOUTUbe " Q : Inloggen

ﬁ Live Muziek Toeristische bestemmingen Games Sketchcomedy Klussen Natuur

Home

8

- 11:54:56

Zachte muziek, kalmeert het @ The world is falling apart and you Raadsleden lopen HUILEND weg

zenuwstelsel en behaagt de ziel... like that & [Classical/Wednesda... na anti-woke speech FVD




Social media

* Fighting the symptoms! with YouTube as case study

B YouTube " T : @) Inloggen = YouTube " the ultimate game boy talk : Inloggen

Home

o) 2304/1:01:06
The Ultimate Game Boy Talk (33c3)

® D C=

186K weergaven 6 jaar geleden
https://media.ccc.de -8029-the_..




Search engines

* Hiding Together « Generating Noice

File  Edit
Options |
i { |G}~ | bill of rights
Help/FAQ
o va I W B
i atxa W T ;, HopStop & ELO-2008
Imsword_s. .. \\/ United... |3

2 Sign in / create account

/

", Current Queries |
|
|

Indation fundrais
rch Engines :

Ctrl-Click for multiple sel

ed States Bill of Rights
. lssue Queries
Ranking & & collect Feature:

Current { Logging Options

Extra A ;
- 1 Cum E'I'I tE Random
FIFEI :EE EI”:-:I FUSIE“-I E Pngt interaction

F ”:I EE Eg-i I_Ig e About W Cookie Handling

[¥] clean Cookies (Anony:

| Disabled [v] P

|
|

Dora & TVMN: 'wire-tapping'




Search engines

 What Happened?

~ Google
© This extension contains malware.  Tpic extension is blocked

Chrome found that "TrackMeNot" contains malware

Details

“After further review of your item, we have confirmed
that your item did not comply with our Program Policies
and will not be allowed back in the store. However, your
developer account will be reinstated.”



Retail

JOUW BONUSKAART  VEELGESTELDE VRAGEN

* Albert Hein bonuskaart

Jouw bonuskaart

o | || ]
000012

SummerFairy: 2 61 0400

Bonuskaart ID: 1771

Bij ons ook 2610400000012. Wij mochten het eerst

maar als iemand het niet bij zich heeft vraag ik eersi }
lenen, voordat ik het nummer intik. We krijgen namelijk elke keer meldingen in FKVW enzo dat dat
nummer te vaak gebruikt wordt.

ANDERE BONUSKAART

Die code hebben wij ook. Het wordt zoooo vaak gevraagd, echt heel irritant. Wij moeten nu ook elke
keer dat iemand het vraagt zeggen dat ze bij de balie een bonuskaart kunnen halen, maar alle klanten
zeggen dan dat ze er wel 1 hebben, maar hem vergeten zijn. Dan denk ik echt van, hang hem gewoon
aan je sleutelbos, dan heb je hem altijd bij je. Maarja, dat mogen we dan weer niet zeggen.

De website is geoptimaliseerd op weergave op mobiele telefoons.

De codes zijn zelfs scanbaar! Als het scannen niet goed werkt, probeer de
helderheid van je scherm dan te verhogen.




(Online) retail

WEB / REPORT

Chaos theory: what happens when Amazon

buys you random stuff? / 'Random Shopper'
tries to outrun the recommendation engines

By RUSSELL BRANDOM
Source RANDOM SHOPPER
Dec 4, 2012, 10:47 PM GMT+1 | [[J O Comments




Location based tracking

1

DEVELOPER OPTIONS

e Location services
g SpOOfing Revoke USB debugging authorizations

Include bug reports in power menu

Mock location app

View attribute inspection

Select app to be debugged

Verify apps via USB

Buffer size for logging




Location based tracking

e CacheCloak




Location based tracking

*Unique ID — Auto-generated numeric identifier.
*Timestamp — Time/date of the measurement.
*MAC - Source MAC address of the station
*RSSI — signal strength of the device from the scanner (measured in dBm)
*Vendor — Device vendor of the detected device (i.e. Apple, Samsung, etc.)
*AP — the SSID or network to which the device is associated

— N

ESP32 Marauder
((T>) ;
° Update Fi
Reboot

59



Third party

* Tracking by 3rd parties by e.g. cookies or the "Facebook-Pixel"
* Cookies, which are present on multiple websites and thus
can track a single users browsing history
* Tracking may also be done with a .png imagine and the
corresponding GET-request
* A user may block 3rd-party-cookies by the browser, preventing
this kind of tracking
* Browser fingerprinting might be used instead of cross-site-
cookies
* The user does not need to give conscent to that
* -> More convenient for tracking services



Third party

How to obfuscate against them

* Disable all cookies, however no impact on browser

fl nge rp rinti ng Yes! You are unique among the 31715 fingerprints from the last 7 days.

We have 1 older identical fingerprint(s) from your device.

The following informations reveal your OS, browser, browser version as well as your timezone and preferred language.

* So many identifying factors
often lead to a perfect
match for a single user

« @

* Possible to obfuscate the user agent, browser version etc.
* However, this often detected by modern tracking tools and

thus not very effective




% Contrasting techniques

 Data minimisation:  DPata Obfuscation

« Delete all social media | |||+ Spartacus-as-a-service
* Not using app versions of « CacheCloak

i i + GPS-spoofing
| Privacy settings in app ¢ TrackMeNot

» Using an addblocker Adnauseum



QO Is Obfuscation by the user okay?

* Theuser is "lying",| but Only to avoid being exploited
* Waste of resources (bandwidth, computing power, electricity)

 'Griefing" non-obfuscated users
* You might effect other users

* Against most Terms of Service

* Google deleted/banned most obfuscation tools from the chrome app
store =)



%~  Problem solved?

Can obfuscation and other methods of [resistance’ help
to protect yourpnivacy?
Yes it can but:
' It depends!
You have to implement the right techniques
You might need to implement multiple techniques

It might buy you time, it might be circumvented easily
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