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Searching in
encrypted databases



Encrypted d

Why encrypt?

atabases




Encrypted databases

- Third parties
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Encrypted databases

- Third parties

Databases




Encrypted databases

- Third parties <

Databases
Partners
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Encrypted databases

- Third parties

Databases
Partners
- Examples sl
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Encrypted databases

- Third parties

Databases
Partners

- Examples

Hospital
Law-enforcement
- Threats (e.g. cyberattacks,
insider threats)
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Encrypted databases

- Third parties

Databases
Partners

- Examples

Hospital
Law-enforcement
E-Commerce
- Threats (e.g. cyberattacks,
data leaks)
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Back in time - Nowadays

- Secure Data Exchange System (SDES), 1976

- Symmetric key encryption

- Key management techniques
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Back in time - Nowadays

- Secure Data Exchange System (SDES), 1976

- Symmetric key encryption
- Key management techniques

- Nowadays
- Searchable encryption

- Secure multi-party computation
- Homomorphic encryption
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GDPR on databases

- Storage and Processing of Encrypted Personal Data
- Right to Access
- Data Breach Notification

- Data Protection Impact Assessment (DPIA)
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Problems?

- Searching in encrypted databases is expensive and time-consuming.
- Key management

- Privacy vs efficiency & costs
- Law-Enforcement?
- Bol.com?
- Health care?
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Setting

Alice Eve Bob?
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Defining goal features
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Defining goal features

Secrecy

Eve cannot learn anything about the plaintext when given only the ciphertext.
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Defining goal features

Secrecy

Eve cannot learn anything about the plaintext when given only the ciphertext.

Query isolation

When Alice searches for some query, Eve cannot learn about anything other than the
search result.
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Defining goal features

Secrecy

Eve cannot learn anything about the plaintext when given only the ciphertext.

Query isolation

When Alice searches for some query, Eve cannot learn about anything other than the
search result.

Controlled searching

Eve cannot search for an arbitrary query herself, she needs Alice to be able to search for
something.
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Defining goal features

Secrecy

Eve cannot learn anything about the plaintext when given only the ciphertext.

Query isolation

When Alice searches for some query, Eve cannot learn about anything other than the
search result.

Controlled searching

Eve cannot search for an arbitrary query herself, she needs Alice to be able to search for
something.

Hidden queries

Alice can let Eve search for a query, without exposing the query (or the content of the
matching parts of the plaintext) to Eve.
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Baby's first scheme

Split into words W
Pick key k

W

1|°' L

Can encryptwordsC. = W. @ ktogetC.|...|C,

Searching:
Compute C_ for query W, and send C,to Eve.

Can also use multiple different keys for search spaces
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Everyhody knows ECB
motde is bad hecause

Source: https://imgur.com/F8yBdTI N %
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Song et al. 2000

Scheme 2

Goal: create a scheme that includes randomness for proper secrecy

Take pseudorandom generator G and generate L random values S_ | ... |S (with
masterkey)

CreatetagsT. = S | |F (S,;) whereFis a trapdoor function e.g. keyed hash function
C. =W oT,
1 1 1

Plaintext

W;
}9‘ Ciphertext
Stream cipher ——| S; Fi(S5)

Fy.




Song et al. 2000

Scheme 2

Goal: create a scheme that includes randomness for proper secrecy

Take pseudorandom generator G and generate L random values S_ | ... |S (with
masterkey)

CreatetagsT. = S | |F (S,;) whereFis a trapdoor function e.g. keyed hash function

C,=W oT,

Searching: Plaintext

Give Eve k and query word W, -> |

To decrypt computeC, o wq -> Get tag x| |y W

W, == W ifF (x) ==y ' EAG e e

Eve cannot learn W_if W, != Wc| _ P
Stream cipher —— S, Fi(S:)

Fy.



Song et al. 2000

Scheme 2

Plaintext

W,
}B~ Ciphertext
Stream cipher —— S; Fy.(S;)
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Song et al. 2000

Scheme 3

Goals: We don’'t want to give our keys to Eve

Take pseudorandom generator G and generate L random values S_ | ... |S (with
masterkey)

CreatetagsT =S ||F, (S;) where k, = F
C,=W oT,

somemasterkey ( wi )

Plaintext

!

W;
E— Ciphertext
Stream cipher ——| S; Fy.,(S:)

w

S

kw = Fsomemasterkcy(Wi)




Song et al. 2000

Scheme 3

Goals: We don’'t want to give our keys to Eve
Take pseudorandom generator G and generate L random values S_ | ... |S (with
masterkey)

CreatetagsT =S ||F_(S;) where k = Fsomemasterkey(wi)
C. =W. ©T,
1 1 1
Searching: Plaintext
Give Eve query word w, and corresponding key k -> l
To decrypt computeC, © Wcl -> Get tag x| |y e
W, == W, ifF _(x) ==y E}- Ciphertext
Eve cannot search for W, without knowing k Stream cipher — > 8 Fy,(Si)

S

kw = Fsomemasterkcy(Wi)



Song et al. 2000

Scheme 3

Plaintext

!

W;

Stream cipher ——

Si

Fy,(S:)

}B~ Ciphertext

kw =F somcma‘sterkey(wi)

oy
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Song et al. 2000

Scheme 4

Goal: We want to search for a word w, without revealing it to Eve
We can pre-encrypt the words with an extra key k o

Words are encapsulated in a layer of ECB -> Ekp(wi)

Take pseudorandom generator G and generate L random values S_ | ... |S, (with
masterkey)

CreatetagsT =S | |F (S;) wherek, = Fsomemasterkey(Ekp(Wi))
C. = Ekp(wi) o T,

Plaintext

1

W;

Ej.

P

Ey, (W;)
>@5~» Ciphertext
Stream cipher ——| S; Fy, (Si)

w

kw = L' somemasterkey ( E ky (Wl ) )



Song et al. 2000

Scheme 4

Goal: We want to search for a word w, without revealing it to Eve
We can pre-encrypt the words with an extra key k o
Words are encapsulated in a layer of ECB -> Ekp(wi)

Take pseudorandom generator G and generate L random values S_ | ... |S, (with
masterkey)

CreatetagsT =S | |F (S;) wherek, = Fsomemasterkey(Ekp(Wi))

Plaintext
C; = E,(W) e T,
Searching: i
Give Eve query word E, (W ) corresponding key k  -> Er,
To (fcryp.tfcomputti fi ® E (W) ->Gettagx||y By, (Wi)
wi - Ty ! ka(x) =Yy >@5~»Ciphenext
Eve cannot see W Stream cipher ——> S; Fy, (S3)

kw = Fsmnemasterkey(Ek,,(Wz‘))



Song et al. 2000

Oops... we've added too much
privacy!

We have accidentally made our scheme so secure that even with all the keys, Alice can no

longer decrypt anything
C, = Ekp(wi) ® S;||F(S;)

Keys k  are generated as Fsomemasterkey( Ekp(wi) )

This means to decrypt, Alice needs to know Ekp(wi)
Alice needs to know the plaintext to decrypt the ciphertext!
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Song et al. 2000

Scheme 4

Plaintext

E, (W;)
}5—» Ciphertext
Stream cipher —— S; Fy,(S:)

w

kw = Fsomemasterkey (E ky (W2 ) )

Radboud University %

%
% &
e



Song et al. 2000

Final scheme

Need to decryptC, = Ekp(Wi) ® S.||F.,(S;)
Need to know the word W....

Split Ekp(Wi) into two halves L, and R, and switch k= Fsomemasterkey(Ekp(Wi) )
withk = F

somemasterkey( Li )
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Song et al. 2000

Final scheme

Need to decryptC, = Ekp(Wi) ® S.||F.,(S;)
Need to know the word W....

Split Ekp(Wi) into two halves L, and R, and switch k= Fsomemasterkey(Ekp(Wi) )
withk = F

somemaste rkey( Li )
Plaintext

Alice knows S, -> Can compute L. from C,
Can use L, to compute k, and computetag T, = S_ | |F,(S,) W,
Now Alice can compute Ekp(wi) and can decrypt.

I R;
}9— Ciphertext
S; Fy,(Si)

w

Stream cipher ——

kw = somemasterkey(Li)



Song et al. 2000

Final scheme

Plaintext

A
v

L; R;
}B—~ Ciphertext
Stream cipher ——| S; Fy (S;:)

kw = L' somemasterkey (L1 ) Radboud University %
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Symmetric Searchable Encryption

- Symmetric-key cryptography

- Three parties:
- Data owner
- Search engine
- User
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SSE - Deterministic encryption

- One cipher key
- A plain text gives one encrypted text

- Encrypted query compared to encrypted text
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SSE - Probabilistic encryption

- Multiple cipher keys
- Same plain text gives multiple encrypted texts
- Probabilistic search method

- Encrypted query compared to different encrypted texts
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PSSE vs DSSE

- DSSE:
- Less complex than PSSE
- Less secure than PSSE
- No false positives

- PSSE:

- More complex than DSSE
- More secure than DSSE
- May generate false positives
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Public-key Encryption with Keyword
Search

- SSE but with Public-key cryptography
- Three parties:

- Data owner

- Search engine

- User

- Trapdoor used
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Order-Preserving Encryption

- It's a new field (proposed in 2004)
- But has been used in WW I: one-part codebooks, e.g.:

187 A UTHORITy:
:_5’,/—/’/"‘(’;)3{' o e O]_{ITY
Code word | No | Messagq AUTH =
C | 187 | DR0Y tr‘le, e . tyue reading:
T e T eadin \ Message OF .
.-&u:c_hority—cohtinu s
@annoti-c=cscs = 8? ((;:‘va ;ﬁ?ﬂ{;‘;}fhoh?:% = ntinued
c“mmllgté&_ 802 Given authopip Y Authoritli;ggthority )
81:;1;1 it 03 Great authority You %:v no authority
C;lnoe gl g f0d Has authority ¥°3r authority
Canoed —-- 82 gas 1o authorit Aut?lorizatlon
Canoeing --- 22 N0t authorigy, athorizations
Canoeist —------- 08 wae authorit Authorize .o to
Canoeists ------- o ave authority fyq,, Authorize & 5,
Canpesils 1280 Have authority 1, uthorize U5
Canon - 10 | Have no auther; | uthomet{mze
Canonbit - 11 Have no other authoy I Do not a:uth oTiZe
Canonbone.- - - 12 Have they authority Do theyauthorize
Canoness - ------ 13 Have we authorit Do oL
: 14 Have : ; 1 authorizé .
Canonic- - ------ 15 you authority They authorize :
Canonical .- -- He has authority f3,, Thgy will not authorizé
Canonicals_----- ig %fhave authority frop, To ayuthoriz{:
Canonicate------ E they have authority Will authorize
Canonist- - ----- 18 If we have authoﬁty Will not authorize
19 | If you have authority Will vou authorize

Canonistic ------
By ArnoldReinhold - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=82344363



Order-Preserving Encryption

- Why is the codebook order-preserving?

- Why would we like order now?

(Canonistic

| Code |

No
| 187

A UTHORITY

Message

or
trug
i rg%ng

Authority—Congi .
gite s alioned
© you .
Give you authorjey

N author;

Great authority.
Has authority
Has no authoris
Has not authoriyy.
Have authors

ave authorit
Havo authority L0
Have 0 anthors

ave 1o other any 4
Have they anﬂmr?é;’“-‘f
Have wo authority
Have you authorify
He has authority {3, |
1 have authority from. |
If they have anthous
It we have authority
If you have authority

Message OF t9° reading-

i a
<t —Continned
sutbot o nthority
Fou BT mo authority
Your

1 authorize .
ze 7
They ot nthorize

Ucrrer
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Order-Preserving Encryption

| Code “

- Why is the codebook order-preserving?

| No
| 187

- Why would we like order now?

- Efficient lookups (binary search)
- Range queries

(Canonisti =

- Is it secure?

AUTHORIpy

Message

or
brug
oz g,

Authority—Congi 5
Give thom anficied
e you a; #
Ghc thority

1 author;
Great authority.
Has authority
Has no authoris
Has not authorgy,
Have anthori

ave authorit,
Havo authority L0
Fave no authors

He has authorit
T have authority s t‘rﬁ,’;’
If they have authority
If we have authoriy

It you have authoritv

187
AUTHORITY» A e
e age 0z tzE ToatItE: j

n a

—Continued

o authority
ﬁ“” athoTity

vathorize

or .
ey T e
To authorize

Wil authorize

Will not authorize
Wil vou authorize

Ucrrer
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Order-Preserving Encryption

- Why is the codebook order-preserving?

- Why would we like order now?

- Efficient lookups (binary search)
- Range queries

- Is it secure?

- IND-CPA?

- But still useful?

(Canonistic

| Code |

No
| 187

AUTHORIpy

~3

Message o, c
o

r%ng

Authority—Congi 5
Give thom anficied
e you a; #
Ghc thority

1 author;
Great authority.
Has authority
Has no authoris
Has not authorgy,
Have anthori

ave authorit,
Havo authority L0
Fave no authors

He has authorit
T have authority s t‘rﬁ,’;’
If they have authority
If we have authoriy

It you have authoritv

AUTHORI?Y, S
— agge oF tra0 T

n a

—Continued

o authority
ﬁ“” athoTity

vathorize

or .
ey T e
To authorize

Wil authorize

Will not authorize
Wil vou authorize
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OPE: Boldyreva et al. 2009

- Symmetric

- Ciphertext space >> Plaintext space

- Pick a ‘random’ but ordered encryption using binary search

- ‘Randomness’ deterministically generated with a block cipher.

- Decrypt also with binary search

Let's try with:
Plaintext space [1...7]
Ciphertext space [1...128]
Encrypt 5
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OPE: Boldyreva et al. 2009

Enc(5)? 1 2 3 4 5 6 7

1 128
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OPE: Boldyreva et al. 2009

Enc(4) 1 2 3 4 5 6 7

Sample based on key from [1...128]

85
1 128
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OPE: Boldyreva et al. 2009

Enc(6) 1 2 3 4 5 6 7

Sample based on key from [86...128]

85 110
1 128
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OPE: Boldyreva et al. 2009

Enc(5) 1 2 3 4 5 6 7

Sample based on key from [86...109]

85 91 110
1 128
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OPE: Boldyreva et al. 2009

Dec(37)? 1 2 3 4 5 6 7

37 85 91 110
1 128
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OPE: Boldyreva et al. 2009

Dec(37)? 1 2 3 4 5 6 7

Again binary search: Enc(4) = 85

37 85 91 110
1 128
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OPE: Boldyreva et al. 2009

Dec(37)? 1 2 | 3| a |5 |6 | 7
Enc(2) = 24 \\\
24 37 85 91 110
1 128
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OPE: Boldyreva et al. 2009

//\\\

85 91

Dec(37) = 3
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OPE: Limitations

- Public key setting?
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OPE: Limitations

- Public key setting?

- Attacker could encrypt
- So attacker could decrypt with binary search
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OPE: Limitations

- Public key setting?

- Attacker could encrypt
- So attacker could decrypt with binary search

- Leaks order (intentionally), is this a problem?
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OPE: Limitations

- Public key setting?

- Attacker could encrypt
- So attacker could decrypt with binary search

- Leaks order (intentionally), is this a problem?
Does ‘size’ matter?

- Age, income, weight
- UUID

- Phone number

- Credit card number?
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Attacks on OPE

Using only an encrypted column and statistics:
Given an estimated distribution of the plaintexts
For each ciphertext:
Get percentage of ciphertexts that are smaller

Match that to the estimated distribution to get a likely plaintext
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Est. plaintext distribution

0,125
Attacks on OPE
0,075
0,050
0,025
Ciphertext ? Plaintext? 000 5 10 = 20
25
30
41
42
56
82
205
234
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Est. plaintext distribution

0,125
Attacks on OPE
0,075
0,050
0,025
0,000
Ciphertext ? Plaintext? 5 10 15 20
25 . . e
Cumulative plaintext distribution
30 1,00
41 0,75
42
0,50
56
0,25
82
205 01001234567891011121314151617181920
234
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Est. plaintext distribution

0,125
Attacks on OPE
0,075
0,050
0,025
0,000
Ciphertext CDF Plaintext? 5 10 15 20
25 0 . . L
Cumulative plaintext distribution
30 0.125 1,00
41 0.25 05
42 0.375
0,50
56 0.5
0,25
82 0.625
205 0.75 0'001 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
234 0.875
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Conclusion

- Order is a lot of information
- Especially if just an estimation is already privacy-sensitive

- OPE leaks much more than SSE from before

- Can we still use searchable encryption?

- In some cases
- But need to be very careful allowing more than exact-match queries

- Active area of research!
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