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Searching in 
encrypted databases
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- Third parties

Databases
Partners

- Examples

Hospital
Law-enforcement
E-Commerce
   - Threats (e.g. cyberattacks,

    data leaks)

Encrypted databases
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- Key management techniques
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- Secure Data Exchange System (SDES), 1976

- Symmetric key encryption
- Key management techniques

- Nowadays

- Searchable encryption
- Secure multi-party computation

- Homomorphic encryption

Back in time - Nowadays



- Storage and Processing of Encrypted Personal Data

- Right to Access

- Data Breach Notification

- Data Protection Impact Assessment (DPIA)

GDPR on databases



- Searching in encrypted databases is expensive and time-consuming.

- Key management 

- Privacy vs efficiency & costs
- Law-Enforcement?
- Bol.com?
- Health care?

Problems?



Ties



                 Alice                                                                     Eve                                                     Bob?

Setting
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Secrecy
Eve cannot learn anything about the plaintext when given only the ciphertext.
Query isolation
When Alice searches for some query, Eve cannot learn about anything other than the 
search result.
Controlled searching
Eve cannot search for an arbitrary query herself, she needs Alice to be able to search for 
something.
Hidden queries
Alice can let Eve search for a query, without exposing the query (or the content of the 
matching parts of the plaintext) to Eve.

Defining goal features



Split into words W1|...|WL
Pick key k

Can encrypt words Ci = Wi ⊕ k to get C1|...|CL

Searching: 
Compute Cq for query Wq and send Cq to Eve.

Can also use multiple different keys for search spaces

Baby’s first scheme



Source: https://imgur.com/F8yBdTI



Goal: create a scheme that includes randomness for proper secrecy
Take pseudorandom generator G and generate L random values S1|...|SL (with 
masterkey)
Create tags Ti = Si||Fk(Si) where F is a trapdoor function e.g. keyed hash function
Ci = Wi ⊕ Ti
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Goal: create a scheme that includes randomness for proper secrecy
Take pseudorandom generator G and generate L random values S1|...|SL (with 
masterkey)
Create tags Ti = Si||Fk(Si) where F is a trapdoor function e.g. keyed hash function
Ci = Wi ⊕ Ti

Searching:
Give Eve k and query word Wq ->
To decrypt compute Ci ⊕ Wq -> Get tag x||y 
Wi == Wq if Fk(x) == y
Eve cannot learn Wi if Wi != Wq
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Goals: We don’t want to give our keys to Eve
Take pseudorandom generator G and generate L random values S1|...|SL (with 
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Goals: We don’t want to give our keys to Eve
Take pseudorandom generator G and generate L random values S1|...|SL (with 
masterkey)
Create tags Ti = Si||Fkw(Si) where kw = Fsomemasterkey(Wi)
Ci = Wi ⊕ Ti

Searching:
Give Eve query word Wq and corresponding key kw ->
To decrypt compute Ci ⊕ Wq -> Get tag x||y 
Wi == Wq if Fkw(x) == y
Eve cannot search for Wq without knowing kw

Scheme 3
Song et al. 2000
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Goal: We want to search for a word Wq without revealing it to Eve
We can pre-encrypt the words with an extra key kp
Words are encapsulated in a layer of ECB -> Ekp(Wi)
Take pseudorandom generator G and generate L random values S1|...|SL (with 
masterkey)
Create tags Ti = Si||Fkw(Si) where kw = Fsomemasterkey(Ekp(Wi))
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Goal: We want to search for a word Wq without revealing it to Eve
We can pre-encrypt the words with an extra key kp
Words are encapsulated in a layer of ECB -> Ekp(Wi)
Take pseudorandom generator G and generate L random values S1|...|SL (with 
masterkey)
Create tags Ti = Si||Fkw(Si) where kw = Fsomemasterkey(Ekp(Wi))
Ci = Ekp(Wi) ⊕ Ti

Searching:
Give Eve query word Ekp(Wq) corresponding key kw  ->
To decrypt compute Ci ⊕ Ekp(Wq) -> Get tag x||y 
Wi == Wq if Fkw(x) == y
Eve cannot see Wq

Scheme 4
Song et al. 2000



We have accidentally made our scheme so secure that even with all the keys, Alice can no 
longer decrypt anything
Ci = Ekp(Wi) ⊕ Si||Fkw(Si)
Keys kw are generated as Fsomemasterkey(Ekp(Wi))

This means to decrypt, Alice needs to know Ekp(Wi)
Alice needs to know the plaintext to decrypt the ciphertext!

Oops… we’ve added too much 
privacy!

Song et al. 2000



Scheme 4
Song et al. 2000



Need to decrypt Ci = Ekp(Wi) ⊕ Si||Fkw(Si)
Need to know the word Wi…

Split Ekp(Wi) into two halves Li and Ri and switch kw = Fsomemasterkey(Ekp(Wi)) 
with kw = Fsomemasterkey(Li)

Final scheme
Song et al. 2000



Need to decrypt Ci = Ekp(Wi) ⊕ Si||Fkw(Si)
Need to know the word Wi…

Split Ekp(Wi) into two halves Li and Ri and switch kw = Fsomemasterkey(Ekp(Wi)) 
with kw = Fsomemasterkey(Li)

Alice knows Si -> Can compute Li from Ci
Can use Li to compute kw and compute tag Ti = Si||Fkw(Si)
Now Alice can compute Ekp(Wi) and can decrypt.

Final scheme
Song et al. 2000



Final scheme
Song et al. 2000



Pien



- Symmetric-key cryptography

- Three parties:
- Data owner
- Search engine 
- User

Symmetric Searchable Encryption



- One cipher key

- A plain text gives one encrypted text

- Encrypted query compared to encrypted text

SSE - Deterministic encryption



- Multiple cipher keys

- Same plain text gives multiple encrypted texts

- Probabilistic search method

- Encrypted query compared to different encrypted texts

SSE - Probabilistic encryption



- DSSE: 
- Less complex than PSSE
- Less secure than PSSE
- No false positives

- PSSE: 
- More complex than DSSE
- More secure than DSSE
- May generate false positives

PSSE vs DSSE



- SSE but with Public-key cryptography

- Three parties:
- Data owner
- Search engine
- User

- Trapdoor used

Public-key Encryption with Keyword 
Search



Dirk



- It’s a new field (proposed in 2004)
- But has been used in WW I: one-part codebooks, e.g.:

Order-Preserving Encryption

By ArnoldReinhold - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=82344363



- Why is the codebook order-preserving?

- Why would we like order now?
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- Why is the codebook order-preserving?

- Why would we like order now?

- Efficient lookups (binary search)
- Range queries

- Is it secure?

- IND-CPA?

- But still useful?

Order-Preserving Encryption



- Symmetric

- Ciphertext space >> Plaintext space

- Pick a ‘random’ but ordered encryption using binary search

- ‘Randomness’ deterministically generated with a block cipher.

- Decrypt also with binary search

Let’s try with:
Plaintext space [1…7]
Ciphertext space [1…128]
Encrypt 5 

OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



OPE: Boldyreva et al. 2009



- Public key setting?

OPE: Limitations



- Public key setting?

- Attacker could encrypt
- So attacker could decrypt with binary search

OPE: Limitations



- Public key setting?

- Attacker could encrypt
- So attacker could decrypt with binary search

- Leaks order (intentionally), is this a problem?

OPE: Limitations



- Public key setting?

- Attacker could encrypt
- So attacker could decrypt with binary search

- Leaks order (intentionally), is this a problem?

Does ‘size’ matter?

- Age, income, weight
- UUID
- Phone number
- Credit card number?

OPE: Limitations



Using only an encrypted column and statistics:

Given an estimated distribution of the plaintexts

For each ciphertext:

Get percentage of ciphertexts that are smaller

Match that to the estimated distribution to get a likely plaintext

Attacks on OPE
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Attacks on OPE

Ciphertext CDF Plaintext?

25 0

30 0.125

41 0.25

42 0.375

56 0.5

82 0.625

205 0.75

234 0.875



- Order is a lot of information
- Especially if just an estimation is already privacy-sensitive

- OPE leaks much more than SSE from before

- Can we still use searchable encryption?

- In some cases
- But need to be very careful allowing more than exact-match queries

- Active area of research!

Conclusion


